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Equipment List

[bookmark: _Toc226089640][bookmark: _Toc360193255]Course resources required:

Main training room

A room of suitable size for the anticipated number of students (maximum 15).
PC/Laptop running Windows 7 and loaded with MS Office Professional
Projector and display screen
Internet access (where available) 
Computer hardware examples (where available) 
Whiteboard
Whiteboard pens (at least 2 each of blue, black, red and green)
2 Flipcharts with adequate paper
Student notepaper and pens
Stapler, hole punch and scissors
Blutack or a similar product to allow for paper to be affixed to the walls temporarily


Copies of the Budapest Convention (with explanatory notes) and the CoE Electronic Evidence Guide should be provided to all students. The hard copies of these documents are currently out of stock, but electronic copies can be provided.

Search practical exercise

A class of 15 people would be divided into 3 groups of 5 people.


One room for each group to prepare for and to write up their report after the search.

Group Room Equipment:
One Computer with Windows 7 and Microsoft Office installed in each group room
One printer connected to the computer in each group room
One room that can be used to simulate a computer crime scene.
Internet access (where available) 
Student notepaper and pens
Stapler, hole punch and scissors
A box for the participants to put the exhibits in
One digital camera for each group
One digital camera for the trainer team


Practical Exercise: Search Room:

The following equipment is normally required for the practical scenario. Access to this room is needed in advance to set up the practical exercise and the room should be lockable. The room should have main electricity.  


Two desktop computers:
· One should be a live system loaded with Linux (in wiping mode)
· One should be Offline

One laptop computer
Should be live and connected to the Internet with the email open.

Web camera.
4 USB sticks.
3 CD/DVD.
Wireless Router. 
3 External Hard Disks.
2 Network Cables.
2 Media Cards.
Tablet.
Pen – Camera. 
Mobile Phone.
[bookmark: _GoBack]Exhibit markers or labels.

Sundry items for dressing the scenario:

1. Furniture (e.g. desks, chairs, cupboards, drawer units etc.).
2. Books.
3. Newspapers.
4. Plants.
5. Coffee Cups.
The document “Exhibit List.docx” should be printed out and placed in the search room (one for each group). 

The following documents comprise a series of paper ‘exhibits’ that will be provided electronically in advance. They need to be provided to the groups.

· Scenario.docx which contains the scenario, briefing points for students as well as the timetable. 
· Email Headers.docx which contains the Email Headers that are mentioned in the Scenario. 
· Extortion Email.pdf which contains the actual extortion email mentioned in the Scenario. 
· Also Fb1.jpg, gmap.jpg, map1.jpg and strview.jpg from Photos used.zip should be printed and given to students. 
· Apprentices A-I of the CoE Electronic Evidence Guide should also be given to students for use during the search practical. 
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