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CyberCrime@IPA
EU/COE Joint Project on Regional Cooperation against Cybercrime 
Advanced training Course for Judges and Prosecutors
Course Scenario, Activity Timetable, Evidence and Cast of Characters

Humor Products (Humor) is a Hungarian based company that sells expensive car parts on a global basis via the Internet.  It has offices in many countries, including Mauritius, where its servers are based that support its entire infrastructure. Its turnover is €10million per annum and it is a very fast growing business with revenue increasing on an annual basis at a rate of 250%.  Humor relies on the Internet for over 85% of its sales. Any interruption to the on line sales capability would have a serious effect on the viability of the business.  Humor has just invested €5million in a new storage and distribution warehouse and has taken on a further 20 staff to cope with demand.  Unfortunately, as with many fast growing business, disaster recover procedures have not kept pace with the growth in sales and they have no disaster recovery or business continuity plans in place.  There is no back up facility that will allow the business to continue in the event of a failure in Internet connectivity.

Ralph Muller is a German citizen who is a self employed IT specialist.  He is not faring well in business and is struggling to pay his mortgage and is in debt to his bank.  He has several other creditors who are pursuing him for monies owed.  In May 2015 he took a Rhine Cruise that was arranged by an international motor cycling club that he belongs to.  During the cruise he became friends with a number of people from across Europe, all of whom were members of the motorcycle club. (8 of these people would later become mules in his criminal activities against Humor).  Another guest on the trip was Veselko Ivanković who is the IT director of Humor.  Veselko and Ralph became good friends on the trip.  Veselko was disillusioned with his job and was very indiscreet in his discussions with Ralph, explaining that his employers did not understand anything about IT security and that their business not survive an attack on its systems.   There is no suggestion that Veselko was in any way involved in the events that later occurred.

Ralph Muller returned home after the holiday to be met by a large pile of letters demanding immediate repayment of his debts.  He decided that he would take advantage of the information he received from Veselko on holiday and then set out a plan to extort money from Humor.  

The timetable below gives the broad outline of the activities that took place to extort money from Humor.   



Scenario key times

	Date
	
	Activity
	Sender
	Sender email
	Recipient
	Recipient email

	3. July 2015
	
	"Offer you should not refuse" Email sent to Humor Products
	Ralph Muller
	00007@safe-mail.net
	Humor Products
	humorproducts@gmail.com

	5. July 2015
	
	DDOS attack on Humor Products website closing it down for 2 days
	Ralph Muller
	
	
	

	8. July 2015
	
	"Offer you should not have refused email to Humor Products
	Ralph Muller
	00007@safe-mail.net
	Humor Products
	humorproducts@gmail.com

	9. July 2015
	
	Response email from Humor Products to 00007 
	Humor Products
	humorproducts@gmail.com
	Ralph Muller
	00007@safe-mail.net

	9.July 2015
	Onwards
	Emails to Mules about their participation
	Ralph Muller
	00007@safe-mail.net
	All mules
	

	11. July 2015
	
	Instruction email sent from 0007 to Humor Products telling them to open 10 bank accounts and place €25k in each
	Ralph Muller
	00007@safe-mail.net
	Humor Products
	humorproducts@gmail.com

	12. July 2015
	
	10 Bank Accounts opened with HSBC Dusseldorf branch and €25k paid into each.  ATM cards issued
	HSBC
	
	
	

	12. July 2015
	
	Advert placed with ATM card information in steganised picture of motor car
	Humor Products
	humorproducts@gmail.com
	Car Sales Hungary web site
	http://hungary.carssale.eu

	12. July 2015
	
	Data captured from Car Sales Hungary web site
	Car Sales Hungary web site
	http://hungary.carssale.eu
	Ralph Muller
	00007@safe-mail.net

	13. July 2015
	Onwards
	First withdrawals of funds from ATM's by 0007 and then by all mules in various countries
	All mules
	
	
	

	20. August 2015
	
	"We want 500k email sent to Humor Products (this date is changeable depending on when the course is)
	Ralph Muller
	00007@safe-mail.net
	Humor Products
	humorproducts@gmail.com

	23. August 2015
	
	Humor Products file a complaint with the police/prosecutor (this date is changeable depending on when the course is)
	
	
	
	


 

Main Offender
Ralph Müller
An der Schillingbrucke 96
89273 Elchingen, Germany
Phone: 07308 17 00 63
Website: ShadeLocator.com
Email Address: ralphMuller456@yahoo.com 
Username: ralphmuller456@yahoo.com 
Password: OoW4Gei7ah
Mother's Maiden name: Ackermann
First Name of Favourite Uncle: Fritz
Birthday: December 7, 1983 (28 years old)
MasterCard: 5471 7632 9635 3172
Expires: 12/2014
CVC2: 464
Occupation: IT security specialist
Company: Self Employed
Vehicle 1: 2011 Kia Sorento
Vehicle 2: 2011 Yamaha FZ1 Fazer m/cycle
UPS Tracking Number:
1Z 609 385 16 0668 129 7
Blood type: A+
Weight: 182.4 pounds (82.9 kilograms)
Height: 5' 10" (179 centimeters)

Email created for crime: 00007@safe-mail.net passphrase: kW@&1098^£




Witnesses

[bookmark: _GoBack]Safe-mail.net - webmail 00007@safe-mail.net
Car Sales Hungary web site - http://hungary.carssale.eu
HSBC Pretoria - Bank of Humor Products
Yahoo for email accounts of mules
Gmail for email account of Humor


Car Advert
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Mercedes SLK 55 AMG for sale!

Near excellent condition, 2nd owner, registered in hungary, full service history+service book, renewed engine.
Extra: new tires.

Vehicle Details
Make: Mercedes-Benz
Model: SLK
Fuel Type: Petrol
Price: HUF 10630000.00
Year Registration: 2004
Trim: SLK 55 AMG
No. of Doors: 2
No of Seats: 2
Color: Silver
Engine size: 5500cc
Mileage: 63000

Additional Features
Petrol
Coupe
Left Hand Drive
ABS
Alarm
Electric Windows
Immobiliser
Central Locking
Power Steering
Electric Door Mirrors
Cruise
Alloy Wheels
Full Service History
Stereo
Metalic Paint
Air Condition
Air Bag
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