
Delivered-‐To:	  humorproducts@gmail.com	  Received:	  by	  10.49.50.69	  with	  SMTP	  id	  a5csp87104qeo;	  

Sun,	  19	  Aug	  2012	  04:41:04	  -‐0700	  (PDT)	  Received:	  by	  10.14.182.69	  with	  SMTP	  id	  n45mr4292475eem.28.1345376462588;	  

Sun,	  19	  Aug	  2012	  04:41:02	  -‐0700	  (PDT)	  Return-‐Path:	  <00007@safe-‐mail.net>	  Received:	  from	  tamar.safe-‐mail.net	  
(tamar.safe-‐mail.net.	  [213.8.161.229])	  by	  mx.google.com	  with	  ESMTPS	  id	  1si9000386eee.13.2012.08.19.04.41.01	  
(version=TLSv1/SSLv3	  cipher=OTHER);	  Sun,	  19	  Aug	  2012	  04:41:02	  -‐0700	  (PDT)	  

Received-‐SPF:	  pass	  (google.com:	  domain	  of	  00007@safe-‐mail.net	  designates	  213.8.161.229	  as	  permitted	  sender)	  client-‐
ip=213.8.161.229;	  Authentication-‐Results:	  mx.google.com;	  spf=pass	  (google.com:	  domain	  of	  00007@safe-‐mail.net	  
designates	  213.8.161.229	  as	  permitted	  sender)	  smtp.mail=00007@safe-‐mail.net	  Received:	  by	  tamar.safe-‐mail.net	  with	  
Safe-‐mail	  (Exim	  4.66)	  

(envelope-‐from	  <00007@Safe-‐mail.net>)	  id	  1T33sI-‐0000TI-‐Hi	  for	  humorproducts@gmail.com;	  Sun,	  19	  Aug	  2012	  07:40:58	  -‐
0400	  DomainKey-‐Signature:	  a=rsa-‐sha1;	  q=dns;	  c=nofws;	  s=N1-‐0105;	  d=Safe-‐mail.net;	  

b=oj3ZWTCk7pUCRBrmF2NS+KR5Y76G4PX8GpjwSYnvcQVchFrzUJLyvdQ/FaOy8hwV	  
GxKPE6VcU2XTCPhRvABrx7yLBzLU0zv+fzB82jtL2UsGAym+OY9ng/v6AbBCUUR8	  
GimQxN67FFKvY/cenwqJep4QT7fRv06W2QC6m2ZHFHY=;	  

Received:	  from	  pc	  ([198.96.155.3])	  by	  Safe-‐mail.net	  with	  https	  Subject:	  This	  is	  about	  the	  offer	  you	  really	  should	  not	  have	  
refused	  Date:	  Sun,	  19	  Aug	  2012	  07:40:56	  -‐0400	  From:	  00007@Safe-‐mail.net	  To:	  humorproducts@gmail.com	  X-‐SMType:	  
Regular	  X-‐SMRef:	  N1B-‐m6P_64XIYj	  Message-‐Id:	  <N1B-‐m6P_64XIYj@Safe-‐mail.net>	  MIME-‐Version:	  1.0	  Content-‐Type:	  
multipart/mixed;	  

boundary="-‐-‐-‐-‐-‐5KVYT3G4Q6BC2-‐5030D0C8.0709-‐L9Y0JA6PWR4JQ-‐-‐-‐-‐-‐"	  X-‐SMSignature:	  
Ll79vurZ69VfCf1oCbS3QYps6PEHtMs7C6eYQk+nn44fLn+ZfsDbNWpaiA3hNsxK4U4yBpEmmCluWY8NQug2Ar3WWLVUP1F3c
YB63xfxdOA+58HiJV0jlqgwbvb8JYvW	  sQU/a4nLvTwjBR7se4rnctLB8+lAwgXywIJr7Z8iCTU=	  

This	  is	  a	  multi-‐part	  message	  in	  MIME	  format.	  

-‐-‐-‐-‐-‐-‐-‐5KVYT3G4Q6BC2-‐5030D0C8.0709-‐L9Y0JA6PWR4JQ-‐-‐-‐-‐-‐	  Content-‐Type:	  text/plain;	  charset=UTF-‐8	  Content-‐Transfer-‐
Encoding:	  quoted-‐printable	  

Once	  the	  payment	  is	  made	  for	  the	  service,	  there	  will	  be	  no	  need	  for	  us	  to	  be	  =	  in	  contact	  in	  the	  future.	  As	  I	  said	  in	  the	  
previous	  messages,	  these	  were	  once	  =	  only	  offers.	  This	  means	  exactly	  that.	  Your	  business	  will	  be	  secure	  and	  you	  =	  will	  have	  
no	  further	  contact	  from	  me.	  

Here	  are	  the	  instructions	  for	  payment:	  1)=09You	  are	  to	  open	  10	  bank	  accounts	  at	  your	  bank	  HSBC	  in	  Dusseldorf	  2)=09Place	  
=E2=82=AC25,000	  in	  each	  account.	  3)=09Obtain	  a	  bank	  card	  for	  each	  account.	  4)=09Buy	  a	  card	  reader.	  5)=09Swipe	  each	  
card	  and	  collect	  the	  details	  in	  a	  text	  file.	  6)=09Insert	  the	  text	  file	  into	  the	  photograph	  of	  the	  motor	  car	  that	  is	  attached	  =	  to	  
this	  message,	  using	  the	  programme	  OpenStego,	  which	  you	  can	  download	  from	  =	  http://openstego.sourceforge.net/.	  If	  you	  
do	  not	  know	  how	  to	  use	  OpenStego	  =	  follow	  this	  instructions:	  

-‐	  download	  and	  install	  Java	  from	  https://www.java.com/en/download/index.jsp	  -‐	  install	  OpenStego	  after	  downloading	  it	  
from	  http://openstego.sourceforge.net/.	  -‐	  start	  OpenStego	  from	  the	  start	  menu.	  Expect	  an	  error	  message.	  Let	  Windows	  =	  
search	  for	  the	  correct	  path	  of	  your	  Java	  installation	  (see	  attached	  screenshot	  =	  "java-‐fix)).	  

-‐	  steganize	  the	  text	  file	  in	  the	  picture	  using	  the	  settings	  as	  shown	  in	  the	  =	  attached	  screenshot	  "stego-‐instruction".	  

-‐	  the	  passphrase	  to	  be	  used	  is	  =E2=80=9C00007security=E2=80=9D	  7)=09Place	  an	  advertisement	  for	  the	  car	  on	  the	  website	  
Car	  Sales	  Hungary	  web	  =	  site	  http://hungary.carssale.eu	  8)=09Use	  the	  photograph	  as	  part	  of	  the	  advertisement	  

Once	  this	  is	  done,	  you	  need	  to	  do	  nothing	  further.	  Under	  no	  circumstances	  =	  are	  the	  police	  to	  be	  contacted.	  You	  know	  the	  
result	  if	  these	  instructions	  =	  are	  not	  carried	  out.	  You	  have	  until	  the	  24th	  August	  to	  complete	  the	  actions	  =	  listed	  above.	  The	  
advert	  must	  be	  placed	  by	  that	  date.	  
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