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ABOUT ECTEG

• European Cybercrime Training and Education 
Group 

• Funded by the European Commission 

• Members: European Union and European 
Economic Area Member States  
law enforcement agencies, international bodies, 
academia, private industry and experts 

• Close cooperation with Europol-EC3 and CEPOL, 
both members of the advisory group 



ABOUT ECTEG

Some of ECTEG’s main aims: 

• To support international activities to harmonise 
cybercrime training across international borders. 

• To share knowledge, expertise and find training 
solutions. 

• To promote the standardisation of methods and 
procedures for training programmes and cooperation 
with other international organisations. 

More information: www.ecteg.eu 



eFirst Project



ABOUT eFIRST

The “first responders e-learning” package is an 
interactive online training course which focuses on essential 
IT forensics and IT crime knowledge for first responders 

It is adapted to different EU languages (+ Arabic and Thai 
with collaboration of UNODC and the Council of Europe) and 
the different national legislations. 



ABOUT eFIRST

- Definitions, explanations of devices and phenomena. 
- Guidelines for search and seizure of electronic 

evidence. 
- Instructions on how to use the FiRST tool. 
- Case-Games: Interactive criminal investigations, 

covering several topics and related to phenomena 
such as Darkweb and crypto currencies, fake 
identity on Social Networks, Phishing … 

- Quizzes and Tests 
- Materials and resources 
- …



ABOUT eFIRST

First responders 



WHAT IS A FIRST RESPONDER?

• Each police officer: 

• On the field (patrol, house search) 
• At the office, when taking victim’s complaint 
• During the investigation 

• > 1,5 millions Law Enforcement users only in EU, 
who are: 

• Not well skilled on new technologies 
• Not all able to acquire knowledge in English 
• Not available for usual course attendance 



PROJECT TEAM

• “Computer Forensics / 
Crime LEA experts 

•   First responders 

•  1 pedagogue 
•  1 psychologist 
•  1 web designer 
•  1 coordinator 



PROJECT TEAM

Portugal 
Norway 
Spain 
Italy 

Greece 
Germany 
Ireland 

Belgium 
Austria 

Denmark 
Finland 
Sweden 
Romania 
Poland 

+ 
Morocco 
Tunisia 

Lebanon 
Algeria 

Thailand



ADDRESSED SKILLS  
AND COMPETENCIES

Addressed 

skills 

and 

competences 

Understand the importance of electronic 
evidence  

Identify and seize items with potential 
electronic evidence 

Take urgent measures to preserve 
(electronic) traces 

Protect evidence integrity 

Apply Live Data Forensics whenever needed 

Welcome & efficiently support victims 

Case specific victim aid & advice 

Contribute to citizen awareness and crime 
prevention 



NATIONAL VERSIONS

• Based on the main workspace and then translated 
content in national language 

• Adds national level documents 

• Legislation - Directives 
• Guidelines 
• Standardised forms 
• Specific Contact Data and processes 

• All content may be customised / modified 







HOW TO OBTAIN eFIRST?

• Restricted to Law Enforcement Agencies 
• Freely available from ECTEG 

• To be installed on your local (national) web server 
• Apache server (or equivalent) 

• Win-win approach 

• Contribute to quality improvement 
• Provide usage stats 



HOW TO OBTAIN eFIRST?

Yves Vandermeer 
yves.vandermeer@ecteg.eu 

Carla Pagès 
carla.santos@pj.pt 

Contact:


