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» To provide an in-depth assessment of the present and
possible future malicious uses and abuses of Al and
related technologies

» To enhance awareness and preparedness to respond to

such threats

» Malicious uses of Al
» Malicious abuses of Al
» Deepfakes case study
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Present State of Malicious Uses and Abuses of Al
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Human
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Deepfakes

Different types of deepfakes &
the technology behind them

Current state of abuses of deepfakes &
concrete examples

Possible future threats of
deepfakes
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Deepfake Voice Fraud Case Examples
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Future Scenarios &
Recommendations
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Abusing Image Future Scenarios
Recognition Systems Of Malicious USES
and Abuses of Al
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Escaping an Remote Al-Enabled Business Process

Image Machine Stock Market Compromise
Recognition Learning Sets  Manipulation
System Pollution
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Al technology as a
crime-fighting
tool

Responsible Al
Innovation
Exchange of best

practices

Forward-looking
threat
assessments
Continuous
mapping of Al
threat landscape
Risk management
driven threat
classification &
response

Security-by-
design & privacy-
by-design
Specific data
protection
frameworks
Human-centric
approach to Al
Technical
standards

Recommendations

Well-informed
public debate
International
technology-
agnostic policies
Long-term
sustainability
driven by effective
oversight

PPPs &
multidisciplinary
expert groups
Enhanced Al
literacy & cyber
hygiene
Knowledge sharing
on tools, tactics, &
techniques
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Thank you for the attention
Any questions?
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