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Legal enablers and safeguards are key elements of the evolving social

contract on data based on trust
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VALUE
Source: World Bank, World Development Report
The full value of data 2021 - Data for Better lives
materializes when systems enable https://wdr2021.worldbank.org/
the use and reuse of data for
different purposes
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A trust environment is created
when the rights and interests that ; vest
all stakeholders have in data regulations create
are safeguarded. playing field
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A multidimensional legal framework for trusted data transactions
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A differentiated approach to enablers and safeguards is needed to

build trust
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A. PERSONAL DATA SAFEGUARDS: B. ENABLERS: to mandate the use/sharing C. NONPERSONAL DATA
to protect against misuse and enable of public data and facilitate private sector SAFEGUARDS: to promote certainty
individual agency/control over data use data sharing for “public intent” and predictability
1. Rights-based approach 2. Balance of interests
Limits on use Individual and * Interoperability of data and systems + Contractual (private law)
* Lawfulness collective rights « Data portability mechanisms (common data - Indemnities
« Purpose limitation ~ * Consent formats, APIs) - Liabilities
« Data minimization ~ * Portability « Open data - Penalties
* Retention/storage ~ * Notice of use/breach « Access to information * Intellectual property rights (IPRs)
limitations * Accuracy and « E-transactions (e-signature; trust services, » Exceptions to intermediary liability
" Adequacy rectiication including digital ID) + Data localization/local processin
mechanisms for * Limitations on - o o P g
T e automated decision « Carrier immunity/intermediary liability « Cybersecurity/cybercrime
transfers making * Intellectual property rights (IPRs)
+ Redress + Sharing friendly licenses/voluntary licensing
+ Effective enforcement (e.g., FRAND terms)
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Source: WDR
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An Evolving Social Contract: the Arc of Data Protection

Fair Information Practices
Modern expression
of data privacy

Article 12, UDHR
Rights codified
in international
law

Déclaration des
droits de 'homme
et du citoyen
Expression of
individual rights
Treaties of

Westphalia

Introduces the

rule of law

Source: WDR 2021 team.

OECD

digital age
guidelines b
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EU directive

First expression of
data protection
rights of the

Privacy Principles

WWW by design

launched
Council

of Europe

Convention 108

2019 Convention

108+ codifies

data protection
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Budapest Convention
S

Article 15 Conditions & Safeguards

Second Additional Protocol

@ THE WORLD BANK

IBRD « IDA



Combatting Cybercrime: Tools & Capacity Building

www.combattingcybercrime.orq
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Combatting C rcrime Toolkit

@

Dashboar
Toolkit

O Setect 0 assessment to view detos Assessment >

Assessme| a
1. Policy Framework ~ ~ o -
LR &8 Assessments
Training
f- Legol Framework: Substantive Welcome to the assessment tool! This tool was designed to to evaluate your capacity to
Tralniny As' aw : 2 "
o 8 | . combat Cybercrime. The assessment has been broken into (7) dimensions, corresponding
ibliograp 7 S : s .
< with the organization of the guide. Each section asks targeted questions in order to
A estimate your capicity. Guidance will be offered to help you complete the assessment
* a as you move through it. You can revisit and change your reponses as you implement 8
Favorites 2 I i
3 % > stradegies to improve your capacity. %
?
Hel 47% Capacity «
# - Overall Capacity
 « 3 He 5. Enabling Framework
Settings ———— O Select o ossessment ¢
L PPacity Policy Framework
Combatting Cybercrime C Droperet e Dot
E International Cooperation Framework: Legal Framework:
Tools and Capacity Building for o — Capacity Building Substantive Law

Emerging Economies

7. Development Framework:
Capacity Building

—_—
1 spacity Development
Framework:
International Legal Framework:
Cooperation Procedural Law
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http://www.combattingcybercrime.org/

David Satola
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