Data preservation vs. data retention:
Data protection perspective in
criminal investigations
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Data retention.

Protection of privacy
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have nothing to say
Jean-Michel Jarre.

Fight against terrorism
and crime.

to hide”
Ashton Kutcher
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Data Retention Considerations

 Data Retention — EU Directive 2006/24/EC
— Telecom and ISPs data retention 6 — 24 months

 Annulment of EU Directive 2006/24/ECin 2014
— Invalid for violating rights of privacy

* UK still seeks to compel organisations such as ISP to retain
data.

— LEA can only be authorised to gain access to stored material.

* Note — Data Retention is not mentioned in the Budapest
Convention.
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Why do some the LEA agencies
believe data retention is useful?

Criminals develop, they
don’t start as experts.

Criminals learn from their
mistakes.

Criminals learn about
anonymisation.

Anonymity tools improve.

Detection and
identification skills
improve.

Sometimes the answer
maybe in the past.




How was Silk Road’s Ross Ulbricht
identified.

Linked in profile. F 7 Ross Ulbricht

Investment Adviser and Entrepreneur

Austin, Texas Area  Financial Services

Connections to a nickname
called, “Altoid.”

‘ | Pennsylvania State University
IP connectionsto VPN 1 “‘
Server for Silk Road

Made a mistake in making a Silk ROad

Good Wagon Books, Pennsylvania State University
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With so many sites, who is the next major
criminal administrator?

Logged in as:
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Expedited preservation of stored
computer data. Articles 16 — 19

16 - Expedited preservation of stored
computer data.

17 - Expedited preservation and partial
disclosure of traffic data.

18 - Production order.

19 - Search and seizure of stored computer
data.

What do these mean in practice in an
investigation?






London Arrests.

 Fraud identified at STAOEBEAT@
Stagebeat. = TeewediaTenes

» sibna22@yahoo.com “YAHOO!

— Preservation request
14th July

« /8 Albatross Close,
London. UK



London arrests =Search 15t July

* Two prisoners.
Al Age &
* Five computers @ vodafone

containing over 800 c
card details. L3 Lot
NeXC

Celtic
* Forged
identification .
documents. m&%ﬂ% LAKELAND

* On-line fraud.
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London Arrests — e-mails

* Preservation requests on e-mails on 14" - 17t" July after
arrests and examination of computers.

* E-mails received fromYahoo - USA 23 April following year.

* Vietnamese suspects e-mail accounts (204,000 credit cards) —
mattfeuter@gmail.com

* Egyptian suspects e-mail accounts (18,000 credit cards) —
menemgg@gmail.com
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Prosecution examining e-mails
Data Protection challenges

Legal privilege.

Unread emails —is this interception?
Collateral intrusion.

Irrelevant emails — retention or not?

Intelligence sharing —in compliance with court production
order or not.

Secure storage of material.
Retention time period.
Service on defence solicitors (with many defendants)
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London Arrests - Prisoners

- s B

Gboyega AKINBOLA. ; !5 - L
AKA —sibna22, lopeyig, -
Oyetunde OYEDEJI.

AKA —teedazzles,
candidman, lopeyi14

Subsequently sentenced
to two and half years
imprisonment.
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Case Study - Website




Locating a website server?

b il s | | e
S ey . s ; \ { 3
s e another DNS server. 1S 120.89.71.100.
éj“‘—*. ! ‘24’ - !
DNS server DNS server

4. Got it! The IP address is
120.89.71.100. I'll pass
this info back.

5. Cool! Now I can go check
out Synology's products.

Servers for www.synology.com
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Intellectual Property Investigation
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Preservation requests

Website DNS
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MLAT requests

Website NS
e The HDD or a Payment records.
certified copy. How long will DNS be
* Payment records. off line for?
e Communication Are there any

with site owner(s). connected DNS
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Prosecution examining website
Data Protection challenges

* [P Connection history — how do we deal with this.
* Legal privilege.

e Collateral intrusion.

 eMail accounts on servers.

* Intelligence sharing —in compliance with court production
order or not.

* Secure storage of material.
* Retention time period.

* Service on defence solicitors (paper versions are not normally
possible).
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world

europe

The future may involve more arguments
about jurisdiction and privacy.
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Microsoft, Facebook, Google and Yahoo
release US surveillance requests

Tech giants turn over data from tens of thousands of accounts
Limited disclosure part of transparency deal made last month

witter, Google a

nd Facebook all participate in the NSA's Prism effort. F

Tens of thousands of accounts associated with customers of Microsoft, Google,
Facebook and Yahoo have their data turned over to US government authorities
every six months as the result of secret court orders, the tech giants disclosed for

the first time on Monday.

Microsoft wins appeal over U.S. email requests

Elizabeth Weise, USATODAY

f :

in 139 ® it =

SAN FRANCISCO — In a ruling that has important
data security implications, a court ruled Thursday
Microsoft can't be forced to give the government e-
mails stored in Ireland that are part of a U.S. drug
investigation
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DISRUPT SF Frrices increase on Disrupt SF tickets in less than 24 hours Grab your tickets now & save }

Google told to hand over foreign emails in FBI
search warrant ruling

Natasha Lomas (@riptari

Popular Posts

[
ks

Swift creator
Chris Lattner
joins Google
Brain after
Tesla
Autopilot stint

Amazon's
private label
business is
booming
thanks to
device sales,
expanded
fashion lines

A U.S. judge has ordered Google to hand over emails stored outside the country

in order to comply with an FBI search warrant. The warrant in question pertains
to a domestic fraud probe.
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Thank you.

Mick Jameison MSc CNE
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