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ABOUT THE PROJECT
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BACKGROUND
CyberEast project is a direct follow-up to previous capacity building efforts in the Eastern
Partnership and continues to build upon similar themes – strong legislative framework
implementing the Budapest Convention on Cybercrime, enabling efficient regional and
international cooperation, and improving public/private cooperation regarding cybercrime
and electronic evidence in the Eastern Partnership region.
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However, the project also features new and strong focus on enhancing the operational
capacities of cybercrime units, increasing accountability, oversight and public visibility of
action on cybercrime, as well as strengthening interagency cooperation on cybercrime and
electronic evidence, in particular by improving information sharing between Computer
Security Incident Response Teams (CSIRTs) on incidents and attacks with all concerned
authorities.
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Through extension of the project until the end of 2023, the CyberEast project also gains
additional resources to reinforce practical aspects of CSIRT and law enforcement cooperation,
to improve cybercrime and computer incident reporting systems and their interoperability, to
measure public perception of cybercrime, and to address the challenges of investigating child
online sexual abuse material as well as search, seizure and confiscation of cybercrime
proceeds and prevention of money laundering on the Internet.
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Workshops on cooperation between CSIRTs and Law Enforcement
Judicial training on cybercrime and e-evidence
Training on templates for Data preservation and Subscriber Information
Regional meetings on Mutual Legal Assistance
Workshops on Cybercrime and Cybersecurity Strategy
Workshops on Standard Operating Procedures for criminal justice authorities
CyberExercises for Law enforcement and Internet Service Providers
Training on International Cooperation
Training on Interagency Cooperation and Financial Investigations
Workshops on Crime Proceeds
Firs Responders training
Access to the UCD master programme for forensic investigators
Support with Legislation reviews
Cyber Barometer Reports on cybercrime and cybersecurity
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BENEFICIARIES

164 Capacity building

