CYBERCRIME@COE UPDATE

July - September 2021

Highlights July - September 2021

Octopus Conference 2021 and 20™ Anniversary of

the Budapest Convention: Registrations are now

open!

Japan made a new voluntary contribution to the
Octopus Conference

iPROCEEDS-2 organised the first in-person Regional
training on seizing virtual currency in Bucharest,
Romania on 16-19 August

GLACY+ and OCWAR-C projects co-organised the
Introductory training course on cybercrime for
ECOWAS English and French speaking countries

Regional Workshop on legislation and capacities of
criminal justice authorities to fight OCSEA in Asia,
co-organized by OCTOPUS project and UNODC

Cybercrime and COVID-19

The staff of the Secretariat of the Cybercrime
Convention Committee in Strasbourg and of the
Office (C-PROC) in
Bucharest continue to work remotely and through

Cybercrime Programme
videoconferencing to support partners and to

advance in our efforts
We
consult our dedicated page with resources on

cybercrime and COVID-19.

Budapest Convention on Cybercrime
Common standards

“Protecting you
and your rights in
cyberspace”

common against

cybercrime. invite you to

Cyberaime Convention
Committee (T-CY)
Follow-up

Cyberaime Program
Office ((-PROC)
(apacity building

Stay connected

Visit our Octopus Cybercrime
Platform

The Octopus Platform aims to provide information
on cybercrime and electronic evidence.

Through the platform, you can access country wiki
profiles on cybercrime legislation and policies, as
well as training materials. Tools on public/private
cooperation and on international cooperation are
being prepared.

VISIT OUR NEW WEBPAGE

Upcoming Events

¢ Register: Octopus Conference, 16-18
November 2021
e Webinars to Promote Universality and

Implementation of the Budapest
Convention and its 2" Additional
Protocol

Follow us

The Cybercrime Programme Office of
the Council of Europe (C-PROC) is on
LinkedIn.
professionals!

Join our community of

COUNCIL OF EUROPE

COMSEIL DE UEUROPE
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UPDATE: Budapest Convention and Cybercrime Convention

Committee (T-CY)

Budapest Convention on Cybercrime

Opened for signature: 23 November 2001
Parties as of 30 September 2021: 66

Signatories and States invited to accede: 11

T-CY

Members as of 30 September 2021: 66 States Parties
Observer States: 12

Observer Organisations: 11
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STRASBOURG, FRANCE / BUDAPEST, HUNGARY
20" Anniversary of the Budapest Convention

In November 2001, the Convention on Cybercrime was
opened for signature in Budapest, Hungary. Twenty
years on, that treaty, known as the ‘Budapest
Convention’, remains the most relevant international

agreement on cybercrime and electronic evidence.

It is not only a cybercrime treaty. It also enables

exercise of procedural powers and international

cooperation mechanism in relation to any offence

entailing electronic evidence.

Thanks to its the
Budapest Convention has been providing responses to

technology-neutral language,

complex challenges of crime in cyberspace since 2001.

From the outset, it had a global ambition and was
designed to go beyond the membership of the Council
of Europe. Canada, Japan, South Africa and the USA
participated in its negotiation. The Convention is open
for accession by any country that is prepared to
implement its provisions and engage in international
cooperation:
possibility.

many States have made use of this

Take a look at our 20th anniversary website to find out

more about the Convention, and celebrate with us on
16 November at a special event in the framework of the
Octopus Conference!

STRASBOURG, FRANCE
E-evidence protocol on the way to adoption

Following approval by the Cybercrime Convention
Committee (T-CY) on 28 May 2021 of the draft ‘2™
Additional Protocol to the Convention on Cybercrime
on Enhanced Co-operation and Disclosure of
Electronic Evidence’, the Parliamentary Assembly of
the Council of Europe on 30 September adopted an
opinion
Committee of Ministers of the Council of Europe.

which will now be considered by the

The text of the Protocol is being translated in a
number of languages, and activities to explain the
new tools and the benefits of the 2" Additional
Protocol are being rolled out.

The Protocol will provide innovative tools to obtain
the disclosure of electronic evidence, including
through direct cooperation with service providers in
other Parties and more efficient ways of public-to-
public cooperation. Two articles permit

cooperation in emergency situations where lives are

instant

at risk. The draft Protocol also promotes joint
investigations by
accompanied by a set of safeguards to protect
human rights and fundamental freedoms, including
a detailed article on the protection of personal data.
[READ MORE]

Parties. These tools are
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UPDATE: Octopus project

Octopus project
Duration: January 2021 - December 2024

Budget: EUR 5 million

Funding: Voluntary contributions by Canada, Japan,
United Kingdom, USA

Participating countries/regions: Global

STRASBOURG / BUCHAREST, 22-23 JULY

Online | Series of online workshops on
cybercrime legislation and electronic evidence,
as well as capacity building in the Caribbean

region continued

Countries in the Caribbean region have taken steps in
recent years to equip themselves with legislation to
address the growing challenge of cybercrime. While in
some states such legislation has been in place for
more than a decade, others are in the process of
reforming their laws. The Budapest Convention on
Cybercrime serves as a global standard for States
willing to adapt their domestic legislation. To add
impetus to the reforms, the Caribbean Community
Implementation Agency for Crime and Security
(CARICOM IMPACS) and the Council of Europe, in the
framework of the new Octopus Project, organised a
series of domestic workshops on cybercrime
legislation and electronic evidence, as well as capacity
building programmes in the region. These events
continued in July with a workshop held with

authorities from Barbados. [READ MORE]
STRASBOURG / BUCHAREST, 21 SEPTEMBER

Online | Regional Workshop on legislation and
capacities of criminal justice authorities to fight
online child sexual exploitation in Asia

The workshop was organised in cooperation with the
UNODC Regional Office for Southeast Asia and the
Pacific, gathering participants from Brunei,
Cambodia, Indonesia, Laos, Malaysia, Philippines,
Singapore, Sri Lanka, Thailand and Vietnam. It
served as an opportunity to raise awareness on the
international legal standards relevant to the fight
against OCSEA, such as the Lanzarote and Budapest
Conventions, as well as exchange best practices and
updates on the current state of OCSEA legislation
and capacities with a view to gauging the support

required.

STRASBOURG, FRANCE, 21 SEPTEMBER

Japan made a new voluntary contribution in
support of the annual Octopus Conference

The Government of Japan has made a voluntary
contribution of €20,000 to the Council of Europe action
This is the ninth dedicated
contribution from Japan in support of the annual

against cybercrime.

Octopus conference.

The agreement was signed on 21 September 2021 by
Ambassador Takeshi Akamatsu, Permanent Observer
of Japan to the Council of Europe, and Mr Bjgrn Berge,
Deputy Secretary General.

This year the Octopus Conference, one of the biggest

platforms for exchange on cybercrime, will be held in
cooperation with the Hungarian Presidency. The
Octopus Conference 2021 will take place on 16-18
November, providing an opportunity for cybercrime
experts from public and private sectors, as well as
international and non-governmental organisations,
from around the world to share experience. It is
closely linked to the preparation of the 2"¢ Additional

Protocol to the Budapest Convention on Cybercrime,

which will address complex questions of crime,

jurisdiction, rule of law and human rights in
cyberspace, and supports its adoption by November
2021, to coincide with the 20™ anniversary of the

Convention. [READ MORE]
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UPDATE: Joint Project Initiatives

GLACY+, iPROCEEDS-2, CyberEast,
CyberSouth and Octopus projects

Funding: Joint projects of the European Union and the L . ) )
Participating regions: Europe, Latin America and

Council of Europe, as well as voluntary contributions Sl b, Afiren sl Aen Sl

MULTIPLE COUNTRIES, 8 JULY

Online | The International Network of National Judicial Trainers: second series of Practitioners to
Practitioners workshops starting September

On 8 July, the International Network of National Judicial
Trainers concluded the first series of six practitioners-to-

practitioners workshops to enable judges and

prosecutors to enhance their knowledge on cybercrime
and electronic evidence through training, networking
and specialisation. The sessions took place between
February and July and were designed and delivered by
national judicial trainers. They aim to empower Network
members to connect, share experience and remain up-

to-date.

Across the six workshops, more than 270 cybercrime professionals from 27 countries (Albania, Algeria,
Azerbaijan, Brazil, Cape Verde, Chile, Costa Rica, Dominican Republic, Estonia, Ghana, Jordan, Kosovo,
Lebanon, Mauritius, Moldova, Morocco, Nigeria, North Macedonia, Paraguay, Philippines, Senegal, South Africa,
Sri Lanka, Tunisia, Tonga, United States and Ukraine) engaged in discussions and shared experiences with their
peers. The second series of workshops will start in September, and address with a new array of challenging
topics proposed by the members of the Network. [READ MORE

BUCHAREST, ROMANIA, 13 JULY, 28 SEPTEMBER

Online | Parliamentarians for Global Action, GLACY+ and Octopus Project: Webinar Series to
Promote Universality and Implementation of the Budapest Convention on Cybercrime

Two webinars from a series of four thematic webinars to
promote the universality and implementation of the
Budapest Convention and its Protocol/s, and ensure an
effective and coordinated approach to tackling
cybercrime, were organised on 13 July and 28 September.

Dedicated to the Africa and Caribbean regions

par

mrcenisin  respectively, the events provided Parliamentarians and
i policy makers with a platform to identify effective
approaches to countering cybercrime in these areas and
insight on opportunities available through the Budapest Convention and its Protocol/s. [READ MORE]
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UPDATE: iPROCEEDS-2

iPROCEEDS-2

Duration: January 2020 - June 2023
Budget: EUR 4.945 million

Funding: Joint project of the European Union and the
Council of Europe

Participating countries: Albania, Bosnia and Herzegovina,
Montenegro, North Macedonia, Serbia Turkey and Kosovo*

*This designation is without prejudice to positions on status and is in line with UNSC
1244 and the ICJ] Opinion on the Kosovo Declaration of Independence.

ANKARA, TURKEY, 30 JUNE, 7 JULY

Online | Workshops on handling electronic
the

prosecution of cybercrimes in Turkey

evidence during investigation and

Within the framework of Joint European Union and
Council of Europe iPROCEEDS-2 and Strengthening
the Criminal Justice System and the Capacity of

Justice Professionals on Prevention of the European

Convention on Human Rights Violations in Turkey

projects, two one-day online workshops on handling
of evidence and electronic evidence during the
investigation and prosecution of cybercrimes were
for judges and prosecutors in Turkey organised on
30 June 2021 and 7 July 2021.

The workshops gathered different groups of
participants including representatives of the Ministry
of Justice, judges and prosecutors involved in
cybercrime cases, representatives of the Anti-
Cybercrime Department, law enforcement officers,
the Information Technology and Communication
Authority,
representatives of Turkish Penal Law Association

and Union of Turkish Bar Association. The inclusion

Council of Europe experts, and

of lawyers, judges and prosecutors from all corners
of Turkey provided a wide spectrum of perspectives.

READ MORE

BUCHAREST, ROMANIA, 15 JULY

Online | Workshop on forensics tools developed by
UCD within the FREETOOL Project

The iPROCEEDS-2 project in cooperation with University

College Dublin (UCD)
informative online workshop to explain and present the

organised an international
new cybercrime investigation tools developed by the
European Union-funded FREETOOL Project.

Tailored for the cybercrime community, the workshop
provided specific instructions on using the toolkit on
cybercrime forensics during forensic examinations, their
added value, and explanations on how to register on the
FREETOOL platform to benefit from the respective
instruments.

At the same time, the UCD Committee positively
assessed and whitelisted a number of domains provided
by Cybercrime Programme Office (C-PROC) projects
thus  granting
enforcement representatives from around the world

countries’  representatives, law

access and free use of the forensic tools.

The online event took place on 15 July 2021 and

benefitted from the extensive participation of all C-PROC
projects countries/areas. [READ MORE
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BUCHAREST, ROMANIA, 16 - 19 AUGUST
Regional meeting on seizing virtual currency

" The world ultimately will have a single currency,
the Internet will have a single currency. I personally
believe that it will be Bitcoin”, "probably over 10
years, but it could go faster”Jack Dorsey, co-
founder and CEO of Twitter, famously declared in
March 2018.

— e

The difficulty of following the money trail in the
blockchain and the anonymity that surrounds
transactions using cryptocurrencies makes this
virtual asset the preferred option for cybercriminals
when conducting their illicit activities and laundering
the proceeds resulted from them. Ransomware,
hacking and other types of cybercrime are closely
linked to cryptocurrency. Yet the response of judicial
sometimes by the

authorities is hampered

complexity of this mix of crimes.

In this context, the iPROCEEDS-2 Joint Project of the
European Union and the Council of Europe organised
a 4-day training on seizing virtual currency on 16-19
August 2021, in Bucharest, Romania. The event was
attended in person by more than 30 cybercrime and
financial investigators, representatives of Financial
Intelligence Units and cybercrime prosecutors from
the iPROCEEDS-2 project
Romania, and focused on the newly developed Guide
on seizing cryptocurrencies. [READ MORE]

countries/area and

SERBIA, TURKEY, KOSOVO*, JULY - SEPTEMBER

Online | First round of online workshops on
cybercrime and cybersecurity trends and criminal

justice statistics in Serbia and Kosovo*

The growing threat of cybercrime is exacerbated by
difficulties accessing and securing electronic evidence,
especially if information relevant for criminal
investigations is in the hands of private companies, is
found beyond national borders and/or stored in the
cloud. Effective cooperation between criminal justice
authorities and private sector entities, in particular
Internet Service Providers (ISPs), is essential to protect
societies against crime. Such cooperation concerns
primarily access by police and prosecution services to
data held by service providers for criminal justice
purposes, making use of the existing legislative
framework as well as voluntary cooperation, but extends

further to the sharing of information.

To this end, from July to September 2021, the project
delivered a practical exercise scenario that looked to
test cooperation between ISPs and law enforcement,
judicial and cybersecurity authorities in Serbia, Turkey,
Kosovo,* and Bosnia and Herzegovina.[READ MORE
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UPDATE: Global Action on Cybercrime Extended (GLACY+)

GLACY+ basics

Duration: March 2016 - February 2024
Budget: EUR 18.89 million

Funding: Joint project of the European Union and the
Council of Europe

Participating countries: Benin, Burkina Faso, Brazil, Cabo
Verde, Chile, Costa Rica, Colombia, Dominican Republic,
Ghana, Mauritius, Morocco, Nigeria, Paraguay, Philippines,
Senegal, Sri Lanka and Tonga

Implementation: Cybercrime Programme Office (C-
PROC) of the Council of Europe and INTERPOL

MULTIPLE COUNTRIES, 5-8 JULY

Online | Introductory Training Course on
Cybercrime for Judges and Prosecutors from

ECOWAS English speaking countries

COUNCIL OF EUROPE

The ECOWAS Commission and the Council of Europe
partnered through the OCWAR-C and GLACY+
projects to support the strengthening of national and

regional judicial capacity in the ECOWAS region
through a training programme on cybercrime and
electronic evidence.

On 5-8 July 2021, judges and prosecutors from the
ECOWAS English speaking countries — the Gambia,
Ghana, Nigeria, Sierra Leone and Liberia -
participated in the Introductory training course on
Cybercrime for Criminal Justice Authorities, delivered
online, in an effort to strengthen the judicial capacity
of the ECOWAS region and ensure sustainability by
creating a national pool of experts to train in-country

prosecutors and judges on this topic.

The Introductory Course gave the future judicial
trainers foundational knowledge on cybercrime and
electronic evidence. It is planned to become a
sustainable part of each country’s judicial training

programme._[READ MORE]

MULTIPLE COUNTRIES, 5-9 JULY

INTERPOL & GLACY+
training strategies for

Online | Streamlining
law enforcement in

GLACY+ French speaking priority countries

INTERPOL experts conducted a series of workshops on
training strategies for law enforcement authorities in
Burkina Faso, Benin, Morocco and Senegal between 5-
9 July 2021.

On the first day, over 40 representatives from the four
countries actively participated in a plenary session,
aimed at raising awareness of the need for a strategic
approach to cybercrime and digital forensic training. In
the following days, break-out sessions were organised
for each country to assess its training capacities and
advise on the structure of a training strategy and the
integration of ECTEG training materials into the
curricula of law enforcement training academies. [READ

MORE

MULTIPLE COUNTRIES, 12 JULY

Online | Consolidated regional collaborations
during the 10th Steering Committee meeting of

the GLACY+ project

The 10th meeting of the Steering Committee was held
online on 12 July 2021, covering developments and
updates over the past six months in the priority
countries, reviewing the GLACY+ project activities,
planning for future endeavors and gathering feedback
from project countries and regions.
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During the meeting, the project team,
coordinators and project partners assessed progress

country

made since the last committee meeting and reviewed

the for the remainder of 2021.

___GLACY+

BAL ACTION ON
(YBERGRIME EXTENDED

workplan

www.coe.int/cybercrime

With more than 70 and
international events and activities organised since the
the project

continues to provide to its priority countries, and a

national, regional

last Steering Committee meeting,

number of additional countries, consistent support to
strengthen their national cybercrime strategies and
draft the
legislation on cybercrime and electronic evidence in

policies, harmonise and/or national
line with international standards, and strengthen the
competencies and skills of criminal justice authorities

in GLACY+ countries. [READ MORE]
MULTIPLE COUNTRIES, 12-15 JULY

Online | Introductory Training Course on
Cybercrime for Judges and Prosecutors from

ECOWAS French speaking countries

The ECOWAS Commission and the Council of Europe
partnered through the OCWAR-C and GLACY+
projects to support the strengthening of national and
regional judicial capacity in the ECOWAS region
through a training programme on cybercrime and
electronic evidence.

On 12-15 July 2021, some 25 judges and prosecutors
from the ECOWAS French speaking countries - Benin,
Burkina Faso, Cote d'Ivoire, Niger, Mali and Senegal -
participated in the Introductory training course on
Cybercrime for Criminal Justice Authorities, delivered
online, to strengthen the judicial capacity of the
ECOWAS region and ensure sustainability by creating a
national pool of experts to train in-country prosecutors
and judges in this area. [READ MORE]

LUANDA, ANGOLA, 20-22 JULY

Online | Angola virtually hosts the annual forum
of the FIU of the Portuguese Speaking African
Countries (PALOP) and East Timor

B ES
W CE ey

On 20-22 July 2021, the Financial Intelligence Unit
(FIU) of Angola, celebrating 10 years of activity in
2021, in collaboration with the European Union project
to support the consolidation of the rule of law in PALOP
and Timor-Leste (PACED) and the GLACY+ project.
Hosted the annual forum of the FIUs of the Portuguese
Speaking African Countries (PALOP) and East Timor.

The forum focused on “Streamlining parallel financial

investigation in cybercrime cases: trends and

challenges”, tackling topics such as: virtual assets and
related investigations trends, interagency cooperation
when conducting parallel financial investigations, and
key challenges when accessing data by the criminal
justice authorities for seizure and
confiscation of proceeds from online crimes. [READ

MORE

the search,
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SAN JOSE, COSTA RICA, 3-6 AUGUST

Online | Specialized course on international

cooperation for prosecutors and judges

delivered in Costa Rica

About 20 Costa Rican prosecutors and judges
benefited from a specialised course on international
cooperation organised through the GLACY+ Project.
to better
investigate cybercrime cases and

The course aimed prepare judicial
authorities to
handle electronic evidence in accordance with the
standards and tools provided by the Budapest
additional

Convention its

protocols.

on cybercrime and

During the 4-day course (3-6 August 2021),
participants had the opportunity to discuss the
multiple aspects of international cooperation in the
field of cybercrimes and electronic evidence,
the
partnerships, and informal channels for international

cooperation. [READ MORE]
ASUNCIéN, PARAGUAY, 7-8 SEPTEMBER

including global economy, public-private

Online | Paraguay focuses on streamlining

cybercrime and electronic evidence in the

curricula of judicial training institutions

On 7- 8 September, 34 Paraguayan magistrates and
representatives of the judicial training institutions
met online for an advisory workshop on the
training strategies on
The main

development of judicial
cybercrime and electronic evidence.
counterpart in the organisation of workshop was the
Paraguayan Prosecutor’s Office.

The meeting aimed to assess the current state of

judicial training on cybercrime and electronic
evidence, and agree on a judicial training programme
on cybercrime and electronic evidence for judges and

prosecutors as part of the national training strategy.

The workshop was followed by a debriefing session
on 14 September 2021 to identify

the way forward for integration of cybercrime and
electronic evidence topics into the training curricula of
judges and prosecutors in Paraguay. Further activities
to mainstream judicial training on cybercrime are
envisaged to begin before the end of 2021. [READ

MORE

OUAGADOUGOU, BURKINA FASO, 20 SEPTEMBER

Online | Workshop on cybercrime, electronic
evidence legislation and fundamental rights in

Burkina Faso

In cooperation with Burkinabe authorities and the
OCWAR-C project, and with the support of UNODC and
UNOCT, GLACY+ organised a hybrid workshop on
Burkina Faso’s laws on cybercrime and electronic

evidence.
Participants from national institutions involved in
Burkina Faso’s legislative reforms and their

enforcement actively engaged in discussions on various
topics. The dialogue focused on substantive provisions,
procedural powers, interagency cooperation and the
link between cybercrime and terrorism, as well as best
practices to efficiently counteract these threats.



https://www.coe.int/en/web/cybercrime/glacyplus
https://www.coe.int/en/web/cybercrime/-/glacy-specialized-course-on-international-cooperation-for-prosecutors-and-judges-delivered-in-costa-rica
https://www.coe.int/en/web/cybercrime/-/glacy-paraguay-focuses-on-streamlining-cybercrime-and-electronic-evidence-in-the-curricula-of-judicial-training-institutions
https://www.coe.int/en/web/cybercrime/-/glacy-paraguay-focuses-on-streamlining-cybercrime-and-electronic-evidence-in-the-curricula-of-judicial-training-institutions
https://www.coe.int/en/web/cybercrime/glacyplus

WwWw.coe.int/cybercrime Cybercrime@CoE Update July - September 2021

UPDATE: CyberSouth

CyberSouth basics

Duration: July 2017 - December 2021 Participating countries: Algeria, Jordan, Lebanon,
Budget: EUR 5.005 million Morocco and Tunisia
Implementation: Cybercrime Programme Office (C-PROC)

Funding: Joint project of the European Union and the of the Council of Europe

Council of Europe

ALGERIA, JORDAN, LEBANON, MOROCCO AND TUNISIA, 8 JULY

Online | Sixth Steering Committee

The Council of Europe and the European Commission
jointly held the sixth Steering Committee meeting of the
CyberSouth project online on 8 July 2021, with the
participation of representatives from priority countries
Algeria, Jordan, Lebanon, Morocco and Tunisia, and the
project partners, the Romanian and French National
Police forces. The committee reviewed the progress

made within the priority countries during the period

(il ' December 2020 - July 2021, were presented and
endorsed the project workplan until the end of 2021, and were briefed on the proposed no-cost extension of
the project. [READ MORE]

TUNIS, TUNISIA, 13 JULY

Online | National Workshop for supporting the establishment of the 24 /7 Contact Point

To assist the Tunisian authorities to complete the 1 ; ‘ !

process for accession to the Budapest Convention

and following their request, a meeting on the
establishment of 24/7 Contact Points (CP) took
place online on 13 July 2021. This workshop follows
the previous advisory mission on the role of the
24/7 CP implemented by the CyberSouth project on
27 August 2018. [READ MORE]

ALGIERS, ALGERIA, 16 SEPTEMBER

Online | Mainstreaming of cybercrime judicial training. Third meeting of the working group in

Algeria

Under the CyberSouth project, the third meeting for
mainstreaming the judicial training in Algeria took place
online on 16 September 2021. This event was a follow-up
to the second meeting of the working group on developing
the Algerian course on cybercrime and electronic evidence
for magistrates. [READ MORE]

10



https://www.coe.int/en/web/cybercrime/-/cybersouth-renewed-engagement-of-priority-countries-at-the-sixth-steering-committee
https://www.coe.int/en/web/cybercrime/-/cybersouth-national-workshop-for-supporting-the-establishment-of-the-24-7-contact-point-in-tunisia
https://www.coe.int/en/web/cybercrime/-/cybersouth-mainstreaming-of-cybercrime-judicial-training-third-meeting-of-the-working-group-in-alger-1
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UPDATE: CyberEast

CyberEast basics

Duration: June 2019 - June 2022 Participating countries: Armenia, Azerbaijan, Belarus,

ia, R lic of Mol krai
Budget: Budget: EUR 4.22 million Georgia, Republic of Moldova and Ukraine
Implementation: Cybercrime Programme Office (C-

Funding: Joint project of the European Union (European PROC) of the Council of Europe

Neighbourhood East Instrument) and the Council of
Europe

EASTERN PARTNERSHIP COUNTRIES, MAY - JULY

Online | Series of Training Courses on Templates for Data Preservation and Subscriber Information
in the Eastern Partnership countries finalised

Electronic evidence in cases of offences against and by
means of information technology is often difficult to
collect and relatively volatile. In this context,
the CyberEast project, a joint project of the European

Union and the Council of Europe, completed the series
of country-specific training courses for the countries of

~ the Eastern Partnership, focusing on the templates for
' data preservation and subscriber information. These
: online training courses, structured as a mix of

introductory overviews and hands-on exercises, offered

a refreshed and practical approach for prosecutors and investigators on the templates for Data Preservation

Request and Mutual Legal Assistance Request for subscriber information. They complemented

previous tabletop exercises under the Cybercrime@EaP 2018 project to all Eastern Partnership states in 2018.

READ MORE

EASTERN PARTNERSHIP COUNTRIES, JANUARY - SEPTEMBER

Online | Series of Roundtable Discussions on Cybercrime/Cybersecurity policies and Action Plans in
the Eastern Partnership countries finalised

As part of an event series addressing policy

matters linked to cybercrime and cybersecurity, a
one-day online roundtable was organised with
authorities from Azerbaijan on its draft Strategy
and Action Plan on Cybersecurity.

European Union and the Council of Europe, in

partnership  with Cybersecurity  East project,

|
\
\
The_CyberEast project, a joint project of the ‘
\
|

funded by the European Union, brought together
national counterparts from the European Union

Delegation to Azerbaijan, the Council of Europe Office in Baku, and representatives from the Ministry of Foreign
Affairs, Ministry of Transport, Communication and High Technologies, the Internet industry, State Security
Service, Ministry of Internal Affairs, Financial Investigation Unit, CERT-AZ and other partners. Noting the rapid
progress since the start of 2021 in development of policy documents and special regulations for Critical
Information Infrastructure Protection, both projects offered their support to the country team members in
drafting and implementing their national strategies and policies on cybersecurity. [READ MORE
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https://www.coe.int/web/cybercrime/cybereast
https://rm.coe.int/template-article29-request/native/1680a273d6
https://rm.coe.int/template-article29-request/native/1680a273d6
https://rm.coe.int/template-article31-mla-subscriber/native/1680a273d9
https://www.coe.int/web/cybercrime/pgg-2018-cybercrime-eap-activities/-/asset_publisher/1mDtS4cMmbEv/content/roll-out-of-the-table-top-exercises-on-international-cooperation-in-the-eastern-partnership-region?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Fcybercrime%2Fpgg-2018-cybercrime-eap-activities%3Fp_p_id%3D101_INSTANCE_1mDtS4cMmbEv%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1%26_101_INSTANCE_1mDtS4cMmbEv_cur%3D2%26_101_INSTANCE_1mDtS4cMmbEv_keywords%3D%26_101_INSTANCE_1mDtS4cMmbEv_advancedSearch%3Dfalse%26_101_INSTANCE_1mDtS4cMmbEv_delta%3D10%26p_r_p_564233524_resetCur%3Dfalse%26_101_INSTANCE_1mDtS4cMmbEv_andOperator%3Dtrue
https://www.coe.int/en/web/cybercrime/-/cybereast-series-of-training-courses-on-templates-for-data-preservation-and-subscriber-information-in-the-eastern-partnership-countries-finalized
https://www.coe.int/web/cybercrime/cybereast
https://eufordigital.eu/discover-eu/eu4digital-improving-cyber-resilience-in-the-eastern-partnership-countries/
https://www.coe.int/en/web/cybercrime/-/cybereast-series-of-roundtable-discussions-on-cybercrime-cybersecurity-policies-and-action-plans-in-the-eastern-partnership-countries-finalized
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Cybercrime@CoE Update

Inventory of activities (July - September2021)

JULY 2021

CyberEast

iPROCEEDS-2,
GLACY+, CyberSouth
CyberEast, Octopus

GLACY+
CyberEast

GLACY+
GLACY+

GLACY+

GLACY+

GLACY+

CyberSouth

GLACY+

GLACY+

GLACY+

CyberEast

GLACY+

GLACY+

CyberEast

GLACY+

CyberSouth

GLACY+,
PGA

Octopus,

iPROCEEDS-2,
GLACY+, CyberSouth
CyberEast, Octopus

National training for cybercrime units and prosecutors on use of templates for data
preservation and subscriber information, Georgia, 1-2 July, Online

Third webinar discussing Units 6-9 (Functions, Modules and Packages, User Input
Validation, File I/O and Unicode, Regular expression) of the Python Programming for
Investigators Online Course, 2 July, Online

Workshop on new cybercrime legislation in Mauritius, 2 July, Online

National training for cybercrime units and prosecutors on use of templates for data
preservation and subscriber information, Moldova, 5-6 July, Online

Workshop on LEA training strategies, 5 July, Online

Introductory Judicial Training on Cybercrime and Electronic Evidence, in collaboration
with OCWAR-C ToTs for EN speaking countries, 5-9 July, Online

Regional HUB to Second African Forum - Southern Africa Hub on Specialized Units, 6
July, Hybrid

Advisory mission on LEA training strategies and integration of ECTEG training materials
into the law enforcement training academies and other professional law enforcement
training bodies, Benin, 6 July, Online

Advisory mission on LEA training strategies and integration of ECTEG training materials
into the law enforcement training academies and other professional law enforcement
training bodies, Burkina Faso, 7 July, Online

Sixth Steering Committee, 8 July 2021, Online
Workshop for Cybercrime Units (EL PAcCTO), LATAM, 8 July, Online

Advisory mission on LEA training strategies and integration of ECTEG training materials
into the law enforcement training academies and other professional law enforcement
training bodies, Morocco, 8 July, Online

Series of monthly thematic webinars for the International Network of the National
Judicial Trainers (7/10), 8 July, Online

National training for cybercrime units and prosecutors on use of templates for data
preservation and subscriber information, Ukraine, 8-9 July, Online

Advisory mission on LEA training strategies and integration of ECTEG training materials
into the law enforcement training academies and other professional law enforcement
training bodies, Senegal, 9 July, Online

GLACY+ 10th Steering Committee, 12 July, Online

Effective access to data exercise and development of standard procedures between
LEA/ISPs, Azerbaijan, 12-14 July, Online

Introductory Judicial Training on Cybercrime and Electronic Evidence, in collaboration
with OCWAR-C ToTs for FR speaking countries, 12-15 July, Online

National Workshop for supporting the establishment of the 24/7 Contact Point in
Tunisia, 13 July, Online

Regional Parliamentary Webinar to Promote Universality and Implementation of the
Budapest Convention on Cybercrime for African Countries, 13 July, Online

Workshop on the Digital Forensic/Triage/Live Data forensic tools developed by UCD
within the FREETOOL Project, 15 July, Online
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GLACY+
GLACY+

iPROCEEDS-2

GLACY+

GLACY+

Octopus
Octopus

Advisory mission on legislation, Cote d'Ivoire, 15 July, Online

Streamlining parallel financial investigation in cybercrime cases. Trends and
challenges, PALOP countries & Timor Leste, 20-22 July, Online

Online workshop on MLA practices on country/area level, alignment of procedures with
the Budapest Convention and its Second Additional Protocol, Albania, 21 July, Online
INTERPOL Malware Analysis Training (Africa, Europe and Middle East), Africa, 26-30
July, Online

Development of Cybercrime investigations, digital forensics capabilities combined with
in-country workshops and advice on interagency cooperation and private public
partnerships to fight cybercrime (with focus on coop between CERT and LEAs),
Colombia, 28-29 luly, Online

Translation of the Budapest Convention into Chinese

Work on creation of bilingual templates database for Data Preservation and MLA
requests

AUGUST 2021

iPROCEEDS-2

Octopus

GLACY+

iPROCEEDS-2

iPROCEEDS-2

iPROCEEDS-2

CyberEast

CyberEast

CyberEast

Octopus

Octopus

Octopus

Octopus

Online workshop on MLA practices on country level, alignment of procedures with the
Budapest Convention and its Second Additional Protocol, Serbia, 2 August, Online

Workshop on Benchmarking the implementation of the South African Cybercrimes Act
in cooperation with the SA-EU Dialogue Facility, 3 August, Online

Specialized course on International Cooperation for Prosecutors and Judges, Costa
Rica, 3-6 August, Online

Regional meeting on seizing virtual currency, Bucharest, 16-19 August

Online workshop on MLA practices on country level, alignment of procedures with the
Budapest Convention and its Second Additional Protocol, Kosovo*, 26 August, Online

Domestic/online practical exercise bringing together cybercrime, cybersecurity and the
private sector aimed at developing practical skills of public-private co-operation,
Turkey, 31 August-2 September, Online

Development of step-by-step Annex to the MLA Guidelines, EAP, July-August, Online
Development of first responder course for investigators (online version), EAP, July-
August, Online

Development of training on interagency cooperation and financial investigations /
intelligence, EAP, July-August, Online

Translation into Portuguese language of the Specialized Course on International
Cooperation, August-September

Preparation of the Study on COVID-19 related cybercrime in Asia, August-September,
Desk study

Analysis of the updated Russian Proposal (RF Proposal 2021) for a “draft United
Nations Convention on Countering the Use of Information and Communication
Technologies for Criminal Purposes”, August-September, Desk study

Review and harmonization of the modules of the HELP Course on Cybercrime, August-
September, Desk review

SEPTEMBER 2021

T-CY, Octopus

Cybercrime Convention Committee Bureau meeting, 3 September, Online




www.coe.int/cybercrime Cybercrime@CoE Update July - September 2021

CyberEast

GLACY+

iPROCEEDS-2

CyberEast

iPROCEEDS-2

GLACY+

CyberSouth

iPROCEEDS-2

iPROCEEDS-2

iPROCEEDS-2

GLACY+

GLACY+

iPROCEEDS-2

iPROCEEDS-2

Octopus, GLACY+

Octopus

GLACY+

Octopus

Octopus

Pilot session of online judicial training (judges and prosecutors), Armenia, 6-9
September, Online

Advisory workshop on integration/ mainstreaming of training modules in curricula of
judicial training institutions and prosecutors' training institution, Paraguay, 7-8
September, Online

Domestic/online practical exercise bringing together cybercrime, cybersecurity and
the private sector aimed at developing practical skills of public-private co-operation,
Kosovo*, 7-9 September, Online

Workshop with Azerbaijani authorities on cybercrime/cybersecurity strategy and
action plan (with CyberSecurity EAST), Azerbaijan, 10 September, Online

Domestic/online practical exercise bringing together cybercrime, cybersecurity and
the private sector aimed at developing practical skills of public-private co-operation,
Bosnia and Herzegovina, 14-16 September, Online

Cryptocurrency basics, Mauritius, 14-17 September, Online

Mainstreaming of cybercrime judicial training. Third meeting of the working group in
Algeria, 16 September, Online

Needs assessment and improvement/development of functions of the online public
reporting system on online fraud and other cybercrime offence in Kosovo*, 17
September, Online

Online workshop on MLA practices on country level, alignment of procedures with the
Budapest Convention and its Second Additional Protocol, Bosnia and Herzegovina, 17
September, Online

Online workshop on MLA practices on country level, alignment of procedures with the
Budapest Convention and its Second Additional Protocol, North Macedonia, 20
September, Online

Advisory mission on legislation with UNOTC/UNODC & OCWAR-C, Burkina Faso, 20
September, Hybrid

5th INTERPOL Working Group on Dark Web and Virtual Assets, 21-22 September,
Online

Reports on cybercrime and cybersecurity trends as well as for criminal justice statistics
in each beneficiary, Turkey, 22 September, Desk assessment

Workshop on MLA practices on country level, alignment of procedures with the
Budapest Convention and its Second Additional Protocol, Turkey, 24 September,
Online

PGA webinar: Second Regional Parliamentary Webinar to Promote Universality and
Implementation of the Budapest Convention on Cybercrime for Caribbean countries,
28 September, Online

Working Group for the development of an online training platform on cybercrime and
electronic evidence, 28 September, Online

Advisory workshop on the streamlining of procedures for mutual legal assistance
enhanced by the Second Additional Protocol related to cybercrime and electronic
evidence, Costa Rica, 29-30 September, Online

Translation into Portuguese language of the Specialized Course on International
Cooperation, August-September

Preparation of the Study on COVID-19 related cybercrime in Asia, August-September,
Desk study
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iPROCEEDS-2

iPROCEEDS-2

Octopus

Update of the Electronic Evidence Guide of the Council of Europe, September-
December, Desk Assessment

Cryptocurrency investigations and forensics training course, September-November,
Online, self-paced

Preparation of country profiles on OCSEA for Brunei, Cambodia, Indonesia, Laos, Desk
research

Coming next (October - December 2021)

OCTOBER 2021

CyberEast
iPROCEEDS-2

GLACY+

GLACY+

GLACY+

CyberSouth

GLACY+

iPROCEEDS-2

iPROCEEDS-2

GLACY+

GLACY+

GLACY+, Octopus

CyberSouth

iPROCEEDS-2

Octopus

GLACY+

CyberEast

Regional meeting on online crime proceeds EAP, 4-5 October, Online

Specialised Judicial Training Course on International Co-operation, Turkey, 4-6
October, Online

INTERPOL E-Evidence Boot Camp (8 weeks e-evidence technical course), including
Seminar on the Budapest Convention, 4 October-26 November, Online

Cybercrime and money laundering workshop, organized by EL PAaCTO (Quito), 5-7
October, Hybrid

Advisory mission on LEA training strategies, Nigeria, Ghana, Mauritius, 5-8 October,
Online

First regional workshop on the Second Additional Protocol to the Budapest
Convention, 6 October, Online

Integration of ECTEG training materials into the law enforcement training academies
and other professional law enforcement training bodies, Ghana, 6 October, Online

Domestic workshops on cybercrime and cybersecurity trends as well as for criminal
justice statistics in each beneficiary, Bosnia and Herzegovina, 7 October, Online

Reports on cybercrime and cybersecurity trends as well as for criminal justice
statistics in each beneficiary, Bosnia and Herzegovina, 7 October, Desk assessment

Integration of ECTEG training materials into the law enforcement training academies
and other professional law enforcement training bodies, Nigeria, 7 October, Online

Integration of ECTEG training materials into the law enforcement training academies
and other professional law enforcement training bodies, Mauritius, 8 October, Online

Series of webinars on the 2nd Additional Protocol (2/5): Criminal justice cooperation
on cybercrime in an emergency situation - with International Association of
Prosecutors & Octopus, 11 October, Online

National Workshop on the development of the dedicated cybercrime reporting mechanism
in Lebanon, 14 October, Online

First preparatory meeting for the creation of the Simulation exercise on effective
sharing of data between cybercrime and cybersecurity communities, 14-15 October,
Online

Symposium «Human Rights in the digital sphere», co-organized by the Consulate
General of Japan, the European Court of Human Rights, the Information Society
Department of the Council of Europe, the René Cassin Foundation and the US
Consulate General in Strasbourg, 18 October, Hybrid

Advisory workshop on data protection legislation, in collaboration with the Data
Protection Unit of the Council of Europe, Sudan, 25 October, Online

Training on interagency cooperation and financial investigations/intelligence,
Azerbaijan, 18-20 October, Online
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iPROCEEDS-2

GLACY+

CyberSouth, GLACY+,
CyberEast, iPROCEEDS-
2, Octopus

GLACY+

GLACY+

GLACY+

GLACY+
iPROCEEDS-2

iPROCEEDS-2

CyberSouth

iPROCEEDS-2

CyberSouth

CyberSouth

GLACY+

iPROCEEDS-2
iPROCEEDS-2

CyberSouth

CyberSouth
CyberSouth

Octopus

Octopus

Octopus

Octopus

Specialised Judicial Training Course on International Co-operation, Serbia, 18-20
October, Online

Advisory workshop on the streamlining of procedures for mutual legal assistance
enhanced by the 2nd Additional Protocol related to cybercrime and electronic
evidence, Ghana, 18-19 October, Hybrid

Joint Workshop on International Cooperation in Cybercrime: Joint Investigation
Teams/Joint Investigations, organized by C-PROC & EURQJUST, 19 October, Online

Joint training workshops for cybercrime units, prosecution, central authorities for
MLA with tabletop exercises, Africa, 19-21 October, date TBC, Online

High-level workshop on legislation and the Budapest Convention - impact and
accession process, Uruguay, 20 October, Hybrid

Specialized course on International Cooperation for Prosecutors and Judges, Ghana,
20-22 October, Hybrid

ICANN 72 (Seattle), 23-28 October, Online

Domestic workshops on cybercrime and cybersecurity trends as well as for criminal
justice statistics in each beneficiary, Albania, 25 October, Online

Reports on cybercrime and cybersecurity trends as well as for criminal justice
statistics in each beneficiary, Albania, 25 October, Desk assessment

National Workshop on the development of the dedicated cybercrime reporting mechanism
in Morocco, 26 October, Online

Regional online/in presence meeting with all project countries/area with
recommendations for more efficient and swift MLA procedures, recommendations
from experts and integration of BC Second Additional Protocol provisions, 26

October, Online

National Workshop on the development of the dedicated cybercrime reporting mechanism
in Tunisia, 27 October, Online

National Workshop on the development of the dedicated cybercrime reporting mechanism
in Jordan, 28 October, Online

Second Coordination Call of the Steering Committee of the International Network of
the Judicial Training, 28 October, Online

Business analysis CERT/LEA, North Macedonia, 28-29 October, Online

Guidelines and procedures on sharing of data by CERTs/CSIRTs with criminal justice
authorities, 28-29 October, North Macedonia, 28-29 October, Desk assessment

Meeting on developing a Strategy and Action Plan on LEA Training, Lebanon,
October, date TBC, Online

Development of a Guide on LEA training strategies, October, date TBC, Online

Development of a Guide for first responders in cybercrime investigations, October,
date TBC, Online

Preparation of country profiles on OCSEA for Malaysia, Singapore, Thailand,
Vietnam, September-October, Desk research

Initiation of the regional roundtables on COVID-19 related cybercrime in Asia, date
TBC, Online

Initiation of the series of virtual needs assessment meetings in pilot countries /

institutions: the case for an online training platform, date TBC, Online

Final Storyboard WG meeting for development of the HELP course on cybercrime
and electronic evidence, date TBC, Online
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Octopus
Octopus, GLACY+

GLACY+

GLACY+

GLACY+

GLACY+

GLACY+

GLACY+

GLACY+

GLACY+

GLACY+

GLACY+
GLACY+

Advisory mission on legislation with authorities of Nauru, date TBC, Online

Initiation of the Multistakeholder roundtables on the Second Additional Protocol to
the Budapest Convention in Latin America, date TBC, Online

Support for drafting the Data Protection secondary legislation, in collaboration with
the Data Protection Unit of the Council of Europe, Ecuador, date TBC, Online

Private sector stakeholders’ Consultation workshop OR Raising awareness workshop
on data protection, Ecuador, date TBC, Online

E-FIRST ECTEG Course, Cybercrime and digital forensics specialized training for law
enforcement officers, date TBC, Online

Support for drafting the Data Protection Law, in collaboration with the Data
Protection Unit of the Council of Europe, Vanuatu, date TBC, Online

Support to the establishment of a regional training centre on cybercrime and
electronic evidence and a certification programme for criminal justice authorities in
South and East Africa, Mauritius, date TBC, Online

INTERPOL - Channels and Avenues - Workshop on 24/7 Points of Contact combined
with Joint training for prosecution, central authorities and cybercrime units on
obtaining electronic evidence from foreign jurisdictions and mutual legal assistance
issues combined with International workshops on cooperation with Internet service
providers, in SINGAPORE, with the participation of ALL GLACY+ countries, date TBC,
Online

Advisory mission on LEA training strategies, Paraguay and Colombia, date TBC,
Online

Integration of ECTEG training materials into the law enforcement training academies
and other professional law enforcement training bodies, Paraguay, date TBC, Online

Integration of ECTEG training materials into the law enforcement training academies
and other professional law enforcement training bodies, Colombia, date TBC, Online

Advisory mission on legislation, Nauru, date TBC, Online

Advisory workshop on integration/ mainstreaming of training modules in curricula
of judicial training institutions and prosecutors' training institution, date TBC, Online

NOVEMBER 2021

CyberEast

CyberSouth

GLACY+

CyberEast

CyberSouth, GLACY+,
CyberEast, iPROCEEDS-
2, Octopus

CyberEast

Octopus
GLACY+

CyberSouth

Training on interagency cooperation and financial investigations/intelligence,

Moldova, 1-3 November, Online

National Workshop on the development of the dedicated cybercrime reporting mechanism
in Algeria, 2 November, Online

Series of monthly thematic webinars for the International Network of the National
Judicial Trainers, 3 November, Online

Follow up on strategy and public private cooperation, Moldova, 4 November, Online

Europol-Interpol annual conference, 8 November date TBC, Online

Supporting TOPCOP project training on cryptocurrencies for Georgian and Armenian
investigators, Georgia and Armenia, 8-12 November, Online

Third webinar in the series of Regional Parliamentary Webinars to Promote
Universality and Implementation of the Budapest Convention on Cybercrime
(Asia/Pacific region), 9 November, Online

Third meeting of the CyberSouth Judicial Network, 9 November, Online
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GLACY+

iPROCEEDS-2

Octopus
Octopus

Octopus, GLACY+,
CyberEast, CyberSouth
iPROCEEDS-2

GLACY+

GLACY+

Octopus

GLACY+

GLACY+

GLACY+

CyberSouth

CyberSouth, GLACY+,
CyberEast, iPROCEEDS-
2, Octopus

Octopus

Octopus
GLACY+

GLACY+

GLACY+

GLACY+

GLACY+

GLACY+

Series of regional webinars to Promote Universality and Implementation of the
Budapest Convention on Cybercrime (3/4) in coop with Octopus & PGA, ASIA-
PACIFIC, 9 November, Online

Domestic/online practical exercise bringing together cybercrime, cybersecurity and
the private sector aimed at developing practical skills of public-private co-operation,
North Macedonia, 10-12 November, Online

26t T-CY Plenary, 15 November, Online

High-level special event: 20% anniversary of the Budapest Convention on
Cybercrime, and Second Additional Protocol to the Convention on enhanced

cooperation and disclosure of electronic evidence, 16 November, date TBC, Hybrid

Octopus Conference 2021, 17-18 November, Online

Training of Trainers for the Petty Officers Gendarmerie of Senegal, 22-26 November
date TBC

Series of monthly thematic webinars for the International Network of the National
Judicial Trainers, 25 November, date TBC, Online

Regional conference on cybercrime for women judges, with OCTOPUS, LATAM+
Caribbean, 26 November, Online

2nd Plenary of the International Network of National Judicial Trainers on Cybercrime
and Electronic Evidence, 29 November, date TBC, Online

Introductory Training on Cybercrime and electronic evidence for judges and
prosecutors, Tonga, 30 November — 3 December, Online

Second national meeting on the development of domestic Standard Operating
Procedures and a toolkit for first responders on cybercrime investigation and e-
evidence in Tunisia, November, date TBC, Online

24/7 annual conference, November, 24 November, Online

Continuation of the series of Regional Roundtables on COVID-19 related cybercrime
in Asia, date TBC, Online

2"d Multistakeholder Roundtable on Second Additional Protocol, date TBC, Online

Introductory training on Cybercrime and E-Evidence (with OCTOPUS), Mozambique,
date TBC

LE training strategies and access to ECTEG training materials, with participation of
ALL GLACY+ countries, all CyberEast countries and all iPROCEEDS countries, date
TBC, Online

Regional Conference on international judicial cooperation on cybercrime and
electronic evidence, with participation of all LATAM countries, date TBC, Hybrid

Development of Cybercrime investigations, digital forensics capabilities combined
with in-country workshops and advice on interagency cooperation and private public
partnerships to fight cybercrime, Benin & Burkina Faso, date TBC, Online

CPLP countries International Conference on Cybercrime for the CPLP countries and
online meeting of the Ministers of Justice of the CPLP countries, date TBC, Online

Regional Workshop on cybercrime and electronic evidence in the Pacific & Pacific
Forum on cybercrime and electronic evidence: Policies and Legislation, Capacity
Building, date TBC, Online




www.coe.int/cybercrime Cybercrime@CoE Update July - September 2021

GLACY+ Advisory mission on search, seizure and confiscation of online proceeds of
crime/SOPs for seizing and confiscating virtual assets, Brazil, date TBC, Online

GLACY+ Advisory workshop on harmonization of legislation on cybercrime and electronic
evidence with legislative desk study, Nigeria,date TBC, Online

GLACY+ Online Workshop on Data Protection and INTERPOL tools and services, Brazil, date
TBC, Online

GLACY+ Advisory workshop on the streamlining of procedures for MLA enhanced by the 2nd
Additional Protocol related to cybercrime and electronic evidence (training modules
included), Panama, date TBC, Online

GLACY+ Advisory mission and workshop on cybercrime and cyber security policies and
strategies, Colombia, date TBC, Online

GLACY+ Integration of ECTEG training materials into the law enforcement training academies
and other professional law enforcement training bodies, Dominican Republic, date
TBC, Online

GLACY+ Development of cybercrime investigation unit and data forensics unit - In-country
meeting on BEC and virtual currencies, Morocco, date TBC, Online

GLACY+ Advisory mission on legislation, Botswana, date TBC, Online

GLACY+ Introductory Training on Cybercrime and electronic evidence for judges, magistrates
and prosecutors (ToT), Paraguay, first week of November, date TBC, Online

GLACY+ Stakeholder webinar on new cybercrime legislation & accession to BC, Fiji, date TBC,
Online
GLACY+ Introductory Training on Cybercrime and electronic evidence for judges, magistrates

and prosecutors, Colombia, date TBC, Online

GLACY+ Development of Cybercrime Investigation Unit and Data Forensics Unit (Lab SOP),
Ghana, date TBC, Online

GLACY+ Inter-agency Cooperation of criminal justice authorities (Police-Prosecutor
Cooperation in Cybercrime), Ghana, date TBC

GLACY+ Refresher on the Budapest Convention, on Cybercrime and on electronic evidence
for Trainer Justices of Supreme Court of Sri Lanka and courts of appeal, SRI LANKA,
date TBC, Hybrid

GLACY+ Support for Introductory Training on Cybercrime and electronic evidence for
prosecutors, SRI LANKA, date TBC, Hybrid

GLACY+ Review of GLACY+ Country Profiles (Octopus Platform), date TBC, Online

GLACY+ Support to the establishment of a regional training centre on cybercrime and
electronic evidence and a certification programmes for criminal justice authorities
in Latin America, Argentina, date TBC, Online

DECEMBER 2021

GLACY+ Development of Cybercrime investigations, digital forensics capabilities combined

with in-country workshops and advice on interagency cooperation and private public
partnerships to fight cybercrime. CERT - LEA interagency cooperation, Senegal, 2-
3 December, date TBC, Online

GLACY+ Advisory Mission On Collaboration Between CERT And Leas, Senegal, 2 December,
Date TBC, Online
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GLACY+

GLACY+
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GLACY+

GLACY+

GLACY+

GLACY+

GLACY+

Third webinar in the series of CoE/IAP webinars on Enhanced Cooperation and
Disclosure of Electronic Evidence: Towards a New Protocol to the Budapest
Convention on Cybercrime - Giving effect to orders from another party for expedited
production of subscriber information and traffic data, 6 December, Online

Series of webinars on the 2nd Additional Protocol (3/5): Party request of expedited
production of subscriber information and traffic data - with International Association
of Prosecutors & Octopus, 6 December, Online

Steering Committee IV, EAP, 6 December, Online

3rd Expert Group on the FRA/CoE Handbook on Cybercrime and Fundamental
Rights, 6-7 December, Online

Support to the national delivery of Introductory Course on cybercrime and electronic
evidence for Judges and prosecutors, Colombia, 6-10 December, date TBC, Online

Domestic/online practical exercise bringing together cybercrime, cybersecurity and
the private sector aimed at developing practical skills of public-private co-operation,
Albania, 7-9 December, Online

First Responder training for investigators with MIA Academy, Armenia, 7-10
December, Online

Regional Cyber Exercise (with CyberSecurity EAST project), EAP, Athens, 13-17
December

4t meeting of the Project Steering Committee, 14 December, Online

Series of monthly thematic webinars for the International Network of the National
Judicial Trainers (10/10), 14 December, date TBC, Online

Advisory workshop on cybercrime reporting and criminal justice statistics, Nigeria,
15-16 December, date TBC, Hybrid

Continuation of the series of Regional Roundtables on COVID-19 related cybercrime
in Asia, date TBC, Online

Workshop with Armenian authorities on the revision of the Code of Criminal
Procedure, Armenia, December, date TBC, Online

Introductory Training on Cybercrime and electronic evidence for judges, magistrates
and prosecutors, Brazil, 1t week of December, date TBC, Online

Advisory mission on LEA training strategies, Brazil, date TBC, Online

Advisory workshop on integration/ mainstreaming of training modules in curricula
of judicial training institutions and prosecutors' training institution, Brazil, date TBC

Advanced Training on Cybercrime and electronic evidence for judges, magistrates
and prosecutors, Philippines, date TBC, Online

Workshop on cooperation with private sector, Paraguay, date TBC

Advisory workshop on the streamlining of procedures for mutual legal assistance
enhanced by the Second Additional Protocol related to cybercrime and electronic
evidence, Paraguay, date TBC, Online

Advisory workshop on mainstreaming regional training centres on cybercrime and
electronic evidence training strategies, Senegal, date TBC

Support the delivery of Introductory Training on Cybercrime and electronic evidence
for judges, magistrates and prosecutors, Paraguay, date TBC, Online
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Inventory of capacity building projects

Octopus Project

Duration: January 2021 - December 2024
Geographical scope: Global

Budget: EUR 5 Million

Funding: voluntary contributions from Canada, Japan,
United Kingdom, USA

CyberEast

Duration: June 2019 - June 2022

Geographical scope: Eastern Partnership region
Budget: EUR 4.22 million

Funding: Joint project of the European Union
(European Neighbourhood East Instrument) and the

Council of Europe

iPROCEEDS-2

Duration: January 2020 -June 2023

Geographical scope: South-eastern Europe and Turkey

Budget: EUR: 4.945 Million
Funding: Joint project of the European Union and the

Council of Europe

CyberSouth

Duration: July 2017 - December 2021

Geographical scope: Southern Neighbourhood region
Budget: EUR 5.005 million

Funding: Joint project of the European Union

(European Neighbourhood Instrument) and the

Council of Europe
GLACY+

Duration: March 2016 - February 2024

Geographical scope: Global

Budget: EUR 18.89 million

Funding: Joint project of the European Union (Instrument
Contributing to Peace and Stability) and the Council of
Europe

Reach of the Budapest Convention
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The Cybercrime@CoE Update does not necessarily reflect official

positions of the Council of Europe, donors of capacity building
projects or Parties to treaties referred to. For any additional
information, contributions, subscriptions or removal from this

distribution list, please contact: cybercrime@coe.int
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