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Source: Just Security 

Date: 27 August 2024 
The UN Cybercrime Convention: Analyzing the 

Risks to Human Rights and Global Privacy  

“[…] The treaty’s safeguards are general and, in key provisions, defer to 

national laws which are too often inadequate. It also lacks mechanisms to 

monitor compliance with international human rights standards.” READ MORE 

RELATED ARTICLES: 

Council of Europe, The “Budapest” Convention on Cybercrime and the draft 

United Nations treaty: links, 27 August 2024 

Euractiv, The UN Cybercrime convention is a victory for digital 

authoritarianism, 16 August 2024 

 

Source: Council 

of Europe 

Date: 29 August 2024 

International Symposium on Cybercrime 

Response (ISCR) 

“The Cybercrime Convention Committee (T-CY) attended the International 

Symposium on Cybercrime Response (ISCR) – Seoul, Republic of Korea, from 

27 to 29 August 2024. Hosted by the Investigation Bureau of the Korean 

National Police Agency, this annual event aims to contribute to safety in 

cyberspace through security governance.” READ MORE 

Source: Kyiv 

Independent 

Date: 24 August 2024 

Ukrainian hackers launch large-scale 
cyberattack on Russian Internet providers, 
military-related companies, source says 

“Hackers of Ukraine's military intelligence agency (HUR) carried out on Aug. 24 

a mass cyberattack on the servers of Russian Internet providers and blocked 

"dozens" of online platforms of industrial facilities in Russia, a military 

intelligence source told the Kyiv Independent.” READ MORE 

Source: Le Figaro 

Date: 28 August 2024 

Le PDG de Telegram Pavel Dourov mis en 

examen et remis en liberté sous contrôle 

judiciaire  

“ […] L’information judiciaire, ouverte à l’encontre de plusieurs suspects qui ne 

sont pas explicitement nommés, porte notamment sur la diffusion d’images 

pédopornographiques et de produits stupéfiants. Elle vise aussi des faits de 

complicité d’escroquerie en bande organisée, d’association de malfaiteurs et de 

blanchiment.” READ MORE 

https://www.justsecurity.org/98738/cybercrime-convention-human-rights/
https://www.coe.int/en/web/cybercrime/-/the-budapest-convention-on-cybercrime-and-the-draft-united-nations-treaty-links
https://www.coe.int/en/web/cybercrime/-/the-budapest-convention-on-cybercrime-and-the-draft-united-nations-treaty-links
https://www.euractiv.com/section/law-enforcement/opinion/the-un-cybercrime-convention-is-a-victory-for-digital-authoritarianism/
https://www.euractiv.com/section/law-enforcement/opinion/the-un-cybercrime-convention-is-a-victory-for-digital-authoritarianism/
https://www.coe.int/en/web/cybercrime/-/international-symposium-on-cybercrime-response-iscr-
https://kyivindependent.com/ukrainian-hackers-launch-large-scale-cyberattack-on-russian-internet-providers-military-related-companies-source-says/
https://www.lefigaro.fr/international/le-pdg-de-telegram-pavel-dourov-mis-en-examen-et-remis-en-liberte-sous-controle-judiciaire-20240828
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Source: Ferrere 

Date: 19 August 2024 

Parlamento aprueba normativa sobre delitos 
informáticos en Uruguay  

“El Parlamento acaba de aprobar una nueva ley que establece un marco 

regulatorio para los delitos cometidos en el entorno digital, con el objetivo 

hacer frente a los desafíos que plantea el cibercrimen.” READ MORE 

Source: Agencia Brasil 

Date: 27 August 2024 

Operação internacional da PF no Ceará combate 
crimes cibernéticos  

“No Ceará, policiais federais, com apoio internacional, realizam hoje uma 

operação de combate a crimes cibernéticos, entre eles cyberbullying, violência, 

e maus-tratos a animais. A Polícia Federal identificou um grupo espalhado por 

diversos estados do Brasil que compartilhava conversas, vídeos e fotos 

relacionados à prática de crimes graves.” READ MORE 

Source: Dig Watch 

Date: 16 August 2024 

Brazilian court limits WhatsApp data sharing in 
landmark ruling  

“A federal judge in São Paulo has issued a resolution that could significantly 

change the way WhatsApp handles its users’ data in Brazil, limiting data sharing 

with other companies in the Meta group. This decision responded to a class 

action lawsuit filed by the Federal Public Ministry and the Brazilian Consumer 

Defense Institute.” READ MORE 

Source: Infobae 

Date: 21 August 2024 

Finanzas de los colombianos podrían tener 
problemas por ciberataques: empresas tuvieron 
que tomar millonaria decisión  

“Según el Análisis del Nivel de Madurez de Ciberseguridad en Colombia, que se 

basa en datos oficiales, el país experimentó 28.000 millones de ciberataques 

en 2023. Sin embargo, a junio de 2024, ya se registraron 20.000 millones de 

ataques, lo que indica una aceleración alarmante en la actividad cibernética 

maliciosa.” READ MORE 

Source: Cybersecurity 

Mag 

Date: 22 August 2024 

Le CNIN démantèle un vaste réseau de 
cybercriminels à Comè au Bénin  

“Le Centre National de d’Investigations Numériques (CNIN) du Bénin a annoncé 

le 19 août 2024 le démantèlement d’un vaste réseau de cybercriminels à Comè. 

Selon le Centre National de d’Investigations Numériques (CNIN) du Bénin, c’est 

en juin 2023 qu’une bande de jeunes a été interpellée à Comè au Bénin pour 

des faits d’arnaque en ligne." READ MORE 

Source: Kenya News 

Date: 28 August 2024 

Government strengthens cyber security 
strategies to counter online threats  

“The government is training its staff on cyber security governance which is 

geared towards safeguarding the country’s digital landscape in line with the 

Computer and Cybercrime law.” READ MORE 

https://www.ferrere.com/es/novedades/parlamento-aprueba-normativa-sobre-delitos-informaticos-en-uruguay/
https://agenciabrasil.ebc.com.br/radioagencia-nacional/geral/audio/2024-08/operacao-internacional-da-pf-no-ceara-combate-crimes-ciberneticos
https://dig.watch/updates/brazilian-court-limits-whatsapp-data-sharing-in-landmark-ruling
https://www.infobae.com/colombia/2024/08/22/finanzas-de-los-colombianos-podrian-tener-problemas-por-ciberataques-empresas-tuvieron-que-tomar-millonaria-decision/
https://www.cybersecuritymag.africa/le-cnin-demantele-un-vaste-reseau-de-cybercriminels-come-au-benin
https://www.kenyanews.go.ke/government-strengthens-cyber-security-strategies-to-counter-online-threats/


www.coe.int/cybercrime C-PROC Cybercrime Digest 16 - 31 August 2024 

 

3 

Source: BBC 

Date: 29 August 2024 

World's police in technological arms race with 
Nigerian mafia 

“Police units around the world have joined forces in a series of covert operations 

targeting one of West Africa’s most feared criminal networks - Black Axe. 

Operation Jackal III, co-ordinated by global policing agency Interpol, led to the 

arrest of 300 people with links to Black Axe and other affiliated groups.” READ 

MORE 

Source: PYMNTS 

Date: 26 August 2024 

Nigeria Targets Online Scams Following Meta 
Crackdown 

“Nigeria is reportedly eager to combat online extortion scams following a 

crackdown by Meta. The country’s Economic and Financial Crimes Commission 

is willing to work with global law enforcement to stop suspects based in Nigeria, 

a spokesperson for the watchdog said” READ MORE 

Source: Dark Reading 

Date: 16 August 2024 

Iran Reportedly Grapples With Major 
Cyberattack on Banking Systems  

“The Central Bank of Iran (CBI) was reportedly hit with a cyberattack on 

Wednesday alongside several other banks in the country, causing disarray 

within Iran's financial system.” READ MORE 

Source: The Record 

Date: 29 August 2024 

Iran cyber operations exposed in reports from 
Google, Microsoft  

“Iran’s military is using an array of cyber campaigns to root out people accused 

of helping the country’s adversaries, according to a new report from Google. 

Researchers at the company’s Mandiant unit uncovered a web of social media 

accounts, fake websites and more used by Iran’s military to gain information 

on “Iranians and domestic threats who may be collaborating with intelligence 

and security agencies abroad, particularly in Israel.” READ MORE 

RELATED REPORTS: 

Mandiant, I Spy With My Little Eye: Uncovering an Iranian Counterintelligence 

Operation, 28 August 2024 

CISA, CISA and Partners Release Advisory on Iran-based Cyber Actors Enabling 

Ransomware Attacks on US Organizations, 28 August 2024 

Source: The Record 

Date: 29 August 2024 

Cambodian scam giant handled $49 billion in 
crypto transactions since 2021, researchers say 

“A notorious online marketplace allegedly tied to cyber scam operations and 

linked to the family ruling Cambodia has processed more than $49 billion in 

cryptocurrency transactions since 2021, according to a new report.” READ 

MORE 

https://www.bbc.com/news/articles/c984w8jr1glo
https://www.bbc.com/news/articles/c984w8jr1glo
https://www.pymnts.com/news/security-and-risk/2024/nigeria-targets-online-extortion-scams-following-meta-crackdown/
https://www.darkreading.com/cyberattacks-data-breaches/iran-reportedly-grapples-with-major-cyberattack-on-banking-systems
https://therecord.media/iran-cyber-operations-google-microsoft-reports?utm_source=substack&utm_medium=email
https://cloud.google.com/blog/topics/threat-intelligence/uncovering-iranian-counterintelligence-operation
https://cloud.google.com/blog/topics/threat-intelligence/uncovering-iranian-counterintelligence-operation
https://www.cisa.gov/news-events/alerts/2024/08/28/cisa-and-partners-release-advisory-iran-based-cyber-actors-enabling-ransomware-attacks-us?utm_source=substack&utm_medium=email
https://www.cisa.gov/news-events/alerts/2024/08/28/cisa-and-partners-release-advisory-iran-based-cyber-actors-enabling-ransomware-attacks-us?utm_source=substack&utm_medium=email
https://therecord.media/cambodian-scam-giant-handled-billions-in-transactions?utm_source=substack&utm_medium=email
https://therecord.media/cambodian-scam-giant-handled-billions-in-transactions?utm_source=substack&utm_medium=email
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Source: The Guardian 

Date: 28 August 2024 

South Korea battles surge of deepfake 
pornography after thousands found to be 
spreading images 

“South Korea’s president, Yoon Suk Yeol, has ordered a crackdown on an 

epidemic of digital sex crimes targeting women and girls who become the 

unwitting victims of deepfake pornography.” READ MORE 

Source: Asia Nikkei 

Date: 29 August 2024 

Deepfakes explode in Japan, tearing down 
language barrier  

“The use of deepfakes by fraudsters has surged in Japan, according to private-

sector data, showing how the language barrier no longer provides a protection 

against global scammers. The number of deepfake cases in Japan jumped 28-

fold last year, according to a British provider of identity verification services.” 

READ MORE 

Source: U.S. DoJ 

Date: 20 August 2024 

Member of Russian cybercrime group charged in 
Ohio 

“A federal grand jury indicted Deniss Zolotarjovs, 33, of Moscow, Russia, 

charging him with conspiring to commit money laundering, wire fraud and 

Hobbs Act extortion. He was arrested by law enforcement in the country of 

Georgia in December 2023 and has remained in custody since. Georgia 

extradited Zolotarjovs to the United States this month.” READ MORE 

https://www.theguardian.com/world/article/2024/aug/28/south-korea-deepfake-porn-law-crackdown
https://asia.nikkei.com/Spotlight/Cybersecurity/Deepfakes-explode-in-Japan-tearing-down-language-barrier?utm_source=substack&utm_medium=email
https://www.justice.gov/usao-sdoh/pr/member-russian-cybercrime-group-charged-ohio
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Latest reports 

• Safe Journals, Artificial intelligence and public administration: Understanding actors, governance, 

and policy from micro, meso, and macro perspectives, 14 August 2024 

• Perception Point, Rewriting Hysteria, Rising Abuse of URL Rewriting in Phishing, 19 August 2024 

• GreyNoise, BLUUID, Firewallas, Diabetics, And… Bluetooth, 20 August 2024 

• Symantec, New Backdoor Targeting Taiwan Employs Stealthy Communications, 20 August 2024 

• Bleeping Computer, Phrack hacker zine publishes new edition after three years, 21 August 2024 

• Sentinel Labs, LABScon23 Replay | Black Magic – Influence Operations in the Open and At-Scale in 

Hungary, 21 August 2024 

• InfoSecurity Magazine, Newly Discovered Group Offers CAPTCHA-Solving Services to 

Cybercriminals, 26 August 2024 

• The Hacker News, Researchers Identify Over 20 Supply Chain Vulnerabilities in MLOps Platforms, 

26 August 2024 

• Flashpoint, Unveiling the Top 4 Cyber Threats in 2024, 26 August 2024 

• DFIR Report, BlackSuit Ransomware, 26 August 2024 

• The Register, Microsoft security tools questioned for treating employees as threats, 27 August 2024 

• Sophos, Attack tool update impairs Windows computers, 27 August 2024 

• Microsoft, Peach Sandstorm deploys new custom Tickler malware in long-running intelligence 

gathering operations, 28 August 2024 

• InfoSecurity Magazine, LummaC2 Infostealer Resurfaces With Obfuscated PowerShell Tactics, 28 

August 2024 

• Talos, BlackByte blends tried-and-true tradecraft with newly disclosed vulnerabilities to support 

ongoing attacks, 28 August 2024 

• Fortinet, Deep Analysis of Snake Keylogger’s New Variant, 28 August 2024 

• CISA, Iran-based Cyber Actors Enabling Ransomware Attacks on US Organizations, 28 August 2024 

• Trend Micro, Threat Actors Target the Middle East Using Fake Palo Alto GlobalProtect Tool, 29 

August 2024 

• Google, State-backed attackers and commercial surveillance vendors repeatedly use the same 

exploits,  29 August 2024 

• Cyble, Top ICS Vulnerabilities This Week: Addressing Flaws Within Rockwell Automation, Avtec, 

and MOBOTIX Products, 29 August 2024 

• Chainanalysis, Update Part 2: China-based CSAM and Cybercrime Networks On The Rise, Pig 

Butchering Scams Remain Lucrative, 29 August 2024  

 

 

https://journals.sagepub.com/doi/abs/10.1177/09520767241272921?s=09&utm_source=substack&utm_medium=email
https://journals.sagepub.com/doi/abs/10.1177/09520767241272921?s=09&utm_source=substack&utm_medium=email
https://perception-point.io/blog/rewriting-hysteria-rising-abuse-of-url-rewriting-in-phishing/
https://www.labs.greynoise.io/grimoire/2024-08-20-bluuid-firewalla/
https://symantec-enterprise-blogs.security.com/threat-intelligence/taiwan-malware-dns
https://www.bleepingcomputer.com/news/security/phrack-hacker-zine-publishes-new-edition-after-three-years/
https://www.sentinelone.com/labs/labscon23-replay-black-magic-influence-operations-in-the-open-and-at-scale-in-hungary/
https://www.sentinelone.com/labs/labscon23-replay-black-magic-influence-operations-in-the-open-and-at-scale-in-hungary/
https://www.infosecurity-magazine.com/news/captcha-solving-cybercriminals/
https://www.infosecurity-magazine.com/news/captcha-solving-cybercriminals/
https://thehackernews.com/2024/08/researchers-identify-over-20-supply.html
https://go.flashpoint.io/flashpoint_cti_index_2024_Midyear
https://thedfirreport.com/2024/08/26/blacksuit-ransomware/
https://www.theregister.com/2024/08/27/microsoft_workplace_surveillance/
https://news.sophos.com/en-us/2024/08/27/burnt-cigar-2/
https://www.microsoft.com/en-us/security/blog/2024/08/28/peach-sandstorm-deploys-new-custom-tickler-malware-in-long-running-intelligence-gathering-operations/
https://www.microsoft.com/en-us/security/blog/2024/08/28/peach-sandstorm-deploys-new-custom-tickler-malware-in-long-running-intelligence-gathering-operations/
https://www.infosecurity-magazine.com/news/lummac2-infostealer-obfuscated/
https://blog.talosintelligence.com/blackbyte-blends-tried-and-true-tradecraft-with-newly-disclosed-vulnerabilities-to-support-ongoing-attacks/
https://blog.talosintelligence.com/blackbyte-blends-tried-and-true-tradecraft-with-newly-disclosed-vulnerabilities-to-support-ongoing-attacks/
https://www.fortinet.com/blog/threat-research/deep-analysis-of-snake-keylogger-new-variant
https://www.cisa.gov/sites/default/files/2024-08/aa24-241a-iran-based-cyber-actors-enabling-ransomware-attacks-on-us-organizations_0.pdf
https://www.trendmicro.com/en_us/research/24/h/threat-actors-target-middle-east-using-fake-tool.html
https://blog.google/threat-analysis-group/state-backed-attackers-and-commercial-surveillance-vendors-repeatedly-use-the-same-exploits/
https://blog.google/threat-analysis-group/state-backed-attackers-and-commercial-surveillance-vendors-repeatedly-use-the-same-exploits/
https://cyble.com/blog/top-ics-vulnerabilities-this-week-addressing-flaws-within-rockwell-automation-avtec-and-mobotix-products/
https://cyble.com/blog/top-ics-vulnerabilities-this-week-addressing-flaws-within-rockwell-automation-avtec-and-mobotix-products/
https://www.chainalysis.com/blog/2024-crypto-crime-mid-year-update-part-2/
https://www.chainalysis.com/blog/2024-crypto-crime-mid-year-update-part-2/
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Upcoming events  

• 2-4 September 2024, C-PROC/THAILAND, (in person), Regional Workshop on cybercrime and e-

evidence in Southeast Asia, Octopus project 

• 2-5 September 2024, C-PROC / FRANCE/ Team CYMRU, (in person), Underground Economy 

Conference, all projects 

• 4-5 September 2024, C-PROC/NIGERIA, (in person), Drafting session and Awareness raising 

workshop for the members of the Parliament, GLACY-e 

• 5-6 September 2024, C-PROC/THAILAND, (in person), ASEAN annual prosecutors' meeting, 

Octopus project 

• 9-12 September, C-PROC/MOLDOVA, (in person), Advanced training for Moldovan judges with 

IJN, CyberEast+  

• 10-12 September 2024, C-PROC/COLOMBIA, (in person), Introductory course for national 

trainers, GLACY-e 

• 11-13 September 2024, C-PROC / MONTENEGRO, in person, Regional cybercrime training, with 

SEPCA, WB3C and OSCE, Podgorica, CyberSEE 

• 13 September 2024, C-PROC/PILON, (online), Development of the Cybercrime Legislation 

Implementation Handbook/Toolkit - First meeting of the PILON CWG Subcommittee, GLACY-e 

• September 2024, C-PROC, (online), Development of HELP course on Cybercrime in Russian for 

Central Asia, Octopus project 

• September 2024, C-PROC, (online), Regional study on cybercrime and electronic evidence 

legislation in Southeast Asia), Octopus project 

• August-December 2024, C-PROC / KOSOVO, (online), Support in drafting the sub-legal act on 

Criminal Records System, Octopus project/CYBERKOP 

 
 

 

The Cybercrime Digest appears twice per month. The news is selected 

by relevance to the current areas of interest to C-PROC and does not 

represent official positions of the Council of Europe. You receive this 

digest as you have taken part in Council of Europe activities on 
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https://www.coe.int/en/web/cybercrime/cybersouthplus
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