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Bullying Defined

« any repetitive, intentional
action which hurts somebody
physically, psychologically or
emotionally
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« takes place ‘virtually’ via mobile
devices like phones and tablets

» takes place through online
social networks and on gaming
sites
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Cyber-Bullying Can Include

* inappropriate text messaging
« e-mailing or blogging

« sending offensive or degrading
images

« excluding individuals from group
chat

« posting content on social media

« creating false personas to mock
or humiliate others
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European

Commission
e ———

JRC TECHNICAL REPORTS

How children (10-18)
experienced online risks during
the Covid-19 lockdown -
Spring 2020
Key findings from
surveying families

in 11 European
countries

Lobe, B., Velicu, A., Staksrud, E.,
Chaudron S., Di Gioia, R.
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Helpline Statistics

Better Internet for Kids Dpiscover -  Policy -  Practice -  Resources Guide to apps Events SID BIK Youth Positive content

Reasons for contacting helplines Jul-Sep 2020

Cyberbullying
Love/relationships/sexuality (online)

Potentially harmful content
Media literacy/education
Data privacy

e-Crime

Sexting

Online reputation
Technical settings
Sexual harassment
Gaming

Excessive use
Sextortion
Grooming

Hate speech

Advertising/commercialism

(=]
]
)

% 2% 4% 6% 8% 10% 12% 14% 16%

Illustration: Main reasons for contacting the helplines from July to September 2020
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Microsoft Digital Civility Index

38% involved in bullying incident

G 0.
Edition -
Involved in bullying incident 19% said they were the target of bullying
Base: total sample, n=16,051
Witness or bystander 21%
CIVILITY, SAFETY Target 19%

Contributor 1%

Bully 1%

& INTERACTION
ONLINE

February 2021

= O Yes; 38%
o) Bullied online & offline

Q Bullied offline only

Bullied online only

14%

15%
6%

Bullied outside workplace

B¥ Microsoft ¥4 TRG Bullied in workplace
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When cyber-bullying meets OCSEA

nline Child “exual “xploitation and “buse

Encompasses all forms of sexual exploitation
and abuse of a child - either committed
directly online or facilitated by the digital

environment
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When cyber-bullying meets OCSEA

Links between cyber-bullying and
(unwanted) sexual behaviour

Sextin Sexual Sexual
J identity connotations
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The Council of Europe programme

When cyber-bullying meets OCSEA

Links between cyber-bullying and
(unwanted) sexual behaviour
Cyber-bullying as a
STARTING POINT for OCSEA

Targeting a cyber- Luring, pressuring,
bullying victim in a coercing for sexual
sexualised manner images/videos

- Sexual harassment - Sexual extortion
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The Council of Europe programme

When cyber-bullying meets OCSEA

Links between cyber-bullying and
(unwanted) sexual behaviour
Cyber-bullying as an
END POINT for OCSEA

A victim of .
rooming/sexual Re-victimization
? : through cyber-
extortion gets :
bullying

cyber-bullied

iPROCEEDS-2 EndOCSEA@Europe

Project of the European Union and the Council of Europe on End Online Child Sexual Exploitation and Abuse@Europe

Targeting crime proceeds on the Internet and securing electronic
evidence in South East Europe and Turkey




BUILDING A EUROPE FOR AND WITH CHILDREN “
The Council of Europe programme

When cyber-bullying meets OCSEA

Links between cyber-bullying and
(unwanted) sexual behaviour
Blurring the line between non

criminalized behaviour and sexual
offences

Norwegian study on OCSEA caselaw:

Offenders target :
Immense impact on

children cyber-bullyin
victims of cyber- yber-bullying
victims

bullying
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Cyberbullying as Offences Leading to
Criminal Investigations

iPROCEEDS-2 EndOCSEA@Europe

B niandihielCouncil of Europe on End Online Child Sexual Exploitation and Abuse@Europe

Targeting crime proceeds on the Internet and securing electronic
evidence in South East Europe and Turkey




BUILDING A EUROPE FOR AND WITH CHILDREN

The Council of Europe programme

Challenges to Law Enforcement

« Is Cyberbullying a crime?
 [dentifying the Cyberbully

Everyone
hates u.

GO KILL
URSELF.

©
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The Council of Europe programme

Is Cyberbullying Illegal?

In some countries it is:

« Canada- Under the Education Act, individuals who engage in
cyberbullying face suspension from school. Repeat bullies may
also face expulsion and possible jail time.

« United Kingdom- Under the Malicious Communications Act,
cyberbullying could result in six months or more in prison and a
hefty fine.

« Philippines- Under Republic Act 10627, it is up to the schools
to implement policies to address cyberbullying. If school
administrators do not comply with the Republic Act, they face
sanctions.
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The Council of Europe programme

« Australia- Under the Federal Nature of Law, cyberbullying laws
vary from territory to territory. The laws in each territory take
three forms: Actions by state, lawsuit by the victim, and
"Articulate of Industry Codes."

 United States- Varies from state to state all have some form of
legislation or policy — mainly to be handled by the school.
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What can the Police do?

 Enforce the Law.
If the law doesn’t exist —then what?

BUILDING A EUROPE FOR AND WITH CHILDREN

« To Serve and Protect.

In many cases the ‘cyberbully’ will be a
victim of peer pressure — should they be
treated as a criminal?
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The Council of Europe programme

Use alternative legislation....

* Harassment

« Malicious Communication

« Threats of harm/Death

» Offences against Public Decency
» Sexting

» Sextortion, which is sexual exploitation
+ OCSEA (Child pornography)

« Stalking

« Hate crimes/ descrimination

» Invasion of Privacy

+ Extortion

« Incitement to Commit Physical Injury/Suicide
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Investigative options

 Victim/Representative

» Social Media

« [SPs

» Telecom suppliers

* Peers

» Teachers/Parents

« OSINT

» International Cooperation
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The Challenge on a Global Scale
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Blue Whale
e First identified in Russia

« 2016/2017
» 130 suicides (children/teens)

EndOCSEA@Europe

Project of the European Union and the Council of Europe on . ! N
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Fire Fairy

 First Identified in Russia

e 2017 . f~ KAK CTATb ®EE/ OTHA 13 BUHKC
| AOMALLIHUX YC/TOBUAX?
- unknown iR omiATy SoHevT PASA SHTEM PCHSHECH BOMLESHE CAGSA

%  "LAPCTBO AIOEWN, MU/IBIE DEW, AAUTE MHE CUNbI, § BAC NPOURY
. . B NOCAE 3TOrO, TUXO UAWHA KYXHIO, CTAPAUCSH, YTOBD!
n u m b e r Of V | Ctl m S IRYVY TEGA HE YBUAENM, UHAYE MATWA CIOB.NPONALET!
- BATIEATISEAC TIMTS 6T LU0
e T oamer T =3
ST e S AR, KOTAA Thl
2 YCHEUWbL, NOMAET BONWEBHbBIM FA3, MOKA Tbl
'® BYAELb AbILUATS MM BO BCE, Thl BYAELLb
CTAHOBMUTBCH SEENHA KAK NPOCHEWLCA,
CKAMMU: "CITACHMBO ANDERA, A CTANA OEEA!"
Y Tbl CTAHELLb HACTOALLIEW ®EEW OrHA!
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‘

Mechanisms to 'sUp’port Jicti
Nina Vaaranen-Valkonen, -
Council of Europe @(pemﬁ‘y
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Evolution Hasn’t Made a “"Digital Leap”

Brain evolution

f TY' "/',,/ y . cognition, language

sensory perception,
spatial reasoning

4

:,I: *j_
(7

MAMMALIAN — 48

BRAIN

emotion and feeling

instincts

“Flight — Fight and Freeze” response
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The Council of Europe programme

Child Exploitation and Abuse Have Consequences

- PTSD symptoms Death

- Substance abuse

o)
2

« Poorer adjustment, lifestyle g Disease, Disability,

instability o & Social Problems Scientific

0 Adoption of Gaps

. Sexual dysfunction % Health-risk Behaviors
5 Social, Emotional, &

- Depression 0 Cognitive Impairment
0

. Suicide attempts é | Adverse Childhood Experiences

Conception
« Multiple diagnosis P ACES

LPROtCEEhD?-Z Union and the Council of E S SsR@Europe
B e D ancit € L oUNCIT OF Europe on End Online Child Sexual Exploitation and Abuse@Europe

Targeting crime proceeds on the Internet and securing electronic
evidence in South East Europe and Turkey




BUILDING A EUROPE FOR AND WITH CHILDREN

The Council of Europe programme

Guilt, Shame and Self-blame

P: Mmm, I'm wondering or,
well, | might have also
thought it was my own

fault (--)

P: I hadn’t even grown a lot in

the past year but somehow, |

felt that | was a little older,

that | should’ve already

T: What would you want to say now, as
an adult to that child, or what would you
have wanted to say?

P: Behave more intelligently!

understood.

INTRA-FAMILIAL CHILD SEXUAL ABUSE
A Qualitative Case Study of the Lifeline Method in Narrative Exposure Therapy (NET)
Nina Vaaranen-Valkonen
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Trauma-informed care -
Best practises for treatment

* Psychoeducation

* Relaxation

* Affective expression and regulation
* Cognitive coping

* Trauma narrative development & prosessing ,‘
* Invivo gradual exposure
* (Cojoint parent sessions children) C Post-Traumatic Stress
* Enhancing safety and future development P\ M'dﬁ (PTSD)
|
_Q ! 28| |t
l 5| || |=
i : = -t )
Q a. o Z
& 0O a
Gradual exposure develops S z %
through PRACTICE components =
and it is’s part of each
t
componen Core Symptoms
m Source: ICD 10 & DSM-5
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The Council of Europe programme

« SESSION 2
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Council of Europe resources

DIG FACT SHEET 6
CITIZEN E-PRESENCE AND
COMMUNICATIONS

EDUCATION
HANDBOOK

Being online
Well-being online
Rights online

EndOCSEA@Europe

Project of the European Union and the Council of Europe on . ! N
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Council of Europe resources

Fact sheet 21

Online harassment: bullying,
stalking and trolling

@

Building a Europe >

for and with children ‘
www.coe.int/children ‘ '

S o
(=2 =
2

=
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KiVa Program @ | KiVaglobally @ | AboutBullying @ | ContactUs @ | Yourlocation @ Login

Let's stop
bullying
together!

. . KiVa is an antibullying program that has been
FI n n I S h p rO g ra m developed in the University of Turku, Finland, with

= . funding from the Ministry of Education and Culture.
a g a | n St b u | Iyl n g The program is evidence-based which means that the
effectiveness of KiVa has been proven scientifically.
KiVa offers a wide range of concrete tools and
materials for schools to tackle bullying.
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Technical Tools

i
A 2 4

=Know
Bullying

SAMHSA
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el Dable K

empower children. eliminate bullying.

HOME ABOUT THINK TANK PARTNERS RESEARCH & ASSESSMENT AMBASSADORS RESOURCES

Search

i e

THE ENABLE

Check the ENABLE

webinars

READ ABOUT THE ENABLE
PROJECT IN:

Nederlands

Francais

Hrvatski

PAREN SAND Sy B ¥ o

CAMPAIGNERS

———, ungp ple, eliminating bull #ENABLEEU TWEETS

#FnahleaFll Tweat<
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empower children. eliminate bullying

 Anti-bullyin
Farents/Carers Pack

Welcome to the ENABLE anti-bullying pack for parents and carers. Your child’s
school is taking part in this exciting project and this handbook will help you to
understand what bullying is and be able to discuss it with your child.

and your child -

What every parent needs to know ... and do TN T BN R \\/
» Explains what bullying is

Whether parent, carer, teacher or young person, everyone has a part to play in . He")’s youvto spot sians tht m'%’ht mea"_yo""r ch'ld 3 'n_"°'ved ouhing

ensuring a safe, happy and empowering environment for children and young people ¥ Provides tips about what to do if your child is being bullied

in which they are free from the threat of bullying or discrimination. Research shows > Offers tips about how to help your child stay safe online

that social and emotional skill development is fundamental in achieving this, and that
without these skills, children are more at risk of bullying, and of cyber-bullying.

¥ Includes some great ideas about building your child’s social and emotional skills
» Advises how you can get involved in the ENABLE project in your child’s school

IPROCEEDS-2 , : EndOCSEA@Europe
Project of the European Union and the Council of Europe on
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. Le Permis
Internet pour les
enfants

Le "Permis Internet pour les enfants" est un
programme national de prévention pour un
usage d’Internet vigilant, sir et responsable a
’attention des enfants de CM2 et de leurs
parents. Déja 2 millions d'enfants sensibilisés !

EN SAVOIR PLUS

e BRER
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apP.
Ii!.rdz‘m_envei - ® AXA
En partenariat avec : - & gy ' M ‘ ? ‘ Prévention

COMMANDER DES KITS

PROGRAMME NATIONAL DE PREVENTION POUR UN BON USAGE D'INTERNET
AL ATTENTION DES ENFANTS DE CM2.

OBJECTIF : RESPONSABILISER LES ENFANTS POUR UN USAGE VIGILANT,
SUR ET RESPONSABLE D'INTERNET ET DES ECRANS EN GENERAL.

30 permis internet

30 codes de bonne conduite
1 fiche d'examen

1DVD-rom

1 affiche
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Role of the Police in Preventing
Cyberbullying
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What can the Police do?

EndOCSEA@Europe
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Learn to recognise the signs.
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Understand the potential
outcomes

« Self harm

« Suicide

« Harm to others

« Repeat offending
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Collaborate with Schools

» Devise policies

« Deliver training sessions

« Establish a rapport with children
« Deter negative online behaviour
* Break down reporting boundaries
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Engage with Service Providers

« ISP
« Telecom providers
e Social Media
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Encouraging victim disclosure

« Confidential help lines
 Anonymous tip lines

iPROCEEDS-2 EndOCSEA@Europe

B niandihielCouncil of Europe on End Online Child Sexual Exploitation and Abuse@Europe

Targeting crime proceeds on the Internet and securing electronic
evidence in South East Europe and Turkey




BUILDING A EUROPE FOR AND WITH CHILDREN
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Safeguard, protect and support

* Victim
 AND Cyberbully
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Protection measures for children who
are victims of cyber-bullying

Cyber-bullying \,/A;c_c::]temgi;

Acts are
more Numbers
serious and of victims
often
sexualised
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Protection measures for children who
are victims of cyber-bullying

NON AU HARCELEMENT e

Nission ministérielle

de prévention et de lutte
contre les violences

en milieu scolaire

STRATEGIE DEQUIPE

UNE METHODE - AGIR SUR LE HARCELEMENT ET LES CYBERVIOLENCES
PAR LE CLIMAT SCOLAIRE
SENSIBILISER - PREVENIR - FORMER - PRENDRE EN CHARGE

Protocole de traitement

DES ELEVES ACTEURS DE LA PREVENTION

des situations de harcélement
dans les écoles

B v b PR o

MINISTERS
DE LEDUCATION
NATIONALE, DE
LENSEMGNEMENT
SUPERIEUR ET 1N
LA RECHERCHE

= Sensibiliser le grand public,
les acteurs académiques
etdépartementaux

= Mettre & disposition des ressources
lvidéos, guides,...)

= Animer le réseau des référents
« harcélement »

= Former les cadres au Plan naticnal
de formation (PNF)

= Accompagner les formations
de formateurs en académies

= Former les jeunes ambassadeurs
lycéens contre le harcélement

= Animer la page Facebook :
facebook.com/nonauharcelement
etle site
education.gouv.fr/nonauharcelement

= Faire participer les fédérations de
parents aux groupes de travail, et au
jury du prix « Non au harcélement »

= Diffuser les fiches conseil
pour les parents

= Communiquer en direction du
grand public sur Facebook
facebook.com/nonauharcelement
etsur le site :
education.gouv.fr/nonauharcelement

= Faire connaitre le n° vert : 30 20

9 Favoriser la coéducation :
«Mallette des parents »
et autres outils

POLITIQUE NATIONALE

& Former les ambassadeurs lycéens
pour les académies volontaires

= Mettre & disposition des
ressources réalisées pour
et par les éléves

“ Reconduire le prix :
«Non au harcélement », 4° édition

™ Valoriser les actions des éléves
surle site :
education.gouv.fr/nonauharcelement
et la page Facebook :
facebook.com/nonauharcelement

N Faire participer les représentants
d'éléves dans les groupes de travail
nationaux et en tant que jury du prix
«Non au harcélement »

SUR LE HARCELEMENT

What is lacking? IMPLEMENTATION
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Protection measures for children who
are victims of cyber-bullying

Legal instruments

The Budapest
Convention
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EndOCSEA@Europe
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The Council of Europe programme

Protection measures for children who
are victims of cyber-bullying

Othser relevant instruments

LANZAROTE

Lk i 11

;(0 M M I TTE E the Council of Europe Convention
—

on the protection of children

Committee of the Parties to against sexual exploitation

the Coundil of Europe Convention and sexual abuse
on the protection of children
against sexual exploitation
and sexual abuse

Guidelines of the B ek e

cmmme of Ministel’s OU.nCI 0 UTOPE. olicy gul C ines

Of R 1 of N on integrated national strategies :

B LT = for the protection of children Opinion on child sexually suggestive | Adopted Interpretative Opinion on the applicability | Adopted )

[ from violence or explicit images and/or videos generated, ' by the Lanzarote Committee of the Lanzarote Convention to sexual offences | by the Lanzarote Committee

shared and received by children | 00 6June2019 against children facilitated through theuse of | on12May2017
information and communication technologies (ICTs)

Child-friendly responses & Applicability to online acts
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#OnlineRoadSafey .
#SafeOnline

guotielltag:l:.:psia , = éUR|DPQL

. o rotec ren  \/f EC3|e e

Teach your children mindful XA L
decision making. =

It's ok to #SayNo & block

Europ
Centre
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FOR AND WITH CHILDREN

BUILDING A EUROPE
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The thoughts about what  The emotions we The story our body tries .
happened experience to tell us

To heal we need to listen SRS
all to three |
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Thank you!
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