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Bullying Defined

• any repetitive, intentional 
action which hurts somebody 
physically, psychologically or 
emotionally
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Cyber-Bullying Defined

• takes place ‘virtually’ via mobile 
devices like phones and tablets

• takes place through online 
social networks and on gaming 
sites
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Cyber-Bullying Can Include

• inappropriate text messaging

• e-mailing or blogging

• sending offensive or degrading 
images

• excluding individuals from group 
chat

• posting content on social media

• creating false personas to mock 
or humiliate others 
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Helpline Statistics
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Microsoft Digital Civility Index
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When cyber-bullying meets OCSEA

OCSEA 

=

Online Child Sexual Exploitation and Abuse 

Encompasses all forms of sexual exploitation 
and abuse of a child – either committed 
directly online or facilitated by the digital 

environment
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When cyber-bullying meets OCSEA

Links between cyber-bullying and 

(unwanted) sexual behaviour

Sexting
Sexual 
identity

Sexual 
connotations
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When cyber-bullying meets OCSEA

Links between cyber-bullying and 

(unwanted) sexual behaviour

Cyber-bullying as a 

STARTING POINT for OCSEA

Targeting a cyber-
bullying victim in a 
sexualised manner

→ Sexual harassment

Luring, pressuring, 
coercing for sexual 

images/videos 
→ Sexual extortion



EndOCSEA@Europe
End Online Child Sexual Exploitation  and Abuse@Europe

iPROCEEDS-2
Project of the European Union and the Council of Europe on 
Targeting crime proceeds on the Internet and securing electronic 
evidence in South East Europe and Turkey

When cyber-bullying meets OCSEA

Links between cyber-bullying and 

(unwanted) sexual behaviour

Cyber-bullying as an 

END POINT for OCSEA

A victim of 
grooming/sexual 

extortion gets 
cyber-bullied

Re-victimization 
through cyber-

bullying
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When cyber-bullying meets OCSEA

Links between cyber-bullying and 

(unwanted) sexual behaviour

Blurring the line between non 
criminalized behaviour and sexual 

offences
Norwegian study on OCSEA caselaw:

Offenders target 
children 

victims of cyber-
bullying

Immense impact on 
cyber-bullying 

victims
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Cyberbullying as Offences Leading to

Criminal Investigations
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Challenges to Law Enforcement

• Is Cyberbullying a crime?

• Identifying the Cyberbully
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Is Cyberbullying Illegal?
In some countries it is:

• Canada- Under the Education Act, individuals who engage in 
cyberbullying face suspension from school. Repeat bullies may 
also face expulsion and possible jail time.

• United Kingdom- Under the Malicious Communications Act, 
cyberbullying could result in six months or more in prison and a 
hefty fine.

• Philippines- Under Republic Act 10627, it is up to the schools 
to implement policies to address cyberbullying. If school 
administrators do not comply with the Republic Act, they face 
sanctions.



EndOCSEA@Europe
End Online Child Sexual Exploitation  and Abuse@Europe

iPROCEEDS-2
Project of the European Union and the Council of Europe on 
Targeting crime proceeds on the Internet and securing electronic 
evidence in South East Europe and Turkey

• Australia- Under the Federal Nature of Law, cyberbullying laws 
vary from territory to territory. The laws in each territory take 
three forms: Actions by state, lawsuit by the victim, and 
"Articulate of Industry Codes.“

• United States- Varies from state to state all have some form of 
legislation or policy – mainly to be handled by the school.
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What can the Police do?

• Enforce the Law.

If the law doesn’t exist –then what?

• To Serve and Protect.

In many cases the ‘cyberbully’ will be a 
victim of peer pressure – should they be 
treated as a criminal?
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Use alternative legislation….
• Harassment

• Malicious Communication

• Threats of harm/Death

• Offences against Public Decency

• Sexting

• Sextortion, which is sexual exploitation

• OCSEA (Child pornography)

• Stalking

• Hate crimes/ descrimination

• Invasion of Privacy

• Extortion

• Incitement to Commit Physical Injury/Suicide
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Investigative options
• Victim/Representative

• Social Media

• ISPs

• Telecom suppliers

• Peers

• Teachers/Parents

• OSINT

• International Cooperation
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The Challenge on a Global Scale
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Blue Whale

• First identified in Russia

• 2016/2017

• 130 suicides (children/teens)
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Fire Fairy

• First Identified in Russia

• 2017

• unknown 

number of victims
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Mechanisms to support victims, 
Nina Vaaranen-Valkonen, 
Council of Europe expert
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Evolution Hasn’t Made a “Digital Leap”

“Flight – Fight and Freeze” response 
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The World in the Hands of Every Child
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Child Exploitation and Abuse Have Consequences

• PTSD symptoms

• Substance abuse

• Poorer adjustment, lifestyle 

instability

• Sexual dysfunction

• Depression

• Suicide attempts 

• Multiple diagnosis
27

ACES
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P: I hadn’t even grown a lot in 

the past year but somehow, I 

felt that I was a little older, 

that I should’ve already 

understood.

P: Mmm, I'm wondering or, 
well, I might have also 
thought it was my own 
fault (--)

INTRA-FAMILIAL CHILD SEXUAL ABUSE
A Qualitative Case Study of the Lifeline Method in Narrative Exposure Therapy (NET) 
Nina Vaaranen-Valkonen

T: What would you want to say now, as 
an adult to that child, or what would you 
have wanted to say?
P:  Behave more intelligently!

Guilt, Shame and Self-blame
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Trauma-informed care –
Best practises for treatment
• Psychoeducation 
• Relaxation
• Affective expression and regulation
• Cognitive coping
• Trauma narrative development & prosessing
• In vivo gradual exposure
• (Cojoint parent sessions children)
• Enhancing safety and future development

Gradual exposure develops 
through PRACTICE components 
and it is’s part of each 
component 
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• SESSION 2
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Council of Europe resources
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Council of Europe resources
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Technical Tools
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Role of the Police in Preventing 
Cyberbullying
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What can the Police do?
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Learn to recognise the signs.
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Understand the potential 
outcomes

• Self harm

• Suicide

• Harm to others

• Repeat offending



EndOCSEA@Europe
End Online Child Sexual Exploitation  and Abuse@Europe

iPROCEEDS-2
Project of the European Union and the Council of Europe on 
Targeting crime proceeds on the Internet and securing electronic 
evidence in South East Europe and Turkey

Collaborate with Schools

• Devise policies

• Deliver training sessions

• Establish a rapport with children

• Deter negative online behaviour

• Break down reporting boundaries
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Engage with Service Providers

• ISP

• Telecom providers

• Social Media 



EndOCSEA@Europe
End Online Child Sexual Exploitation  and Abuse@Europe

iPROCEEDS-2
Project of the European Union and the Council of Europe on 
Targeting crime proceeds on the Internet and securing electronic 
evidence in South East Europe and Turkey

Encouraging victim disclosure

• Confidential help lines

• Anonymous tip lines
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Safeguard, protect and support

• Victim

• AND Cyberbully
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Protection measures for children who 
are victims of cyber-bullying

Cyber-bullying

Numbers 
of victims 

Acts are 
more 

serious and 
often 

sexualised

Age of 
victims
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Protection measures for children who 
are victims of cyber-bullying

What is lacking? IMPLEMENTATION
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Protection measures for children who 
are victims of cyber-bullying

Legal instruments

The Lanzarote 
Convention

The Budapest 
Convention
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Protection measures for children who 
are victims of cyber-bullying

Other relevant instruments

Child-friendly responses & Applicability to online acts
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The impact on child victims and bullies 
and the need for psychological support, 
Nina Vaaranen-Valkonen, Council of 
Europe expert
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Prevention is the key!

#OnlineRoadSafey 
#SafeOnline
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Humans crave social connections 
and Love

In its absence

Admiration

In its absence

Fear

In its absence

Disgust and contempt

Humans crave social connection 
and response 

Crave being touched at any price.
- Hjalmar Söderberg: Doktor Glas (1905)

Translation M. Guilliano
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Thank you! 


