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<A+> Alliamce for Inclusive Al

State (where your institution Switzerland

is based)

Institution: Name of the <A+> Alliamce for Inclusive Al

institution/body/company

Personal capacity: Your Higher occupations

socio-professional category

Your stakeholder group Civil society

2. In view of the No definition, with a legal instrument focused on the effect of Al systems
elaboration of a legal on human rights, de-mocracy and the rule of law

framework on the design,
development and application
of Al, based on the standards
of the Council of Europe on
human rights, democracy and
the rule of law, what kind of
definition of artificial
intelligence (Al) should be
considered by the CAHAI
2bis. If “other” please explain

below

3. What are the reasons Technology is never neutral, the other definitions are limited.
for your preference?

4. Please select the Welfare;s Public administration;
areas in which Al systems

offer the most promising

opportunities for the

protection of human rights,

democracy and the rule of law

4bis. If other, which areas and

why?

5. Please indicate which Al applications to promote gender equality (e.g. analytical tools);
of the following Al system

applications in your view have

the greatest potential to

enhance/protect human

rights, democracy and the

rule of law?

6. Please briefly explain It is a chance to massiwvely correct biases.
how such applications would

benefit human rights,

democracy and the rule of

law.

7. What other Race equality correctors.

applications might contribute

significantly to strengthening

human rights, democracy and

the rule of law?

8. Please select the » Justice;» Welfare;» Law enforcement;e
areas in which the

deployment of Al systems



poses the highest risk of
violating human rights,
democracy and the rule of law
8bis. Other

9. Please briefly explain
how such applications might
violate human rights,
democracy and the rule of
law.

10. Please indicate the
types of Al systems that
represent the greatest risk to
human rights, democracy and
the rule of law

11. Please briefly explain
how such applications might
violate human rights,
democracy and the rule of
law.

12. What other
applications might represent
a significant risk to human
rights, democracy and the
rule of law?

13. In your opinion,
should the development,
deployment and use of Al
systems that have been
proven to violate human
rights or undermine
democracy or the rule of law
be

13bis. Other

14. In your opinion,
should the development,
deployment and use of Al
systems that pose high risks
with high probability to
human rights, democracy and
the rule of law be:

15. In your opinion,
should the development,
deployment and use of Al
systems that pose low risks
with high probability to
human rights, democracy and
the rule of law be:

16. In your opinion,
should the development,
deployment and use of Al
systems that pose high risks
with low probability to human
rights, democracy and the
rule of law be:

17. What are the most
important legal principles,
rights and interests that need
to be addressed and therefore
justify regulating the

Lack of transparency, risk of irreparable damage.

Facial recognition supporting law enforcements Emotional analysis in
the workplace to measure employees’ level of engagement; Smart
personal assistants (connected devices); Scoring / scoring of individuals
by public entitiess Medical applications for faster and more accurate
diagnoses

Most of them can amplify current inequalities

Polluted databases or data blindspots in key areas

No opinion

Regulated (binding law)

Subject to moratorium

Regulated (binding law)

Respect for human dignity;Equality;Freedom of expression, assembly
and association;s Non-discrimination;s Legal certainty;



development, deployment and
use of Al systems?

18. In your opinion, in
what sectors/areas is a
binding legal instrument
needed to protect human
rights, democracy and the
rule of law?

18bis. Other

19. Self-regulation by
companies is more efficient
than government regulation to
prevent and mitigate the risk
of violations of human rights,
democracy and the rule of
law.

20. Self-regulation by
companies is sufficient to
prevent and mitigate the risk
of violations of human rights,
democracy and the rule of law
21. Which of the following
instruments of self-regulation
do you consider to be the
most efficient?

21bis. Other

22. Existing international,
regional and/or national
binding and/or non-binding
legal instruments are
sufficient to regulate Al
systems in orderto ensure
the protection of human
rights, democracy and the
rule of law.

23. Please provide
examples of existing
international, regional and/or
national (binding and/or non-
binding) instruments that in
your view are effective in
guiding and regulating the
design, development and use
of Al systems to ensure
compatibility with the
standards for human rights,
democracy and the rule of law

24, If you responded
disagree/completely disagree
to question 22, please
indicate why existing
international, regional and/or
national (binding and/or non-
binding) legal instruments are
not sufficient to regulate Al
systems (select all you agree
with):

Law enforcement;Justice;Welfare;

| fully agree

| completely disagree

None

| completely disagree

Current envronmental laws.

» They provide a basis but fail to provide an effective substantive
protection of human rights, democracy and the rule of law against the
risks posed by Al systems;



25. Please indicate other
specific legal gaps that in
your view need to be
addressed at the level of the
Council of Europe

26. Individuals should
alwaysbe informed when they
interact with an Al system in
any circumstances.

27. Individuals should
alwaysbe informed when a
decision which affects them
personally is made by an Al
system.

28. Individuals should
alwaysbe informed when an
Al system is used in a
decision-making process
which affects them
personally.

29. Individuals should
have aright to a meaningful
explanation of algorithmic
based decisions, in particular
how the algorithm reached its
output.

30. Individuals should
always have the right that any
decision taken by an Al
system inthe framework of
judicial proceedings are
reviewed by a “human” judge.
31. Individuals should
have aright to demand the
review of an algorithmic
based decision by a human
being.

32. There should always
be a person responsible for
reviewing algorithmic based
decisions in the public sector
and private companies.

33. Public institutions
should not use Al systems to
promote or discredit a
particular way of life or
opinion (e.g. “social
scoring”).

34. States should be
obliged to design, develop
and apply sustainable Al
systems that respect
applicable environmental
protection standards.

35. The code behind Al
systems used in the public
and private sectors should
alwaysbe accessible to the
competent public authorities

Gender and race affirmative actions.

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree



for the purposes of external
audit.

36. There should be
higher transparency
standards for public entities
using Al than for private
entities.

37. There should be
higher standards for access
to an effective remedy for
individuals in relation to
decisions informed and made
by an Al system in the field of
justice than in the field of
consumer protection.

38. Member States should
establish public oversight
mechanisms for Al systems
that may breach legally
binding norms in the sphere
of human rights, democracy
and the rule of law.

39. Errors and flaws
discovered in Al systems
which have led or could lead
to the violation of human
rights, democracy and the
rule of law must be reported
to the competent authorities.
40. The use of facial
recognition in public spaces
should be prohibited.

41. The information
obtained through the use of
facial recognition systems
should always be reviewed by
a human being before being
used for purposes that have
an impact on individual
freedom, such asin relation
to a person boarding an
airplane, upon police arrest or
in the framework of judicial
proceedings.

42, The use of Al systems
in democratic processes (e.g.
elections) should be strictly
regulated.

43. Should a future legal
framework at Council of
Europe level include a
specific liability regime in
relation to Al applications?
44, If yes, what aspects
should be covered?

45, In your opinion, how
useful would the following
compliance mechanisms bein

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

Yes

Civil and criminal liability.

Rather useful
Rather useful
Rather useful



preventing and mitigating the
risks to human rights,
democracy and the rule of law
arising from the design,
development and application
of Al?

- Human rights, democracy
and rule of law impact
assessments

- Certification and quality
labelling

- Audits and intersectional
audits

- Regulatory sandboxes

- Continuous automated
monitoring

46. Please indicate what

combination of mechanisms

should be preferred to
efficiently protect human
rights, democracy and the
rule of law

46bis. Other

47. Please select which

mechanism(s) should be part

of either a binding instrument
or a non-binding instrument
to best protect human rights,
democracy and the rule of
law.

- Human rights, democracy
and rule of law impact
assessments

- Certification and quality
labelling

- Audits and intersectional
audits

- Regulatory sandboxes

- Continuous automated

monitoring
47.bis. Other
48. In your opinion, how

useful would the following
follow-up activities be if
implemented by the Council
of Europe?

- Monitoring of Al
legislation and policiesin
member States

- Capacity building on
Council of Europe
instruments, including
assistance to facilitate
ratification and
implementation of

Indifferent/no opinion
Rather useful

Human rights, democracy and rule of law impact assessments ;
Continuous automated monitoring; Audits and intersectional audits;

Binding instrument
Binding instrument
Binding instrument
Binding instrument
Binding instrument

Rather useful
Rather useful
Indifferent/no opinion
Indifferent/no opinion

10



relevant Council of
Europe instruments
- Al Observatory for sharing
good practices and
exchanging information
on legal, policy and
technological
developments related to
Al systems
- Establishing a centre of
expertise on Al and
human rights
49. What other
mechanisms, if any, should
be considered?
50. Are there any other
issues with respect to the
design, development and
application of Al systems in
the context of human rights,
democracy and the rule of law
that you wish to bring to the
attention of the CAHAI?
Date of submission

5Rights Foundation

State (where your institution is
based)

Institution: Name of the
institution/body/company

Personal capacity: Your socio-
professional category

Your stakeholder group

2. In view of the elaboration

of alegal framework on the
design, development and
application of Al, based on the
standards of the Council of
Europe on human rights,
democracy and the rule of law,
what kind of definition of
artificial intelligence (Al) should
be considered by the CAHAI
2bis. If “other” please explain
below

3. What are the reasons for
your preference?

Piloting good practices

03/05/2021 08:16:01

London, United Kingdom
5Rights Foundation
Intermediate occupations
Civil society

A technologically-neutral and simplified definition, such as “a set of
sciences, theories and techniques whose purpose is to reproduce by
a machine the cognitive abilities of a human being” (See the CAHAI
feasibility study, 85)

A technology-neutral definition is important to account for new and
emerging future technologies, which may extend beyond machine
learning or automated decision-making. If the definition was limited
to ‘automated decision making’' that might also exclude senvices
which use a mix of automated decision making and
moderated/human decision making.

11



4, Please select the areasin
which Al systems offer the most
promising opportunities for the
protection of human rights,
democracy and the rule of law
4bis. If other, which areas and
why?

5. Please indicate which of
the following Al system
applications in your view have
the greatest potential to
enhance/protect human rights,
democracy and the rule of law?

6. Please briefly explain
how such applications would
benefit human rights, democracy
and the rule of law.

7. What other applications
might contribute significantly to
strengthening human rights,

We also urge the CoE to consider the term ‘extended intelligence’ as
per MIT's Media Lab’s ewlving conceptual framework: “Instead of
thinking about machine intelligence in terms of humans vs.
machines, we should consider the system that integrates humans
and machines — not artificial intelligence, but extended intelligence.
Instead of trying to control or design or even understand systems, it
is more important to design systems that participate as responsible,
aware and robust elements of even more complex systems. And we
must question and adapt our own purpose and sensibilities as
designers and components of the system for a much more humble
approach.” It is critical to recognise that Al systems are human-built
and controlled, representing forms of statistical analysis at scale
based on input data.

(See Resisting Reduction: A Manifesto - Designing our complex
future with machines, by Joichi Ito:
https://jods.mitpress.mit.edu/pub/resisting-reduction/release/17)

Law enforcement; Education; Social networks/media, internet
intermediaries ;

Al systems can offer promise for the enjoyment of human rights
across a wide variety of areas, if designed and implemented with the
objective of protecting and promoting these rights. Children’s
freedoms and rights to safety, welfare, healthcare, education, and
future prosperity as part of sustainable societies can certainly benefit
from Al designed upon child-centred principles. Child-centred Al
design can for example support law enforcement in preventing and
detecting child sexual exploitation and abuse, or finding missing
children. It can enable access to more personalised and richer
education or promote children’s information, social connectivity and
dewvelopment through digital free play. The key to these benefits is in
appropriate design and dewvelopment in consultation with children
and in respect of their existing rights, as set out in the UNCRC and
its General comment No. 25.

Facial recognition supporting law enforcement ; Al applications to
prevent the commission of a criminal offence (e.g. anti-money
laundry Al appli-cations); Al applications to promote gender equality
(e.g. analytical tools); Al applications used for analysing the
performance of pupils/students in educational institutions such as
schools and universities; Al applications determining the allocation of
educational senvces;

Al systems designed with children’s rights and needs in mind can
have a positive impact on their development and wellbeing. Al can
deliver personalised learning and support, which can expand access
to and improve educational outcomes for all children. It can

also enhance accessibility for disabled children. Al can improve
health outcomes through better research, monitoring

and diagnostics. Al can enhance children’s safety by scanning for
illegal or harmful content (e.g. child sexual abuse material) or helping
authorities find lost or abducted children. Interacting with Al in free
play can bring children pleasure as well as stimulate creativity

and cognitive dewvelopment.

N/A

12



democracy and the rule of law?

8. Please select the areasin
which the deployment of Al
systems poses the highest risk
of violating human rights,
democracy and the rule of law
8bis. Other

9. Please briefly explain
how such applications might
violate human rights, democracy
and the rule of law.

Welfare; Education; Social networks/media, internet intermediaries ;

Social networks/media, internet intermediaries

Al powers recommendation systems on social media. These
systems suggest to children the videos to watch next, the news to
read, the music to listen to, the things to buy and who to be friends
with. Powered by vast quantities of children’s data, Al-driven
recommendation systems use persuasive design techniques to keep
children engaged for as long as possible, generating more
adwertising opportunities to sell and more data to

share. This commodification of childhood undermines a number of
children’s rights and can cause significant harm, the extent of which
is only just becoming evident and is bound to increase as Al
becomes ever more prevalent in children’s lives.

Al systems routinely serve children (even when the systems know
they are under 18) pornography, extreme and real-life violence,
discriminatory or hateful content, disinformation and content that
endorses risky or unhealthy behaviours such as anorexia, self-harm,
suicide. These algorithms also share children’s content with unknown
adults, compounding the risk and exposure of children

to e.g. bullying, blackmail, recruitment by extremist causes, or sexual
exploitation and abuse. The routine use of Al to recommend
children’s profiles to stranger adults on social media platforms can
be exploited by groomers and nefarious actors seeking to establish
contact with child victims (e.g. for sexual abuse or for financial
scams). 5Rights has found that in 2020, 75% of the top 12 most
popular social media platforms used globally used Al to recommend
children’s profiles to strangers.

Recommendation systems can limit children’s development by
aligning too closely with their perceived preferences and creating an
information bubble. This can limit a child’s worldview, online
experience and lewvel of knowledge, and as such, the child’s right to
freedom of expression and opinion. For example, the Al system may
not account for children from minority groups or children who differ
substantially from their peers, or may not support alternate
developmental trajectories that are not usually represented in data
sets. As a result, such systems could potentially reinforce
stereotypes for children and limit the full set of possibilities that
should be made available to every child. This can result in, or
reinforce, negative self-perceptions, which can lead to self-censoring
or self-injurious behaviour.

Welfare

Predictive modelling applications are used for the allocation of social
welfare services and access to justice and healthcare, taking data
from public welfare benefits, medical records, judicial information and
more. Predictive analytics profile children and can reinforce historical
patterns of systemic bias and discrimination. A recent example is
the wrongful withdrawal and forced return of child-benefits from
26,000 families in the Netherlands, disproportionately impacting
children from ethnic minority backgrounds.

13



10. Please indicate the types
of Al systems that represent the
greatest risk to human rights,
democracy and the rule of law

11. Please briefly explain
how such applications might
violate human rights, democracy
and the rule of law.

Education

Al-powered sunwillance of childrenin school settings (e.g. for
invigilating exams) as well as online tracking, monitoring and filtering
software on EdTech systems can restrict children’s freedoms, breach
their right to privacy and perpetuate discrimination. The use of an
automated algorithm to moderate for exam grades in the UK in
Summer 2020 led to a huge number of student’s teacher-assessed
results being downgraded, which was later shown to have
disproportionately negatively affected children from poorer
backgrounds. The unfairness this created eventually led to scrapping
of the algorithmically awarded grades.

Al applications determining the allocation of social senices; Al
applications determining the allocation of educational senices; Al
applications used for analysing the performance of pupils/students in
educational institutions such as schools and universities; Al
applications for personalised media content (recommender systems);
Smart personal assistants (connected devices)

Al systems which are not designed based on child-centred
principles, trained on appropriate data sets and tested to ensure
neutral or positive outcomes for children, can have major impacts on
children’s safety, privacy, cognitive development, health and
educational outcomes, social relationships, economic well-being and
freedoms. Children may be less able to recognise that they are
interacting with and impacted by Al and less able to fully understand
the implications thereof. They often lack the resources to respond to
instances of bias or to dangerous content which has been amplified
by Al technology. Children may be less able to react, manage
stressful situations or seek redress. Their negative impacts can be
more severe and longer-lasting on children than for adults.

The risks include:

Discrimination and exclusion through bias — The digital world already
reflects existing bias — the low \visibility and stereotyping of women
and minorities in online content and games has for example been
well-documented — which Al can reinforce. Automating decision-
making in new areas also carries risks. Predictive modelling
applications are used for the allocation of social welfare senices and
access to justice and healthcare, taking data from public welfare
benefits, medical records, judicial information and more. Predictive
analytics profile children and can reinforce historical patterns of
systemic bias and discrimination. Recent examples are the wrongful
withdrawal and forced return of child-benefits from 26,000 families in
the Netherlands, disproportionately impacting children from ethnic
minority backgrounds; or the use of Al for exam grading in the UK
which discriminated against children from poorer backgrounds.

Limitations of children’s opportunities and dewvelopment from Al-
based predictive analytics and profiling — Recommendation systems,
which are ubiquitous in social media and search engines, can limit
children’s development by aligning too closely with the user's
perceived preferences and creating an information bubble. This can
limit a child’s worldview, online experience and level of knowledge,
and as such, the child’s right to freedom of expression and opinion.
For example, the Al system may not account for children from
minority groups or children who differ substantially from their peers,
or may not support alternate developmental trajectories that are not
usually represented in data sets. As a result, such systems could
potentially reinforce stereotypes for children and limit the full set of
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12. What other applications
might represent a significant risk
to human rights, democracy and
the rule of law?

13. In your opinion, should
the development, deployment
and use of Al systems that have
been proven to violate human
rights or undermine democracy
or the rule of law be

13bis. Other

14. In your opinion, should
the development, deployment
and use of Al systems that pose
high risks with high probability
to human rights, democracy and
the rule of law be:

15. In your opinion, should
the development, deployment
and use of Al systems that pose
low risks with high probability to
human rights, democracy and
the rule of law be:

16. In your opinion, should
the development, deployment
and use of Al systems that pose
high risks with low probability to
human rights, democracy and
the rule of law be:

17. What are the most
important legal principles, rights
and interests that need to be
addressed and therefore justify
regulating the development,

possibilities that should be made available to every child. This can
result in, or reinforce, negative self-perceptions, which can lead to
self-censoring or self-injurious behaviour.

Infringement of data protection and privacy rights — Al systems
embedded in the platforms routinely used by children systematically
breach their privacy rights. Smart toys, wearable devices and smart
home devices are permanently connected to the internet and share
vast quantities of children’s data with companies and third parties;
they are also susceptible to hacking and other security breaches.
More than half the remote learning platforms recommended by
governments during COVID-19 school closures failed to provide
adequate privacy protection. Interactive online games collect
enormous amounts of personal data, ranging from a player's woice or
physical appearance to their location or social network, as well as
detailed information from the player’'s actions within the game world,
which may be analysed to create in-depth profiles of a player's
cognitive abilities and personality. Children can easily lose control of
their private content, which can cause long-term distress (e.qg.
revenge porn).

Restriction of freedom through surweillance — Al-powered
surweillance of children in public spaces but also in school settings
(e.g. for monitoring exams) as well as online tracking, monitoring and
filtering software on children’s (educational) devices can

N/A

Banned

Banned

Regulated (binding law)

Regulated (binding law)

Explainability; Transparency; Privacy and data protection; Non-
discrimination;Respect for human dignity;
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deployment and use of Al
systems?

18. In your opinion, in what
sectors/areas is a binding legal
instrument needed to protect
human rights, democracy and
the rule of law?

18bis. Other

19. Self-regulation by
companiesis more efficient than
government regulation to
prevent and mitigate the risk of
violations of human rights,
democracy and the rule of law.

20. Self-regulation by
companies is sufficient to
prevent and mitigate the risk of
violations of human rights,
democracy and the rule of law
21. Which of the following
instruments of self-regulation do
you consider to be the most
efficient?

21bis. Other

22. Existing international,
regional and/or national binding
and/or non-binding legal
instruments are sufficient to
regulate Al systems in order to
ensure the protection of human
rights, democracy and the rule of
law.

23. Please provide examples
of existing international, regional
and/or national (binding and/or
non-binding) instruments that in
your view are effective in guiding
and regulating the design,
development and use of Al
systems to ensure compatibility
with the standards for human
rights, democracy and the rule of
law

Education;Welfare; Social networks/media, internet intermediaries ;

I completely disagree

| completely disagree

Voluntary certification

| completely disagree

UNCRC General comment No. 25 sets out how States parties should
implement children’s rights in the digital environment, with a range of
specific provisions for Al systems and the obligations of States to
ensure the responsibility of business in respect of children’s rights.
Provisions include:

Taking proactive measures to prevent exclusion and
discrimination that can arise when automated processes that result
in information filtering, profiling or decision-making are based on
biased, partial or unfairly obtained data concerning a child (Para. 9-
11, in ref. to UNCRC Ar. 2).

Requiring businesses to undertake child rights due diligence, in
particular child rights impact assessments, and holding them
accountable for preventing their networks or senices from being
misused for purposes that threaten children’s safety and well-being.
(Para. 36-38, in ref to UNCRC Art. 4).

Prohibiting by law the profiling or targeting of children of any
age for commercial purposes on the basis of a digital record of their
actual or inferred characteristics, including group or collective data,
targeting by association or affinity profiling (Para. 42 in ref. to
UNCRC Art. 4).

Ensuring that automated systems or information filtering

systems are not used to affect or influence children’s behaviour or
emotions or to limit their opportunities or development. (Para. 62 in
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24. If you responded
disagree/completely disagree to
guestion 22, please indicate why
existing international, regional
and/or national (binding and/or
non-binding) legal instruments
are not sufficient to regulate Al
systems (select all you agree
with):

25. Please indicate other
specific legal gaps that in your
view need to be addressed at the
level of the Council of Europe

ref. to UNCRC Art. 13-14).

Introducing or using data protection, privacy-by-design, safety-by-
design and other regulatory measures to ensure that businesses do
not target children using techniques designed to prioritise
commercial interests over those of the child. An example is highly
persuasive or gambling-like design features (Para. 110, in ref. to
UNCRC Art. 31).

The EU’s proposed Regulation subjects the understanding of
children’s rights in Al systems to the prescriptions of the UNCRC
General comment No. 25 (Recital 28).

Article 5.6 prohibits “practices that have a significant potential to
manipulate persons through subliminal techniques beyond their
consciousness or exploit winerabilities of specific winerable groups
such as children or persons with disabilities in order to materially
distort their behaviour in a manner that is likely to cause them or
another person psychological or physical harm.”

Article 9 sets out the standard for risk management systems of high
risk Al (assessment and management measures, including notably
the “elimination or reduction of risks as far as possible through
adequate design and dewelopment” (4.b). Point 8 of this article states
that “When implementing the risk management system described in
paragraphs 1 to 7, specific consideration shall be given to whether
the high-risk Al system is likely to be accessed by or have an impact
on children.”

The UK’s Age Appropriate Design Code is a statutory code of
practice which sets out how senices must safeguard children’s
personal data based on GDPR. It requires services “to switch any
options which rely on profiling off by default, unless there a
compelling reason why this should not be the case, taking account of
the best interests of the child. In practice it is likely to mean that any
non-essential features that rely on profiling and that are provided for
commercial purposes are subject to a privacy setting which is
switched off by default.”

Other jurisdictions are following the example of the UK and the Code
to provide specific protections for children and their data. Most
recently, the Irish Data Protection Commission produced the
Fundamentals for a Child-Oriented approach to Data Processing,
which prohibits online senvice providers from profiling children and
carrying out automated decision making in relation to children for
marketing/advertising purposes, unless they can clearly demonstrate
how and why itis in the best interests of the child to do so.

They provide a basis but fail to provide an effective substantive
protection of human rights, democracy and the rule of law against
the risks posed by Al systems; They lack specific principles for the
design, dewelopment and application of Al systems; They do not
provide enough guidance tothe designers, dewelopers and
deployers of Al systems; They do not provide for specific rights (e.g.
transparency requirements, redress mechanisms) for persons
affected by Al;

A Council of Europe Treaty on Al must recognise children’s specific
rights as enshrined in the UNCRC (and elaborated as regards the
digital environment in UNCRC General Comment No. 25) and take
into account children’s wilnerabilities and the high risk that non-
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26. Individuals should always
be informed when they interact
with an Al system in any
circumstances.

27. Individuals should always
be informed when a decision
which affects them personally is
made by an Al system.

28. Individuals should always
be informed when an Al system

is used in a decision-making
process which affects them
personally.

29. Individuals should have a
right to a meaningful explanation
of algorithmic based decisions,

in particular how the algorithm
reached its output.

30. Individuals should always
have the right that any decision
taken by an Al system in the
framework of judicial
proceedings are reviewed by a
“human” judge.

31. Individuals should have a
right to demand the review of an
algorithmic based decision by a
human being.

32. There should always be a
person responsible for reviewing
algorithmic based decisions in
the public sector and private
companies.

33. Public institutions should
not use Al systems to promote or
discredit a particular way of life

appropriate Al systems pose to children’s wellbeing.

All Al developers and providers should be subject to specific
requirements aimed at providing reasonable assurances that any
systems likely to be accessed by or impact on children fully respect
their privacy rights and do not lead to harmful outcomes for children.
In a risk-based categorisation, Al systems impacting upon children
(and not only systems where children are the intended users) should
be considered high risk by default and thus subject to a child impact
assessment and follow-up measures if necessary. Child-centred
design and good practices should be incentivised.

When Al systems interact with and impact children, the way they are
deployed and the data that powers them and the purposes for which
they are used should be explained clearly in terms that are
understandable to children and young people. Providers should also
signpost easy to use and robust reporting tools, encourage reporting
and offer age appropriate, swift and decisive responses. Systems
where children are likely users should include children in data sets
for testing in regulatory sandboxes. Ongoing monitoring should track
the real usage of and impact of Al systems on children.

The Treaty should have clear liability and strong enforcement

provsions.
| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree

| fully agree
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or opinion (e.g. “social scoring”).

34. States should be obliged | | fully agree
to design, develop and apply

sustainable Al systems that

respect applicable environmental

protection standards.

35. The code behind Al | fully agree
systems used in the public and

private sectors should always be

accessible to the competent

public authorities for the

purposes of external audit.

36. There should be higher | completely disagree
transparency standards for

public entities using Al than for

private entities.

37. There should be higher | rather disagree
standards for access to an

effective remedy for individuals

in relation to decisions informed

and made by an Al system in the

field of justice than in the field of

consumer protection.

38. Member States should | fully agree
establish public oversight

mechanisms for Al systems that

may breach legally binding

norms in the sphere of human

rights, democracy and the rule of

law.

39. Errors and flaws | fully agree
discovered in Al systems which

have led or could lead to the

violation of human rights,

democracy and the rule of law

must be reported to the

competent authorities.

40. The use of facial Indifferent/no opinion
recognition in public spaces

should be prohibited.

41. The information obtained  Indifferent/no opinion
through the use of facial

recognition systems should

alwaysbe reviewed by a human

being before being used for

purposes that have an impact on

individual freedom, such asin

relation to a person boarding an

airplane, upon police arrest or in

the framework of judicial

proceedings.

42, The use of Al systems in Indifferent/no opinion
democratic processes (e.g.

elections) should be strictly

regulated.

43. Should a future legal Yes
framework at Council of Europe

level include a specific liability
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regime in relation to Al
applications?

44. If yes, what aspects

should be covered?

45, In your opinion, how Highly useful
useful would the following Highly useful
compliance mechanisms bein Highly useful
preventing and mitigating the Highly useful
risks to human rights, Highly useful

democracy and the rule of law
arising from the design,
development and application of
Al?

- Human rights, democracy
and rule of law impact
assessments

- Certification and quality
labelling

- Audits and intersectional
audits

- Regulatory sandboxes

- Continuous automated

monitoring
46. Please indicate what Human rights, democracy and rule of law impact assessments;
combination of mechanisms Certification and quality labelling; Audits and intersectional audits

should be preferred to efficiently

protect human rights, democracy

and the rule of law

46bis. Other

47, Please select which Binding instrument
mechanism(s) should be part of Non-binding instrument
either a binding instrument or a Binding instrument
non-binding instrument to best No opinion

protect human rights, democracy Non-binding instrument
and the rule of law.

- Human rights, democracy
and rule of law impact
assessments

- Certification and quality
labelling

- Audits and intersectional
audits

- Regulatory sandboxes

- Continuous automated

monitoring
47.bis. Other
48. In your opinion, how Highly useful
useful would the following Highly useful
follow-up activities be if Highly useful
implemented by the Council of Highly useful
Europe?

- Monitoring of Al legislation
and policies in member
States
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- Capacity building on Council
of Europe instruments,
including assistance to
facilitate ratification and
implementation of relevant
Council of Europe
instruments

- Al Observatory for sharing
good practices and
exchanging information on
legal, policy and
technological developments
related to Al systems

- Establishing a centre of
expertise on Al and human
rights

49. What other mechanisms,

if any, should be considered?

50. Are there any other
issues with respect to the
design, development and
application of Al systems in the
context of human rights,
democracy and the rule of law
that you wish to bring to the
attention of the CAHAI?

When Al systems directly interact with or impact children, there is a
higher lewvel of risk, given the specific winerabilities of children. The
most ubiquitous Al systems directed at children and young people
today are however not risky by accident, but risky by design.
Recommendation algorithms suggest to children the videos to watch
next, the news to read, the music to listen to, the things to buy and
who to be friends with. Powered by vast quantities of children’s data,
recommendation algorithms use persuasive design techniques to
keep children engaged for as long as possible, generating more
adwertising opportunities to sell and more data to share. This
commodification of childhood undermines a number of children’s
rights and can cause significant harm, the extent of which is only just
becoming evident and is bound to increase as Al becomes ever
more prevalent in children’s lives.

Among the many common “risky” applications of Al systems
targeting children are:

* Friend suggestion systems — These are algorithms which
encourage children to connect with unknown people (through nudges
to add friends, highlighting of “mutual” friends, people with whom the
child supposedly shares interests or even people in the child’'s
vicinity based on location-sharing). The routine use of Al to
recommend children’s profiles to stranger adults on social media
platforms can be exploited by groomers and nefarious actors seeking
to establish contact with child victims (e.g. for sexual abuse or for
financial scams). 5Rights has found that in 2020, 75% of the 12 most
popular social media platforms used globally used Al to recommend
children’s profiles to strangers.

» Promotion of content via engagement metrics — Features including
likes, shares or views drive the content social media platforms
promote. This presents an enormous risk to children when
engagement metrics determine what content is promoted and
disseminated to users, particularly when content which is extreme or
involving dangerous behaviour is promoted. Research has found that
far-right misinformation receives 65% more engagement per follower
on Facebook compared to other far-right information. Nearly half
(48%) of children in the UK say they are exposed to online
misinformation every day, while more than one in 10 see it more than
six times a day.17 Earlier in 2021, a 10-year-old girl died in Italy after
taking part in a self-asphyxiation challenge went viral on TikTok.
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Date of submission

Private or intimate content — e.g. sexualised content, difficult to fully
remowve, which can also be self-generated — can spread widely, at
great speed, and be causing long-term distress to victims.

» Recommendation loops — Recommendations personalise content
based on user data, creating a narrowing cycle of similar posts to
read, videos to watch or groups to join. Data from 2016 found that
64% of people who joined an extremist group on Facebook did so
because the algorithm recommended it to them. Users describe
becoming ‘locked in an algorithmic echo chamber where they are
exposed to increasingly extreme content.

* Autoplay — This feature plays videos without initiation by the user.
Automatically playing recommended content is risky when this
content becomes more extreme. On a platform used by three-
quarters of 5-15-year-olds, 70% of videos are viewed as a direct
result of the recommendation algorithm. Some senices do not allow
users to switch autoplay off.

*Trending lists — Trending lists are determined by the number of
posts on a topic and tailored by algorithms to the individual user. As
popular hashtags are often misappropriated to promote inaccurate or
harmful content, lists can give instant access to unwerified, and
potentially dangerous material.

+Artificial scarcity and random rewards — Many games use algorithms
deliberately designed to extract as much money from players as
possible. Essential aspects of the game such as energy and
experience appear as resources that deplete before the player's
4/28/21 13:11:00

Acli - Associazioni Cristiane Lavoratori Italiano

State (where your institution is
based)

Institution: Name of the
institution/body/company

Personal capacity: Your socio-
professional category

Your stakeholder group

2. In view of the elaboration
of alegal framework on the
design, development and
application of Al, based on the
standards of the Council of
Europe on human rights,
democracy and the rule of law,
what kind of definition of
artificial intelligence (Al) should
be considered by the CAHAI

Italy

Acli - Associazioni Cristiane Lawvoratori Italiano

Higher occupations

Civil society
A technologically-neutral and simplified definition, such as “a set of
sciences, theories and techniques whose purpose is to reproduce by

a machine the cognitive abilities of a human being” (See the CAHAI
feasibility study, 85)
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2bis. If “other” please explain
below

3. What are the reasons for
your preference?

4, Please select the areas in
which Al systems offer the most
promising opportunities for the
protection of human rights,
democracy and the rule of law

4bis. If other, which areas and
why?

5. Please indicate which of
the following Al system
applications in your view have
the greatest potential to
enhance/protect human rights,
democracy and the rule of law?

6. Please briefly explain
how such applications would
benefit human rights, democracy
and the rule of law.

7. What other applications
might contribute significantly to
strengthening human rights,
democracy and the rule of law?

8. Please select the areasin
which the deployment of Al
systems poses the highest risk
of violating human rights,
democracy and the rule of law
8bis. Other

9. Please briefly explain
how such applications might
violate human rights, democracy
and the rule of law.

10. Please indicate the types
of Al systems that represent the
greatest risk to human rights,
democracy and the rule of law

11. Please briefly explain
how such applications might
violate human rights, democracy
and the rule of law.

12. What other applications
might represent a significant risk
to human rights, democracy and
the rule of law?

The law must be neutral; the law must has to regulate general
principles

Banking, finance and insurance;Welfare;s Education;

« Smart personal assistants (connected devices);s Medical
applications for faster and more accurate diagnoses;s Automated
fraud detection (banking, insurance);s Al applications to predict the
possible ewlution of climate change and/or natural disasters;e Al
applications in the field of banking and insurance;

No Way

No Way

¢ Law enforcement;e Justice;» Customs and border control;e

Al could create BIASED contents

Facial recognition supporting law enforcement; Emotional analysis in
the workplace to measure employees’ level of engagement; Scoring /
scoring of individuals by public entities; Deep fakes and cheap fakes;
Al applications determining the allocation of social senices;

The applications could contribute to build a mass surweillance
system

Any applications that has the power to threaten human rights will be
used in this way
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13. In your opinion, should regulated

the development, deployment

and use of Al systems that have

been proven to violate human

rights or undermine democracy

or the rule of law be

13bis. Other

14. In your opinion, should Regulated (binding law)
the development, deployment

and use of Al systems that pose

high risks with high probability

to human rights, democracy and

the rule of law be:

15. In your opinion, should Regulated (binding law)
the development, deployment

and use of Al systems that pose

low risks with high probability to

human rights, democracy and

the rule of law be:

16. In your opinion, should Regulated (binding law)
the development, deployment

and use of Al systems that pose

high risks with low probability to

human rights, democracy and

the rule of law be:

17. What are the most Respect for human dignity;Freedom of expression, assembly and
important legal principles, rights = association;* Non-discrimination;Privacy and data
and interests that need to be protection;s Transparency;

addressed and therefore justify
regulating the development,
deployment and use of Al
systems?

18. In your opinion, in what Law enforcement;Education;Welfare;
sectors/areas is a binding legal

instrument needed to protect

human rights, democracy and

the rule of law?

18bis. Other

19. Self-regulation by | rather agree
companiesis more efficient than

government regulation to

prevent and mitigate the risk of

violations of human rights,

democracy and the rule of law.

20. Self-regulation by | completely disagree
companies is sufficient to

prevent and mitigate the risk of

violations of human rights,

democracy and the rule of law

21. Which of the following Ethics guidelines
instruments of self-regulation do

you consider to be the most

efficient?

21bis. Other

22. Existing international, | completely disagree
regional and/or national binding

and/or non-binding legal

instruments are sufficient to
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regulate Al systems in order to
ensure the protection of human
rights, democracy and the rule of
law.

23. Please provide examples
of existing international, regional
and/or national (binding and/or
non-binding) instruments thatin
your view are effective in guiding
and regulating the design,
development and use of Al
systems to ensure compatibility
with the standards for human
rights, democracy and the rule of
law

24, If you responded
disagree/completely disagree to
guestion 22, please indicate why
existing international, regional
and/or national (binding and/or
non-binding) legal instruments
are not sufficient to regulate Al
systems (select all you agree
with):

25. Please indicate other
specific legal gaps that in your
view need to be addressed at the
level of the Council of Europe

26. Individuals should always
be informed when they interact
with an Al system in any
circumstances.

27. Individuals should always
be informed when a decision
which affects them personally is
made by an Al system.

28. Individuals should always
be informed when an Al system

is used in a decision-making
process which affects them
personally.

29. Individuals should have a
right to a meaningful explanation
of algorithmic based decisions,

in particular how the algorithm
reached its output.

30. Individuals should always
have the right that any decision
taken by an Al system in the
framework of judicial
proceedings are reviewed by a
“human” judge.

31. Individuals should have a
right to demand the review of an
algorithmic based decision by a
human being.

No one at the moment

There are too many and they are difficult to interpret and apply in the
context of Al;» They provide a basis but fail to provide an effective
substantive protection of human rights, democracy and the rule of
law against the risks posed by Al systems;e They lack specific
principles for the design, development and application of Al
systems;e They do not provide enough guidance to the designers,
dewelopers and deployers of Al systems;They do not provide for
specific rights (e.g. transparency requirements, redress
mechanisms) for persons affected by Al;

The need for a Thrustworthy Al

| fully agree

| fully agree

| fully agree

| rather agree

| fully agree

| fully agree
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32. There should always be a
person responsible for reviewing
algorithmic based decisions in
the public sector and private
companies.

33. Public institutions should
not use Al systems to promote or
discredit a particular way of life
or opinion (e.g. “social scoring”).

34. States should be obliged
to design, develop and apply
sustainable Al systems that
respect applicable environmental
protection standards.

35. The code behind Al
systems used in the public and
private sectors should always be
accessible to the competent
public authorities for the
purposes of external audit.

36. There should be higher
transparency standards for
public entities using Al than for
private entities.

37. There should be higher
standards for access to an
effective remedy for individuals
in relation to decisions informed
and made by an Al system in the
field of justice than in the field of
consumer protection.

38. Member States should
establish public oversight
mechanisms for Al systems that
may breach legally binding
norms in the sphere of human
rights, democracy and the rule of
law.

39. Errors and flaws
discovered in Al systems which
have led or could lead to the
violation of human rights,
democracy and the rule of law
must be reported to the
competent authorities.

40. The use of facial
recognition in public spaces
should be prohibited.

41. The information obtained
through the use of facial
recognition systems should
alwaysbe reviewed by a human
being before being used for
purposes 