FISCALIAADJUNTA CONTRA LA TRATA
i Y TRAFICO ILICITO DE MIGRANTES

Caso RIno

“Rescatando Inocentes”

Licda. Angie Trejos Vargas
Fiscal
Ministerio Publico de Costa Rica




i Inicio de investigacion

Reporte de Interpol Francia.

= EI 25 de mayo de 2015, ingreso informacién confidencial al O.1.J, de que E.S.C,
fotografo profesional, realizaba casting y/o sesiones de modelaje con nifias menores

de 18 afos.

= Aprovechaba la minoridad de las personas ofendidas menores, para tomar

fotografias con contenido sexual explicito.

= Se valia de diferentes sitios web, donde difundia y comercializaba estos archivos

digitales con contenido sexual infantil.

= El primer sitio web identificado fue: www.belindaplay.com
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i Diligencias de investigacion

= Entrevista a denunciantes.
= Ubicacion de lugares donde se realizaron algunos de los “casting fotograficos”.

= ldentificacion de posibles victimas (26 en total). S6lo 6 denunciaron y se sometieron al proceso

penal.
= Ubicacion de sitios web y las coincidencias entre los duefios de estas paginas.
= Rastreos telefonicos
= Intervencion telefénica

= Tramitacion conjunta con la Unidad Especializada en Investigacion de Trafico de Menores,

Personas y Organos de la S.E.1.D.O.



i Diligencias de investigacion

= Ingreso a los sitios web, con orden jurisdiccional para acceder a las imagenes con contenido
sexual infantil explicito.

= Allanamiento conjunto en Costa Rica y México

= Decomiso de evidencia ( Discos, USB, tarjetas de memoria, discos duros, fotografias, ropa)

= Analisis de evidencia

= Se remitid a las personas victimas a los programas de atencién, proteccion y acreditacion de

victimas del delito.



‘Riligencias de Investigacion

Important Notice

This website is NOT a sex or a sex related website, neither erotic or erotic related.
All images comply with U.S. and international laws. All photography work has been
done with authorization of and in the presence of a parent or appointed
guardian and has been viewed and accepted by the models' parent/guardian
before release. Release Forms have been signed by the model and parent/guardian
This is NOT a profit making website, all income from this website is for covering expenses only.

and you will not find lascive or erotic posses on the site. This website is totally legal and its content abides by U.S. (United States Code, Title 18)
This site does NOT feature nudity of ANY kind. and international laws. All content 1s artistic and supervised by parents.

ALL images on this website are copyrighted. You may not publish, copy, display, distribute, transmit,
modify,
create derivative works from Site, or sell any Materials, information, products or services obtained
from this site or remove the copyright or trade mark notice from any copies of the Materials.

The photos are copyrighted and it is prohibited to repost them.

By joining the members area you only get the abilityto VIEW the photos - they are not being sold to you. Comercio Electronico Zeval S A
YOU AGREE THAT ACCESS TO THE SITE OR ITS CONTENT WILL BE LIMITED TO Keeper f’f Records:
THE ACCOUNT HOLDER ONLY. Access by someone other than the account holder, Mr. V Canseco
whether by authorized or unauthorized use of the account holder's user ID number and password, 150mts Sur del Gyvm Fitsimons.
will result in the automatical termination Costa }iiCa

of this User Agreement.

Tel.: 506 2741314
Company: Tropical Webco LLP webadmin@teenphotoclub.net
Keeper of Records: Mr. Elias Solano -

Address: 150 Ave Sur del Gym Fitsimons. - . . A
San Juan, Costa Rica 1000 Responsible for the content : Javier Chaves

Telephone: 506 2741314 The Author 1s not responsible for any contents linked or referred to from his pages.

email the i i com

2009 L com

2005 islandbunnies.com All rights reserved No Nude Website 100% legal




Welcome! We have New Models!!

And you can choose those you like more to order a customized

photo and/or video shooting.
Write us at: sunnyfan@sigaint.org and let us know what you want!

Very important: ONLY FOR NN MODELING

Custom Shoots: choose your model and order your customized photo and/or video

sion

Our lovely models want to please you with their talents!

Sharon

Premium Models

~r—y LA

SHANNIA ™

e —

New models coming
soon!

New models coming soon!

New models coming
soon!
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Elias Solano

Domain Name

sunny-
flowers.com

glamourthais.com

dezzamodel.com

domino-
models.com

gnf-babi.com

Create
Date

2015-
01-21

2014-
02-28

2014-
02-28

2015-
01-21

2013-
09-24

Registrar

netregistry.com.au

tucowsdomains.com

tucowsdomains.com

netregistry.com.au

tucowsdomains.com

ncias de investigacion

Dominios Creados por la organizacion

«al DomainBigData

[ |

<& Domain

Dormain

Words in
domainname

Title

Date creation
wWeb age

IP Address

1P
Geolocation

e Registrant

Name
Organization

Ermail

Address

sunny-flowers.com
sunny flovwers

AR ELPE - B 51
2015-01-21
1 yvyear and 1T month

192.16171.56.7T41

United States,
Californmnia, Los Angeles

Elias Solano
Domino
virtualelias@gmail.com

San Pedro, Lourdes de
Montes de Oca,
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Dominios Creados por la organizacion

<& Domain

Domain

vwords in
domainname

Title

Date creation
Web age
IP Address

(=4
Geolocation

o Registrant

Name
Organization

Email

dezzamodel.com
dezzamodel

Domain
www.dezzamodel.com -
Hosted by Servage Hosting

2014-02-28
2 years

92.61.157.41

Bl Europe

Elias Solano

Elias Solano

virtualelias@gmail.com

|

i DomainBigData

Lourdes de Montes de Oca

Address 350 san Pedro
City San Jose

State XX

Country === Costa Rica
Phone +506.50683575685
Private no

By wWhois

Domain Name: DEZZAMODEL.COM

Registry Domain ID:
1848596956_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.tucows.com
Registrar URL: http://tucowsdomains.com
Updated Date: 2014-02-28 13:32:39

Creation Date: 20174-02-28 18:32:38

Registrar Registration Expiration Date: 201 5-02-
28 18:32:38

Registrar: TUCOWS, INC.



‘Riligencias de Investigacion

Dominios Creados por la organizaciéon

al DomainBigData = support-gurus.com

Make an offer to buy this domain name!

[ | n This is Whoisology's most current historical whois lookup for the domain name support-gurus.com. Click any of the
records below (address, phone, email, etc) to perform a reverse lookup.
Admin Contact Connected Domains
z H H The Admin Contact is the person or organization who These are domain names connected to the email address
& virtualelias@gmail.com is associated to R, e
. Name Vladimir LV Canseco (1) SUPPOrT-gurus.com
this person oo
Org. Viadimir LV Cans:a{cToLj(LJI View All Domains
Name Corrales Elias S '
Email admin@support-gurus.com (1)
. . . cTLD:0
Organization Corrales Elias S i

Street calle 27b (1)
Address san pedro montes de oca o
Street 2 -
City San Jose Ciy merida (15,922)
ccTLD: 170 Changes: +704
Sta te San _JOSe Region Yucat&n (512)
CCTLD: 0 Changes: +125
Country .'l Mexico Zip I Post 97256 (35)
€cTLD:0
Phone +52.0683578685 Country MEXICO (732,361)

CCTLD: 10,963 Changes: +31,050

Private no Phone 520683578685 (3)

CcTLD: 0



PAGINAS WEB DESTINADOS AL PAGO DE
MEMBRESIAS Y MATERIAL
i PORNOGRAFICO

Secure Payments By:

2 Pa yPal

VISA @m

DISCOVER %
NETWORK EXPRESS

NO PAYPAL ACCOUNT NEEDED!



‘leentificacic')n de hosting

&¢ hostadvice. OPINIDNES HERRAMIENTAS ~ ESCRIBIR OPINION

Estas en: Host Advice » Herramientas » Awverigua gque hosting usa cualquier sitio web

Averigua que hosting usa cualquier sitio web

Consigue toda la informacién sobre la empresa de alojamiento web (Hosting), qué piensan sus usuarios y mira sus planes de
alojamiento

www cherry-pepper.net Intentar de nuevo

www.cherry-pepper.net esta alojado en Xpress Hosting

e 2

Proveedor de alojamiento web: Xpress Hosting

IP: 201.175.21.228

% Ubicacion: México ( Participacion de mercado)

Dominio Whois: Clic agui
e
o ’ Nombre de los servidores: dns4 xpress.com.mx,
- %’| dns3. xpress._com.mx
© Visita Xpress Hosting




iEncubrimiento de Sitios WEB

= Sospechosos mantenian el acceso denegado a Costa Rica a los sitios web investigados. Asi
mismo en los demas paises donde habian mas victimas tenian el mismo modus operandi.

= Para tener acceso a las paginas, solo se podia por medio de la afiliacion a estos sitios web o
con metodos policiales como ingresar a dichas paginas cambiando el VPN (Red Privada
Virtual), o hacerlo por medio de TOR (The Onion Router).

= Para ser miembro de los sitios investigados, se cobrd $30 aproximadamente; y para
descargar el material se debia cancelar entre $500 y $5000; lo cual se realiza por medio de

varias cuentas enlaces que brinda cada sitio.
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FISCALIAADJUNTA CONTRA LA TRATA
i Y TRAFICO ILICITO DE MIGRANTES

Graclas

“Si ayudo a una sola persona a tener esperanza, no habre

Vivido en vano”




