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Cyber Flipbook for Law Enforcement

•Goal: Build capacity within the law enforcement community to 
assist law enforcement first responders train for, investigate, 
collect and transfer evidence of digital and cyber crimes while at 
the same time building trust and capabilities with the victim and 
community to repair damage done and mitigate the potential of 
future successful digital and cyber crimes.

• Inspired by Cybertools created by MET and NPCC Cyber 
Manual.
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What is the Cyber Flipbook?

Designed to work on mobile devices, the Cyber Flipbook serves 
as a ready compendium of cyber and technical issues. Built 
modularly and with security in mind, the Cyber Flipbook allows 
for individual law enforcement agencies to have their own 
instances with SOPS that are relevant to their officers and 
jurisdictions. Furthermore, the Cyber Flipbook allows law 
enforcement agencies to install it on their “air gapped” / internal 
servers.globally.
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The Cyber Flipbook’s Current Layout
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The Cyber Flipbook’s Current Layout
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The Cyber Flipbook’s Current Layout



Benefits for Law Enforcement

• Builds capacity with law enforcement first responders to collect information on cyber 
and digital crimes while on scene,

• Helps law enforcement first responders know which statutes and/or laws were most 
likely broken, 

• Provides an easily accessible step by step guide to support evidence collection and 
transfer, 

• Allows for law enforcement officers to understand fundamental and foundational 
aspects of the digital and cyber crime space through training, 

• Creates the ability for law enforcement first responders to give information and tools to 
victims and the communities to both repair damage that has been done and mitigate 
the possibility of another successful digital or cyber crime, 

• Gives agencies the ability to easily add their own standard operating procedures, 
resources, documentation, etc. that will assist in these investigations.

www.coe.int/cybercrime 7



How does the Cyber Flipbook build Law Enforcement’s 
Capacity to Respond to Digital and Cyber Crimes?
Through providing training modules to provisioning a decision tree which reacts to a law 

enforcement officer's input to provide automated and intelligent guidance during an 

investigation as well as evidentiary collection to the ability for law enforcement agencies to 

save supervisory time by providing agency specific guidance on which reports need to be 

filled and to whom they need to be sent, the Cyber Flipbook heretofore builds capacity 

within a law enforcement agency to respond to digital and cyber inclusive crimes. 

Furthermore, the Cyber Flipbook’s ability to easily provide free tools and advice to victims to 

mitigate future digital and cyber crimes builds community trust that reporting these types of 

crimes to law enforcement is not just beneficial to law enforcement, but also beneficial to 

them and their communities.
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