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1. This report provides a summary of the antimoney laundering (AML) and countering the

financing of terrorism (CFT) measures in place in the Principality of Andorra (Andorra) as at the

date of the onsite visit (between 6 and 18 March 2017). It analyses thievel of compliance with the
&ET AT AEAT ' AGETI 1T 4AO0E &I OAA j&!4&q tm 2ARAAT T 1T AT AAC
AML/CFT system, and provides recommendations on how the system could be strengthened.

Key Findings

1 Andorra adopted its nationalrisk assessment (NRA) and action plans for addressing the risks
December 2016. It is a candid assessment, and, taking into account that it is its first wholes
exercise to consider the money laundering (ML) and financing of terrorism (TF) risks it ¢&s, it
is reasonably comprehensive. Where there are shortcomings, it is in relation to the activities
foreign subsidiaries of Andorran banks.

9 It is evident that there has been the political commitment to make sweeping changes
Andorran legislation. It was not clear though what political oversight will apply in relation to
monitoring implementation of key aspects of the action plans. Despite this, legislation
criminalise tax crimes and revise the Law on international cooperation in criminal mattersind
the fight against money laundering and the financing of terrorism 20 December 2000,
amended (AML/CFT Act), all part of action plans, was already well advanced at the time of {
on-site visit.

9 The authorities systematically use financial intelligace and other information provided by the
51 EOAO Ad) 1T OAIl 1 ECi {tha BIRANR)EnIddvélobiAginkestiydtiong ok MLOcasA:
The good ratio of suspicious activity report (SARs) submitted against the number
investigations initiated basedd OEAI OODBDBI 000 1 Ax AT £ OAAI A
5)&! . $860 AT Al UOGAOTAEOAI T OOOAO AOA 1T &£ A EEC

9 Cooperation and communication between the UIFAND and LEAs seems to be intensive
fruitful. It, inter alia, includes faceto-face meetngs which enable the interlocutors to discuss al
aspects of the case(s) and to preserve the confidentiality of information.

9 'TAT OOA EAO A Oi Al 1 1 Ax AT &£ OAAI AT O AT A |
cooperation and coordination, effectie investigation and prosecution of complex cases. Thes
cases have generated uniform ML case law and reflect high professional standards. Currently,
criminal justice system investigates and prosecutes a wide range of ML cases which
consistent with OEA Al O1 OoOuU6 O OEOAAOO AT A OEOE b
investigations/prosecutions initiated and subsequent convictions obtained appears to b
modest.

1 The ML threats that the country faces, the current workload judiciary and law enforceme are
exposed to, the complexity of cases, certain shortcomings in the legal framework, and co
proceedings that appear to be exceptionally long are key concerns which call for further reforn
by the authorities.

9 Imprisonment sanctions imposed by the caorts on natural persons are proportionate and
dissuasive and are cumulated with fines which can amount up to 3 times the value of t
laundered funds.

1 The authorities seem to apply a reasonably proactive approach in pursuing the confiscation
assets. his means that assets obtained or laundered are pursued even in cases when the d




criminality principle could prevent that.

Searching for criminally obtained property is quite a complex process. Although parallel financi
investigations are systematicdly carried out, a lack of human resources and limited access
databases by some LEAs cast doubt on effectiveness in identifying proceeds.

Cash smuggling has been identified as a vulnerability in the NRA. Nonetheless, the ciomsler
identification and seizure of cash does not seem to be sufficiently prioritised ly OA1T A A0
(Customs Department).

Andorra has enacted a robust legal framework for criminalising TF, which is largely in line wit
international standards.

The absence of prosecutions and convictions for TF appears to be broadly in line with the Hg
profile of the country.

The authorities have conducted a detailed analysis of wire transfers with other jurisdictions
including high-risk countries, within the framework of the NRA. However, the possibility to
monitor wire transfers data to and from highrisk jurisdictions from the TF perspective has not
been fully explored by the UIFAND prior to the NRA.

The framework for targeted financial sanctions (TFS) seesncomplete, and capable of applyin
sanctions promptly. Nevertheless, the possibility of recognising TFS lists of the European Uni
(EU) and neighbouring countries (Spain and France) has not been considered by Andor
despite close political, economic ath social ties.

A limited regulatory regime for registration and supervision of nonprofit organisations (NPOs)
does not fully target, and does not seem to be proportionate to, the risk of abuse of NPOs for
purposes.

There is a system in place to freez property and assets of persons identified under Unite(
Nations Security Council Resolutions (UNSCR) lists for financing of proliferation of weapons
mass destruction (PF). However, Andorra is not taking sufficient steps to address all the issu
surrounding proliferation.

Large financial institutions (Fls) assess and broadly understand their ML/TF risks, but it seem
that they may be downplayed to some extent. Smaller FIs and designated ndinancial
businesses and professions (DNFBPs) appeared lessearl about risks, but operate
straightforward business models for a limited number of customers. Most Fls and DNFB
classify their clients into risk categories in order to apply appropriate customer due diligenc
(CDD) measures. However, some of the metholdgies followed for classifying risk are not yet
fully adapted to the specificities of their customers and their activities. FIs and DNFBPs generg
demonstrated a strong commitment to applying AML/CFT obligations.

There are some technical deficienciesn the licensing and registration controls to prevent
criminals and their associates from holding positions of control or management in Fls an
DNFBPs. Except for banks, those holding senior compliance roles are not vetted by supervisor
Taking into acd 01 © OEA OEUA 1T &£ OEA 5)&!.$60 OODPAC
the UIFAND is to be commended on what it has achieved since the last evaluation. Neverthel
the limited resources available to the UIFAND have hampered supervision and thers
significant key-man risk present. The UIFAND had to curtail a large part of its inspectig
programme in 2015 and 2016 to deal with a bank failure and the NRA. Ritlased supervision is
not fully applied to FIs and DNFBPs.




I There is a need for better stréegic engagement and coordination of activities between th
supervisory authorities. Whereas the UIFAND relies extensively upon the cooperatiaf the
Institut Nacional Andorra de Financgshe INAF) with foreign regulators in order to exercise
consolidated supervision of the significant overseas activities of subsidiaries, it does not seg
that there is adequate engagement on AML/CFT matters between the prudential supervisor a
its counterparts abroad.

I The NRA includes quite a comprehensive assessment ML risks involved in the use of shel
companies created in Andorra. It also considers TF risks presented by foundations a
associations (NPOs). It does not consider how companies may be used more generally for
The past and current involvement of bankslawyers, accountants andjestoriasin the formation
of legal persons, and possibility that some professional trustees resident in Andorra a
administering foreign legal arrangements have not been considered sufficiently.

1 Measures are in place to preant misuse of Andorran companies. A combination of: (i) control
exercised over foreign investment by the Ministry of Tourism and Commerce; (ii) use of notarig
(which are subject to AML/CFT Act); and (iii) requirement for companies with foreign ownershig
to hold a bank account (nearly always in Andorra) are the key elements of a comprehensi
process for mitigating the risk of misuse.

9 Gestorias are commonly used to incorporate companies in Andorra. Whilst they are subject
the AML/CFT Act, supervision bthis sector is insufficient.

9 International cooperation constitutes a significant part of the Andorran AML/CFT system, give
that most of the predicate crimes to ML are committed abroad. Andorra proactively seeks leg
assistance from foreign authorities All competent authorities demonstrated a very good level o
direct communication with their counterparts. However, the use of diplomatic channels with
countries with which Andorra does not cooperate frequently sometimes takes a slower course.

1 Although beng a formal reason for whichmutual legal assistance (MLA) requests can be refuse
the dual criminality requirement in cases of tax crimeds strictly applied only if no link with
another predicate offence can be identified.

Risks and General Situation

2. Andorra has a low level of domestic crime. Its main ML threat originates from foreign
criminals who use the Andorran financial system to launder proceeds from foreign predicate crimes.
The NRA identifies that tax evasion, fraud, corruption, drug traffickiggand tobacco smuggling pose a
threat to Andorra. Many predicate offences are committed in Spain and France, and Andorra
cooperates closely with these countries. Tobacco smuggling is the only domestic threat rated as high.
3. I'T AT OOAB3 O b1 OEfipantid cerr€ with anOnkr€aSihgly ivternational dimension,
presents a potential for illicit funds to enter the Andorran economic system, particularly as part of
the layering process. Tax evasion was not a predicate crime to ML at the time of thesite visit and
OEEO ET AOAAOGAO '1 AT OOAGO OOI T AOAAEI EOU O -, 8
and then to transfer them to foreign countries in order to use them for terrorist purposes.

4, The banking sector offers a broad range ofsvices, including private banking, to a significant
pool of nonresidents. It is involved in more than 80% of ML cases and has had greatest exposure to
the proceeds of tax crime. Whilst the failure of a bank during the period under review is considered

by the authorities to be an isolated case, it serves to highlight the threats and vulnerabilities to which
banks are exposed.



Overall Level of Effectiveness and Technical Compliance

5. 11T AT OOA xAO OAOAA OPAOOGEAI T U ATl Il pitieAd Roand x EQE
mutual evaluation report (MER). It has taken a number of steps to enhance compliance with the
requirements set under former Recommendation (R.) 1 and former Special Recommendation (SR.)
II: (i) the physical elements of ML have been brought mie into line with the United Nations (UN)
Convention Against lllicit Traffic in Narcotic Drugs and Psychotropic Substances (Vienna
Convention) and the UN Convention Against Transnational Organised Crime (Palermo Convention),
and most predicate offences ar@ow covered; (ii) provisions of Law 9/2005 of 21 February of the
Penal Code, as amended (CC) now apply most of the requirements of the International Convention
for Suppression of the Financing of Terrorism (TF Convention); and (iii) steps have been taken
enhance the institutional capacities of the judiciary, e.g. an investigative section has been established
within the Justice Administration to deal with economic crimes. However, criminal liability for legal
persons has still not been introduced. The dborities have also addressed many of the deficiencies
identified under former R.5 (CDD measures) and former R.13 and former SR.IV (reporting).

6. !'T AT OOA xnbicomplattd AT O ODAOOGEAI T U Al i Bl EAT 66 xEOE
in the 40 Round MER. ®ps have been taken by the authorities to address deficiencies under former

R.23. In particular: (i) a supervisory unit has been established in the UIFAND; and (ii) natural and

legal persons engaged in insurance activities are now subject to fit and prapeequirements.
Concerning former R.35 and SR.l, whilst amendments to the CC have addressed a number of
technical deficiencies, a number of shortcomings remain with regard to implementation of the

Vienna and Palermo Conventions. Andorra has introduced aamework to implement UNSCRs
1267(1999) and 1373(2001) z as required by SR.III.

7. In terms of effectiveness, Andorra achieves substantial results with respect to four of the
Immediate Outcomes (I0) and moderate results with respect to seven |0s.

8. Changes to dgislation have been made since the esite visit. However, these could not be
taken into account in this MER for procedural reasoris These are: (i) further amendments to the CC
which makes tax evasion punishable by a fine and term of imprisonment of beégn three months
and five years- adopted by the Andorran parliament on 13 July 201% (ii) further amendments to
the AML/CFT Act, transposing Directive (EU) 2015/849 on the European Parliament and of the
Council of 20 May 2015 on the prevention of the usef the financial system for the purposes of
money laundering or terrorist financing, and Regulation 2015/847 of the European Parliament and
of the Council of 20 May 2015 on information accompanying transfers of fundsadopted on 22 June
2017 and now in brce; and (iii) new insurance legislation- adopted on 22 June 2017 and now in
force but applicable from 1 January 2018.

Assessment of Risks, coordination and policy setting (Chaptd2l; R.1, R.2, R.33)
9. Andorra adopted its NRA and action plans for attessing risks in December 2016. It is a

candid and reasonably comprehensive assessment of the ML and TF threats and vulnerabilities in
Andorra. Nevertheless, certain shortcomings were noted in relation to the assessment of risk in the

1 These legislative amendments are not referred to elsewhere in this MER, which considers legislation in place
at the time of the onsite visit.

2 Articles concerning tax crimes apply to these crimes committedi) from the date of entry into forceof the
amendments (July 2017)for taxes without taxable period; and (ii) from 1 January 2018, for taxes with taxable
period.



activities of foreign subsidiaries of Andorran banks. The NRA identifies the lack of a clear AML/CFT
Strategy, though this had not hindered the implementation of priority actions identified in the NRA.

10. Itis evident that there has been political commitment to make sweepinghanges to Andorran
legislation. It is not clear though what political oversight will apply in relation to monitoring
implementation of key aspects of the NRA action plans.

11. 4EA 1T AEAAOEOAOG AT A AAOQOEOEOEAO 1T & OEA Huy&! . $80
consistent with the NRA and action plans. However, strategic -@peration and ccordination of
supervisory activities need to be improved.

12. Two permanent committees have been established to eardinate AML/CFT work: (i) the
Permanent committee on he Prevention of ML/TF (PC1); and (ii) the Permanent committee for the
prevention and fight against terrorism and its financing and the proliferation of weapons of mass
destruction and its financing (PC2). In practice, they act as discussion fora and thiite is limited to
the revision of legislation in line with international standards. However, work on the NRA and in
resolving the failure of a bank provide recent evidence that there is cooperation and coordination at
policy level.

Financial Intelligence Money Laundering and Confiscation (Chapter s 68; R.3, R.4, R.29
32)

13. The authorities systematically use financial intelligence which LEAs consider to be of a high
guality. Cooperation and communication between the UIFAND and LEAs features differéotms and
aims at producing good results. The modest number of suspicious activity report (SARS) submitted
by FIs and DNFBPs appears to be a result of intensive and direct informal communication between
them and UIFAND before a SAR is submitted. The authies deem that such practice has
contributed to the quality of SARs and also reduced their numbers. So far, two SARs concerning TF
have been submitted.

14. The UIFAND has access to a wide range of databases. LEAs consider that the quality of
intelligence ard the analysis provided by the UIFAND is high.

15. Although being well structured, the UIFAND is exposed to vulnerabilities that usually
characterise units of its size. Law 10/2012 of 21 June on foreign investment in the Principality of

Andorra (Foreign Investment Act) imposing the UIFAND the obligation to check and approve each

T Ax &£ OAEcCT Apbi EAAOGEIT OF EITOAOGO ET ''1 AT OOAh O,
Nonetheless, the operational analyses carried out upon receipt of the SARs are alwayisritised

against the checks of the foreign applications to invest in Andorra.

16. ' T AT OOA EAO A Oi All 1T Ax Al £ OAAT AT O AT A 1 ACEOC
cooperation and coordination, effective investigation and prosecution of complex ces. These cases

have generated uniform ML case law and reflect high professional standards. Recent reforpraost

notably amendments to the ML offence and appointment of the specialised investigative judges to

deal exclusively with serious economic crimeshave had a positive effect.

17.  Currently, the criminal justice system investigates and prosecutes a wide range of ML cases
xEEAE AOA AT 1T OEOOAT O xEOE OEA Al 01 60U80 OEOAAOO
investigations/prosecutions initiat ed and subsequent convictions obtained appears to be modest.

18. The ML threats that the country faces, the current workload, complexity of cases, lack of
human resources, limitations imposed by nosncrimination of certain FATFlisted predicate
offences, andthe court proceedings that appear to be exceptionally long, call for further
strengthening of the institutional and legal framework.



19. Terms of imprisonment imposed by the courts are proportionate and dissuasive. However,
Andorra does not have criminal lidility for legal persons and, to date, existing alternative measures
have only been applied once.

20. Prosecutors and police may obtain financial information in the framework of a criminal
investigation, with the prior approval of an investigative judge. Thisegal condition is not an obstacle
per se, but could trigger the obligation to notify the suspect about the investigation and the content
of the file, which could seriously impede the investigation.

21. The ML offence combined approachriggers supplementary requirements in establishing the
foreign predicate offence, which is challenging for the judiciary in standlone ML. Certain FATF
listed predicate offences not criminalised in Andorra (primarily tax crimes) were usually being
reported by the foreign authorities as the predicate offence.

22. Legislative and institutional reforms carried out in recent years have had a positive impact on

OEA AEEAAOEOAT AGO 1T &# OEA AT O1 OOUBO AT 1 £ZEOAAOQET 1
proactive approach in pursuing confiscation of assets, even in cases when the dual criminality

principle could prevent that. However, a lack of resources and restricted access to databases cast

doubt on the effectiveness of LEAs in identifying proceeds. Theckaof comprehensive aggregated
OOAOEOOEAO #&#01i OEA AEEEAOAT O EOAEAEAI AOOET OEOE
AOOAOO OEA AACOAA O1 xEEAE OEA Al O1 OOU80O AT 1 EEOAA
23. Cash smuggling has been identified as vulnaility in the NRA. Nonetheless, the crossorder
identification and seizure of cash does not seem to be prioritised by the Customs Department.

24.  Andorra does not have comprehensive asseaharing mechanisms with other countries, apart )
from the United Stat®d j 538 ' EOAT OEA AT O1 OOU8O OEOE- POl £E
operation from other jurisdictions in seizing and confiscating the proceeds of crime.

Terrorist Financing and Financing Proliferation (Chapter-4Os 911; R.58)

25. Andorra has eracted a robust legal framework for criminalising TF, which is largely in line
with international standards, and has conducted a candid national TF risk assessment. The
authorities have not prosecuted any type of TF activity in the period under review. Ornievestigation
indirectly related to terrorism has been carried out by the authorities and there is one ongoing
investigation of TF suspicion. The absence of prosecutions and convictions for TF appears to be
broadly in line with the risk-profile of the courtry.

26. Being geographically located between France and Spain, Andorra naturally relies on close
cooperation with these countries for combatting terrorism and TF. Excellent relations and
information exchange exist with relevant counterparts in Spain, Francend Italy.

27. Concerning foreign TF risk, LEAs appear to have a good understanding of the threat of
recruitment, radicalisation and selfradicalisation of individuals. No evidence has been found to date
suggesting that Andorran residents have travelled to cohit zones abroad to help foreign terrorist
groups. The NRA and oite interviews have confirmed that LEAs make efforts (especially at the
intelligence level) to identify the sources of funds that can potentially be used for the purpose of TF,
such as tolacco smuggling. The authorities have conducted a detailed analysis of wire transfers with
other jurisdictions, including high-risk countries, within the framework of the NRA. However, the

3 A specific list of predicate offences in conjunction witha threshold of a minimum of 6 months of
imprisonment as a sanction



possibility to monitor wire transfers data to and from high-risk jurisdictions from the TF perspective
has not been fully explored by the UIFAND prior to the NRA.

28. The framework for TFS under UNSCRs 1267/1989 and 1988, and pursuant to UNSCR 1373
seems complete, and capable of applying sanctions promptly. Listing in Andoria automatic
following the UN designation and without delay. However, the assessment team could not assess the
effectiveness in designating foreign or domestic terrorists since no formal request for designation
pursuant to UNSCR 1373 has ever been submitt¢o/by the competent authorities. The evaluation
team believes that Andorra could have considered the possibility of recognising terrorists and
terrorist organisations designated by the EU and neighbouring countries, given the close
relationship that Andorra has with those jurisdictions and risk of terrorism and TF that is found
there. In practical terms, this would mean that any EU, Spanish or French designations (once in force
in those jurisdictions) could have direct effect in Andorra.

29. A limited regulatory regime for the registration and supervision of NPOs is in place that does
not fully target and does not seem to be proportionate to the risk of abuse of NPOs for TF purposes.
Besides some financial accounting requirements, NPOs are not supervised ormtored by the
authorities. NPOs met orsite had not been trained by the authorities on possible misuse of the NPO
sector for TF purposes, and, as a result, there was a lack of awareness on TF risks even by NPOs
operating close to conflict areas.

30. Andorra has a complete framework for TFS pursuant to UNSCRs 1718, 1737 and their
successor resolutions. No PFelated assets or funds have been frozen so far. PC2 coordinates
activities and provides a platform for cooperation amongst the relevant authorities on, tar alia, PF
issues. However, insufficient evidence has been provided by the authorities to demonstrate: (i) a
satisfactory level of coordination and cooperation in relation to PF matters; and (ii) that Andorra has
robust export controls over proliferation-sensitive goods and technologies. Accordingly, it remains
unclear if the authorities have an adequate understanding of PF risks.

Preventive Measures (Chapter-504; R.923)

31. Fls and DNFPBs have explained that they have a low risk tolerance, in part asslt of action
taken by the authorities in respect of a banking failure. Notwithstanding this, use of cash in the
financial sector continues to be quite extensive and action against tax evasion (not a criminal offence
at the time of the onsite visit) has been taken quite recently.

32. Large Fls assess and broadly understand their ML/TF risks, but it seems that they may be
played down to some extent. Smaller FIs and DNFBPs appeared less clear about risks, but operate
straightforward business models for a linited number of customers.

33. Most FIs and DNFBPs classify their clients into risk categories in order to apply appropriate
CDD measures. However, some of the methodologies followed for classifying risk are not yet fully
adapted to the specificities of theircustomers or their activities. There is quite a large variation
amongst banks in the percentage of customers considered to present a higher risk.

34. FlIs and DNFBPs generally demonstrated a strong commitment to applying AML/CFT
obligations and a number of faatrs have encouraged most to strengthen their AML/CFT policies and
procedures. Not all parts of the DNFBP sector appear aware of their AML/CFT responsibilities.

35. The extent to which CDD held for existing customers has been remediated is variable.

NevertheleOOh &) O AT A $.&"00 EAA 1 AAOOOAO EIT Dl AAA
criminalisation of tax evasion and to accommodate new tax reporting requirements. One bank

reported losing a significant proportion of its client base as a result of xaregularisation.

10



36. There is some evidence of undereporting of suspicious activity. In cases where accounts
were terminated under tax regularisation programmes, it appears that few SARs were submitted.
The NRA notes that some have involved third partieés analysing and deciding whether SARs should
be submitted.

37. Banks have expanded into foreign markets. They appear to understand the risks inherent in
OOAE OEI OAOT AGET T Al EOAQGET T o6 AT A EAGde prigla®@ddsT DA A
against ML/TF risk.

Supervision (Chapter 6103; R.2628, R. 3435)

3. 4AEET C ETO01 AAAT O1 6 OEA OEUA 1T &£ OEA 5)&!.3%$80 O
it is to be commended on what it has achieved since the last evaluation. Nevertheless, the limited
resourcesavailable to the UIFAND have hampered supervision and there is significant keyan risk

present. The UIFAND had to curtail a large part of its inspection programme in 2015 and 2016 to

deal with a bank failure and the NRA.

39. There are some technical deficiecies in the licensing and registration controls to prevent
criminals and their associates from holding positions of control or management in Fls and DNFBPs.
Except for banks, those holding senior compliance roles are not vetted by supervisors.

40. Risk-based sipervision is not fully applied to FIs and DNFBPs by the UIFAND. AML/CFT
supervision is largely focused on checking: (i) that policies and procedures are in place; and (i) CDD

applied, rather than on an assessment of the effectiveness of the governance &msiness models.

4 EA 5) &!-sitebspdrvidioAE#EFIs is more effective and based on reviews by external auditors

T £ &) 086 1 AOGAT T &£ AT i bl EATAA xEOE OEA ' - T#&4 1| AOS
41. There is a need for better strategic erggement and coordination of activities between the
supervisory authorities to: (i) leverage off the overlap between prudential and AML/CFT supervision

in relation to governance and internal controls; and (ii) share expertise, knowledge, experience and

infoOl AOET 18 7EAOAAO OEA 5)&!.$ OAIEAO A@OAT OEOAI U
regulators in order to exercise consolidated supervision of the significant foreign activities of
subsidiaries, it does not seem that there is adequate engagement on IARIFT matters between the

prudential supervisor and its counterparts abroad.

42. There is limited supervisory engagement by the UIFAND with the DNFBP sector, including the
on-going collection of data for offsite analysis.

43. It is clear that action being takenin respect of major ML cases has been dissuasive of Ron
compliance with AML/CFT requirements. Except for withdrawal or modification of an authorisation,
it is the Government rather than the UIFAND which determines the sanctions to be imposed for
serious ard very serious breaches of the AML/CFT Act, based on proposals made by the UIFAND.

Transparency of Legal Persons and Arrangements (Chapteld5; R. 245)

44. The NRA includes quite a comprehensive assessment of ML risks involved in the use of shell
companies created in Andorra. It also considers TF risks presented by NPOs (foundations and
associations). It does not consider how companies may be used more generally for TF. The past and
current involvement of banks, lawyers, accountants andestoriasin the formation of legal persons,
and possibility that some professional trustees resident in Andorra are administering foreign legal
arrangements have not been considered sufficiently.
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45. Measures are in place to prevent misuse of Andorran companies. A combiwati of: (i)

controls exercised over foreign investment by the Ministry of Tourism and Commerce; (ii) use of

notaries (which are subject to the AML/CFT Act) when there is a change in ownership; and (iii)
requirement for a company with foreign ownership to hdd a bank account (nearly always in

Andorra) are the key elements of a comprehensive process for mitigating the risk of misuse.

(1T xAOAOh EO EO 11 OAA OEAOd j EqQ AT 100110 1 O6AO0 4A O.
changes in ownership ma be kept private for some time (though they are not enforceable against

third parties until notarised) and there has been limited supervision so far of compliance by notaries

with AML/CFT requirements; and (iii) there have been cases when banks have falléo apply CDD
requirements in accordance with the AML/CFT Act.

46. The application of the Foreign Investment Act to collective investment schemes is very
limited. Instead, such schemes must be authorised by the INAF and distributed and managed by an
Andorran Fl subject to the AML/CFT Act. Significant assets are held in such investment schemes.

47. Relaxation of controls over foreign investment appears to have eradicated the historical use of
O1 A AT A & Q\@dbrran nationals fronting the ownership and control d companies by
foreigners. Gestorias are commonly used to incorporate companies in Andorra. Whilst they are
subject to the AML/CFT Act, supervision of this sector is insufficient.

48. Sanctions have not been applied for failing to provide information to the @upanies Registry
or historical use of nominee companies.

International Cooperation (Chapter 8102; R. 3610)

49. International cooperation constitutes a significant part of the Andorran AML/CFT system,
considering that most of the predicate crimes to ML arecommitted abroad. Andorra has a
sufficiently comprehensive legal system for conducting formal international cooperation.

50. Given that most of the predicate offences to ML are committed abroad, Andorra proactively

seeks legal assistance from foreign authoiés. All competent authorities, including the judicial
authorities and the LEAs, demonstrated a very good level of direct communication with their
counterparts in Spain and France predominantly, but also Portugal, the US and some countries in

Latin Americsh xEEAE EO AT 1 OEOOAT O xEOE !''1 Al OOA8O -, T14¢&
with countries with which Andorra does not cooperate frequently sometimes takes a slower course.

51. The establishment of specialised investigative sections in the Courta$ contributed to the
prioritisation of ML cases and MLrelated international cooperation.

52.  Although being a formal reason for which MLA requests can be refused, the dual criminality
requirement in cases of tax crimess strictly applied only if no link with another predicate offence
can be identified.

53. When a judge receives an MLA request with regards to a particular individual, that individual
can ask for detailed information to be provided to them about the case where they become aware of
the request. Een though it is possible to delay responding to the individual for 6 months in the case
of serious offences, this can impair cooperation in so much that undercover investigations being
conducted in other countries could be jeopardised.

12



Priority Action s

54.

The prioritised recommended actions for Andorra, based on these findings, are:

1

As identified in the NRA, the authorities should develop and implement an AML/CFT strate
and policy based on the high level objectives set in the NRA. This strategy shooédapproved by
the Government.

4EA OTTA AT A PIixAOO 1T &£ OEA AT O1 OOUBO AT T (
enable it to drive the structural changes that the action plans propose. The authorities shou
take action to strengthen cooperation anatoordination within PC2.

The Government should assess the resourcing needs of each agency arising from implementa
of the national and sectoral action plans, e.g. staffing and information technology (IT), ensy
that each is adequately resourced for thir role, and hold PC1 accountable for delivery of th
various plans.

Human and IT resources of the operational unit of the UIFAND should be reviewed taking in
account the amount of work it is currently assigned. Access to the cadastral and tax databa
should be granted to the UIFAND.

The UIFAND should strengthen its case study analysis on the basis of a summary of ci
prepared for NRA purposes. Typologies of the most common ML trends should be prepared &
subsequently discussed by PC1 and with theipate sector.

Andorra should significantly reinforce human and technical resources (IT tools) of relevar
authorities involved in ML investigations, especially the Police Department and specialisg
investigative judges { AOI | E A ), Andotdér folefectively combat complex standalone ML
schemes.

Andorra should criminalise: (i) tax evasion in a manner that covers all the elements related
direct and indirect tax crimes; (ii) bribery in private sector; and (iii) smuggling of goods other
than tobacm, and make them a predicate offences for ML.

Andorran authorities should consider, in line with the European Convention on Human Righ
(ECHR) obligations, what further measures should be taken to simplify the appellate procedu
or to otherwise significantly expedite the timely conclusion of criminal proceedings.

The authorities should keep comprehensive statistics, including: (i) data on the amount
property seized and confiscated; (ii) type of confiscation; and (iii) breakdown of figures b
predicate offence.

The authorities should make legislative steps to increase of the secrecy measure beyonc
months period and thus minimise the threats originating from the current, overly broad
regulations to notify the suspect(s) of the proceedings against theind provide them access ta
the criminal files.

The authorities should strengthen the mechanism for crosborder control of cash and
adequately apply measures provided in the national action plan.

Regular, or at least periodic, assessments of aggregatedraviransfers with countries having a
high-risk of terrorist activities to detect any potential TF suspicion should be continued by thg
UIFAND.

In light of the close economic and political ties with neighbouring jurisdictions, the authoritieg
should consicer recognising lists of terrorists and terrorist organisations designated in
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particular by the EU, France and Spain.

Andorra should conduct proper and comprehensive periodical monitoring of all NPOs operatin
in the jurisdiction to identify those NPOs atrisk from terrorist abuse and conduct outreach and
exercise oversight of those identified as presenting a risk.

Training on possible misuse of the NPO sector for TF purposes should be provided to the enf
NPO sector as a matter of priority.

The work of PC2 should be enhanced through: (i) more active participation of the Poalig
Department; and (ii) ensuring that its agenda routinely covers TFS issues, including the ways
which TF and PF sanctions could be evaded.

Authorities with competences for counering PF (CPF), as well as Fls and DNFBPs, should
trained on the risks of PF in order to develop capacity in this area.

Fls and DNFBPs should be required to: (i) identify, assess and document ML/TF risks inherent
their own activities through a periodic and formal business risk assessment; and (ii) to shar
that assessment with the UIFAND from time to time.

The UIFAND should issue high level guidance on: (i) the types of criteria to be taken into acco
by Fls, corporate service providers (CSPs) andher DNFBPs when determining customer risk
profiles, in order to encourage more bespoke and tailored assessments of risk; and (ii) ri
classification groupings, in order to encourage a more graduated application of CDD measures

There should be consistenmarket entryandonC1T ET ¢ O&ZEO AT A DOT DA(
OFEO AT A DPOiI PAO6 AEAAEO &I O OATEI O ATl DI
OAOOT OPAAOEOA ADPDI EAAOGEIT 1T &£ OLEO AT A POI D
The UIFAND should develop and impleent a comprehensive riskbased approach to orsite and
off-site supervision of FIs and DNFBPs which is sufficiently resourced and more focussed
governance and business models. This should reflect: (i) findings from the NRA; (ii) dg
collected in business risk assessments and annual returns; and (iii) information held by othe
supervisors.

There should be greater coordination of supervision amongst supervisors in order to: (i) pool th
expertise and knowledge that is held in the different supervisors;ra (ii) promote consolidated
AML/CFT supervision of group activities conducted abroad.

ML/TF risks present in the formation and administration of companies by lawyersyestoriasand
other CSPs should be assessed and addressed.

Andorra should consider, asa matter of priority, signing and raifying: (i) the UN Convention
against Corruption (UNCAC); and (ii) Council of Europe Convention on Laundering, Sear
Seizure and Confiscation of the Proceeds from Crime and on the Financing of Terrorisnorder
to enhance its mechanism for international cooperation (CETS 198).

In line with the FATF methodology Andorra should not make dual criminality a condition ir
rendering MLA at least for requests which do not involve coercive actions.

Additional resources shouldbe allocated to international cooperation in judicial authorities and
LEAs in order to eliminate undue delays. The case management system should be improve(
judicial authorities and LEAs to promote the timely management and execution of all ML
requests.
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Effectiveness and Technical Compliance Ratings

Effectiveness Ratings

0.1 10.2 10.3 10.4 10.5 10.6 0.7 10.8 10.9 10.10 |10.11

Sub. Sub. Mod. Mod. Mod. Sub. Mod. Mod. Sub. Mod. Mod.

Technical Compliance Ratings

R.1 R.2 R.3 R.4 R.5 R.6 R.7 R.8 R.9 R.10

LC PC PC C LC LC C PC LC LC

R.11 R.12 R.13 R.14 R.15 R.16 R.17 R.18 R.19 R.20

LC PC LC LC PC PC LC LC C LC

R.21 R.22 R.23 R.24 R.25 R.26 R.27 R.28 R.29 R.30

LC PC PC LC PC PC LC PC LC C

R.31 R.32 R.33 R.34 R.35 R.36 R.37 R.38 R.39 R.40

PC PC LC PC LC PC LC LC LC LC
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Preface

55.  This report summarises the AML/CFT measures in place in Andorra as at the date of the on

site visit. It analyses the level of compliance with the FATF 40 Recommendations and the level of
AEEAAOEOGAT AGO T &£ '1TAT OOABO ! -, T#&4 tedU@A beh AT A
strengthened.

56. This evaluation was based on the 2012 FATF Recommendations, and was prepared using the
2013 Methodology. The evaluation was based on information provided by the country, and
information obtained by the evaluation team during itson-site visit to the country from 6 to 18
March 2017.

57. The evaluation was conducted by an assessment team consisting of:
Evaluators
1 Mrs Dana Cristina Burduja, Prosecutor, General Prosecutor Office, Romania (legal evaluator)

1 Ms Arpi Harutyunyan, Chief Spaalist in the Department for the Relations with the European
Court of Human Rights, Ministry of Justice, Armenia (legal evaluator)

T -0 211 AET " Oci EAT O0OOh #EAZ AA 3AAOGEITh 3AO00EA
Financiers, Monaco (lanenforcement evaluator)

1 Mrs Fiona Crocker, Director of Financial Crime Supervision and Policy, Financial Services
Commission, Guernsey (financial evaluator)

1 Mr Franck Oehlert, Legal Expert, AML/CFT and Internal Control Law Division, Autorité de
Contréle Prudentiel et Résolution, France (financial evaluator)

MONEYVAL Secretariat

1 Mr Lado Lalicic, Head of AML/CFT Monitoring, Typologies and Conference of the Parties to
CETS nol98 Unit

Mr Andrey Frolov, Administrator

Mr Andrew Le Brun, Administrator

Mr Alexandre Deschamp, Legal Assistant
58. The report was reviewed by the FATF Secretariat, Mr Lajos Korona (Hungary) and Mr David
Parody (Gibraltar).

59. Andorra previously underwent a MONEYVAL Mutual Evaluation in 2012, conducted according
to the 2004 FATF Methodology. Th2012 evaluation and 2015 followup report have been published
and are available ahttp://www.coe.int/en/web/moneyval/jurisdictions/andorra

60. That Mutual Evaluation concluded that thecountry was compliant with 4 Recommendations;
largely compliant with 22; partially compliant with 18; and non-compliant with 4. One
Recommendation (R.34) was considered to be not applicable. Andorra was rated compliant or
largely compliant with 7 of the 16 Core and Key Recommendations.

61. Andorra was placed under the regular followup process immediately after the adoption of its
4th round MERand enhanced followup in Ma[ch 2015. Ahead of its fifth round mutual evaluation,
'T AT OOAG O OADIT Orouad falowGup Prédcess Wiak discontidied in September 2015.
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62. Andorra is a landlocked country located high in the Mediterranean side of the Eastern
Pyrenees Mountains between France and Spain. It covers an area of 46& (of which only 1.3% are
urban areas) and has a population of approximately 70 000. The official language is Catalan. The
euro is the official currency, although Andorra is not a member of the EU.

63. The Andorran gross domestic product (GDP) was EUR 2,525 lwih in 2014. The Andorran
economy is largely based on tourism, commerce and financial services which account for most of its
GDP. In global terms, the Andorran financial sector is relatively small. Nevertheless, financial
activities, including crossborder business, are important, accounting for 22% of GDP.

64. Andorra has two coprinces who are joint Heads of State. These -quinces are the President

of France and the Bishop of Urgell. However, it is thdead of Government in Andorra that has
executive power and not the ceprinces. In 1981, the Government, consisting of thélead of
Government and seven ministers, was established. The General Council (Andorran parliament) elects
the Head of Government for a 4year term who, in turn, chooses from six to twelve ministers.
Andorra has an independent judiciary and amixed legal system of civil and customary law
Legislative power is vested in both theGovernment (e.g. through regulations) and the parliament
(Consell Gemal).

65. Andorra experienced a period of economic growth between 2000 and 200bith an average
annual GDP growth of approximately 7.6%. However, the 2008 economic crisis halted this growth
and, in 2009, Andorra initiated a transformation process with the olgctive of stimulating economic
growth, ensuring its competitiveness in the global economy and demonstrating renewed
commitment to international standards.

66. Andorra is a full member of the UN, International Criminal Court, Organisation for Security
and Coopration in Europe, International Criminal Police Organisation(Interpol) and the World
Trade Organisation (WTO).

ML/TF Risks and Scoping of Higher-Risk Issues
Overview of ML/TFRisks

67. The AndorranNRA classifies the overall ML risk in Andorra as mediurhigh and the overall
TF risk as mediumlow. With low levels of domestic crime, it identifies the main ML threats as
originating from foreign criminals who use the Andorran financial system to launder pyceeds from
foreign predicate crimes. The NRA ideifies that: (i) tax evasion,bribery and corruption present a
high threat to Andorra; and (ii) fraud and drug trafficking pose a mediurrhigh threat. Many
predicate offences are committed in Spain, Francend Latin America (reflecting commercial links),
and Andorra cooperates closely with these countries. Consistent with this risk assessment, all ML
convictions to date have been based on predicate offences committed abroad.

68. Tobacco smuggling is the only donstic threat rated as high, which is often committed by
organised crime groups.

69. Case analyses used by the authorities point to: (i) some evidence of the use of complex
structures to launder the proceeds of corruption; (ii) cash transfers between bank accotsiheld for

4The NRA report comprises of: (i) national level NRA; (ii) sectoral level NRA; and (iii) bacip for sectoral level
NRA.
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the same customer in order to break audit trails (all crimes); and (iii) use of tobacconists by
organised criminal groups to launder the proceeds of tobacco smuggling. There is also some
evidence to suggest that there have been attempts to cumvent new requirements to exchange tax
information automatically (relevant to the enforcement of tax offences committed outside Andorra).

il T &£ OEAOGA AOAAO AOA AT 1 OEAAOAA ET OEA A1 O1 O0OUB
70. 'T AT OOAGO PI OEOETT A0 A deasrgly iktdrnati@tal dimendignA1 A AT
presents a potential for illicit funds to enter the Andorran economic system, particularly as part of

the layering process. Tax evasiowas nota predicate crime to MLat the time of the onsite visit and
thisincreased ! T AT OOA86 0O OOI 1 AOAAEI EOGU O -, 8

71. Taking account of threats and vulnerabilities, the NRA identifies risks at both national and

sectoral level. These are classified as: (i) general and structural risks; (ii) tax crinnelated risks; (iii)
cashrelated risks; (iv) smugglingrelated risks; (v) risks with legal structures; (vi) TF risk; (vii) NPQ

related risk; and (viii) other risks. Key risks (derived from threats and vulnerabilities) include: (i) the

absence of a clear AML/CFT policy and strategy; (ii) lack fuman and technical resources; (iii)

failure to criminalise tax offences; (iv) inadequate crosdorder cash controls; (v) limitation in scope

of smuggling offence; (vi) use of shell companies; and (vii) absence of comprehensive and clear
mechanism and tmls to manage and collect statistics.

72. In March 2015, the US Financial Crimes Enforcement Network (FInCEN) listed a domestically

I xTAA AATE AO A &) 1 &£ OPOEIi AOU i1TTAU 1 AOT AAOGET C
FINCEN reported that OAOA OA I £ Okvkl manadefentOhadEfacfiteted financial
transactions on behalf of third party money launderers, providing services to individualsand
organisations involved in organised crime corruption, human trafficking, tradebased ML, ad fraud.

In February 2016, FInCEN withdrew its finding following significant action taken by theé\ndorran

authorities (see boxes 4 and 13)A large number of orgoing ML cases are linked to this failed bank.

73.  Although the TF risk is rated as mediumow, OEA . 2! AI PEAOEOAO '1 AT OO
regional financial centre. Its financial sector could be used to collect funds and then to transfer them

to foreign countries in order to use them for terrorist purposes. However, the authorities state that

financial flows to, and from, higher risk countries are negligible. Tobacco smuggling, which is a
significant domestic crime, is a method used in other countries to fund terrorist activities and so this

could pose a TF threat. So far, there have been no casedarhestic TF detected.

#1 O1T OOUB O OEOE AOOAOOI AT O o B3AITPEIC 1T &£ (ECEAC
I'T AT OOABO OEOE AOOAOGOI AT O

74. ' 1 AT OOA8O . 2! xAO AAI POAA EIT $AAAT AAO c¢mpo38
sectorial NRA. Both are based on the World Bank methodology, atite World Bank assisted the
authorities with its use. The NRA exercise brought together a wide range of authorities, Fls and
DNFBPs and several workshops were held with the World Bank. Different working groups were
established to assess ML/TF vulnerabilitts and threats (including groups for banking, insurance and
DNFBP sectors).

75. The NRA is reasonably comprehensive and candid about the present ML/TF risks. However,
the NRA does not fully consider the risk that is inherent in the activities of foreign sulmiaries of
Andorran banking groups. Also, information on the geographic origin of beneficial owners of
customers of banks and DNFBPsvas not available for the risk assessment.

5 However, information was collected from DNFBPs about the beneficial ownership of legal persons created.
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Scoping of issues of increased focus

76. The assessment team identified those areashich required an increased focus through an
analysis of information provided by the authorities, including the NRA, and by consulting various
open sources.

(i) ML prosecution and confiscation

77. The assessment team considered: (i) whether law enforcemefudcuses its collective efforts on
criminal activities that present the greatest ML/TF risk; and (ii) why most judicial investigations do
not lead to ML prosecutions. In light of findings in the 4th Round MER, the assessment also
considered whether the auttorities now take provisional measures and confiscate the proceeds of
crime where ML has been prosecuted in Andorra but there has been no prosecution for the
underlying predicate offence (autonomous ML).

78. The effectiveness of the Asset Recovery OffitARO)x AO AT T OEAAOAA EIT 1 ECE

AEAT T AT CAGe 11T OAA ET OEA .218 110 h OAOI OOAARAO AOA
(i) International cooperation

79. The assessment focussed on how proactive the Andorran authorities have been: (i) collecting

information from outside Andorra in order to support domestic ML investigations; and (ii) sharing

information with foreign authorities in order to initiate and support foreign investigations.

80. As the Andorran legal system makes dual criminality a condition for rendering assistance and
the country is not a signatory to a number of conventions designed to support international €o
operation, the assessment considered wéther these factors have limited cooperation in practice.

(iii) Cash controls
81. At the time of the 4th Round MER, Andorra had not put in place any measures to detect the
physical crossborder transportation of currency. Measures subsequently introduced were an
increased area of focus in light of the issues identified under the National level NRA concerning
reported levels of crossborder interceptions of cash at the Spanish border.

(iv) Preventive measures
82. 'O 11T O0AA Al OAxEAOA EIT OEE O thd AddrdhKitahce seédr A OT AO
considerable. Accordingly, the assessment focussed on drivers for international expansion and how
well cross-border ML/TF risks were understood and managed by banking groups.

83. The assessment considered the circumstances somnding the banking failure and level of
deposits that had yet to be vetted and cleared by the authorities (and reasons therefore), and levEl
reporting of ML/TF suspicion in respect of these deposits.

84. Given that tax evasiorwas not fully recognised asa crime in Andorraat the time of the onsite
visit, the assessment considered the extent to which tax that is payable in other countries could be
evaded.

(v) Regulation and supervision

85. The assessment focussed on how effectively supervisors were responding ¢ooss-border
risks, in particular, the extent to which: (i) different domestic supervisors work together; and (ii)
apply consolidated group supervision for AML/CFT purposes, including interaction with host
supervisors.

86. The assessment considered the extémo which risks in the establishment and administration
of legal persons and legal arrangements is understood by supervisors and how the UIFAND ensures
that all DNFBPs are subject to systems for monitoring compliance with AML/CFT requirements.
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87. In light of the banking failure, the assessment team hagh increased focus on: (i) the extent to
which fitness and propriety of board members and senior management is taken into account by
supervisors; and (ii) use made of annual AML/CFT audits by externatcountants.

88. The assessment also focussed on the capacity of, and resources available to, the supervisory
unit of the UIFAND.

(vi) Transparency of legal persons and legal arrangements
89. The assessment considered the effectiveness of measures to identify and welfifeneficial
ownership of companies, including the role played by notaries, and potential use of nominee
shareholdings.

(vii) TF
90. The assessment considered whether the Andorran authorities have assessed the use of the
AET AT AEAT OAAOQIT O A @orish fun@Dand theOtkréat obtbbadccdsimugdiinglas & A
conduit for TF. The latter took account of: (i) a significant level of undetected criminal proceeds
related to this crime in Andorra; (ii) the findings of the NRA that refer to several international ah
national case studies and assessmefitglentifying cigarette smuggling as one of the main sources for
TF; and (iii) the fact that it is a cash intensive offence. Given the very recent assessment of risks
presented byNPOs there was also increased focusn the regulation and supervision of this sector.

Materiality

91. , EEA 1 AT U %O0O01i PAAT AATTTIEAOh !'T AT OOAGO AATTTI
commerce are the pillars of the economy, with tourism bringing in nearly 8 million visitors each

year, mostly Spanish and French. The financial sector is also strategically important, and financial
activities, including crossborder business, account for 22% of GDP (EUR 2,525 million). In global

terms, the financial sector is relatively small: the countrys not ranked in the Global Financial

#A1 OOAOG )1 AARgn OEA 4A@ *OOOEAA . AOxi OE OAZEAOO OIi
companies established in Andorra is modest. Nevertheless, Andorra is a regional financial centre

which had not fully criminalised tax evasionat the time of the onsite visit and which, historically,

has attracted assets from neighbouring countries.

92. Andorra has reformed its fiscal framework and signed a number of doubl@xation
agreements to promote the export of productsand services. Additionally, in 2012 it lifted
restrictions on foreign investment and provided additional support for the establishment of new
businesses in Andorra. In particular,the Government has set the objective of attracting foreign
investment in specific sectors where it has a potential competitive advantage, such as healthcare,
education, or sports.

93. Financial services, particularly banking, have been a key example of internationalisation. The
number of countries in which Andorran banks operate hasicreased from six prior to 2008 to 13 in
2015; and, whereas overseas operations had previously focused on neighbouring countries,
Andorran banks are now well represented in regions such as Latin America and th&

94. Banks dominate the financial sector. At 30 June 2016, Andorran banks directly managed EUR
24 470 million of assets and their foreign subsidiaries managed a further EUR 22 322 million of
assets (around 60% in subsidiaries in the EU and around 20% in Latim¥erica).

60" 1 TAAI -, OAaai AEOAADDT ©®6 | &! 4&h * Ol [
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national TF Risk Assessment of the US, 2015.
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95.  Whilst the level of financial inclusion is high, the use of cash is still significant. However, the
OEUA T &£/ OEA OOEAAT x6 AATTTiI U EO OEIT OCEO O AA 1TAC

Structural Elements

96. The structural elements needed to ensure an effective AML/CFT system are generally present

in Andorra, including: political stability; stable institutions with accountability, integrity and
transparency; the rule of law; and a capable, independent and efént judicial system.

97. 4EA OAOEO $AAI AOAOGETT j¢nmmwg OAO 100 !'1 AT OOAC
Since then, inter alia, Andorra has ratified theOrganisation for Economic Caperation and
Development (OECD Convention on Mutual Administrative Assistance in Tax Matters and has

become a signatory to the OECD Convention concerning the Automatic Exchange of Tax
Information 7. Andorra has recently introduced a business tax, incorrtax, and VAT at a rate of 4.5%.

The country has also signed severalgreements on the exchange of tax information and became a
signatory to the OECD Convention concerning the automatic exchange of tax information in 2014.

98. There is a highlevel commitment in Andorra to addressing AML/CFT issues, as shown by the
comprehensive reform agenda put in place by theGovernment since 2009. Important reforms,
highlighted in the NRA, have been set in train to address weaknesses identified in the system. In
particular, Andorra will criminalise tax crimes, which will constitute a prediate offence for ML.

99. In recent years, significant efforts have been made to harmonise financial services legislation
with international and European standards.

100. In 2015, Andorra established a framework for the recovery and resolution of bankf_aw

8/2015) . Law 8/2015 introduces processes for recovery and resolution, and gives administrative
authorities powers that are necessary to ensure financial stability. The law has establishédéncia
OOAOAT AA 2A01 1 OAANREB) dsihttodpert Qlrity'infmatlets OfEealition.
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liabilities, and clients can be separated and transferred to @ridged bank, and then the (ridged

bank sold.

Background and other Contextual Factors
AML/CFT strategy

101. The NRA identified that there had been a lack of a clear AML/CFT strategy and sets out high

level principles and objectives which policymakers and the AML/CFT authorities should take into

account when determinngOOAE A OOOAOAcCU8 O0OET AEDPI AO ET Al OAAc
effectively preventing and fighting ML and TF; (ii) as a priority, neutralising the proceeds of crime

through establishing, promoting and adequately resourcing the domestic AML/CFT agées; (iii)

not placing unreasonable or unduly restrictive conditions on international cooperation; and (iv)

promoting transparency of beneficial ownership of companies and bank accounts.

102. Such an AML/CFT strategydistinct from the action plans emanating fom the NRA)has not
yet been adopted. Instead, the authorities have focussed on implementation of national and sectoral
action plans (and more detailed action plans for delivering on key actions at national and sector
level). These detailed plans identify{i) the agency with prime responsibility for taking action; (ii)

70n 30 November 208, the Parliament approved Law 19/2016 of 30 November, on the automatic exchange of
information in tax matters. This law came into force on 1 January 2017.
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agencies which will have a secondary role in implementation; (iii) the steps to be taken; (iv) the
timeframe for implementation; and (v) financial implications.

103. Two policy objectives will affect implementation of the AML/CFT Strategy. In the financial
sector, Andorra intends to become an international financial centre of reference and prestige,
diversifying into activities that are not core to the sector at the present time. The country iglso
actively attracting direct foreign investors and supporting national companies throughout their
OET OAOT ACET T Al EOAOGET T 06 DPOI AAOOS

Legal & institutional framework

104. -, EO AOEI ET Al EOGAA OT AAO 1 008 1tnw | Ol AOT AAOE’
provision covers all relevant elements of Art. 3(1) (b) (c) of the Vienna Convention and Art. 6(1) of

the Palermo ConventionAt the time of the onsite visit some of the categories of crimes listed in the

FATF GlossaryveOA 11T O AT 1 OEA A OA A Thid inéulies R &ifddand sAdsalingtol O 6 8
goods other than tobaccoCorruption, even though included in the list, does not fully covereldribery

in private sector8. There is no criminal liability for legal persons in Andorra. TF is criminalised in a

manner that is fully consistentwith the TF Convention. The CC incriminates the financing of terrorist

AAOO j! OOEAT A oo AEO jpq T &£ OEA ##q AT A OEAT AA
OEA ##qh O&OT AG6 ! OOEAAO O @O ODE @& AjOGOG 1} £FOOEAT A# @
them in line with the standards.

105. With regard to confiscation, Article 411(1) of the CC provides for the confiscation of the

proceeds of a ML offence and states that, for the effects of the applicationttod forfeiture and the

forfeiture by equivalence (Article 70 of the CC), money, property or valuables which are the object of
laundering, committed or attempted, are considered as proceeds from crime. Extended confiscation

is also available (Article 70(2)) The law also provides for mandatory confiscation of property

belonging to a convicted persoron which there exists sufficient evidence that it is a proceed, direct

or indirect, from criminal activities while its legal origin cannot be proven; this measug applies to all

criminal offences (Article 70 (2) of the CC) and, therefore, ML and terrorism financing are included.

106. Andorra has introduced a comprehensive TFS framework pursuant to thelevant UNSCRFIs

ATA $.&"00 10060 Ei bl Al AimQthe#] &aBblicadida ibly Ad PédahdntUh  AEOI
#1 11 EOOAA 11 OEAAtkle ®(3) o$thexARMIACFE AcAwhigh is automatically and
immediately updated in case of update by the UN.

107. The institutional framework for the implementation of the AML/CFT regme has been
reinforced and is composed of:

8 For further details z Greco, Council of Europe, Third Round Evaluation Report, 2011 (Theme 1), 30and
2015 Compliance Reports and ite 2017 Addendum Paragraph 2 of Article 240 of theAndorran CC
(Dishonest management of an enterprise) criminalisegassive briberyin the private sector to a certain
extent. Greco considers that Article 240 is designedolely to protect private interests and does not pursue
the same aim as Articles 7 and 8 of the Criminal Law Convention on Corruption (ETS 173), which are
intended to protect general interests potentially harmed as a result of bribery within an undertakig, such as
fair competition in business and public procurement, quality of the environment, food safety, infrastructure
safety, consumer interests, the smooth running of financial and business establishments, etc. and should not
be regarded as an alternatie to real criminalisation of active and passive bribery in the private sector (First
Compliance Reporthttps://rm.coe.int/16806c2ale , page 8).
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Policy and coordination

108. PC1lis a technical and advisory body charged with coordinating activities in AML/CFT
matters. It is comprised of representatives of the: (i) Ministry of the Presidency; (ii) Ministry of
Finance (representingthe Customs Department and the Tax Department); (ii) Ministry of Home
Affairs and Justice(representing the Police Department) (iv) Ministry of Economy; (v) Ministry of
Foreign Affairs; (vi) the UIFAND (which chairs meetings); and (vii) if subjects related to the financial
system are involved, the INAFThe General Prosecutor and one investigative judge of the specialised
section of the courts also attend meetings.

109. The PC2is charged with enabling domestic cooperation and coordination between relevant
competent authorities in order to prevent, combat, sppress and disrupt, amongst other things, the
proliferation of weapons of mass destruction and its financing. PC2 is composed of representatives
of the: (i) Ministry of Finance (representingthe CustomsDepartment and the Tax Department); (ii)
Ministry of Home Affairs and Justice (representing the Police Department); (iii) Ministry of Foreign
Affairs; and (iv) the UIFAND.It is the body that has responsibility for taking action to comply with all
TFS.

110. TheMinistry of Home Affairs and Justice is responsible for criminal law, procedural law, the
codification of legislation concerning international cooperation and legal assistance, as well as civil
law and judicial enforcement. As the central authority, the ministry is also responsible for receng
foreign MLA requests in criminal matters under the European Convention on Mutual Assistance in
Criminal Matters (European Convention on MA)and other Conventions (PalermoConvention
ViennaConventionand Convention on Laundering, Search, Seizure a@bnfiscation of the Proceeds
from Crime (Strasbourg Convention). It manages a database with statistics ®ILA or other
international requests for cooperation made and received. Th#linistry for Foreign Affairs also
receives foreignMLArequests.

Investigation and disruption

111. " AOI 1 EA /AndludésAte @p@dalised investigative section of the court system. Until

March 2015, there were four investigating judges for criminal matters, and all of them had
competences to deal with ML cases. Since Mar2015, a new specialised investigative section (two
specialised judges) deals exclusively with economic crimes, including ML and TF.

112. The& EOAAT EA ' AT AQAAIT £E&A! 1001 @ARO0T 060 / AEZEAAQ OAT
indictments before the cout. It is comprised of six prosecutors, one of them being appointed as the

General Prosecutor.

unit in the Police Department responsible for investigating ML/TF anéssociated predicate offences.
It is headed by a highranking police officer and split into three groups, two of which investigate ML
and other economic and financial crimes.

114. The Customs Department enforces the reporting of crodsorder movements of currency and
bearer negotiable instruments(BNIs) over EUR 10000 or equivalent.

Judiciary

115. The judicial process comprises: (i)Tribunal de Corts (first instance court for criminal
matters); and (ii) Tribunal Superior de la Justicia (second instance court for criminal matters). The

9 The Andorran authorities advised that soon after the ossite visit a third judge was appointed in the
specialised investigative section.
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first instance court has five magistrates (two of which have received relevarIL/TF training), all
having powers to judge ML/TF and predicate offences. It also hears appeals against criminal
judgments delivered by Batllia. The second instance court has three magistrates all of whom hear
appeals in respect of ML/TF and predicate offences.

Supervisory and operational agencies

116. The UIFAND is responsible for: (i) receiving, analysing and disseminating financial
intelligence; and (ii) supervising compliance by all FIs and DNFBPs with the AML/CFT Act and
Regulation made under the AML/CFT Act, as amendedNIL/CFT Regulation3. It also submits
legislative proposals to the Government on AML/CFT matters.

117. TheINAFis responsible for the authorisation and prudential supervision of all Fls, except for
insurance companies andmoney or value transfer service MVTS providers. It also advises the
Government on matters relating to economic and financial policies. Thelinistry of Finance is
responsible for the authorisation and prudential supervision of insurance companiesAREB is in
charge of the resolution of failed banking entities and investment firms.

118. The Unitat de Prevencio i Lluita contra la Corrupcié is in charge of the coordination of
public and private initiatives in the fight against corruption. Inter alia, it monitors trends and
international developments in the fight against corruption and proposes and implements national
anti-corruption policies.

Financial sector and DNFBPs

119. &ET AT AEAI AAOEOEOEAO AOA A EAU DPAOO T &£ '1 AT 0O,
22% of its GDP (though this percentage has fallen since 2009 26%). Banking and asset
management are the largest sectors. At 30 Jar2016, EUR 1®55 million of deposits and EUR
13915 million of assets were managed (ofbalance sheet) by Andorran banks (EUR 2470 million

of assets under administration). In addition, EUR 905 million of assets wemavised on ormanaged
(off-balance $ieet) by nonbank FIs and EUR 312 million were managed (offbalance sheet) by
management companies of undertakings for collective investment (representing 91 collective
investment schemes) nearly all by bankowned companies Total assets held by activénsurance
companies at the end of 2015 were EUR 200 million and life insurance premia in 2015 were
approximately EUR 230 million.

120. The authorities did not provide details for aggregated financial flows into, and out of, Andorra,

but this will be measuredin billions of euros each year

121. 4EAOGA EECOOAOG OAIl 111U PAOO 1T £22 PRAmIOASO OO0I
assets managed in whollyowned subsidiaries outside the country as Andorran banks have entered

into new foreign markets (mostly in the EU and Latin America)n order to compensate for declining

AOOET AGO 1 pbPiT OO01T ECEAO AT I AGOEAAI T U8 O)1 OAOT AOGET
Andorran banking groups have subsidiaries in six Latin America countries, the Bahamas, Israel,
Luxembourg, Monaco, Spain, Switzerland, and the US. In addition, whilst information has not been
provided by the authorities, it appears that at least two Andorran DNFBPs (CSPs) also operate
through wholly-owned subsidiaries outside Andorra (including in Swizerland). The overseas

activities of banking groups reflect the nature of activities carried on in Andorra by those groups, i.e.:

(i) banking; (ii) asset management, brokerage, dealing and advice; (iii) collective investment fund
management; and (iv) insirance.
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Table 1: Composition of the financial market and DNFBPs sectors

Type of FI/DNFBP Total number
Banks 6 (excluding 1 under resolution)
Advisory/i nvestment institutions 9
Management companies of undertakings for 7
collective investment
Providers of life insurance 15
Money services businesses (foreign p ost 2
offices)
Exchange offices (other than banks) 0
Casinos 0
Real estate agents 22910
Lawyers (but not law firms) 20211
Notaries 4
Accountants, auditors, economists, tax 15812 (including 3 CSPs)
advisors, gestorias and CSPs
Dealers in precious metals and stones 17

122. The number of licensed institutions remained largely stable since the 4th round MER.

123. Four of the banks (represented by three banking groups) are domesticaliywned (by
Andorran families), one is a subsidiary (51%) of a Spanish quoted bank under the supervision of the
European Central Bank and the other is owned by an international private equity group. The range of
products and services offered, which includes private beking, is not complex and has evolved
towards higher value-added services such as asset management (in particular brokeragend
AEOAOAOET T AOU AOOAO 1 AT AcCAi A1 6gs ! pPOT QEI AGAT U o
related to private banking.

124. All of the investment institutions are relatively small (compared to banks), independently
owned and focus on discretionary asset management (mostly investment funds, bonds and equities)
and the provision of financial advice in Andorra (mostly bonds, investmdnfunds and alternative
investments). Most customers are Andorran, Spanish and French.

125. Five of the seven management companies of undertakings for collective investment are bank
owned and account for 95% of market share in the investment sectoiThese colletive investment
schemes are exclusively designed for bank customers and not distributed through asset management
companies. Schemes invest in equities, bonds, other schemes, structured products (mailkated
investments) and the money market.

126. Five of the 15 providers of life assurance are bankwned and account for around 87% of total
premia. The remainder are local companies (11% of premia) or local branches of foreign insurance
companies (2% of premia). Approximately 80% of insurance premia derive fromnvestment
products, mainly unit-linked insurance products where the benefit payable to the policiolder on
termination is linked to the value of an investment portfolio selected by the policyholder and held by
the insurance company). The vast majority foproducts are distributed through banking networks.

10 The majority do not buy and sell property: rather they rent or manage property used in the tourist sector.
11 Not all lawyers are DNFBPs.
12 Not all are DNFBPs andestoriasare not properly identified.
13 Execution, custody, and settlement of customer orders.
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127. Non-residents account for approximately 40% of assets under management in Andorran
banks. Most customers of investment institutions are Andorran, Spanish or French. Around 30% of
life-savings business elates to nonresident customers, where local norbank companies have the
highest share.

128. One of the two foreign post offices present in Andorra is alsoMVTSprovider. It also offers
international money transfer facilities through a global MVTSrovider, though the latter is not
registered in Andorra. The other foreign post office provides limited banking services to Andorran
residents. Approximately EUR 12 million of funds were transferred by the two post offices in 2015,
including EUR 3 million through aglobal MVTS.

129. Insufficient information is held by the authorities about: (i) the number of Andorran and other
companies formed and/or administered by gestorias (where there are inadequate market entry
controls); and (i) number of Andorran and other compaies administered by lawyers. It is
understood that gestoriasare most involved in the formation of Andorran companies.

130. The NRA notes that: (i) a significant number of lawyers limit their activities to representing
clients in civil and criminal judicial proceedings; and (i) a significant number of economists,
accountants and lawyers are not regularly involved in establishing companigsfocussing instead on
book-keeping, preparation of financial statements, tax management and advice (domestic and
foreign). Foreign lawyers cannot practice in Andorra.

131. Notaries are primarily involved in the authentication and certification of signatures and
documents, including public deeds that are required under theaw 20/2007 of 18 October on public
limited companies andlimited liability companies, as amended Companies Ac}.

132. Most real estate agents do not buy and sell property; rather they rent or manage property that
is used in the tourist sector. The acquisition of real estate by foreigners is regulated by the Foreig
Investment Act and must be approved in advance by thHdinistry of Trade and CommerceHowever,

it is not necessary to involve a real estate agent in property transactions and real estate can be
purchased through private agreements which are not authorisg by a notary or registered (though
volumes are very low+4). Turnover of high value dealers accounts for a very small percentage of GDP
(less than half of one per centy and is focussed on visitors to the country.

Preventive measures

133. The AML/ICFT ActandEA | - , T#&4 2ACOI AOCET 1 Oh xEEAE OAEAO
are equally applicable to DNFBPs and Fls in the majority of cases. Inter alia, an obligation is placed

on FIs and DNFBPs to: (i) apply CDD measures; (ii) keep records; and (iii) report sicépn of ML/TF

to the UIFAND. These requirements are, to large extent, based Directive 2005/60/EC of the

European Parliament and of the Council of 26 October 2005 on the prevention of the use of the
financial system for the purpose of money launderingrad terrorist financing.

134. AML/CFT Regulations are made under the AML/CFT Act and place more detailed
requirements upon Fls and DNFBPs in line with principles established in the AML/CFTAct. The
AML/CFT Actdoes not expressly provide that sanctions will apply to requirements set out in the
AML/CFT Regulations.

135. Technical communiqués(TCs) are used by the UIFAND to convey to FIs and DNFBPs
information on their AML/CFT obligations and on supervisory messagesh& INAF also use§Csto
OAO 100 OEA OOPAOOEOI 060 AgPAAOAOEITT O8

14 The authorities have explained that it is necessary for a property to be registered before opening a new
electricity or water account.
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136. The Andorran Bar Association has also prepared a handbook for its members to assist
compliance with preventive measures. The handbook, available to members through a restricted
website, provides guidance and forms and template documents to be used by members.

137. The Andorran Banking AssociationABA) has published a revised Code of Practice (January
2017). This sets out minimum recommendations for professional conduct and is structured in line
with the Andorran legal framework and relevant international standards, including the FATF
Recommendations. It includes six principles: (i) acting with honesty, objectivity and integrity; (ii)
acting with due diligence in the provision of products and serges; (iii) respecting customer
confidentiality; (iv) strictly complying with AML/CFT requirements; (v) ensuring the security and
protection of assets; and (vi) promoting strong corporate governance. Banks undertaken to comply
with the Code, application ofwvhich will assist banks to comply with preventive measures.

Legal persons and arrangements
Legal persons

138. The following types of legal person can be established in Andorra under the Companies Act:

() limited liability company (societat de responsabilitatimitada); and (ii) public limited company

(also referred to as a joint stock company)societat anonimg. A company that has only a single
OEAOAET T AAO EO AT 1 OEAAOAA Oi AA A OOI 1T A POl POE?Z
abbreviation thereof) when disclosing its company form. A cooperative form companysocietat
cooperativg can be formed under Law 5/2015 on Andorran cooperative companies.

139. Foundations and associations may also be established for ngnofit purposes under the Law
11/2008 of 12 June on foundations lLaw on Foundationy and Law on Associations 29 December
2000 (Law on Associationg respectively.

Table 2: Type and number of registered legal persons (at 28 February 2017)

Legal Persons Total number of registered legal persons
Limited liability company 9791
Public limited company 2165
Cooperative form company 1
Foundations 659
Associations 29

140. Companies are subject to registration requirements with the Companies Registry and obtain
legal personality upon registration. The minimum capital for a limited liability company is EUR @00

and minimum for a public limited company is EUR 6000. Andorran companies must have their
registered office in Andorra. The general assembly of shareholders is the sovereign body of a
company and passes resolutions on the most important matters, e.g. amendments tclaws and
approval of financial statements.

141. The gelM OAT A OOAIT AT U Al 01 AAAEAAO 11 OEA fEooOi 1 £
day management which may be: (i) a sole administrator; (ii) joint administrators (where powers
must be exercised jointly); (iii) joint and several administrators (where powes may be exercised
separately); or (iv) a board of directors. In the case of a single person company, the powers of the
general assembly are exercised by the single member. Members of the governing body may be both
individuals and corporations. In the later case, the legal person must designate an individual to
represent it on the governing body.
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142. A request must be made to theMinistry of Trade and Commerceto authorise each foreign
investment with a stake of 10% or more of the share capital or voting righ in an Andorran
company. Companies carrying on a trade or providing an industrial or service activity must also be
registered in the Registry of Trade and Industry.

143. There are not yet provisions in the Companies Act for capturing and recording beneficial
ownership information about a company. However, information on the identity of foreigners holding
shares or exercising voting rights in Andorran companies is already held centrally by the Ministry of
Trade and Commerce.

144. No restriction is placed on who mayform a company.Lawyers and gestoriasare generally
involved in the formation of companies but it is less common for them to act as officers or provide
registered or other addresses after incorporation.

145. Foundations are nonprofit entities and may be fomed only with the prior authorisation of
the Government to benefit generic groups of people, rather than specified natural or legal persons, or
classes thereof. Theyare subject to registration requirements with the Foundations Registry and
obtain legal pesonality upon registration. They may be formed by: (i) Andorran nationals; (ii)
foreign nationals legally resident in Andorra; and (iii) legal persons constituted in accordance with
Andorran law. The registered office of a foundation must be located in Aarra.

146. A board of trusteesz generally unpaid- governs and represents the foundation, comprising of
at least three individuals or legal persons. In the latter case, the legal person must designate an
individual to represent it on the governing body. Indviduals who are trustees, or appointed to
represent a legal person which is a trustee, must be: (i) Andorran nationals; or (ii) foreign nationals
legally resident in Andorra. Legal persons on the board must be established under Andorran law.
The board canappoint general and special attorneys (the general attorney has the status of
manager). A statutory protectorate has the task of overseeing the correct application of thaw on
Foundations, including checking that they are not established for personal iettests.

147. An association is constituted by any volunteer grouping of three or more persons and magt
have as a purpose (explicit or implicit) the procurement of financial profits to be distributed among
members. They may be constituted by: (i) Andorran n&inals; (ii) foreign nationals legally resident
in Andorra; and (iii) legal persons constituted in accordance with Andorran law. Nonesident
foreign persons may be members of an association but cannot take part in its management. The
registered office ofan association should be located in AndorraAssociationscan be registered in the
Register of Associations but it is a declarative status for publicity and qualification to apply for a
public subsidy and so not mandator§f. They do not have a personality that is separate from their
membership. As a minimum, the internal organisation of an association should provide for a: (i)
general meeting of members (sovereign body); (i) board of directors; and (iii) president of the
board.

148. Both foundations and associations are required under the AML/CFT Act to keep records of
persons who receive funds, but the UIFAND does not supervise compliance with this requirement.

Legal arrangements

149. Andorran legislation does not regulate the estdishment or operation of trusts. Andorra is not
a Party to the Hague Convention on Laws Applicable to Trusts and their Recognition. Nevertheless,
there are no provisions prohibiting: (i) trusts (or similar legal arrangements established under

15 However, upon registration, members of an association are no longer generally responsible for actions
carried out in the name of the association or for obligations undertaken before third parties.
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foreign law) conducting their activities through the Andorran financial system; or (ii) Andorran
residents or Andorran companies acting as trustee (or equivalent) for foreign trusts (or similar legal
arrangements). Indeed, there are suggestions that professional truse resident in Andorra are
administering foreign legal arrangements (though information in this respect is not held by the
authorities). Where a trust has professional trustees in Andorra, they are subject to the AML/CFT Act
when acting in that capacity.

International context for legal persons and arrangements

150. As stated in the NRA, there has been a significant increase in the number of Andorran
companies formed since foreign investment in the country was liberalised in 2012 Out of the 9 044
companies onthe register in May 2016, 1440 were established by foreigners, and 40% of
shareholders of Andorran companies are foreign (mainly Spanish and French nationals), though a
number will be legally resident in Andorra. Despite the increase in the number of corapies formed,
the total number registered in Andorra is still rather modest.

151. Historically, there is little evidence to suggest that extensive use is currently made of
Andorran companies by nonresidents. Whilst there is a reference to Andorra in the FATIMER of
Spain (2014) in relation to the use of complex and opaque legal structures, this cites good
cooperation with the authorities.

152. There is evidence that South American companies are used by customers of FIs. The cost of
establishing companies in theseauntries is relatively low and they offer greater confidentiality.

Supervisory arrangements

153. The UIFAND is legally responsible for AML/CFT supervision of all Fls and DNFBPs under the
AML/CFT Act. It has a broad range of powers to monitor compliance with ANMCFT requirements

and can impose administrative sanctions relating to minor offences under the AML/CFT Act. Only the
T OAOT T AT O AAT EiI DI OA OATAQCEIT O £ O OOAOET 006
legislation. In practice, the UIFAND placesonsiderable reliance on information collected, and
opinions provided, in AML/CFT audit reports on Fls that are prepared annually by external auditors

in line with a programme set by the supervisor.

154. The INAF is responsible for the authorisation and prudetial supervision of Fls, except for: (i)

the insurance sector; and (ii)financial activities conducted by the two foreign post offices Since

2013, the INAF has been able tmore fully assess the integrity of theirshareholders and directors

Article 23 of the AML/CFT Regulations sets out the basis for cooperation between the UIFAND and
the INAF, and a memorandum of understandingMoU) is in place between the two supervisors
Whereas the UIFAND reliesupothe) . ! &8 O AT 1T PAOAOET 1  xdidérko exgici€eA E C 1
consolidated supervision of the significant overseas activities of subsidiaries, it does not seem that
there is adequate engagement on AML/CFT matters between the prudential supervisor and its
counterparts abroad.

155. In 2013, the INAF joinedthe International Organisation of Securities Commissions (I0SCO)
and signed its multilateral MoU (MMoU), formalising reciprocal cooperation and exchange of
information in respect of supervision of securities markets.

156. The Ministry of Finance is currently esponsible for the authorisation and prudential
supervision of insurance companies under th&aw on the Actions of Insurance Companies of 11 May

16 The Foreign Investment Act and associated Regulation Bbreign Investment Act.
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1989, as amended Ifsurance Law). Since 2015, the Ministry has been able to assess the integrity of
shareholders and directors of insurance companies. Supervisory responsibility will be transferred
from the Ministry to the INAF once new insurance legislatiory which implements principles
established by thelnternational Association of Insurance Supervisors (IAIS)rad European regime of
Solvency ll-is brought into force (on1 January 2018) The Ministry is not a member of the IAIS; nor
is it a signatory to its MMoU. Regulation and supervision of the insurance sector is still rather
limited. The INAF indirectly sugervises bankowned insurance companies.

157. The following details were provided by the authorities in relation to the DNFBP sector:
Table 3: Overview of DNFBPs in Andorra

Name of the sector/services Licensing/Registration Relevant legislation
Casinos Licensing Article 7 of Act 37/2014 of 11
December on the regulation of
gambling (Gambling Law

Real estate agents Registration  (sole traders and Real Estate Agents Law 2000
companies)
Lawyers Licensing of lawyers (but not law Law 48/2014
firms)
Notaries Licensing of notaries Notarial Law 1996
Accountants, auditors, Licensing Law of 6/2008 on the exercise
economists, tax advisors, of liberal professions and
gestorias and CSPs collegiate and professional

Dealers in precious metals and No requirement for licensing or N/A
stones registration

158. Whilst the authorities point to the existence of licencing requirements for lawyers,
accountants, auditors, economists, tax advisorgestoriad” and other CSPs: (i) they are not able to
provide exact numbersof those carrying on a business that is covered by the AML/CFT Act; and (ii)
such requirements do not include measures to prevent their control or management by criminals or
associates of criminals. Nor is a requirement placed on individuals (except lawygror legal entities
offering these services to be part of a professional association. The extent of services provided by
CSPs is thought to focus on company incorporation.

159. As noted above, the following authorities are involved in the creation, registratio and
supervision of legal persons: (i) Registries for companies, foundations and associations; fjnistry

of Trade and Commerce, where companies have foreign shareholders; and (iii) protectorate for
foundations.

International Cooperation

160. Andorra provides for a wide range of international assistance among competent authorities in
relation to ML/TF, and associated predicate offences. Given its geographical position and since most
of the predicate crimes to ML are committed abroad, international cooper@in is of particular
importance for Andorra. In terms of quantity, the highest level of international cooperation Andorra

17 Cestorias are private agencies which specialis in dealing with legal and administrative work. For a fee tby
carry out paperwork involved in getting passports, work permits, car docurantation etc. and liaise with
Government agentes, thereby saving their clients much inconvenience and queuing timi Andorra, they also
assist with the formation of companies and applications by foreigners under the Foreign Investment Act.
Gestoriasare also commonly found in Spain.

30



has demonstrated with France, Spain, Portugal, and to a lesser extegritatin America,US and with
countries of Eastern Europe.The major share of the cooperation is carried out through direct
communication.

161. Apart from cooperation under various international treaties and MoUs, the authorities are

also able to cooperate with foreign counterparts on ad hoc basis, without a treaty or a Mahased on

domestic regulations. Even though Andorra is not part of EUROJUST, the authorities indicated that

they have participated in coordination and cooperation meetings a number of times which led to
successful international operations against crimeAndorra is also a party ofLa Red Iberoamericana

de Cooperacion Juridica InternacionéberRed). The key authorities (thePublicO0 OT OAAOOT 08 O /
the UIFAND, the investigative judges and the Polid@epartment) have been very active in the area of

informal exchange of information with foreign counterparts. This is the casealso for the INAF

though cooperation does not benefit from participation of the supervisory unit of the UIFAND

162. Nevertheless, international cooperation could still suffer from the dual criminality
requirement related to the lack of full criminalisation of tax crimes. However, the dual criminality
requirement is strictly applied only if no link with other predicate offence(s) foreseen by the
Andorran legislation can be identified. The absence of formal prioritisation criteria for MLA cases
and case management system for some authorities, as well as the lack of human resources, are the
issues that have yet to be addressed by Andorra.

Terrorist Financing and Financing of Proliferation

163. Andorra has never been the subject of a terrorist attack and has never detected any TF activity
within the principality. The NRA has rated the TF risk as mediufow. Apart from some unconfirmed
suspicion held by Adorra in the form of intelligence information, no evidence has been found
suggesting that Andorran residents have travelled to conflict zones abroad to help foreign terrorist
groups. The NRA acknowledges, however, that there is a possibility of recruitmemadicalisation
and selfradicalisation of individuals.

164. The NRA also acknowledges that Andorra might be used as a transit point for terrorist
financing. However, no evidence has been found to confirm that this is actually occurririche Police
Department and judicial authorities have never receivedformal requests for information or
assistance by foreign counterparts in relation to TF or terrorism investigations. Neverthelessas a
regional financial centre Andorra recognises that thd F risk cannot be neglectedThe authorities in
Andorra appear to have a good understanding of the terrorism and TF threat and work closely on the
matter with Spain and France Andorra has enacted a robust legal framework for criminalising TF,
which is largdy in line with the international standards. Nevertheless, to date there has been no
clear national CFT strategy or policy.

165. Andorra does not have manufacturers of defence materials and its economy is largely based

on other sectors like tourism and financal services. Therefore, relating to PF it is mainly at risk of

AAET ¢ Agbpi i EOAA AO A OOAT OEO AT O1 OOU8 4EEO OEOE |
Spain and France, both of which produce a wide range of military and duade goods. There hee

been no export between Andorra and lran or DPRK since the UIFAND issuedT@ in 2015

prohibiting all financial transactions with these countries.
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Key Findings and Recommended Actions

Key Findings

Andorra adoptedits NRA and action plas for addressing the risks in December 2016. It is a candi
assessment, angtaking into account that it is its first wholesale exercise to consider the ML and T
risks it faces, it is reasonably comprehensive. Where there are shortcomings is in relation to
consideration of the risk presented by the activities of foreign subdiaries.

It is evident that there has been the political commitment to make sweeping changes to Andorrg
legislation. It was not clear though what political oversight will apply in relation tomonitoring

implementation of key aspects of the action plasm Despite this, kgislation to criminalise tax crimes
andrevise the AML/CFT Actall part of action plans, was already well advanced at the time of the er
site visit.

The NRA identifies the lack of a clear AML/CFT strategy and, as a consequence, sets gt leivel
principles and objectives which policymakers and the AML/CFT authorities should take intg
account when determining such a strategy However, in practice, these principles appear to hav
been adopted in the actions Andorra has so far taken to adegss ML/TF risks.

4EA T AEAAOCEOAO AT A AAOEOEOEAO 1T £ OEA 5) &! . $4
with the NRAand action plans which will not cause the UIFAND or LEAs to act in a way that is at
different from their current operating models. However, strategic ceoperation and coordination of

supervisory activities will need to be improved if action plans are to be effectively implemented.

Two permanent committees have been established to eardinate AML/CFT work: PC1 andPC2 In
practice, they act as discussion fora and their role is limited to the revision of legislation in line wit
international standards.

The NRA and action plandemonstrate that there is a good level of cordination and commitment.

The assessment team asct&ined that the general level of understanding by different interlocutors
of the ML/TF risks varies significantly. While the UIFAND, LEAs and FIs demonstrated a stro
understanding of relevant threats, lower levels of awareness within the DNFBP sector foably
result from the fact that thesectorial NRAs have been available in the English language only.

Recommended Actions

9 As identified in the NRA, the authorities shoulakstablishan AML/CFT strategyand policy based
on the high level objectives set inthe NRAreflecting actions already being taken to address th
ML/TF risks identified in the NRA.This strategy should be approved by the Government.

i The role and powers of PC1 should be enhanced to enable it to drive the structural changes t
the action plans propose. This could include publishing terms of reference to clarify th
membership and the role of the committee. The authorities should take action to strengtheo-
operation and coordinationwithin PC2.

1 The Government should assess the resourcimgeds of each agency arising from implementatio
of the action plars, e.g. staffing and IT, ensure that each is adequately resourced for their rq
and hold PC1 accountable for delivery of thearious plans.
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1 A formal mechanism should be established in ot to ensure that there is closestrategic and
operational co-operation amongst LEAs and financial supervisors on relevant cases.

I As identified in the NRA, information onwire transfers and beneficial ownership of bank
deposits should be regularly colleatd and analysed.Information should be collected and
analysed on:(i) the overseas activities of FIs and DNFBPs; and (ii) extent of DNFBP activities
the country, in order to build a full understanding of risks inherent in these areas.

9 The authorities should continue to promote findings and conclusions from the NRA to the privat
sector.

Immediate Outcome 1 (Risk, Policy and Coordination)
#1 01 Ooud o O1 AAOOOAT AET ¢ T £#/ EOO -, T4& OEOEO

166. The NRA was approved by the Council of Ministers, the executive bodyGdvernment, on 14

December 2016and addresses ML and TF riskt includes a national action planand a number of

sectoral action plansfor addressing the risks identified. It used the World Bank model which drew

upon qualitative and quantative data from the authorities and private sector. It has clearly aided the
understanding and knowledge of the competent authorities in relation to the threats and
vulnerabilities Andorra faces.These included: (i) the extensive use of cash and weaknesses in cross

border AOE AT 1 00T 10N | EEqQ OEOEO E1 1T AECEAT OOET ¢ AT (
finance centre offering private banking services to nomesident customers; and (iv) failure (at the

time of the NRA) to criminalise tax offenced-urther information on threats and risks identified in

the NRA is given in Chapter.1

167. Itis a reasonably comprehensive assessment taking into account that it is its first wholesale
exercise to consider risk. The assessment was informed by past Andorran MERS, internationa
typologies, open source information public reports, SARs and other quantitative and qualitative
information provided by public and private sectors Additionally, more than 400 cases were analysed
in order to identify typologies, methods and instrumentsused.Where there are shortcomingsor its
understanding is impaired, it is in relation to how, and to what extent, Andorra has considered the
Ei DAAOTET £ OATAA 1T £ OEA OET OAOT AGET T AT EOGIi 6 1T &£ EC
ML/ TF threats and vulnerabilities. In particular, the internationalism of its banking sector is
significant as banks have pursued: (i) ambitious strategies to develop higher value private banking
activities; and (ii) international expansion into Europe and Latin Americaand to a lesser extent
North America and the Middle East. As a consequence, half of assets under management are held in
'T AT OOAT AAT EOG8 A& OAECT OOAOEAEAOEAOS
168. The sectorial NRA on banking emphasises that Andorran banks have had to build robust
systems beause this internationalism has exposed Andorran banking groups to foreign regulatory
standards and to a key dependency on relations with foreign correspondent banks in order to
operate. It also considers the activities that are being conducted through thesverseas subsidiaries
and risks presented domestically by nofresident customers. It assesses the ML threat presented by
the banking sector as being high, vulnerability as being mediwiigh, and, consequentially, risk as
Oi AAEGICEG 8
169. The analysis in o areawas notfully considered in the NRA: data was not available for the
NRA onthe geographic origin of customers (and their beneficial owners) of bank&hough general
ET &£ O AGETT EO EAITA 11 OEA POl £ZE1 A 1 £). Aido] 8008 AO
analysis ofthe origin and destination of wire transfers to some higher risk countries was not
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evidenced. These are not considered to be significant deficiencies. There had also been limited
consideration of the risks presented to AndorrabyE A AAOEOEOEAO T £ EOO AAT EO
subsidiaries, notwithstanding: (i) the significant size of these foreign operations; and (ii) the

different threats and vulnerabilities present that could affect them. Nor did the NRA consider the

extent to which Andorran banks operate groupwide programmes against ML/TFIn addition, whilst

the authorities made full use of available information, theydid not directly seek input from

competent authorities in the jurisdictions in which most nonresident customers reside or those in

which substantial activities are carried on through subsidiariesGiven the growth and current level

I £ £ OAECT AAOEOEOEAOh OEAOA AOA Ai 1T OEAAOAA O1T AA
170. There isalsoan incompletepicture of what is happening in the DNFBP sector a§) no market

entry criteria apply to some categories of business, such agestorias which facilitate company

formation; and (ii) the geographic origin of customers was not consideredAs a consequencéhe

authorities do not categorically know the number of DNFBPs offering the service¢hough activity

levels appeared to be low, limited to formation (and not also management, e.g. provision of
directors) and focussed on the domestic market.

171. One of the #engths of the NRA is the frank identification and description of the
vulnerabilities and gaps in the current legal and institutional framework which concernghe: (i)
investigation and prosecution of ML; and(ii) confiscation of the proceeds of crime. Masures and
concrete actions to improve these areas largely correspond with the assessment te@afdings.

172. The risk of TF z domestically and internationally - has been the subject of close attention and

scrutiny by the authorities in the NRA. Andorra hasdemonstrated that it has generally a good
understanding of TF risks threats and vulnerabilities. The NRA and the interviews held onsite

confirmed that LEAs made efforts to identify the sources of funds that can potentially be used for the

purpose of TF, ach as tobacco smuggling and credit card fraudpecial attention has been paid by

the authorities to the activities related to potential recruitment, radicalisation and seHradicalisation

of individuals andthe possibleOOA 1T £ EOO AEEIODAABDLIO ®AEKDIOO 4D OA OAC
risk of terrorist abuse in the NPO sector and the problem of cash smuggling in the TF context, have

also been considered in the NRA in an attempt to properly identify, assess and understand the TF

risks.

173. Neverthelessthere is anarea that requires further attention. As explainedunder 10.9, here is
a needfor regular, or at least periodic, assessment afggregatedwire transfers with countries that
present a higher terrorist threat.

National policies to address idéified ML/TF risks

174. Andorra is to be commended for producing a very candid risk assessment and setting in place
actions that it needs to achieveThe NRAincludes anational action plan and sectoral action plans
from which the authorities have developed meoe detailed action plans for delivering on key actions
at national and sector level (for FIs and DNFBPs). These detailed plans identify: (i) the agency with
prime responsibility for taking action; (ii) agencies which will have a secondary role in
implementation; (iii) the steps which should be taken; (iv) the timeframe for implementation; and
(v) financial implications. Evaluators consider it important for there to be demonstrable political
support for the national, sectoraland detailed action plans in or@r to ensure that: (i) AML/CFT
agencies are held accountable for their delivery; and (ii) additional resources can be made available
when needed.Legislation to criminalise tax crimes, revise the AML/CFT Act, and introduce crimiha
liability for legal persons, all part of the action plars, wasalready well advancedat the time of the
on-site visit.
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175. The NRA identifies the lack of a clear AML/CFT strategy andas a starting point,sets out high

level principles and objectives which policymakers and the AML/CFT authorities should take into

account when determining such a strategyThis omission is identified in the national action plan as a

priority. These pinciples include: () il OAAOI 1 OOA Al i1 EOI AT 66 O A A&/
fighting ML/ TF; (ii) neutralising the proceeds of crimeas a priority; (iii) establishing, promoting and

adequately resourcing domestic AML/CFT agencieg(iv) implementing an accurate riskbased

approach; and (v) applying a comprehensive AML/CFT preventive system to Fls and DNFBPs. In
practice, these principles have already been adopted through actions taken and proposed in the

national action plan and provide evidence that, whilst not formally recordd, national AML/CFT

policies are in place.

176. In due course, these principles will form the basis for an AML/CFT strategy that is distinct

from the high level and detailed sector planshat have already been adopted and implementation of

which has already stated. It will be important for this strategy to: (i) address the significant human

and technical resourcing issues within the Customs Department, the Police Department and the
UIFAND, which, if not addressed, could potentially undermine efforts to strengfhl 1| T AT OOAG&
AML/CFT framework; and (ii) be endorsed by the Government, which has already made a significant
commitment to overhauling and modernising financial services legislation and given a political
commitment to the NRA process.

177. The NRA confirms th# as a direct consequence of a banking failure, the number of Mtlated
investigations, prosecutions and confiscations will increase significantly. There is now a need for a
full analysis of the mitigating measures that will be needed toespond to this particular challenge
and to prepare a clear strategy on how these cases are to be prioritised.

Exemptions, enhanced and simplified measures

178. Action is in train to strengthen preventive measures in two important areas: (i) cashelated

ML; and (ii) tobacm smugglingrelated ML. This includes a proposed ban on all cash transactions
over EUR 10 000, either in a single or a series of connected transactions, and a proposal that FIs and
DNFBPs should pay special attention to those clients and transactions whiare potentially linked to
tobaccorelated businesses and industries.

179. In the case of the later, it is proposed that the UIFAND should: (i) issuer&on relevant risk
indicators regarding tobacco smugglingelated ML, including the use of cash; and (ii) equire
enhanced CDD measures to be applied to tobaewmdated industries and businesses.

180. Given the Andorran context, these proposed measures appear reasonable.

181. More generally, the authorities have not explained how the results of the NRA are to be used
to justify exemptions (e.g. those considered under c¢.1.6) and support the application ahy
simplified measures for lower risk scenariosHowever, as mentioned under 10.4, the current use of
exemptions by FIs does not appear to be extensive and applicatiaxf simplified CDD is not
prevalent.

Objectives and activities of competent authorities

182. As explained under 10.3, the UIFANDO O O P A O (hEsGil liditéd Wiziv Eh® the wider
governance, business models and operational issues within those Fls and DNFBPs it supervises,
including three banks which have relatively substantial foreign operations. Whilst these areas are
covered by the main prudental supervisor - the INAF - they overlap with AML/CFT supervision
Whilst there is aMoUin place between the two supervisorsstrategic co-operation and caordination
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of supervisory activities will need to be improved ifrelevant action plans are to be eféctively
implemented.

183. Furthermore, as identified in 10.3, riskbased supervision has still to be fully applied to FIs and
$.&"00 xEEAE 1 Au i AAl OEAO OEA 5)&!.$860 OODPAOOEC
and TF risks that have been identified byhe country.

184. The objectives and activities of the UFANDO 1 D A O A GiitlILEAS lappdad t& I6& fully
consistent with the NRA and action plans, whichvill not cause the UIFANDor LEAs toactin a way
that is at all different from their current operating models. It is to be commended thatfor some time,
the authorities have focusedon investigating, prosecuting and confiscating proceeds from foreign
predicate offences, whichis in line with threats identified. It is noted also that in excess 080% of
investigative judges have been assigned to thepecialised section of the courts in order to deal
exclusively with financial crime. The majority of mitigating actions foreseen by the NRA concern
legislative and institutional reforms and are to be addressed atational level.

185. It appears that combating terrorism and TF have always been a priority for the LEAs. The
objectives (although often informal) and activities of the competent authorities seem to be broadly
consistent with the TF risk identified.

National coordination and cooperation

186. PC1 was established undeGovernment decree in 2008 to deal with AML/CFT issues. Article
56 ter of the AML/CFT Act determines that it is to be comprised of representatives :ofi) the
Ministries of the Presidency, Finance, Hom Affairs and Justice, Economy and Foreign Affairand
the UIFAND which is the chair. The legislationstates that, when matters affect the Andorran
financial system, a representative of the INAF shall attend.

187. The purpose of the committee is to comrdinate the work of the various ministries, the UIFAND
and the INAF in the fight against ML/TF. Through its membership, the Committee: (i) studies the
ML/TF situation in Andorra; (ii) participates in the assessment of measures and actions undertaken
in the field of ML/TF; (iii) offers advice on legislative changes; (iv) attends international meetings;
and (v) provides advice on the drafting of reports addressed to international bodies. In practice, it
has primarily been concerned with making legislation to implenent the FATF Recommendations, EU
Directives and recommendations in the @& round MER.

188. At the date of the oROE OA O E O EGdvernrhentAad gteédddOmerge PC1 with a second
committee which deals with the implementation of international sanctionsincluding TFS(PC2)
Evaluators were informed that, going forward, this merged committee will focus on implementation
of the action plars in the period up to 2019 - using executive powers held by its members. No
changes have been proposed to roles and respgibilities of committee members.

189. The NRA concludes that PClias not been sufficiently activein defining AML/CFT policy and
strategy. This view is supported by a review of minutes of meetings of the committee held in 2015
and 2016 which do not convey thatrepresentatives are driving change, moving matters forward, or
co-ordinating their activities. For example tere is no evidence that the committee has discussed
AML/CFT matters or integrity issues arisingfrom major ML cases (including bribery in private
sector at operational level), and 10.6 refers to failure to discuss police information on organised
crime group activities with regard to tobacco smuggling. It is noted that(i) the INAF is not a
standing member of the committee (though it has attended mmy of the meetings held); (ii)
representatives from key agenciehiave beenabsentin somecommittee meetings (because of other
engagements); (iii) there is limited attendance by the Police Department and Customs Department;
and (iv) not all members activey participate in deliberations on the development of key proposals.
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Instead, minutes convey an impression that PC1 is more of a discussion forum and limited to the
revision of legislation in line with international standards. PC1 does not appear to take digions,
there is no follow up of actions arising from previous meetings, and there is no consideration of the
activities of each agency between meetings. There are similar concerns about the effectiveness of the
work of PC2.

190. Despite this, work undertakenin a short period of time by the domestic authorities on the
NRA and action plans, led by the UIFANBnd action taken to resolve the banking failure (see box
13) demonstrate that there ismeaningful coordination and cooperation at policy level

191. In addition, Article 53 of the AMULCFT Act requires the UIFAND to promote and cordinate

measures to prevent ML/TF. This complements its two core rolesf: (i) AML/CFT supervisor; and

(i) financial intelligence unit (FIU), and there is a clear benefit to one agenayndertaking both. For
AgAi bl Ah xEAT OEA 5)&!.3$80 1 DAOAOGEIT Al AOAA AAO;
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in order to inform its supervisory efforts. The benefit from this internal relationship can be seen in

the sanctions cases detailed in 10.3, the most significant of which have emanated from investigations

by the operational area.

192. Domestic operational cooperation (especially informal) between therelevant AML/CFT
authorities is also well-established in Andorra. However, as noted above, there has been limited
interaction between the supervisory arm of the UIFAND andhe INAF to coordinate supervisory
activities. Evaluators also understand thatinformation on judicial investigations is not made
available to, or used by, supervisors, which could assist identification of emerging risks and trends in
ML/ TF.

193. There is little evidence of any ceordination or cooperation in relation to PF matters.
Accordingly, it remains unclear whether the level of ceordination and cooperation and sharing of
information and intelligence across all relevant competent authorities is adequate to effectively
combat PF.

0OOEOAOA OAAOT 060 AxAOAT AOO 1T £ OEOEDO

194. Andorra has produed a sector level NRA and associated action plans to reduce ML/TF risk in
each sector The NRAIncludes qualitative andquantitative information provided by the supervisor,

private sector and professional associations. The main findings have subsequentlgelm shared
through workshops.

195. However, awareness of the output from the NRA appears mixed: the banking sector is best
informed and some sectors of theDNFBP sectosuch as gestorieseast aware. The NRA wasdopted
in the English language, and, at the timef the on-site visit, was being translated into Catalan.

196. The UIFAND met with the banking sector on many occasions in 2016 and 2017 to consider the

I 60P0OO A&OTiI OEA .2'h ATA EO xAO AOCEAAT O &EOI i OE!
been engagedn the process andbroadly AT T AOOOAA xEOE EOO Al 1T AI OOET T C
non-bank FI sector, awareness of the NRA was also high as their principals were drawn in either

OEOT OCE OEAEO AOQOOET AOOS DAOOEAEDA Gdiidn] Likd tie banksOT OCE
they broadly agreed with the findings.

197. Conversely, knowledge about the NRA appeared poorest amongst the larger DNFBP
community (except notaries). The evaluation team met a lawyer that had not participated in the NRA

process, and hd not seen its output, and a CSP which had participated in three NRA meetings but
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had not yet seen the results from the assessmeriiowever measures are foreseen to communicate
more widely the output from the NRA.

Overall Conclusions oimmediate Outcomel

198. Andorra has put significant effort into undertaking its NRA. As a consequence, for a first time
wholesale exercise to understand MLTF risk, it is a very detailed and frank assessment of the
ML/ TF risks it faces, upon which subsequent assessments can lduiwWhilst not approved until
December 2016 it was encouraging to observe at the time of then-site visit that Andorra had
already begun addressing the recommendations drawn up in the action plan

199. Andorra has achieved a substantial level of effectivenes s for |0.1.
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Key Findings and Recommended Actions

Key Findings
Immediate Outcome 6

The authorities systematically use financial intelligence and other information provided bythe
UIFAND in developinginvestigations of ML cases. The good ratio ofABRs submitted against the
number of investigations initiated based on them supports LEAs consideration that the UIFAN
analyses/disclosures are of a high quality.

The number of SARs submitted by the reportingntities appears to be modest. Before submitting
SARs, reporting entities often visithe UIFAND and discuss the case informally. The authorities dee
that, thanks to such practice, most of the SARs received ttne UIFAND lead to disclosures to judicia
authorities and subsequent investigations. So fatwo SARs concerning TF have been submitted.

The insertion of tobacco smugglingcrime into the list of ML predicate offenceshas increased the
number of SARs. Subsequent analyses of these SARs led, in mbstases, to judicial investigations
and seizure of assetsThe UIFAND based on analyses it has carried outs currently drafting
guidelines and indicators on this specific typology.

The number of controls performed by the Custom®epartment is not in line with the threats
identified by the NRA.

Cooperation and communication between the UIFAND and LEAs seem to be intensive and fruitful
inter alia, includes faceto-face meetings which enable the interlocutors to discuss all aspects of t
case(s) ando preserve the confidentiality of information.

Human resources are an issue of concern given the heavy workload the UIFAND is exposedea.
the role of the UIFAND to check and approve each foreign application to invest in Andorra seriou
impacts OEA T PAOAOET T Al OIT EOBO0 x1 OEI T AA8 .11AOE
receipt of the STRs are always prioritised against the checks of the foreign applications to invest
Andorra.

Immediate Outcome 7

Andorra has a smdl law enforcement and magistrates community, which has facilitated good
cooperation and coeordination, effective investigation and prosecution of complex ML cases. The
cases have generated uniform ML case law and reflect high professional standards.

The criminal justice system investigates and prosecutes a wide range of cases which are consist
xEOE OEA Al O1 OOUB8O -, OEOAAOalonkiMAwit & foréign prexicat
offence, third-party and seltlaundering. Nevertheless, the ratio betweennvestigation/prosecution
and subsequent convictions appears to beodest

The ML offence combined approach (having a specific list of predicate offences in conjunction w
the threshold of a minimum of 6 months of imprisonment as a sanction) and necriminalisation of
tax crime trigger supplementary requirements in establishing the foreign predicate offence, which
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challenging for the judiciary in standalone ML.

The ML threats that the country faces, the current workload, complexity of caséslack ofhuman
resources, certain shortcoming with regard to legal framework and the court proceedings tha
appear to be exceptionally long, call for further strengthening of the institutioal and legal
framework.

The imprisonment sanctions imposed by the courts o natural persons are proportionate and
dissuasive and are cumulated with fines which can amount up to 3 times the value of the launder
funds. Andorra does not have criminal liability for legal persons and to date the existing alternativ
measures proviced by the law have only been applied once.

Immediate Outcome 8

The Andorran authorities consider depriving criminals of their assets to be one of the priorities i
overall criminal justice policy. The legislative and institutional reforms carried out in ecent years
have had a positive impact on the effectiveness of the confiscation regime, while further measures
improve the system have been provided in the National Level Strategy and Action Plan of the NRA

Confiscations mostly involve assets resultingrom ML which include the property laundered and
instrumentalities used. Other than that, a conviction for a predicate crime in foreign jurisdictior
usually triggers direct confiscation.

Authorities seem to apply a reasonably proactive approach in pursng the confiscation of assets
This means that assets obtained or laundered are pursued even in cases when the dual crimina
principle could prevent that.

Searching for criminally obtained property is quite a complex process although parallel financial
investigations are systematically carried out, lack bhuman and technical resources andestrictive
access to databases by some of the LEASs casts doubt on the effectiveness in identifying proceeds

Cash smuggling has been identified as vulnerabilityn the NRA. Nonetheless, the activitie
undertaken by the authorities to uncover ML through transportation of cash do not reflect the risk
identified.

Andorra does not have the comprehensive asset sharing mechanisms with other countries, ap
fromthe 3 8 ' EOAT OEA AT O1 OOU8 O OEOE D-Oderdiar frhm @erd
jurisdictions in seizing and confiscating the proceeds from crime.
Recommended Actions

Immediate Outcome 6

1 Human and ITresources of the operation& unit of the UIFAND should be reviewedaking into
account the amount of work it is currently assigned. Access to the cadastral and tax databa
should be granted to the UIFAND

9 The UIFAND should consider why the number of SARs made in recent years is modest given
Al O1 OOUBO OEOE Ai1 OAoOh AT A OAEA ADPDPOI DOEA

I The UIFAND should strengthen its case study analysis on the basis of a summary of c:

18 The need forsuch reinforcement is emphasised by the significant number of SARs expected in respect of ML
cases related to the banking failure.
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Immediate Outcome 7

1

Immediate Outcome 8

)l

prepared for the NRA purposes. Typologies of the most common ML trendscluding potential
vulnerabilities, should be discussed by PC1 and with the private sector.

The UIFAND should continue oigoing efforts to produce and approve the manual to be used [
staff to mitigate the risk of loss of institutional memory in case of staff departures.

The capacities of the Customs Department should be strengthened in order to enhance bor
controls of transportation of cash into and out of Andorra.

Andorra should significantly reinforce human and technical resources (IT tools) of relevar
authorities involved in ML investigations, especially the Police andpecialised investigative
judges @Batllia), in order to effectively combat complex stanealone ML schemes.

Andorra should criminalise: (i) tax evasion in a manner that covers all the elements related t
direct and indirect tax crimes; (ii) bribery in private sector; (iii) smuggling of goods other than
tobacco, and make them a predicate offences faviL; and consider adopting an altrime
approach regarding ML predicate offences.

Andorran authorities should consider, in line with ECHR obligations, what further measure
should be taken to simplify the appellate procedure or to otherwise significantly gedite the
timely conclusion ofcriminal proceedings.

Given the risks of using legal persons as vehicles for ML, as identified in the NRA, Andorra shq
consider introducing criminal liability of legal persons in legislation.

The authorities should make ¢gislative steps to increase of the secrecy measure beyond
months period and thus minimise the threats originating from the current, overly broad,
regulations to notify the suspect(s) of the proceedings against them and provide them access
the criminal files. This point is also relevant tdO.2,10.8 (due to risk of asset dissipation) and
10.9.

The authorities should systematically collect statistics regarding ML investigations, prosecutior
and convictions in line with FATF guidance, including: (i) agegation of active and concluded Ml
investigations; (ii) number of persons investigatedoroken down by predicateoffence andtype of
ML; and (iii) prosecutions and defendants sent to trialincluding the predicate offence and the
assets seized).

The legalframework should place a requirement on Fls and DNFBPs to provide informatiq
requested for judicial investigations on a timely basis and within exact deadlines. This point
also relevant to IQ2 and 1Q8.

The authorities should devdop a case management system which would enable them to ke
comprehensive statistics, which would include: (i) data on the amount of property seized an
confiscated; (ii) type of confiscation; and (iii) breakdown of figures by predicate offence. Sug
database shall also assist authorities in assessing the risks and determining the effectivenesg
the confiscation system in place.

As identified in the NRA, the authorities should strengthen the mechanism for cro®®rder
control of cash and adequately appl measures provided in the National Level Strategy an

41



Action Plan of the NRA.
I Andorra should introduce assetsharing mechanisms with relevant foreign jurisdictions.

I Permanent training programme and guidelines on financial investigations and asset tracisgall
be introduced to ARO.

Immediate Outcome 6 (Financial intelligence ML/TF)
Use of financial intelligence and other information

€) Access to information

200. The UIFAND is the authority responsible for receiving, analysing and disseminating SARs
submitted by the obliged entities. The UIFAND can also initiate investigations following its own
findings, foreign FIUs requests, or upon information received by a third py.

201. The UIFAND has direct system access to a wide range of information and databases. Direct
access to the Polic®epartment database has been granted on the basis of the MoU signed between
the UIFAND and the Police Department in 2015.

Table 4: Databasesto which the UIFAND has direct access

Database Holder Available information

The UIFAND SARs

The UIFAND International requests

The UIFAND National cooperation information/requests

The UIEAND Cash smuggling infringements fronCustoms
Department

Customs Department Crossborder transportation of cash controls

Companies register Companies information

Police Department Vehicle licensing

Police Department Employment registry

Police Department Andorran citizens

Police Department Immigration register

Police Department Interpol database

Police Department Criminal records

Police Department Investigations (only yes/no)

202. Access is also possible to the following databases and information (also not requiring prior
judicial order), where it is requested in writing by the Head of the UIFAND: (i) tax department
databases; (ii) information on real estate ownershigf; and (iii) information from any other

19 Information on property ownership is not centralised and is held at local administration level and by notaries.
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administration, e.g. Custom®epartment and the Ministry of Finance. The authorities refer to ths as

OET AEOAAO AAAAOO68 4EA 5)&!.3$ 1 AU Al O OANOAOGO
judicial authorities. Given the risk profile of the country, direct access to tax and real estate
ownership data would be beneficial, in particular for the perational unit of the UIFAND.

203. The UIFAND has the power to request financial information without prior judicial order
(unlike Police Department and prosecutors) as well as additional information from the obliged
entities, regardless if a 8R has already ken submitted.

204. Andorran authorities have not kept detailed statistics with regard to requests the UIFAND
made to the reporting entities following the submission of a 8R. This can partially be explained by
the manner in which communication betweerthe UIFAND and reporting entities is carried out. Each
time an obliged entity considers whether to send a/AR, the UIFAND is consulted in advance and
usually a meeting is scheduled to discuss the matter. During the meeting the obliged entity exposes
the case to he UIFAND which then provides feedback/requests additional information, thus
reducing the need for subsequent formal communication. Such communication is effective given the
small size of the jurisdiction and the low number of the reporting entities whictgenerate modest
number of SARs.

205. In most of casesthe UIFAND seeks additional information once the AR is analysed. More
precisely, the UIFAND usually requires additional information from the entire banking system
whenever they receive a 8R. However, outgle of an isolated study?, authorities were unable to

provide accurate statistics of such requests.

(b)  Use of intelligence

206. From 2001 to 2015, financial intelligence was disseminated by the UIFAND to the Public
Prosecutor. This practice has proved to be cumbersome given that, for any further action to be
undertaken, the public prosecutor needed the approval of the investigativeudge. Since 2015, and
subsequent to the legislative amendmentghe UIFAND reports have been disseminated directly to
the investigative judge, who decides on the further actions in gathering evidence and opening the
investigation.

207. The statistics presented by the authorities show that most of the ML/TF cases investigated
come from the reports disseminated byhe UIFAND.

Table 5: Ratio of ML/ TF judicial investigations based on UIFAND disclosures to other sources

Judicial Judicial ML/TF ML/TF
investigat ions investigations investigatio  investigations

based on based on other ns based on

UIFAND sources UIFAND

disclosure disclosure
2010 14 3 17 82 %
2011 11 3 14 79 %
2012 4 6 10 40 %
2013 6 2 8 75 %
2014 10 4 14 71 %

20 The UIFAND conducted a study on requests sent to banks in 2015 which includes some statistics for this
sector; it is further elaborated under core issue 6.4.
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2015 16 8 24 67 %
TOTAL 61 26 87 69 %

208. Also, due to the B8R refinement process previously described (see above 6.1.a) the ratio
between the number of reports disseminated by the&JIFANDand subsequent ML/TF investigations
indicates that financial intelligence is widely used by LEAs in pursuing ML cases.

Table 6: ML-related judicial proceedings following the reports filed by the UIFAND

Cases Reports Judiciary

Year opened disseminated inye§tigatio[1§ Prosecutions Convictions
by by UIFAND AlT111TxETC

UIFAND disclosure
2010 60 14 14 2 -
2011 82 19 11 1 -
2012 70 14 4 2 -
2013 75 16 2 -
2014 76 25 10 2 2
2015 111 21 16 1 -
2016
(until 31 11 14 2 1
20.06)

209. An example of a case triggered by the UIFAND report is provided below. It demonstrates a
proper use of powers bythe UIFAND to seek information, as well as the use of financial intelligence
by LEAs.

Box 1: Example of a case triogered by the UIFAND

Origin: SAR
Alleged crime: ML
Destination of analysis: Specialis ed investigative judge

On 2nd February of 2016the UIFAND opened a case and started a financial analysis following t
transactions made by one of the clients of a financial entity which were not in line with thei
professional and financial background.

I FOAO AT 1 001 OET ¢ OEA AlsierksadnddhErildtabaséds fo whAidh th® WFAKL
has direct access to, the following information was gathered: the client was one of the owners o
legal person with commercial activities established in 2013. Analysis showed that his month
ET AT I A Ad rioreAHad 10500 EUR, which was not inné with the amounts of the afore
mentioned transactions.

Further checks confirmed that the client had previously been under investigation in Andorra for th
crime against the intellectual property (sale of satdite channel fake cards). The same person had
criminal file in a neighbouring country for an alleged crime of tobacco smuggling.

The UIFAND requested additional information regarding the financial movemenis other banking
entities in the country. One the information was received and analysedhe UIFANDconcluded that
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the client had other bank accounts, with were closed, linked to the commercial activitiesuntil
2013.

In addition, during 2015 there have been 22 cash receipts in amount of arourllUR 60.000. This
was explainedas a regular revenue.

CONCLUSION OF THE ANALYSIS
The cash incomes in the bank account were not justified. These could come from a presumed ill
activity. The Police Department and judiciary information reinforced this condusion. The amounts
deposited in cash, could correspond to the payments received or from benefits obtained fro
operations of tobacco smuggling. In any case, they would correspond to a percentage of a t
amount of tobacco that could have been exportedicitly.

LAW ENFORCEMENT INVESTIGATION AND PROSECUTION
The case was sent to th8atllia (Investigative Court). Investigation was opened and three person
were arrested.

When the arrest took place (July 2016), aroun&UR19.000 in cash were found inside the engine o
OEA TTA T &£ OEA OOOPAAOGO AAO8 4EEO DepadmeitArd
Foreign Unit.

On 5th July, 2016, the main suspect was charged for crimeMLt in line with Article 409 of the CC.

LEAswhich carried out the investigation, identified and seized/frozenEUR30.155 in cash, 4.500
cartons of cigarettes, and three luxury vehicles.

210. The UIFAND advised that their reports once they are sent to the imestigative judge- are also
made available to police officers who then use them for investigative purposes. As a matter of
systematic practice, the findings are discussed in face to face meetings, which include UIFAND,
the Police Department, prosecuta and investigative judge These meetings enable the exchange of all
relevant data/information and coordination among the UIFAND and LEAs on how to proceed
further. All interlocutors met on-site consider such practice as a way to properly coordinate
investigatory activities and preserve the confidentiality of information. To them, it also confirms that
LEAs routinely use financial informationnot only for ML but also forinvestigating predicate offences.
However, the NRA notes that in some, rather exceptiahcases, the UIFAND reports were not sent to
the Police Department. As a consequencéhe FPolice Department had to carry out their own analyses
thus overlapping with the UIFANID \@ork.

211. With regard to TF, apart from the cases that were reported under 10.9nalysis of financial
intelligence did not confirm any attempt of TF offence so far.

SARs received and requested by competent authorities

212. The SARs are received in paper form with the supporting documents attached. In complex
casesand in any case when th&JIFAND requests soSARs are also submitted in a digital form (on a
CD/DVD) to foster the information processing. The table beloummarisesthe number of ARs
disseminated:
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Table 7: SARs received and disseminated by activity

2012 2013 2014 2015 201621
Rcvd. Diss. Rcvd. Diss. Rcvd. Diss. Rcvd. Diss. Rcvd. Diss.
Banks 20 9 28 12 32 13 52 19 48 17
Non- 1
banking FI
Notaries 1 1 1 1
Lawyers 3 1 2 2 1 0 1
Accountants O 1
Economists 1 1 2
Insurance 1
Companies
Real Estate O 2 2 1 1
Agencies
Money 1 1 0 2 1
Orders
Total 25 10 31 14 36 16 60 21 53 17

213. As indicated in the table, banks are the main source of theABs, while DNFBPs have
submitted very few of them. The number of 8Rs is in general considered asodestfor the reasons
further elaborated under 10.4. Despite the low numbers of ARs sent by DNFBPs, a good proportion
of the SARs sent by this sector led to dissemination by the UIFAND.

Box 2: Example of a case triggered by a SAR made by a DNEBP

Origin: SAR

Reporting entity: DNFBP

Alleged crime: ML

Destination of analysis: Specialized judge

A reporting entity submitted an SAR involvingD AOOT T j ! Qh EEO BAOOI A(
Al A EEO ,CEAOEAQ El T Ax #\6}18\ 0AOOIT ' EO OEA
188 EAOA DI x A OdmpanyEB. ADiGvbhed detsond afe citizens and residents of
European country (Y).

While performing CDD, negative information was found regarding person C.

The consultaton in the commercial and companieslata bases provided the following information:
In 2013, person A was the only shareholdeof company B. Thedeclared purpose of the company
xAO OET OAOGOI AT O AT A AT AOcu ET OAOOECAOQEIT BO
On the 10/2013, person A created in Andorra the legal entity B.

21 Statistics between 28/09/2016 and 31/12/2016 were given after the onsite visit.
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On the 07/2014, person A, acting in name and representation of company B, appears in front of 1
same notary, toC OAT O PiI xAOO 1T £ AOOI 01 AU T £ OEA Al | b/
The UIFAND obtained the following information in open sources of information:

In 2004 a company from country Y bought an Italian company that produces and distributes ga
Later, the Italian justice confiscated the heritage of the original owners of the Italian company (th
head of the company was person C), because absgible links with the organised crime The
company was a part of a deeme which lauders funds of ariminal group. In 2013 the Italian justice,
seized about 48 millons of Euros from person C (dieéh 2000).

POT DPAOOU 1 £ bAOOIdsdbeen dohfiscatéddy thelltalianfustiteA O A

The UIFAND requested and obtained relevant information (vicEgmont) from the countries
concerned:

- Person A is a holder of four individual bank accounts, in four entities i\ndorra. All the
accounts were opened in 2013 and before.

- The bank accounts analysed have the same kind of movements.

- The transactions thattook place in the three accounts in 2013 consisted in the deposit of 3
transfers (13 in each entity) ordered by person A, from his bank accounts in three efigs in
country Y. This leado the following conclusions:

Person A in July 2013, and before th confiscation process started, initiated aransfer of his
property outside country Y, in a fractionate manner for both the accounts and the amount.

The documents made available to the UIFAND indicated that the beneficial owners of the Andorr
companyx AOA DPOI AAAT U PAOOTITO '8 AT A ! 38368 praper®
that belonged toperson C.

The accounts presented a total balance close EJR1.500.000.
LAW ENFORCEMENT and MLA COOPERATION

The case was disseminated to the SpecialiteSection of theBatllia (investigative Court) and an
investigation was launched.

The PoliceDepartment conducted the investigative activities together with the Italian investigatory
authorities. The AntiMafia prosecutor of Palermo travelled toAndorra, in order to participate in the
investigation. The investigation is still underway.

214. The tables of 3Rs received and disseminated by professions (6.2), the Melated judicial
proceedings following the reports filed by the UIFAND (6.1(b)); and the ratibetween the number of
SARs received and disclosed to the investigative judges e UIFAND tend to support the
appreciation that the general quality of the 8Rs is high, especially from banks. Both the reporting
entities and the UIFAND consider their actie cooperation in the production of &Rs (as described
under 6.1) to be a key reason for the good quality reporting.

215. The private sector, including DNFBPs, is undergoing the AML/CFT trainings organisedthg
UIFAND since 2013. These trainings covered nohly general AML/CFT concepts but also concrete
indicators and typologies. However, as elaborated under 10.3, this training has been focused on-non
banking FIs and DNFBPs. Also, professionals met-site indicated that more training on trends and
typologies from the UIFAND would be appreciated. Such training would probably help to enhance
the number of good quality reports by DNFBPs.
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216. The National level NRAdentified that some reporting entities involved third parties in their

SARs decisiofmaking process. This practice has been confirmed by private sector met -site.

Indeed one of the Andorran banks has externalised itegal departmentz entrusted it to alaw firm.

I OAPOAOAT OAOEOA 1T &£/ OEEO 1 Ax EEOI EO Al O1 OEA i
decides whether or not a SARM®uld be submitted Although, in this concrete case, the situation did

not seem particularly problematic, the fact that thé kind of practice occurs may create a risk of

tipping off.

217. The National level NRA recognises that the introduction of the tobacco smuggling in i of
predicate offences for MLhad a positive impact on the number of 8Rs. At the time of the onsite vig
twelve (12) SARs have been filed witithe UIFAND. In those casethe UIFAND analysed the reported
reasonable grounds that ML, including selfaundering, took place. Investigations were subsequently
open, several persons were arrested, and money, regdtate and vehicles were seized.

Box 3: Example of a case involving tobacco smugaling as a predicate offence

SAR submitted by a banking entity; Source: UIFAND annual report

An obliged entity submitted a suspicious transactions report to the UIFAND in laion to cash
movements generated by a dulauthorised shop in Andorra which sales tobacco.

The analysisof banking transactionscarried out by the Unit's operational area showed a substantig
volume of annual revenues which was distributed in amnusual manner.

The study determined that, in the last two years, 95% of the revenues were obtained in cash, wh
credit card income entailed only 5% of the total.

With respect to the distribution in time of the cash revenues, the study concluded that there wao
logical pattern and that there was an acyclic correlation with the dates and periods of greate
tourist influx. The shop shows coherent commercial marging/hile almost all payments tosuppliers
concern tobacco The annual turnover is approximately tihee million euros.

Consequently, there was reasonable indicative evidence to believe that part of the tobacco was s
for illegal export.

Risk indicators that lead to such conclusion:
- the type of commercial premises and their location make it hard to justify the volume ¢
revenues,
- the handling of large amounts of cash for the declared business activity in relation
collections made by credit card,
- the pattern of the distribution over the course of time of the shop's revenue is not logical.
The investigation is still underway.

218. The manner the analysis described above wasarried out has also beerapplied to all other

cases involving tobacco smuggling as a predicate offence. This diggy has also been shared with

the reporting entities through the UIFAND annual report. Tobacco smugglingARs have been

OOAi EOOAA ET A AECEOAI &I Ooih OEOO AT AATET C 1 AOCA
without delay.

219. With regard to cash couriers and as already elaborated under 6.1.tne UIFAND has a direct

access to the jointCustoms Department database, which they consult for every AR received. This
database is populated by theQustoms Department upon their controls. However, the mmber of
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controls and sanctions appears to be rather lo# in comparison to the risk regarding both- cash
couriers and tobacco smugglings. Hereafter is a table of the controls performedy the Customs
Department, while details on sanctions applied are provided under the 10.8.

Table 8: Number of vehicles controlled at Customs Department from 06.08.2015 till
20.04.2016

2015 2016
From 06.08.2015 il From 01.01.2016 till
31.12.2015 20.04.2016

Andorra to 299 10

France

France to

Andorra ey e

Andorra to Spain 38 164

Spain toAndorra 295 94

220. Authorities recognised that not enough staff has been allocated to the border controls. Since
the cash declaration regulation has been recently introduced, th€ustoms Department still lacks
expertise to detect such infractions. From the meetings held esite, it appears that the focus of
officers is on smuggling of goods rather than on cash. Currently staff undergoes training organised
by SpanishAgencia Tributaria

221. TCO02/2015 sets out obligations applicable to entries and withdrawals of cash for an amount
of EUR 10 000 EUR. It notably requires that Andorran bankg) request their customers to present a
duly completed declaration formfor the Customs Departmentfor each deposit of EUR 10 000 or
more (or equivalent); and (ii) inform customers of the requirement to disclose cross border cash
movement in the case of a withdrawal of EUR 10 000 or more (or equivalent). This measure is
intended to ensure that information onsuch withdrawals or deposits will be included in the Customs
Department® database which is accessible to the UIFANBet the understanding of the assessment
team is that a client who fails to fill in this special form would not face any consequences. &g to
submit the form would not trigger the same responsibility as it would be in the case of false
declaration of cross border movements of currency.

Operational needs supported by FIU analysis and dissemination

(@) Operational analysis & dissemination

222. Unlike the number of judicial investigations triggered bythe UIFAND disseminations, the
number of ML prosecutions and convictions is modesT he interlocutors met on-site confirmed that
this was not due to the low quality or any other issue related to theJIFAND reports, or to

22 Approximately eight (8) controls/day in 2015 and even less in 2016 based on the data provided

23 NRA states that pen sources information indicates that a significant number of cases ofsmuggling of
tobacco from Andorra to Spainare detected at the Spanish borderFrom the Andorran side, the number of
controls appears to below.
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cooperation between them and LEAs, but to other issues that involve complex judicial proceedings,

which, in general, are lengthy. This is further elaborated under the 10.7.

223. The5) &! . $60 DI xAO O DI OOPTITA ©Ohéé &d RdighT O E (
grounds/evidence that a freezing order would be issued by the investigative judge. In general, the
postponement mechanism is rarely used because of itshiarent problems (e.g. risk ofieopardising

OEA ET OAOOECAOET 1T Olent dderAntag] Bist up B fivebdiayd. GHbieVeA once the
postponement measures are lifted, if no judicial order to freeze the funds has been issued, the risk of

further transfers, and inability to trace them, is rather high.

224. Although the use of resources currently available for operational analysis seems to be
appropriate, the heavy workload raises concerns as to whethéhe UIFAND is sufficiently staffed. At
the time of the onsite visit, three (3) persons were in charge fothe UIFAND operational activitie$4:
two of them had previous work experience with the police, and one is a financial analyst. The officers
with police background have vast experience on AML/CFT matters, while the financial analysis has
joined the UIFAND gice November 2013.

225. The UIFANDadvised that they were in the process of hiring new staff members; however, at

the time of the onsite visit, the evaluation team learned that one staff member had just left the
institution. Staff departures are an issue of catern, especially in the context of a small FIU. With the

idea to remedy the possible consequences of frequent staff departurése UIFAND drafted amanual

aiming to gather the existing analytical methodologies and good practice developed so far. The
assessment team welcomesthe 5) &! . $6 0 AA£E 000 ET OEEO AEOAAOQEI]
priority, should include: (i) guidelines and available methodologies for the analytical process théte

UIFAND staff apply; and (ii) guidelines and key principles oboperation with the LEAs.

226. Regarding the IT resourcesthe UIFAND uses a custormade Lotus database to manage its
cases. For the analytical process, access to Microsoft Office software and IBM I2 is available.
However, the software has not been largely usetbr analytical purposes- 12 is used only n specific
cases to make them more understandable by judicial authorities. CompleXAs and smuggling
related SARs are filed in digital format on a CD/DVD while, sometimes, the excel spreadsheets are
filled in manually by the analysts since most of the communications related toARs is paperbased.
The UIFAND database is also filled manually. This might cause a problem given the issues related to
the UIFAND staffing.

227. The use of human resources bthe UIFAND is ado affected by the role of the institution under
the Foreign InvestmentAct. The UIFAND has an obligation to check and approve each new foreign
investment that is covered by that law. The operational staff ahe UIFAND therefore analyses all
foreign investment applications. In practical terms, an operational officer performs checks on each
legal and physical person behind these investments, assessing the level of potential ML/TF risks. In
2014 and 2015, respectively 1022 and 1141 foreign investment appli¢@ns had undergone these
checks.Nonetheless, the priority is always given to the STRs analysishdcriminalisation of the tax
crime and its inclusion in the list of ML predicate offencewill significantly increase the workload of
the operational department. The time allocated to foreign investment checks, in the context of the
afore-mentioned legislative changes, mght need to be further considered by the UIFAND and
adequate response to this challenge should be sought.

(b)  Strategic analysis
228. 4EA 3 O00OAOACEA AT Al UOGEO EO DPAOA&I O AA AU OEA 5) &
the operational officers notice a certain rehearsal of cases submitted to thiFAND they may decide

24 Authorities indicated that a third additional police officer has joined the UIFAND shortly after the onsite visit.
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to conduct a parallel analysis on these cases. This analysiaymesult in preparation of a TC, which is

then disseminated to the reporting entities. According to the AML/CFT Act, $Coresents an

obligatory instruction which the reporting entities have to follow. This type of information on
indicators and trendsisd O AEOOAI ET AOAA xEOEET OEA OOUDPI I T CEA
xEEAE AAT AA &£ OTA 11 OEA pOAI EA PAOO | £ OEA 5) &!
229. Both the TCsand typologies identified some important patterns and trends, including: (i) ML

risks associated with Rirnamanian companies; and (ii) practice of parallel cash withdrawalthrough

the same officeand deposits as a mean to hide and disable the tracing of money.

230. Some of theseTCsare published on the public part of the UIFAND website while others are on
its restricted part. For example, in 2011 the UIFAND decided to disseminate indicators on TF
through a TCon the public section of the website. If posted on the public part, the document has to
remain general and cannot contain detailed indicators. On the othérand, if circulated through the
restricted access part of the website, th&Ccan be more detailed but subject to less dissemination.
TCsshould be as detailed as possible and their publication on either restricted or public webpages of
the UIFANDappearsto be carefully examined in advance.

Table 9: List of TCsissued by the UIFAND arranged by availability 26

Number Content Availability
TC-02/2014 Enhanced CDD regarding Bosnia and Herzegovina Public
TC-04/2014 CDD regarding Panamanian entities Restricted
TC-05/2014  Prohibiting "cash transaction" seeking to disguise internal transfers Restricted

TC-02/2015 Obligations on cash deposits/withdrawals of EUR 10 000 or more and o Restricted
operations of large amounts of cash (EUR 100 000 or EUR 250 000
cumulative annual amount)

TC-02/2016  Prohibitions against Syria (following FATF listing) Public

TC-10/2016  High risk operations related to theAEOI fortax purposes Public

TC-01/2017  Associations, foundations and otheNPOs main methods used to abus&POs, Public
risk indicators and measures to be applied by NPOs

231. TCsare, in general, a very valuable and flexible feature of the Andorran AML/CFT system. The
UIFAND can use this power given by the law to respond to emerging needs mostly related to the
prevention of ML/TF in the country. Meetings with FIs and DNFBPs confired that they were duly
taken into account and swiftly translated into policies and procedures. However the assessment
team considers that moreTCs(or typologies in annual reports), based on cases and trends that have
taken place in Andorra, should be issed.

25 http://www.uifand.ad/p ublicacions

26 |ist excludes CTs related to: (i) updates of lists of countries classified high risk by the FATF; and (ii)
instructions concerning auditsof obliged entities.
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Cooperation and exchange of information/financial intelligence

232. As already mentioned, UIFAND operational officers have direct access to numerous databases,
including Qustoms Department and Police Department databases. In practice, each operational
officer has 2 computers: (i) a computer only connected to the UIFAND database, without internet
connection; (i) a computer with internet connection in order to access the register of companies,
Customs Department database, and other private databases (su@s World check) or open Internet.

233. The Qustoms $ A D A O O databadSe5contains all the controls performed byhat department
(including the records of the control). For every failure to declare, or in case of false declaration, the
UIFAND would create an ety in their own database, including the profile of the person.

234. To access thePolice Department database, a separate computer with a secured netwoik
used. Only two UIFAND analysts can access this database which contains criminal records and
indicates if a person is being investigated (details can then be asked directly) or is a matter of
interest by Interpol. This database also contains the registries of cars, employment, immigration, etc.

235. The manner the information is provided to the UFAND by Fls andDNFBPs has already been

elaboratedd 4 EEO DPOI AAOO EO EIT OAT OEOA AT A | betwéehthe OAEAO

representatives of these institutions. In that regard, the confidentiality of information seems to be
well preserved.

236. There isevidence that, within the UIFAND, the operational unit has fruitful cooperation with
the supervision unit. For example, in 2015, the UIFAND conducted a study regarding the number of
information requests issued by the operational unit to Andorran banks on ubjects of SARs or
UIFAND requests leading to a positive result (while the concerned bank did not send any SAR). Each
bank exceeding a certain percentage of positive result has been reported to the supervision
department for possible vulnerabilities or threats within their system. Evidence has also been
presented of cooperation between the INAF and the operational unit of the UIFAND in order to assist
the former with licensing decisions and approval of changes to shareholders and senior
management.

237. The UIFAND can also receive information from LEAs. A typical case of such practice involves
Police Department pre-investigative actions against one or more persons, in which they have
insufficient information to request a judicial order to access financial informtion. LEAs would then
send a request for information to the UIFAND, which treats such requests like &/ Usual checks
and analysis are then performed and, in case there are suspicioriie UIFAND would send the
report/disclosure to the investigative judge.

238. The UIFAND chairs the PC1 and PC2 meetings. Authorities indicated that both PC1 and PC2
would soon be merged into a single PC. However, to date, the role of these PC seems too passive: it is
limited to the revision of legislation advised by the relevaninternational standards (see also 10.1).
These platforms are not used for exchange of information of strategic importangeas an example,
Ppi 1 EAA ET & Oi AGETT 11 1T OCATEOAA AOEI A CcOi OPOS
shared with other interlocutors.

Overall Conclusions on Immediate Outcoge

239. The UIFAND gathers a wide variety of information and has access to relevant databases. It
provides good quality analyses which are afterwards largely used by LEAs to investigate Mihe

UIFAND has set good cooperation with the reporting entities and with LEAs. Altogether, these
elements lead to a good ratio between the number of reports generated lige UIFAND and the
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number of investigations subsequently opened. Yet, the number of SAReived by the UIFAND
remains modest.

240. Successful cases provided to the assessment team confirm the appropriate use of financial
intelligence by the competent authorities.

241. The members of the operational unit of theUIFAND are well experienced and are abldo

produce high quality intelligence. However, human resources are a matter of concern bearing in
mindthe5) &! . $80 AOOOAT O AT A AoPbAAOAA xI1 OEI T AAS

242. TCsz being a specific meansahe5) &! . $6 0 Al i1 O1 EAAQOET 1 zakeOE OEQR
perceived as strength of the AML/CFT system, primarily in the area of prevention.

243. Andorra has achieved a substantial level of effectiveness for Immediate Outcome 6.

Immediate Outcome 7 (ML investigation and prosecution)

244. Andorra has a small LEAs communyjtin charge of investigating ML: the specialised unit of

the Police Department (UICE2), the investigative judges within the specialised investigative section
of the Court of First Instance and Preliminary InvestigationgBatllia) and the PublicO OT OAAOOT 06
Office.

245. In the last 3 years, the judiciary has faced significant legislative and institutional reforngin
2015 the ML offence was amended (selaundering was fully incriminated and tobacco smuggling
was introduced as a predicate offenceand specialised investigative judges were appointed to deal
exclusively with serious economic crimes, including ML.

ML identification and investigation

246. The judicial authorities and LEAsenjoy a solid degree of independence, they are skilled and
motivated to effectively combat ML and have the ability to investigate and prosecute a wide range of
ML offences, including complex cases involving large scale third party ML schemes. Stalwhe ML
with an underlying foreign predicate offence is the most common typef ML offence in Andorra.The
effectiveness of the criminal process igherefore essentially influenced by the qualityand timely
inputs provided by other countries through international judicial cooperation. Andorran LEAs
systematically conduct financialinvestigations in all ML cases and seek appropriate assistanfrem
their foreign counterparts. Due to the size of the country, cooperation and eordination between
different LEAs and between LEAs and judiciary are rather intensive and informal, based on
permanent communication (mostly in the form of faceto-face meetings) Such practice has ledo
uniform caselaw and investigative practice.

247. In essence, the limited number of financial investigators and the difficulties encountered in

international judicial cooperation with some countries have had certain negative effects. The NRA
highlighted the need for a significant effort to resolve the lack of human resources, given that
Andorra is a regional financial centre with substantial ML threats

248. Although formally three different LEAs (Police Department, Prosecutor andBatllia/
investigative judge) can initiate preliminary investigations, in practice the investigative judge is a
dominus litisof the investigative procedure. Only the judge can authorise the collection of evidence,
including financial information. Prosecutors need judicial approval to access such information, and
although they are informed of the investigatory actions, their inglvement is proactive once the
investigatory phase is finished. They may ask for additional evidence to be gathered, however, such
proposals aresubject to the approval ofinvestigative judge. The Blice Department are preactive in
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gathering evidence butOUEAU AAO 11 001 U OPiIT OEA ET OAOOECAOEOA
access to information. External forensic accounting expertise may be ordered in the course of the
investigation, but in practice such analyses are performed by the Police Depaent.

249. The officers of the Economic Crime police (UICE 2) undergo trainings in Spainakece and

Italy. Investigative judges have been trained in the ML field in th&cole Nationale de la Magistrature
(France) and in theConsejo General del Poder Judici8lpain). The Andorran Superior Council of
Justice has established a compulsory training plan for all prosecutors and judges. In addition, the
00AT EA 0071 OAAOOI 060 |/ £AEAEAA EAO OAEAT 1 AAOOOAO
concluding different agreements for training and exchnge of bestpractices mainly with Spain,

France and ltaly.

250. There are 2 investigative judged supported by 2 assistants and 5 administrative staff in the
specialised economic crimesection of the court Batllia). No detaila statistics on the cases that are

UAO O1T AAO OEA ET OAOOECAOEOA EOACAO8 OAOGEAx xAOA |
on-site visit, there were approximately 150 ongoing ML investigations. The workload is
considerable, given the specitity and complexity of the files (usually standalone ML with foreign

predicate offence).

251. The number of prosecutors (6 in total including the General Psecutor) also appears to be
modest, taking into consideration that they are in charge to prosecute aflrimes in the country and
are also involved in different civil procedures.

252. The lack of human resources presents ask. The system could suffer from this shortcoming
even more in the near future taking into account the expected increase of the number ML cases
after incrimination of tax offences and the numerous SARs linked to ML cases arising from a banking
failure. Eight police officerswithin the specialised police unit arein charge not only of investigating
ML and other economic crime$ut alsoof executing MLA requests, performing the duties of ARO and
of other administrative tasks. They advised that they neededspecfiiic IT tools to improve the
financial analysis.It appears that thecapacities of the institutionsallow only several complex cases
to be investigated per year.

253. Mainly, ML investigations in Andorra are triggered by the UIFAND reports (app. 73%). Other
than that, ML cases are opened by the Police Department dmeir own initiative, usually based on
information provided by foreign counterparts (mostly Spanish and French Police), or through MLA.

254. A weak proactive approach innitiating ML investigations was identified in the 4 MER. While
there are improvements in this regard, LEAs have not yet developespecific guidelinesestablishing
the circumstances in which ML cases should be initiatedn order to strategically target areas of risk
with regard to ML, nor does it appear that the NRA findings are used/taken into account for this
purpose.

255. Nevertheless, the ML prosecution rate for cases initiated by LEAgx officio (30,43%)28 is
higher than the prosecution rate in cases initiated by the UIFAND16,39%)2°. The authorities
advised that this was due to the fact that in cases initiated by LEAs the predicatifence has already

27 Please see footnote 8 which refers to post esite appointment of a third investigative judge.

28 Between 2010 and2016, LEAs have initiated 23 ML investigations on their own initiative (without UIFAND
report) involving 182 persons. As a result of these investigations/ indictments were issued against 20
persons (no indictment in2013-2014) which culminated in 7 convictions 6 of whichbeing final.

29 OQut of the106 UIFANDreports disseminated to LEASn 2010-2016, in 61 casesinvestigations were opened
(57,54 %), 10 of these cases went to tria{16,39% out of these investigationg and 3 final convictions, against
4 persons have been pronounced.

54



been identified and investigated (usually in a foreign jurisdiction), which significantly facilitates the
follow up ML investigation. On the other hand, cases initiated by the UIFAND usually concerns ML
where the predicate offence is uknown.

256. During the period 2010 z 2016, 84 ML investigations were opened, 17 indictments were
issued and 9 final convictions were handed dowl. There were 5 pending ML cases before the first
instance court at the time of the orsite visit3.. The total number of ML prosecutions can be
considered asmodestcompared to the ML riks the country faces. Even though this isnter alia,
caused by some objective circumstances (summariseoelow), immediate actions are neededo
increase the level of casewith judicial finality.

257. As regards qualitative indicators, according to the informationeceived during the onsite, the
conviction rate in ML cases is 82% (9 convictions and 2 acquittals), which is higher than the average
conviction rate in Andorra (70-80%) thus indicating the positive effects of the strategic approach
that the judiciary has recently adopted in combating M#2.

258. From the interviews held onsite, it could be concludedhat the following reasons are the key
impediments to successful prosecubn of ML offences: (i) the lack of proof for the predicate offence,
since evidence related to the origin of assets are required in courts; (ii) the impossibility to localise
the accused (almost all ML perpetrators are foreigners), given that it is mandatoto inform him/her

of the accusationsz e.g. prosecutors and judges from Andorra used to travel abroad in order to
render such information or send MLAs in this regard ; and iii) the limitations posed by the criminal
legislation with regard to non-criminalization of some offences. With regard to point ii) it needs to be
noted that the domicile of subject of investigation may affect the process only if the domicile is
situated in a noncooperative jurisdiction. In such case, no mechanism is available to amin him/her
about the initiation of a criminal proceeding.

259. There are no statistics available about the number of financial investigations. However, the
practitioners advised that financial investigations are conducted alongside all ML caseBanking
secrecy cannot benvoked as grounds for refusal but there are no procedural deadlines for failing to
submit the response in a reasonable time, which might affect the financial investigatiomformation

is normally submitted within one month). Fa asset identification, the restrictive access to databases
limits Police Department capabilities in this endeavor thus, similarly to ML cases, transferring
further actions to the investigative judge.

260. Special investigative techniques are available for éhinvestigation of ML offences but the exact
statistics on their use in practice was not availableThe most frequent techniques arewiretapping,
controlled delivery and monitoring of the accounts The Qnlucky casé&3 is a good example of
successful evidence gathering through the application of SIMs

31 One of the these cases resulted in a conviction shortly after the onsite: on 26 April 2017, a person was
convicted for ML to 3 years of imprisonment, fine of EUR 1 million and the confestion of several funds,
including bank accounts and a vehicle of a third party
(http://www.justicia.ad/ca/jurisprudencia/9956.html?view=sentencia&format=pdf ).

32 These mostly concern:i) the appointment of specialised investigative judges; ii) the appointnmg of
permanent judges- in the past judges used to came from Spain and France and take only urgent cases; and
iii) the unified jurisprudence that the High Court of Justice has developed with regard to the standard of
proof for the predicate offence

33 Unlucky ca§e’}~ following the analysis of the UIFAND and a preliminary investigation of the Public
001 OAADOT 08 O /| AAE A ABordér Unit Afithe Polc® Bepdttinént ardboffiders 6f Ehd Courts,
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261. Undue delaysin criminal procedures are mainly caused by lack of information and evidence
from some countries in which the predicate offences have been committed. Coopioa with foreign
authorities is efficient in some cases (e.g., Spain, France, ltaly, Mexico, Brazil, Panama) and very
difficult or non -existent with some higher risk countries.

262. Excessive involvement of courtsand even the Constitutional Court in ML inveigyations also

affects the reasonable length of investigationg-rom the information received onsite, it appears that

AOGAOU ET OAOOECAOEOA EOACA8O 1T OAAO AT A OAOI T OOE
information or orders for submitting the rogatory letters) may be appealed before the higher court

instance. The following possibilities to appeal may be used simultaneously:

Regular appeal (Article 194 of the CPC WAADOO ABRAPACKENIAAEs OEA AAAE
investigative judge before tle Corts Court Tribunal de Cort$, which is only available in a
numerus claususases.

Urgent and preferential procedure- Article 41(1) of the Constitution - this is an appeal against
any alleged violation on fundamental right(s) recognised by the Constition. This appeal is
treated as a priority case and is dealt by thpidge on duty The decision of thgudge on dutycan,
then, be subject of appeal before the High Court of Justice. The decision of this Court can then be
appealed before the Constitutinal Court.

Appeal of annulmenbr incident de nul-litat(Article 18bis of the Llei transitoria de procediments

judicials) is a legal remedy that can be filed before the judge who has taken the
decision/resolution and its scope is limited to alleged violatons of the right to a fair trial. The

decision of the judge concerning theincident de nul-litat can then be appealed before the
Constitutional Court. The Constitutional Court examines the proportionality of the measure(s) in

the light of the Constitution and the doctrine of the European Court of Human Righ{@ribunal
ConstitucionatCausa 201631 i 27-2-2 %h 2AAOO0O0T 6 A6 AI PAOA 3ATO1T 1 AEA
04).

263. In the interpretation of the High Court of Justice the right to privacy includes the rightat to
have the property/assets disclosed (Judgment 22015, CA 41.1 0000212/2015 High Court
Jurisprudence regarding an appeal against rogatory letters sent to Venezuela and Spain).
Consequently, the court could verify if there are solid grounds to submitogatory letters and if the
investigative judge acted in good faith, consistently and not arbitrarily. Any resolution that may
involve human rights considerations can then be challenged before the Constitutional Court. The
jurisprudence of the Constitutiond Court (Resolution, of 13 March 2017- Cause 20174-RE)
confirmed, however, that the right to privacy does not include secrecy of assets.

264. 4EEO OAAAT O ET OAOPOAOAOGEIT 1T &/ OEA #1711 OOEOOOEIT
among the justices of ®EAO AT 60008 41 OEAIi h OEA #1711 OOEOOOET T .
OROEZEAO OEA OAAOGITEIC T &£ OEA EOACA3O AAAEOEIT O8
265. The complex judicial proceedings and most notably their frequent interruptions caused by the
possibilities to appeal/challengea | T 0O AAAE AT A AOAOU EOACAB3O AAAEC
elaborated in the previous paragraphs) result in lengthy trials (average -b years per case). The
assessment team considers this fact as one of the key concerns that impedes the effectivenes

adjudicate ML cases. It is undoubtedlyone of the key reasom for a modest ratio between

investigations/prosecutions on one and convictions orother side. The magistrates pointed out that

3 persons were indicted in 2016 for a smugglingelated ML case and some goods have been seized. The
investigation revealed a cash intensive profile of some business in high amounts of money which did not fit
with their declared lawful activity. lllegitimate co-mingled with legal business activity and li¢ funds with
illicit funds.
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the situation with regard to the length of trials had already mmproved following the creation of the
specialised court section and further to appointing of permanent judges. Although these
reinforcements cannot affect the cumbersome appealing procedures, the judges metsite were of

the opinion that the criminal proceedings would now last much less and benalisedin 2-¢ UAAO0OG
time. The statute of limitations (10 years ftlowing the commission of aML offence) has so far not

posed any obstacle for the completion of the proceedings.

266. Access to the criminal file by the defendantaty stage of the procedure is alsoonsidered to

be a potential vulnerability which could jeopardise ML investigations®4. Every person who is being
investigated can, upon request, access all the evidence gathered, except when there is a secrecy
resolution. However, the secrecy can last upté months. This can be particularly problematic in the
context of MLA, when special investigative techniques are in place in the requesting state (e.g. if in
France someone is under surveillance for 1 year and measures need to be applied in Andertiaen

after 6 months the person must be informed by the Andorran judge if he/she inquired about the
investigation). Considerations about this measure are also discussed under 10.8.

Consistencyf ML investigations and prosecutions with threats and risk profiland national
AML policies

267. LEAs do not haveguidance on ML investigationswhile the absence ofAML strategy has
already been discussed under IQ. The National Action plan proposed within the NRA framework
should further elaborate the objectives and makéhem more specific and target orientedwith the
aim to increase LEAs proactivity in combating ML

268. Andorra is a regional financialcentre with a well-developed financial infrastructuress, which

has attracted proceeds from foreign tax crime®, corruption, fraud, drug trafficking andorganised
crime. Domestic threats are more limited and posed by smuggling of tobacco and, to some extent
gualified fraud®’. According to the NRA, the followingire exposed to the highest risks: the banking
sector, involved in more than 80% of the ML cases; shell companies pool (e.g. foreign Panamanian
companies and Andorran companies incorporated in the framework of the foreign investment
process); and the use of illicit cash.

269. The fact that tax crime does not constitute an offence in Andorrs a significant technical
deficiency which influences the effectiveness of th&ML process. Nevertheless, the jurisprudence,
which in such cases decides not to be bound by tmeimen jureof the offence (this approach has also
been approved by the Constitutional Court), is partially remedying this deficiency (elaborated also
under the 10.8).

34 According to Article 46 (2) of the CP&, during the investigation of a case for major crimes (which includes
ML), the Judge of the First Instance magx parte at the proposal of the Public Prosecutor's Office or at that
of any the parties to the case, by means of a reasoned orddecree the secrecy of all or part of the
actions for a maximum unextendable time of six months, with the obligation to lift the secret of the
investigation proceedings at least one month before the conclusion of the investigation phase.

35 Andorran banking groups have subsidiaries in 6 Latin America countries, the Bahamas, Israel, Luxembourg,
Monaco, Spain, Switzerland, and the US, tkéore the effectiveness of international cooperation provided is
a key factor for effective ML investigations in Andorra.

36 The extent of the ML threat posed by foreign tax evasion cannot be estimated, given the lack of data
regarding to SARs and investigtions related to tax crime.

701 O0A1 EAEAA MEOAOAS EO AOEI ET Al EOAA AU ! OOEAT A ¢nw 1T &£ O
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270. The interlocutors met on-site have demonstrated adequate awareness of ML threats, risk
profile and typologies. The statistics regarding final convictions confirm the findings in the NRA.
Overall, the predicate offences underlying the ML final convictions pronounced in 2042016 are
drug trafficking (7 cases), fraud (3 cases), corruption, illicit finanel activity and misappropriation of
funds (1 casejs.

271. No statistics concerning details on ofgoing ML investigations - domegic and foreign
criminality, persons investigated broken down by predicate offences, were madavailable to the
assessment teamtherefore examples of cases and information from the practitioners have been
used as a relevant source. As alreadyted, there are150 ML investigations at the moment. They
include i) cases with predicates already dealt by foreign jurisdictignssually related to foreign drug
trafficking; and ii) cases that indicate potential ML in Andorra in respect of which some investigative
activities have just startedThe latter includes foreign and domestic corruption and fraud; and cases
linked to the failure of abank.

272. There have been significant changes in ML methods detected since the MER. A banking
failure has uncovered the involvement of bank professionals in laundering proceeds of corruption
and fraud committed byorganisedcriminal groups. The case bel is an important precedent as it is
the first case in Andorra in which the CEO and staff of a large FI have been investigated and
prosecuted for ML committed in arorganisedmanner.

Box 4: Major ML cases committed through professional scheme at failed ban k

In March 2015, FinCEN released a Notice of Finding that identified a domestic bawkh a
significant subsidiary in Spainas a foreign FI of primary money laundering concern, concludin
that several officials of high level management ha® A£A A E1 BnOi&d GeAsActiofEEA behalf o
Third0o AOOU -1 1T AU , ABT AAOA OQiceg forairliviugdsd afjdorgafidatidis
involved in organized crime, corruption, smuggling and fradd.]. TPMLs were able to establish
close relationships with complicibank personnel who facilitated illicit transactions 8

The notice made reference to 4 cases, threef them being already underinvestigation by
Andorran LEAsat the moment ofD OAT EAAOET 1T Oticé ofFindirig | hithdéredBb@ the ldck
of cooperation with Venezuela.

/T po -AOAE ¢mpuh , % O AOOAOOAA OEA AATESG
framework of the case, which comprises 4 different complex ML schemes and large amount
money, MLA requests were sent to China, Russian Federatithe US and Mexico and Spain. THh
ET OAOOECAOEOA EOACA 1T OAAOAA OEA OAEUOOA 1
estate, money in bank accounts, vehicles, paintingand awine collection) and sent freezing
requests to Switzerland and somether countries.

After the intervention of the Andorran authorities (see box 13, in February 2016 FinCEN
withdrew its finding against the bank. FINCENS O A Atdok bt &ctount that the bank vould
no longer operate as a banking institution and thathte bank, under the control of the Andorran
authorities, no longer operatedin a manner that poses a threat to the US financial system.

At the time of the onsite visit, the most advanced part of the investigation, which involvec
Chinesesuspects, had alrady been ®nt to court for prosecution. 26 persons are currently o
trial, accused of aggravated ML (committed through an organised criminal group and ly
perpetrator acting on behalf of a banking entity).

Whilst the FInCEN notice highlighted only a linted number of ML cases, it appears that CD

38 In total, there were 9 convictions but one of them concernegroceeds from three different predicate
offences (drug trafficking, fraud and illicit finarcial activity) .
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measures had not been properlyapplied by the bank since there were deficiencies in man
customer files and documents At the time of the onsite visit, CDD had still to be remediated fo
many customersz7 AAOAA 11 A OAOEAx 1T £ OEA Amdmatoral
consulting firm. These customers hadxhibited indicators of high risk activity, and 10 SARs hag
been sent to the UIFAND at the time of the esite visit. There is still doult about the origin of
funds for other customers which it is expected will form the basis for a large number of SARs.

273. Apart from this case, the authorities provided examples of important omgoing ML cases
associated with corruption committedin LATAM or Spain where money and financial products have
been seized. Except Venezuela, direct channels of communications with authorities from LATAM are
usually used Moperation with Spain isalsosmooth and effective.

274. Case Sunbir®, successfully investigated under the coordination of EUROJUST Ih¥Asin the
Netherlands, Andorra and Spain in 2013, revealed a relevant ML method in this arelL operations
were conducted through acompany established in Andorra that invested in largescale construction
projects; 16 million EUR was deposited in bank accounts in Andorra, most of it from a Dutch drug
trafficker.

275. As regards foreign third party money launderers using bank accounts in Andorra held by
companies affiliated to complex corporate structures, the authorities presented an example of a
successful case initiated by the UIFAND, where 2 Panamanian nationals epnvicted,in absentig

to 5 years imprisonment (3 years in detention and 2 years of suspended sentence), a fine of
600,000.00 EUR each and the confiscation of the proceeds, for having committed aggravaitid
crime through an organised group. Details fddw.

"1 @ chofoo O# AND Ahrough complex legal structure

The defendants were associated to an organised criminal group acting for the purpose
committing large fraud (pyramid schemes), corruption and drug trafficking in Panama an
Colombia. The coddinator of the group assigned one of the defendants as financial ar
administrative consultant of the corporate structure GRUPO DMG, a financial vehicle corporati
used to launder proceeds amounting to several milliotdS dollars The defendant created osr
200 enterprises in Panama without any operating permit or accounting system. The fictitiou
transfers of funds between their bank accounts were intended to comply with an apparer
corporate purpose and to establish a tie between the enterprises forminGRUPO DMG, giving
legitimate appearance of the illicit income. In order to channel the proceeds in the legal financ
system, the defendants opened 2 bank accounts in a bank in Andorra in the name and on be
of 2 Panamanian companies, one of them nexistent, and, as attorneysn-fact of the
aforementioned bank accounts, transferred money from Belize and Panama without justificatio
These amounts were seized by the Andorran authorities in 2009. Some members of the grg
were convicted in Colombia ad US for the predicate offences (Chong Case, Judgement of 2 A
2014 of theTribunal de Corts 009-4/11).

276. Cash has been identified as an important method used by criminals to launder mostly the
proceeds of domestic crime in Andorra (e.g. smuggling oblhacco). The use of cash appears to be
intensive in Andorra and some of the ML methods identified in the NRA refer to the use of cash of
illicit origin to acquire high-value goods (such as gold inge and cut diamonds) or real estate. This is

39 The summary of the case is provided under the 10.2.
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due to the fact that there is: i) no threshold on cash payments in Andorra; and ii) a low effectiveness
of crossborder transportation of cash controls

277. Nevertheless, the use of cash within the framework dfls has sometimes been observed in ML
cases and measures have been taken to mitigate it:

Box 6: Use of cash and the banking sector to disquise the origin of the funds

In the framework of the investigations conducted by the UIFAND, some bank clients h
withdrawn cash from their bank accounts at the banking offices and had concurrently deposite
the cash in other bank accounts of the same bank at the same office (held by the same or ano
person).

In just one investigation, there were multiple transactbns of cashwithdrawn followed by an
immediate cashdeposit to avoid any link between the transactions and the bank accoun
involved. This fact hindered the traceability of the operations and the funds.

In this context, the supervisory and the operationalunits of the UIFAND conducted a join
comprehensive analysis of all transactions to trace the origin of the funds in order to contribut
to ongoing investigations.

Furthermore, transactions like the abovementioned were prohibited through a bindingTC.

278. Recently, the Andorran authorities have targeted ML related to crimes against intellectual
property. Although there was only one investigation in relation to this predicate offence, it revealed
potential gaps that should be addressed by the legislatar primarily the need to introduce another
SIM, namely the technique to monitor IT activities.

279. There have been no investigations related to ML through virtual currencies or Hawala
transfers.

280. Domestic criminality broken down by predicate offence is presented ithe chart below:

Table 10: Percentage of investigations opened and persons prosecuted and convicted -
domestic criminality - broken down by predicate offence (2010 -2015, excluding ML) 40

Convictions

Prosecutions

Investigations

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

W Drug trafficking Drug trafficking (pivileged) M Fraud
B Counterfeiting currency B Murder, grievous bodily injury B Robbery or theft
W Smuggling Forgery Others

31 OOAAG * O0O0E Adountedeitirty cuten GO A EA I IANDAebit card duplications.

40 This figure refers to the percentage of total number of investigations opened and prosecuted and convicted
persons broken down by predicate offence (not to the total absolute number)
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281. The authorities assessed potential areas of ML riskposed by domestic crimegcounterfeiting
currency, drug trafficking, arms trafficking and,to a lesser extent, corruption)bearing in mind i)
guantitative statistical indicators related to the crimes reported in Andorra; and ii) the lack of
gualitative indicators for typologies uncovered in thesecases. Between 2012 and the first half of
20164, there have been a significant umber of drug trafficking reported crimes (558) and 216
convicted persons. LEAs met osite advised that those were apparently cases of drug abuédself-
consumption) which did not generate proceeds.

282. LEAs advised that, due to specificircumstances, crimessuch asarms trafficking and
counterfeiting of currency did not generate assets in Andorra since they were simplified forms of
abuse - arm trafficking apparently included illicit use of hunting guns, while counterfeiting was
mostly related to cloning of he credit/debit cards abroad and involved low amounts.

283. There have been 25 reported offencesgainst public functions(3 of those were related to
abuse of public funds) and one conviction for unlawful use of public funds. LEAs and judges have
shown zero tolerance to potential corruption in Andorra while shortcomings in criminalisation of
bribery in private sector appear not to have significant effect on their efforts to properly address this
phenomenon and prosecute accordingly. Important integrity issuge in one Fl in Andorra have
already been highlighted.

284. EvenOET OCE OEA AAOA OOOAEAO DPOAOGAT OGAA AOA AT AOC
consistently with the risks identified, Andorra has yet to allocate sufficient investigative and
prosecution resources to effectively mitigate all the risks. The modest ML
investigations/prosecutions ratio is an issue that deserves attentions and needs to be taken into
account given the overall ML threat faced by the country.

Types of ML cases pursued

285. | T AT Qudidid &uthorities have demonstrated that they have the ability to pursue all kinds
of ML offences and in particular complex cases with sophisticated legal structures involving
numerous countries and transactions. LEAs usually prosecute ML as an indepenticrime, without
necessarily prosecuting the predicate offencéwhich have or have not been prosecuted in the
foreign jurisdiction where it has been committed).

286. In fact, all the 9 final convictions pronounced in the period under review are relatetb third
party standalone ML with a foreign predicate offencesince seHlaundering was criminalised only
recently (in 2015).

Table 11: ML convictions (2010 -2016)

. Predicate Offence(s) NEUE
Trigger for ral , .
Year | . S Type Confiscation
investigation . pers
Category Committed
ons
. EUR 241,66
AR Stand-alone Drug trafficking Abroad 1 USD 1 447,03
2010 Police EUR 57,24
Stand-alone Drug trafficking Abroad 2 31,75% of a
Depatment
Real Estate

41 Mutual evaluation questionnaire (MEQ) p 187
2AEA ## #EAPOAO ¢ Al 1 A AéIileQal eafickingfolidxic dn@s @ OdbmbdniEoh is O |
PDAOO T £ OEEO AEAPOAO AT A OEAO EO xEUAIOEAOI. ROEIOAGBA OO O
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Police and
2012 | Customs Stand-alone Drug trafficking Abroad 1 EUR 60 560
Department
Police o SUIR 2 Sl
2013 Stand-alone Drug trafficking Abroad 3 800,91
Depatment
4 Real Estate
- Drug
trafficking
- Fraud
SAR toUIFAND | Standalone . Abroad 2 EUR 389 750,40
2014 - Corruption
- lllicit financial
activity
SAR toUIFAND | Standalone Drug trafficking Abroad 1 EUR 31 848,83
EUR 3 601
237,60
2015 JAL(Jer::iCneistration Stand-alone Drug trafficking Abroad 3 gaE ?32 ggggé
JPY 4 143 807
GBP 30,75
- Fraud
SAR toUIFAND | Standalone - Misappropriat Abroad 1 EUR 66 870
2016 ion of funds
Police Stand-alone
Depatment (attempt) FEE HEeee & i

287. The number of prosecutions and convictions appears to benodest (reference to core issue
7.1). The ML offence combined approach (having a specific list of predicatéfences in conjunction
with the threshold of a minimum of 6 months of imprisonment as a sanction) triggers supplementary
requirements in establishing the foreign predicate offence. This presents a problem for LEAs in cases
where there is no investigationof predicate offence taking place abroad or when cooperation by the
foreign jurisdiction is lacking. Given that the usual arguments of the defea in ML cases are that the
proceeds derive from foreign tax crime, there is an additional burden on prosecutoite prove that
the predicate offence concerns otherfacts, incriminated in Andorra and included n the list.
Nevertheless, there is a solid and uniform High Court of Justice jurisprudence (sentence of the
Criminal Division of the High Court of Justice of®%11/2010, Roll no. 12/10, mentioned in Sentence

of 7 May 2014 of theTribunal de Corts 009/4/12) stating that the intent and knowledge required to
prove the ML offence can be inferred from objective factual circumstances. It appears that this
jurisprude nce is applied by all courts. It also provides guidance to LEAEhe initial elements of the
origin of money, details about the predicate offence and connection with ML need to be established
while different indicators can be considered such as: the use siiell companies, false documents and
false business relationships as a justification for transactions, involvement gfolitically exposed
person (PEB, etc. Although the legislation does not foresee the possibility for reversal of the burden
of proof, in practice it could be applied if sufficient circumstantial evidence is availabl®verall,the
fact is that neither the interpretation of the law nor the required level of proofare the problem but
the law itself and norincrimination of certain predicate offences as indicated above.

288. In order to challenge the use obkeltlaundering related arguments (noncriminalised before
2015, mitior lex for offences committed under the former law)the courts stated that it is possible to
claim that the defendant has committed selfaundering only if he/she can prove that the proceeds
laundered in Andorra are exactly those deriving from the predicate offence for which the defendant
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was convicted abrad. If this is not the case, the case is considered as staaldne ML and triggers
the conviction43,

289. However, selflaundering is now an important type of ML offence, and, in the context of
Andorra, its importance increased with the criminalisation of tobaco smuggling. This has been
confirmed by several ML investigations/prosecutions with tobacco smuggling as a predicate offence.

290. Andorran nationals participating in the laundering process as intermediaries who facilitate
the integration process of illicit maney in exchange for a commission, without knowing the exact
nature of the predicate offence, is another ML typology relevant for the country. An example of a
successful proseution is presented in the boxbelow:

Box 7: AA Case- attempted stand -alone ML, third party, fraud, intermediaries

AA was amanager of a reporting entity in Andorra (real estate agent) and acquired a Spanis
company, whose object was the management of commodities and international commerce.

AA contacted a foreign lawyer. The lawyer, caording to the information AA had, was an
intermediary in the business of buying/selling commodities. He also had a lot of contacts wit
individuals interested in the investment in commaodities.

AA provided the data of her bank account in order to funneht revenues that would be sent to he
account, acting as an intermediary, and interested in receiving the high commissions (5%). T

OAOAEAO 1 EOAOCAI T U OOAOAO OEAO '!' AEA O Ox
related to the origin of EA A£O01 A0 1 O OEA EAAT OEOU 1T &£ OEA

intended to facilitate the transfer of funds coming from the fraud committed inhe United Kingdom.
The transaction was not completed due to external circumstances.

The Court consideed that AA was in a position of wilful blindness about the origin of the funds an
their clients (she was not interested at all in knowing the content of the documents about the origi
of the funds and other CDD measures). Additionally, The Court statesathAA was a reporting entity
AAAT OAET ¢ OF OEA ' -, 7#&4 ' AO Al Ah OEAOAE OA
APl EAAOGETT T &£ OEA ' -, 7#&4 1 ACAIl £EOAI Ax1 OEd

AA was convicted, on 25 May 2016, for (attempted) ML in the framework of a statatbne ML case,
to 1 year and 6 months imprisonment (conditionally suspended) and a fine of 1 million EUR.

(Judgement of 25 May 2016, Criminal Court, final by decision of 21 November 2016 of the High C
Justice)

Effectiveness, proportionality andissuasiveness of sanctions

291. Criminal penalties for ML offences appear to be proportionate and dissuasive, in line with
other offences for serious crimes provided by the CC. The penalty for the simple form of the offence
is imprisonment from 1 to 5 years cumulated with a fine up to 3 times the value of the laundered
funds, alongwith confiscation. Gross negligent conducts are punished with an imprisonment term of
up to 1 year.

292. The CCprovides imprisonment from 3 to 8 years andprofessional disqualification in case of
ML under aggravating circumstancesiespectively: a) when ML is committed through an organised
criminal group; b) when the perpetrator acts on a regular basis; c) when the perpetrator acts in the

43 Judgement of 25 January 2012, of tHeourt of Corts.
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framework of a banking or financial entity, areal estate agency, or an insurance compangiven the
fact that these circumstances correspond to the major ML threats in Andorra, it is reasonable to
presume that, in complex ML schemes, the judiciary would establish the aggravated form of the
offence thus assuring the dissuasiveness of sanctions.

293. According to the statistics, the average penalty imposed by the courts in the period under
review is 3 years imprisonment cumulated with a fine of approximately 750 000 EUR. From the
jurisprudence reviewed it can be concluded that judges usually apply the maximum penalty in case
of ML associated to drug trafficking committed through an organised group. The fines are substantial
and have a clear deterrent effect, together with the confiscation of the proceeds. Taeare no
information about the actual execution of the penalties (imprisonment and fines) in cases where the
foreigners are judgedin absentig which raises some concerns about how effective is the sanctioning
regime, given that the absence of the defenda triggers undue delays in pronouncing the final
decision.

Table 12: Sanctions for ML crimes

Years Cases Persons Penalty
2012 1 1 2 years and 6 months of imprisonment
Fine EUR90 000; Expulsion fromAndorra for 20 years
2013 1 3 Each person wasonvicted to 5 years of imprisonment
Fine EUR300 000; Expulsion fromAndorra for 10 years
2014 2 2 2 persons were convicted to 5 years of imprisonment
Fine EUR600 000; Expulsion fromAndorra for 20 years
1 Person 3 was convicted to 2 years daiprisonment
Fine EUR250 000; Expulsion fromAndorra for 20 years
2015 1 3 Person 1:

4 years of imprisonment; FineEEUR3 000 000
Persons 2 and 3:
2 years of imprisonment_ Fine EUR1 000 000
201644 2 2 Person I 3 years of imprisonment
Expulsion fromthe country for 20 years
Person 2 1 and a half year of imprisonment; Fin&€UR1 000 000
Expulsion from the country for 20 years

294. The CCdoes not provide for criminal liability for legal persons and it seems that this is not due
to fundamental principles of domestic law. In case of conviction against a natural person, some
additional measures (not penalties) may be imposed to legal persorférticle 7145 and 41146 of the

44 2016: from 01.01.2016 till 30.05.2016

45 Such measures include: the dissolution of a legal entity; its temporary or permanent closure; suspension of
its activities; judicial administration over thel ACA1T AT OEOUNn A AAT 11 OEA Al i DA
with any public authority; and pecuniary sanction of up to EUR 300 000 or up to 4 times the benefit
obtained, or sought to be obtainthrough the commission of the crime).

46 Dissolution of the legal person or final closure of its premises or establishments open to the public
suspension of the activities of the legal person, or closure of its premises or establishments open to the
public for a period of not more than five years; prohibition to cary out the activities, mercantile
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CC). This measure has only been applied once in a tobacco smuggling case whdyasmesswas
convicted to the payment of a fine.

295. Some of the interlocutors met orsite have expressed their doubt about the effectiveness of
introducing criminal liability of legal persons in the legislation, stahg that Andorran companies had
not been involved in ML and that the execution of sanctions on foreign companies would be difficult.
The evaluation team, however, does not agrewith this given the risks of using legal persons as
vehicles for ML (as identified in the NRA?) and the significance of the major ML cases linked to the
banking failure.

Alternative criminal measures

296. All the interlocutors met on-site advised that confiscation is griority in Andorra (elaborated
under 108.)

297. Confiscation is considered a deterrent tool for legal persons, usually used by natural persons

to keep their assets, even in the absence of their criminal responsibility. Statistics about shell
companies invesigated are being kept by thePublic 0 OT OAAOOT 080 |/ AZEAALh EI1
confiscation process (there are 43 legal persons involved in the investigation of ML cases during
2011 7 2016).

298. The liability for personal enrichment, provided by Article 990of the CPC is another alternative
criminal measure. Here, the person not criminally responsible for an offence or civilly liable for its
consequences is obliged to pay compensation up to the amount of the profit gainedf he/she
profited lucratively from the offence.

Overall Conclusions on Immediate Outcome 7

299. Andorran judicial authorities have demonstrated the ability to pursue all kinds of ML offences
and in particular complex cases with sophisticated legal structures involving numerous countries
and transactions. Recent complex ML prosecution targeting &l in Andorra, introduction of a self
laundering offence, strengthening of thespecialisedinvestigatory section of the court (Batllia) and

the overall determination to combat ML represent positivedevelopments since the last ealuation.
Nonetheless, and asacknowledged in the NRA, further improvements are needed given the
particular ML risks identified in the country. Significant technical deficiencies, including the lack of
criminalisation of tax aimes thus their exclusion from the list of predicate crimes to ML, as well as
the lack of human resources have affected to a large extent LEAs ability to produce the expected
results.

transactions or business through the exercise of which the crime was facilitated or covered up, for a
maximum of five years; and a fine under the terms provided in Article 71.

47 The need for introducing criminal liability for legal persons is specifically expressed in the NRA, motivated
by the fact thatO & O A OAOEAOU 1T £ OAAOGI T Oh EO 1T AU AA EIi bl 00
responsible for offences. In increasingly large and complex structures, operationsdacgsiormaking are
diffuse. For this reason, corporate entities are frequently used as vehitle® f OEA DPAUI AT O 1T £ A A
The lack of criminal liability of legal persons hinders the international cooperation of Andorran judicial

authorites withEOOEOAEAOET 1 O xEAOA OEA AOEIi ET Ai 1 EAAEI EOU 1 &
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300. The modestratio of convictions/finalis ed proceedings versus the numheof ML investigations
and prosecution is another issue that raises concerns. The judiciary is confronted with obstacles
during both the investigatory and main hearings phasgwhich require to be addressed at the general
policy level and to be resolved though legislative and institutional reforms.

301. The sanctions imposed by the courts to natural persons appear to be effective, proportionate
and dissuasive.

Andorra has achieved a moderate level of effectiveness for 10.7 .

Immediate Outcome 8 (Confiscation)

302. The Andorran authorities prioritise tracing and confiscating the proceeds of crime and
consider these measures to be an important part of the overall criminal justice policy.

Confiscation of proceeds, instrumentalities and property of equivalent valueaagolicy
objective

303. Confiscation of the proceeds of crime, instrumentalities used and property of equivalent value
has been one of the key policy objectives of all LEAs in Andorra. The political commitment across the
different institutions has been confirmed by all interlocutors met onsite. Parallel to this, a number of
concrete reforms have taken place. This includes amendments to different pieces of legislation and
setting of the specialised units for asset tracing and their management.

304. The legislativeand institutional reforms carried out in recent years have had a positive impact

on the effectiveness of the confiscation regime. The system in place provides for mandatory
confiscation in the criminal proceedings. It allows extended confiscation and theonfiscation of

assets of a corresponding value where the direct proceeds of offences are no longer available. Some
forms of non-conviction based confiscatiofNCBC)are also provided by the law.

306. )T ¢mpth OEA AT O1 OOU ET 001 A A Décenbdr Ao160tlagpied T A A A
to all criminal offences thus abandoning the previous approach when it was enforceable only for
specific crimes as regulated by the GE& These changes resulted from the analysis of risks and

I AOOAAT AO O1 AEEAAOEOA Al 1 ZEOAAQEIT T8 4AEET C ET OI
most of the crime is committed abroad, the introduction of the extended confiscation and specific

forms of the NCBC were steps forward in strengthening the effectiveness of the overall confiscation
regime.

306. Andorra applies NCBC since 2009.he system was upgraded in 2015, extending the scope of
NCBC through the amendments to the CC. In short, in caddinal or provisional dismissal (as per
CPC), as long as it has been proven that the crime was committed, the proceeds obtained,
instruments used and the profit which derived from them are subjects to confiscation.

307. The reforms that institutional framework has undergone recently resulted in the
establishment of the AROz the unit of the Police Departmentassigned to facilitate the tracing and
identification of the proceeds of crime which may become the objects of freezing, seizure and
confiscation. Furtheamore, a specialised investigative section of the court and the Judicial Asset
Management BureaulJAMB)have also been set. While the former focuses on the cases of financial

48 This changewas approved by Qualified Law 17/2016 implementing the Directive 2014/42/EU, which
entered into force on 23rd December 2016.
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crimes with special attention to the confiscation of their proceeds, the lattersi primarily occupied
with the management and preservation of the value of assets seized.

308. The NRA and the Action Plan, in their parts which analyse the confiscation regime and the
challenges it is exposed to, foresee number of important steps to be impiented in the future. As
elaborated under 10.1, the country is to be commended for producing a very candid list of actions
that aim at strengthening the current system and for initiating oncrete steps to implement them.

Confiscations of proceeds from fEgn and domestic predicates, and proceeds located abroad

309. As already noted the legal framework enables numerous possibilities for confiscating the
proceeds of crime- confiscation following the conviction in the criminal proceedings, including the
extended confiscation,NCBGC economic penalty (fines), and claims for restitution/compensation to
victims. Assets of an equivalent value could also be recuperated when the direct proceeds of an
offence are no longer available. Authorities observed that the parall financial investigations are
usually applied to all proceeds generating crimes. Authorities also presented a case of confiscation
from a third party to support their statement that this type of confiscation is pursued in practice.

310. In the majority of cases Andorra is used by criminals as a destination in which they try to hide
or disguise the proceeds of crimes committed in other jurisdictions. On the other hand, there have
been no cases referring to the opposite situation, i.e. confiscation of prod=ewhich have been
moved to other countries following the crime committed in Andorra.

311. Authorities seem to apply a reasonably proactive approach in pursuing the confiscation of
assets. One has to bear in mind that tax crime is not an offence in Andorra atiterefore, not a
predicate offence for ML. This is considered to be a risk not only for ML and associated predicates
but also for executing confiscation orders received from other jurisdictions. Since the seizure and
confiscation requests need to be madeased on crimes other than tax crime, additional impediments
are put to foreign requests. Nonetheless, the practice and the case law presented to the assessment
team confirm that LEAs often requalify the predicate crimes committed abroad in line withthe CC

In most of cases Andorran judicial and law enforcement agencies investigate such cases through
introduction of the ML component thus avoiding the violation of a dual criminality principle. Such
practice enables LEAs to pursue the case in line with thdomestic legislation and also enables
subsequent seizure(s) and confiscation(s) to be executed. The authorities advised that their
generally adopted approach is to always try to qualify the crime with a view to further pursue the
case and not to simply dr@ it due to potential dual criminality shortcomings The appropriateness of
such approach has been confirmed by the Constitutional Court. Moreover, frozand seized asset
data and the figures provided by the authorities (see table$3 below) support the aagument that the
UIFAND the Police Departmentand judicial authorities proactively search and trace criminal assets.

312. The role of the UIFAND in analysing financial information is very important in detecting and
tracing proceeds and instrumentalities of crime. Once the UIFAND receives anAR or other
information, a case is open in order to analyse all available financial and other information, including
Tax Department information. The practice and the case law confirm théte UIFAND makse full use

49 The case concerns theonfiscation of assets/funds found on the account of a person who was a part of drug
trafficking criminal group. While he was claimed innocent by the court, his father was convicted for drug
trafficking and the confiscation was ordered against both of themSentence of the First instance Criminal
#1 O00Oh AT T £ZEOI AA AU OEA 3 0ObA OBHeGcquitthl @iie appetant: cAad E A A h
imply that the confiscation cannot be recognised in relation to the amounts held at the Principality of Aado
Ol AAO EEO &I Oi Al OEOOI AOEOUR ETT xET ¢ OEAO OEA OAAI 1>
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of all available information. More than 90% of the value of seized property concerns the cases
triggered by the UIFAND.

Seizure and confiscation

313. The authorities were able to show some figures concerning the property seized and
confiscated following the MLprosecutions/convictions. The highest confiscation order was made in
2010 and amounted to EUR 16 million. The average confiscation order in other cases amounted
approximately to 1 million EUR.It must, however, be noted that the courts also apply the

confiscation orders in cases which included a significantly lower amoustThe confiscation orders

are in most of the cases generated following the ML convictions btLArequests. The statistics show
that out of 20 confiscations concerning ML as a predicate anie, 4 cases of confiscation were applied
based on the NCBC mechanism.

Table 13: ML related seizing/freezing and confiscations 2010

-2016 (until 30 June 2016)

vears Number  Property seized / Number and types  Value of confiscated property
of cases frozen (EUR)50 of confiscations 51 (EUR)52
EUR17 million; 1 real - EUR16.3 million; 3 real estate
2010 e estate ; 3 vehicles 5 2 Convictions properties + 31.75% of a real estate ;
3 MLA . : .
1 safe deposit box ; 1 parking place
EUR2 million; 23
4 . ’ 2 1 MLA -
2011 vehicles 1 NCBC EUR4 million
6 EUR197.5 million 1 Conviction -
2012 4 3 NCBC EURS million
2013 1 EUR263.500 3 1 Conviction EURS3.5 million; 4 real estate
2 MLA properties
EUR11 million; 1 real
13 estate ; 1 parking 3 2 Convictions EURA milli
A, place ; 2 vehicles 1 MLA mitiion
2015 = EUR71 million 1 1 Conviction EUR4.5 million
N/A N/A 1 Conviction
2016 2 1 MLA EUR400 000
EUR299 million; 2
51 real estates ; 1 8 MLA EUR36 million; 7 real estate
Total parking place ; 28 20 8 Convictions  properties + 31.75% of a real estate ;
vehicles 4 NCBC 1 safe deposit box ; 1 parking place

314. Authorities reported that the MLA requests for seizures and confiscations were also given
priority and that they were usually executed in 24hHowever, the evaluation teamwas not provided
with detailed statistics on freezing/seizure requests coming from abroad including their execution

rate.

50 Approximated valuesafter conversion in eurosand aggregation on the basis of cases provided

51 MLA; NCBC

52 Approximated values after conversbn in euros and aggregatioron the basis of cases provided
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315. Provisional measures to prevent the dealing, transfer or disposal of property, once the
investigation for a predicate crime is open, are foreseen by the CPC. Nonetheless some features of the
CPC might raise concerns as to what extent these measures sectinat all the assets are
seized/frozen by the end of the criminal proceedings. This primarily concerns the issue of obligatory
notification to a suspect by an investigative judge upon his/her request z that an investigation has
been initiated against him/her. Indeed, once a judicial investigation is open, judges are obliged, upon
request by a suspect, to notify him/her about the orgoing criminal investigation, and grant him/her

an access to all case files. The information and the access to files must bergin a month time
following the submission of the request unless the judicial secrecy measure is applied (as per the
decision of investigative judge- Article 46a of the CC, also discussed under the 10.7). This presents a
risk and may facilitate the disipation of assets especially of those that might have been a subject of
extended or a third party confiscation.

316. As already notedthe majority of seizure requests granted by the investigative judge concerns
the cases triggered bythe UIFAND. This is mainly explained by the ML risk profile of Andorra, where
most of proceeds originate from the predicate offences committed abroad. Nevertheless, the seizure
and the confiscation regime may also be impaired, to some extent, by difficultiescéd bythe Police
Department (including ARO) when searching and identifying the criminally otained property. This
concerns databases available to theny apart from the companie$3, cars, boats, planes and
immigration registries, police need judicial appreal to access other relevant information. Therefore
the fact that most of the seizure measures originate from the UIFAND analyseshich has an access
to financial information/bank accounts and various databases (see under 10.6)does not come as a
surprise.

317. Despite the evident achievements attained through the legislative and institutional reforms,
certain features are still missingz this primarily concerns the capacities of ARO. Namely, interviews
held on-site confirmed that, although a new structurewithin the Police Department, ARO staff has
not been systematically trained on financial investigations and asset tracing. Furthermore, no
specific guidelines in this matter were provided to them. International cooperation, being of key
importance in the mntext of Andorra, might also be negatively influenced by the facts that ARO i) has
no access tahe Secure Information Exchange Network ApplicatiofiEurop ean Police Officesoftware
system for information exchange; ii) is not involved in EU ARO platformnd iii) is not a member of
the Camden Asset Recovery Interagency NetworlCARIN.

318. The5) &! . $ 6 Oto @pbtpodeQhe transaction isused in cases when there is enough
grounds/evidence that a freezing order will be issued by the investigative judge. Theadistics show

that this tool does not play a significant role in securing the assets. This issue has also been discussed
under 10.6.

53 As noted under other IOs companies register do not have information on beneficial ownership.
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Table 14: Postponement orders followed by a seizing order

Year Number of Number of cases where Number of cases Convictions and confiscation
postponement UIFAND order was where a
orders issued followed by a prosecution
by UIFANDto preliminary /indictment was
suspend investigation and a initiated Cases Amount
transactions  seizure/freezing order (EUR)
was issued
1 prosecution
4 3 seizureffreezing orders (2 on-going (O conviction i
2010 (1 dismissal) investigations 3 pending cases)
1 dismissal)
1 seizure/freezing order .(l on-going (O conviction
2011 2 (1 dismissal) Investigation 1 pending case) )
1 dismissal)
2012 - - - - -
2 seizure/freezing orders
(1 preliminary (3 on-going . i
2013 3 investigation without investigations) S PATCIE EEE)
seizure/freezing)
1 prosecution
3 seizure/freezing orders (2 on-going . i
2014 & (1 dismissal) investigations (& zshely) cesee)
1 dismissal)
2015 - - - - -
2016 - - - - -

319. The overall value of property seized by thé. EAsappears to be high, which suggests that LEAs
and the UIFAND efficiently identify, trace assets and take measures to secure them in the course of
an investigation.

320. Although, the evaluation team was not provided with comprehensive statistical data,
comparison of the figures available indicate that since 201ihe amounts of assets that have been
actually recovered following ML convictions is high, thus demonstrating a fair level of effectiveness
in executing the confiscation orders. However, it appears that in recent years the gap between seized
and confiscatedassets has widened. The authorities advised that various factors influenced ti®n
one hand strengthening theauthorities' ability to trace assets has raised the amount of proceeds
seized; large scale cases recently launcheahd yet not finalised,while some long lasting cases has
not yet resulted in final verdicts/confiscation orders (see under 1&).

321. The JAMBIs responsible for managing the proceeds of crime. Meetings held-site confirmed

that the authorities made good use of resources avails For the purpose of preservation of the
value of different assetstheir management can be entrusted to various agencies. TBAMBdecides,

in consultation with the agency(ies) concerned to whom they should entrust the management of
specific assets. Tl is done on a case by case basis. The authorities also provided the assessment
team with several examples where the existing legal provisions (see also R.38) were properly
applied in practice. These examples concerned some businesses seized (hotels) where
administrators were appointed by the JAMB and in which the businesses have been properly
managed while the seizure order was still in place. This practice has proven to be successful since
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the assets continued to generate profit. This might be of a pactilar importance in the cases of
acquittals which would then not trigger additional burden to the state to pay the compensation
request to the defendant. In case of conviction such management would equally be of benefit for the
state budget.

322. Depending on he type of property frozen/seized, the competent authorities can adopt
different measures for their management: i) cash can be transferred to the INAF; ii) financial assets
(other than cash) can be converted into cash with the approval of the owner and thaleposited to
the INAF; iii) JAMBcan assign the financial entity to manage the funds; and iv) for the real estatas
per the decision of theJAMB- a professional can be appointed to manage them.

Claims for restitution

323. Since the ML risk profile of Andorra mainly concerns the autonomous ML offences related to

the funds unlawfully obtained in foreign countries, identification of victims appears to be a difficult
endeavor. Nevertheless, thgudicial authorities advised thatthey always made efforts to identify the
OEAOEI 06 xEAOAAAT 6O6Oh ET Al OAET ¢ OEOI OCE OEA OI CA
judicial authorities give priority to the compensation of a victim, in accordance with the Article 176

of the CPC Assets can be immediately returned to victims, even in the absence of a treaty or MoU

(Art 22 of Judicial Cooperation Law).

Box 8: Compensation to victims case

Case where the victim was a foreidh

In the framework of a ML case investigated in Andorra, the Andorran Courts were informed that th
accused JFP had been already convicted in the US (in 2009) because of a fraud agaffist a

In 2008 the Andorran Courts seized the amounts of money that weitbe proceeds of the referred
fraud (approx. EUR 4.000.000, 00) and this amount of money was transferred in 2014 to the vict
of the fraud (Financial entity from the US).

324. However, Andorra does not have comprehensive asset sharing mechanisms with other
countries, with the exception of the agreement the country has signed with the US. So far, asset
sharing has been applied on a case by case basis. As a matter of fact, the legislation, as it currently
stands, provides for asset sharing possibilities in casa bilateral/multilateral agreement has been
signed. Given the importance of international cooperation for Andorra, this might negatively
influence cooperation from other jurisdictions in seizure and confiscation of the proceeds from
crime.

Economic penties (fines)

325. There is no criminal liability for legal persons and the fundamental principles of domestic law
do not seem to preclude that. However, as an alternative to the confiscation and restitution claims,
Andorra indicated that prosecutors seek to aply fines as a way to recover assets from the legal
entities (Articles 71 and 366 ter of the CC). This is enforceable when a conviction against a natural
person is secured. These fines seem to be proportionate and dissuasive and they do not prejudice the
criminal liability of natural persons. The amounts of fines are calculated based on several criteria
indicated by the CG Article 44 provides the numerus apertudist, which includes: the seriousness of
the infringement; the economic situation/wealth of the person (i.e. incomes, revenues, familiar
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charges, etc.)the amount of money laundered; general environment/scope of the predicate crime;

possible involvement of PEPSs; involvement of lawysrin concealing of assets, etc.

Box 9: F.A.O0.G case

During more than 5 years, ERG, FAOG and JAMQ were opening the accounts in their satree
Andorran banking entities, for the purpose of introducing into the legal circuits the money the
obtained from the illegal trafficking of narcotic drugs.

In this case, theCourt considered that the circumstantial evidence is of capital importance: th
disposal of large amounts of money in cash; the nesxistence of legal businesses or of

professional activity which would justify the origin of money; and the connection withthe illegal

trafficking of drugs.

4EA ET OAOOECAOEIT Al T AOAOAA AU , ' O APDPI EAA
use of different currencies was also a relevant evidence of the origin of the money.

ERG, FAOG and JAMQ were not able to prove any legal economic activity which would justify th
extraordinary deposits and the financial activity which were reflected in their accounts at the
aforementioned banking entities of Andorra in the period between 994 and 2013. They didnot
provide any evidence of any sales which, according to thestatements, were made in the name @

the companies of M. G. L. Neither they provided any evidence of the international transport activ
(to prove their economic actvity as drivers), with frequent trips to Europe.

The accused were convicted of ML, punished with a fine of EUR@ 000 and more than EUR 4
000 000 were confiscated.

326. The economic penalties which can amount up tothree times the value of laundered funds
have been applied in almost all ML convictions and they appear to be dissuasiVéis is consistent

with the emphasis on organised crime, is a priority.
Table 15: Economic penalties (until 30 May 2016)

Years Case NUToES € Amount of economic penalty (EUR)
persons

- 300000
2010 2 3 - 40000

- 120000
2011 - - -
2012 1 1 - 90000
2013 1 3 - 300000 (x3)
2014 2 3 - 600000 (x2)

- 250000
2015 1 3 - 3000000

- 1000000 (x2)
2016 2 2 - 1000 000
Total 9 15 EURS8.9 million

Statistics Limitations
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327. The figures provided under this immediate outcome still present an incomplete picture of

'T AT OOAGO AT 1T £ZFEOAAOQEIT T AlthoAgh ®@IO fidixial AmibawEteAfdicen@it £EA O 8
authorities keep statistics in this matter, he lack of comprehensive aggregated statisticen

provisional and confiscation measures with regard to: (i) proceeds and instrumentalities; (ii)
conviction (including the confiscation from a third party) and NCBGC (iii) direct confiscation or

property of an equivalent value; and (iv) type of predicate offenc&ea AT PAOO OEA AOOET OEOQ|
get a comprehensive and detailed picture of the total amount of proceeds that criminals in Andorra

are depived of. It also creates difficulties to assess the degree to which the objectives of the
confiscation policy are achieved. Although the available data do suggest that seizure of assets is
pursued to an increasing degre® and that high penalties are impoed, comprehensive aggregated

statistics would enable further strategic analysis determining which exact reforms might be needed.
Confiscation of falsely or undeclared crebsrder transaction of currency/BNI

328. Movements of currency across the border have been identified as a high risk fdL. In
addition, the NRA states that Andorran cross border transportation of cash system could have a
medium-high impact on TF vulnerability. However, the crossborder identifi cation and seizure of
cash seems not to be prioritised byhe CustomsDepartment. The NRA also takes into account the
findings of the FATF MER of Spain (2014yhich stated that the majority of the cash smuggling
to/from Andorra is related to tax offencesoenmitted abroad.

329. Andorra has implemented a declaration system for incoming and outgoing cro$mrder
transportation of cash. These dispositions were implemented in the AML/CFT Act by the Law
20/2013. Any natural person entering or leaving the country carryng EUR 10,000 or more in cash
(or its equivalent in foreign currency) has to declare that sum to the Custonidepartment.

330. Non-compliance with the obligation to declare, due to a false declaration or a failure to

declare, constitutes an infringement punibed with a fine ranging from EUR 600 to maximum 25% of

the amount of cash which exceeds EUR 10,000 if carried across the border (see R.32). These
sanctions appear to be low and not sufficiently dissuasive. Customs are not empowered to retain

cash for a reaonable period of time during which the investigative actions could be initiated and
evidences gathered on potential links with ML/TF. Andorran authorities advised that this power is

granted to police and can be executed at the cross border points. In 2018 recommendation was

i AAA Au OEA 5)&!.$h OEA O0OAIT EA 001 OAAOGOI 0860 | fEAE
Government to establish a total retention by the Customs of undeclared/falsely disclosed cash
transported in order to allow effective invesigations of ML/TF.

Table 16: Cash Declarations received by Customs Department

Inbound (EUR) Outbound (EUR)
2014 431 236, 18 327 319, 06
2015 1150 375 484 866, 55
TOTAL 1581611, 18 812185, 61

Source: CustomBepartment

54 The fact that the number of cases has increased in 2014 and 2015 may indicate that the monejpeémg
followed in more and more cases.

55 Report regarding the transposition or Regulation 2005/1889/CE and the possibility to retain not declared
cash in the border
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331. The UIFAND andthe Police Department are the recipients of the information related to all
cash transaction reporting made to theQustoms Department for cross-border transportation of cash.
The Police Department carries out weekly checks on who declared cash at the border (based @a
own and data provided bythe Qustoms Department) and assess the risk in this area. Customs
Department officers may also inform the Police Department officers at the border about suspicion of
ML/TF in order to provisionally retain the cash. Up to now, ay retention of cash has been made by
the PoliceDepartmentin application of the general CPC provisions and no notifications on suspicious
ML have been submitted by the CustomBepartment. Some specific preventive measures imposed
by the UIFAND on banks nder TG-02/2015 are elaborated under 10.6.

332. Up until the end of 2015, no checks of vehicles for cash detection purposes were carried out.
Since then, the Custom®epartment hasperformed several controls on cash flows, however they
have not produced concrée results in identifying ML/TF activities (see table below). These figures
may be considerably below the estimated amount of undeclared/falsely disclosed cash transported.
For example, Spaiff reported the detection of 263 travellers between Spain and Andea carrying
more than EUR 7.2 million of undeclared or falsely declared cash.

Table 17: Number of sanctions for non or false declaration

Cases Undeclared cash Sanctions

2015 1 11 525 EUR 600 EUR
29 900 EUR 995 EUR

10 065 EUR 600 EUR

AU 12 605 EUR 600 EUR
(2‘:;21).2016) 6 10 015 EUR 600 EUR
14 800 EUR 840 EUR

10 000 EUR 600 EUR

TOTAL 7 99 000 EUR 4 835 EUR

Source: CustomBepartment

333. Despite limited results achieved so far, the authorities presented a case of a crdssder
control operation between French, Spanish and Andorran customs. It concerns the case where this
cooperation has proven successful in combating tobacco smuggling andnfiscation of goods and
assets obtained thereof.

Box 10: ARAMIS case

The French, Spanish and Andorran customs administrations organised a largeale coordinated
operation from 21 May to 4 June 2012 to combat tobacco trafficking from Andorra.

This operation, called ARAMIS, was attended by officials from the Regional Customs and Tax Of
of Perpignan and Toulouse from France, Spain and Andorranstoms.

56 Data taken from the FATF MER on Spain (December 2014)
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Initially, this operation consisted of an exchange of information on criminal organisation
specialised in tobacco and cigarette trafficking, and subsequently, in a second phase,
implementation of the specific controls and joint patrols between the participating nationa
services. At the same time, controls were intensified at the border cseings of Andorra with France
and Spain.

This operation demonstrated the mobilization and reactive capacities of the three participatin
customs administrations, with the aim of establishing joint control mechanisms and coordinatec
operational actions to ®mbat large-scale illicit trafficking by organised groups.

During this operation, 3.280,580 cigarettes and 400 cigars were seized in customs and ot
controls in different countries.

Specifically in Andorra, 54 boxes of tobacco (27.333 packages) were @ispated and a total amount
of EUR150.253 were imposed as a penalty for the infringement of Article 9 1 a) of the Lawof
sensitive goods

Consistency of confiscation results with ML/TF risks and national AML/CTF policies and
priorities.

334. Since the NRA ws issued in December 2016 and given the lack of aggregated statistics, it is
rather difficult for the evaluation team to determine whether the confiscation results reflect the
assessment of MLTF risks and priorities set out in the NRA. The authorities preented figures for
2016 which indicate thatthe most significant seizures and confiscations concern tobacco smuggling
and, to a lesser extent, qualified fraud, drug crimes and illicit association. Although the available data
suggeststhat assets which maybecome the object of seizure and confiscation are pursued to an
increasing degree, it seems that the authorities still face some challenges during the investigation
procedure (resources available, access to databases by LEAs, judicial secrecy limits, .etc.)
Nevertheless, the effective implementation of measures in the action plan of the NRA, which aim to
rectify these deficiencies, has to be ensured in order to continue to improve the system which is
currently in place.

33. 4EA .21 1 AGET 1 NaHCAbes ioCapplyAvben @& pefBon @ccused is acquitted
AAAAGOA T &£/ 1 AOCAT U &I Oi Al AREAAOO AOOET ¢ OEA OOEAI
established 4 EA AOOAOOI AT O OAAI 0O0OPDPTI OO0 OOAE GOAOQAI A
where most of crimes are committed abroad, introduction of the civil confiscation regime would be a
significant step forward in ensuring the effective confiscation of the proceeds of crime.

336. Some of the risks concerning the cross border movement of cadhd not yet result in concrete

AAGETI T O AT A 1 AAOOOAO8 &i O A@Ai Pl Ah Ol iraAsporilgOO1 T O
orTi ATTA Al OAGO0 AAOE 1 OAO OEA AT OAARAO8 4EA AOOOAT O
the transported cash belongs tadhe holder or not. No measures have been taken in relation to this

issue. Authorities reported that this trend wauld decrease due to thentroduction of the tax crimes

in the legislation andAEOI for tax purposeswvhich will no longer make Andorra an attractive place to

evade payment of tax.

337. The same can be said for other risks identified, such as cases where several persons linked by
a common interest jointly transport more than 10000 EUR but less than this amount individually,
and the absence of obligatin to declare precious metals and other higlvalue commodities at the
border.
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338. For these reasons, the assessment team is of the opinion that the efforts to uncover ML
through transportation of cash do not reflect the risks identified. Combating cash smugugl) appears
not to be a priority objective for the authorities.

Overall Conclusions on Immediate Outcome 8

339. Andorra has recently taken measures to strengthen its legal and institutional framework for
confiscation, based on a genuine commitment to pursue the recovery of proceeds. The overall system
of provisional measures and confiscation demonstrates some chatadstics of an effective system
and the sanction regime seem to be dissuasive (with exception of fines for non or false declaration of
cross border transportation of cash).

340. Although the amounts confiscatedso far appear to be signifcant, there is still a considerable
gap between the amounts of funds frozerand those confiscatedz this being a result of various
factors underlined in the previous chapters of the report.

341. Certain legal and institutional obstacles continue to limit the effectiveness of LEAS pursuing
the confiscation of proceeds from crime.Insufficient human resources restrictive access @
databases by some of the LEAs amtoblems identified with regard to cross-border identification
and seizure of cash are the most relevant issues of amn in the current system.

342. Andorra has achieved a moderate level of effectiveness for 10.8.
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Key Findings and Recommended Actions

Key findings
Immediate Outcome 9

Andorra has enacted a robust legal framework for criminalising TF, which is largely in line with th
international standards, and has conducted a comprehensive national TF risk assessmg
Nevertheless, to datet is not clear what political oversight will apply to monitoring implementation
of the national CFT policy and Action Plan

Being geographically located between France and Spain, Andorra naturally relies on clg
cooperation with these countries for combatting terrorism and TF. Excellent relationsand
information exchange exist with the relevant counterparts in SpaifFranceand lItaly.

4EAOA EO 11 AOEAAT AA ET AEAAOET ¢ OEAO !'1T AT OO
terrorist financing. Concerning foreign TF risk, the LEAs in Amira appear to have a good
understanding of the threat of recruitment, radicalisation and sefradicalisation of individuals. No
evidence has been found suggesting that Andorran residents have travelled to conflict zones abrg
to help foreign terrorist groups. Andorra has never been formally requested by foreign counterpart
to provide information or assistance in relation to a TF or terrorism investigation conducted abroad

The authorities have not prosecuted any type of F activity and no convictions forthe offence of TF
have been secured in the period under review. Thereforéhey have had no opportunity to apply in
practice tools and mechanisms available to combat TF and thus test their effective implementation
practice. The two investigations carried out so far by the authorities demonstrated that they took
seriously any indications or links to possible terrorist and TF activitiesThe absence of prosecutions
and convictions for TF appears to be broadly in line with the rislprofile of the country.

Although Andorra has never directly dealt with any case of terrorism or TF, the authorities hay
demonstrated their understanding that this does not excludger sean underlying threat of TF in the
country. The NRA and the interviews held onsite confirmethat LEAs made efforts (especially at the
intelligence level) to identify the sources of funds that can potentially be used for the purpose of TH

It appears that Andorra would benefit from having a more flexible legal framework (an intelligenc
law) to prevent terrorism and TF in light of the evolving TF risks (such as recruitment, radicalisatio
or auto-radicalisation through the Internet).

The evaluation team remains concerned with the issue of judicial secrecy and its potential impact
TF investigaions.

The authorities have conducted a detailed analysis of wire transfers with other jurisdictions
including high-risk countries, within the framework of the NRA. However, the possibility to monitor
wire transfers data to and from highrisk jurisdiction s from the TF perspective has not been full
explored by the UIFAND prior to the NRA

Immediate Outcome 10

The TFS framework under UNSCRs 1267/1989 and 1988, and pursuant to UNSCR 1373 se
complete, and capable of applying sanctions promptly. Listing in Andorra is automatic following th
UN designation and without delay. However, the assessment team could rasisess the effectivenes
in designating foreign or domestic terrorists since no formal request for designation pursuant t
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UNSCR 1373 has ever been submitted to/by the competent authorities.

The evaluation team believes that Andorra could be more proacevin recognising terrorists and
terrorist organisations designated by the EU and neighbouring countries, given the clo
relationship that Andorra has with those jurisdictions and risk of terrorism and TF that is found
there. In practical terms, this wouldmean that any EU, Spanish or French designations (once in for
in those jurisdictions) could have direct effect in Andorra.

The overall general level of awareness of TFS seems to be satisfactory, though some sectors (m
DNFBPs) need additional guidace and training.

Fls, especially the larger ones, have in place robust systems to detect funds or other assets owne
designated persons or entities. However, smaller Fls and especially some DNFBPs seem to
focused less attention and resources forhis purpose. The offsite supervision of Fls through the
external audits on AML/CFT compliance does not include a requirement for the auditor to test th
effectiveness of a Fl's screening arrangements.

A limited regulatory regime for registration and supervision of NPOs does not fully target and seel
not to be proportionate to the risk of abuse of NPOs for TF purposes. No formal review of the rig
posed by the NPO sector had been undertaken prior to the NRA. Besides some financial accour
requirements, NPOs are not supervised or monitored by the authorities in any other manner. Tt
NPOs met onsite had never received training by the authorities on possible misuse of the NPO se
for TF purposes, and, as a result, there was a shortage of awarenessTd- risks even by NPO
operating close to the conflict areas. Still the NPOs met onsite prefer to remain a reporting ent
under the AML/CFT Act, as they perceive this as an additional measure to prevent their possi
misuse for TF purposes.

No positive matches have been identified with persons designated under the relevant UNSCRs, th
no freezing of assets and instrumentalities of terrorists, terrorist organisations or terrorist financers
has been applied. Nevertheless, Andorra has mechanisms and disjion to act in compliance with
the core issue 10.3.

Immediate Outcome 11

The mechanism implementing PF sanctions is similar to that for TF sanctions. Andorra has
complete TFS framework pursuant to UNSCRs 1718, 1737 and their successor resolutions.RAfo
related assets or funds have been frozen so far.

There is less understanding among certain DNFBPs about the obligations regarding TFS related tq
as opposed to the banking sector. Not all reporting entities were aware of the guidance on
sanctions ssued by the authorities.

Not enough evidence has been presented by the authorities to demonstrate that Andorra has rob
export control of proliferation-sensitive goods and technologies. It remains unclear to th
assessment team if the competent authoiigs have adequate understanding of proliferation risks.

The PC2 has been set up to coordinate activities and provide a platform for cooperation among
relevant authorities on, inter alia, PF issues. However, insufficient evidence has been provided by
authorities to demonstrate the satisfactory level of cebrdination and cooperation (including on
information/intelligence sharing) across all relevant authorities in relation to PF matters.

Recommended actions
Immediate Outcome 9

9 As suggested in the NRAAndorra should further develop a clear national CFT strategy built ot
the existing Action Plan, whilst PC1 should be used to strengthen intagency ceoperation on
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Immediate Outcome 10

T

Immediate Outcome 11

T

TF issues, especially at the policy level.

Regular or at least periodic assessments @fggegated wire transfers with countries having a
high-risk of terrorist activities to detect any potential TF suspicion should be continued by thg
UIFAND.

As proposed in the NRA Action Plan, Andorra should consider introducing legislation ¢
operational intelligence services to provide the authorities with a more comprehensive legg
framework in the context of TF and terrorism prevention.

Andorra should conduct proper and comprehensive periodical monitoring of all NPOs operatin
in the jurisdiction to: (i) form an objective analysis of risks posed by the sector; (ii) identify thosé
NPOs at risk from terrorist abuse; and (iii) conduct outreach and exercise oversight of thos
identified as presenting a risk.

Training on possible misuse oftie NPO sector for TF purposes should be provided to the enti
NPO sector as a matter of priority.

In light of the close economic and political ties with neighbouring jurisdictions, the authoritieg
should consider recognising lists of terrorists and terroist organisations designated in
particular by the EU, France and Spain.

The work of the PC2 should be enhanced through more active participation of the Poli
Department and ensuring that the agenda of the Committee routinely covers TFS issu
including how sanctions may be evaded.

The authorities should include a requirement for the auditor to test the effectiveness of a Fl's T}
screening arrangements during AML/CFT audits. They should also consider the adequacy
supervision of DNFBP compliance with FS sanctions given the limited number o$upervisory
on-site visits conducted to date.

Regular training on the proper implementation of TFS should be provided to reporting entitie
and specifically to gestorias and other DNFBPs.

The authorities with CPF competences should be trained on the risks of PF (including
typologies and indicators of proliferation-related sanctions evasion activity, risks of abuse ¢
proliferation -sensitive goods and technologies, and the FATF typologies abést practices
paper) in order to develop capacity in this area.

The authorities should ensure that the agenda of PC2 regularly covers PF issues, including |
PF sanctions may be evaded. The Police Department should regularly take part in the meeting
the Committee.

Further training and awarenessraising activities, including on the ways in which PF sanction
could be evaded, should be provided to the reporting entities by the UIFAND and specifically
gestorias and other DNFBPs.
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Immediate Outcome 9 (TF investigation and prosecution)

001 OAAOOEI T TYAT 1 OEAOQGETT 1T &£ OUPAO I|-grofie& AAOEOEC
343. In the period under review the authorities have not prosecuted any type of TF activity and no
convictions for the TF offence havdeen secured. As noted in Chapter 1, Andorra has conducted a

detailed national TF risk assessment in 2016, which concluded that the overall TF risk for the
country is medium-low.

344. The methodology applied to assess TF risk in Andorra examines both domestic and foreign TF
risk. The authorities have analysed different factors related to the sources of funds lawfully and
unlawfully generated within Andorra that may potentially be used ér the purpose of TF. So far, there
have been no cases of domestic TF detected.

345. With regard to foreign TF risk, the NRA acknowledges that there is a possibility of
recruitment, radicalisation and selfradicalisation of individuals. The LEAs in Andorra apgar to have

a good understanding of this relatively new threat and work closely on the matter with Spain and
France. Apart from some unconfirmed suspicion held by Andorra in the form of intelligence
information, no evidence has been found suggesting thatndorran residents have travelled to
conflict zones abroad to help foreign terrorist groups. The NRA also acknowledges that Andorra
might be used as a transit point for terrorist financing. However, there is no evidence that this is
actually occurring.

346. At the time of the onsite, the UIFAND, the Police Department and judicial authorities have
never been formally requested by foreign counterparts to provide information or assistance in
relation to a TF or terrorism investigation conducted abroadThis supports the finding of the NRA
that, so far, no links have been found between Andorran residents and terrorists/terrorist
organisations. There are also no indications that terrorist networks operate in Andorra.

347. In principle, the assessors deem that the condions of the NRA in relation to I® are
reasonable. The absence of prosecutions and convictions for TF, therefore, appears to be broadly in
line with the risk-profile of the country.

TF identification and investigation

348. Potential TF is identified through intelligence collected by the Police Department, SARs
submitted and through international cooperation. The main source of information used to identify
potential TF cases has been the intelligence information generated by the specialised groups of the
Police Department.

349. The Police Department is the law enforcement agency authorised to investigate any suspicion
of terrorism or TF. There are two dedicated antierrorism teams established within the Police
Department to proactively investigate, gather operatioml intelligence and exchange it with the
equivalent foreign counterparts.

350. If the different Police groups in charge of the terrorismrelated cases were to suspect terrorist
activity, the suspicion would be communicated to the divisions of the Police Deparent in charge of
financial investigations in order to conduct a parallel financial investigation. Moreover, there are
specialised investigative sections of the Courts (investigative judges) competent to deal with
potential TF investigations. Therefore, itappears that Andorra has the necessary mechanisms and
resources in place to proactively work to detect terrorism and TF cases and is able to deal with them
if detected.
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351. Between 2011 and 2016, threeSARs which had been reported to the)IFANDcontained some
suspicion of TF. Howevertwo of the casedid not confirm the suspicion. The first case turned out to
be a Nigerian scam involving a person from West Africa. The description of the second case is
provided in the case study box belowThe third case is under investigation (see Box 12 below).

Box 11: Case of TF suspicion analysed by the authorities

In July 2013, a SAR was submitted tihe UIFAND by one of the banks in relation to an unusug
transaction conducted by a client of the entity. Although the SAR was originally presented as
ML-related SAR, a small component GiF suspicion was identified bythe UIFAND.

The bank detected that onéAndorran legal entity had received wire transfers from Germany, an
subsequently, part of these funds had been withdrawn in cash in Paris. One of the persons rela
to this company was an Andorran resident with Moroccan nationalityThe UIFAND initiated a

joint preliminary investigation with the Police Department to determine if this could be arF or

terrorism related case. Finally, after having checked all the details of the case with the I
enforcement counterparts, no indications that could point toTF or terrorism were found.

352. The evaluation team believes thathe UIFAND should beproactive in analysing data onwire
transfers with high-risk jurisdictions/clients at least on a periodic basis. This mayhelp the
authorities to reassure that anypotential indication of terrorism or TF activity is detected. The
assessment team also considers that the low number of FElated SARs from reporting entities can
be explained, in part, by insufficient awareness among reporting entities on TF threat.

353. During the period under review, the authorities conducted one investigation indirectly related
to terrorism and there is one investigation of potential TF which is ongoing. The first investigation
was opened further to the discovery of a symbol potentially linked tdSIL bythe Police Department
during a search conducted in the context of the investigation of another crime. The investigation
focused on this particular issue and, after investigating for a year, it found that no links with
terrorism or TF existed. Sine no further evidence or suspicion was found, this case was closed.
Nevertheless, the authorities confirmed that the former suspect of that investigation remains under
close surveillance by the Polic®epartment. The second investigation is still ongoingand therefore,

a very brief description of it is given in the Box below.

Box 12: Case of TF suspicion(still under investigation)

Based ona SAR submitted tathe UIFAND, an analysis pointed out that somguspicious financial
transactions with a credit card were being conducted in relation to a higkrisk area and the usual
routes to it.

This information is being used by theGPOand the units of the Police Departmentin charge of
terrorism and TF. Close cooperation is set with the foreign counterparts to join efforts in
investigating the potential TF. Andorran authorities assured the assessment team of their pr
activity, with regard both to national and international aspects of the case.

354. Additionally, the evaluation team was informed that LEAS possess some intelligence regarding
isolated and not confirmed cases of potential radicalisation or autcadicalisation (mainly through
the Internet) and some not confirmed information on foreign fidnters in relation to ISIL and its
affiliated organisations.
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355. Although, fortunately, the authorities havenot had yet the opportunity to apply in practice the
tools and mechanisms available to combat TF (and thus test their effective implementation in
practice), in the two investigations mentioned above, the PoliceDepartment, UIFAND and the GPO
took seriously into account the indications or links to possible terrorist activities.

356. So far, to conduct operational intelligence services, the Police Departmentshapplied the
general legal framework (applicable to all criminal acts) which it considers to be not fully apt for
terrorism and TF investigations in some circumstances. As was identified in the NRA and then
confirmed during the interviews, the Police Depeiment deems that a more flexible legal framework
to prevent terrorism and TF is needed. The needed intelligence law, in their view, should enhance
Police Department powers and equip it with flexible tools to face the new challenges and trends
related to terrorist international operations (such as recruitment, radicalisation or aute
radicalisation through the Internet). Notably, this refers to a more flexible application of special
investigative technigues encompassing intervention in communications, bannin of webpages
promoting terrorism or radi calisation, etc. In fact, the need for a formal discussion at a high political
level to consider the introduction of a new law has been suggested in the NRA Action Plan.

357. Informal domestic cooperation between the relevant competent authorities involved in the
prevention and detection of ML and TF is welestablished in Andorra.Within 24 hours after the
detection of a TF suspicion, a joint meeting of competent authorities (BAND, Police and the General
Prosecutor Office) has to be held in order to coordinate further actions. Besides, regular and similar
meetings take place to update all relevant authorities of the advancement of the case.

358. The evaluation team is concerned ahd judicial secrecy in Andorra and its potential impact
on TF investigations.udicial secrecy can only be maintained for up to 6 monthglaborated under
I0s 7 and 8) After that period, a judge, upon request from a person under investigation, is obligeml
disclose to that person the information about the orgoing proceedings which concerns him/her.
This may jeopardise very sensitive TF investigations should they be opened in the future. This can
also impair potential MLA assistance as it could compromisavestigations under secrecy which are
being conducted.

359. Despite the fact that Andorra has never directly dealt with any case of terrorism or TF, the
authorities have demonstrated their understanding that this does not excludper sean underlying
threat of TF in the country. The NRA and the interviews held onsite confirmed that LEAs made
efforts (especially at the intelligence level) to identify the sources of funds that can potentially be
used for the purpose of TF. Special attentiomas been paid to the crimes considered in the
framework of the NRA as a possible source of TF.

360. Tobacco smuggling has been recognised by the international community as a relatively
common instrument worldwide to finance terrorism. LEAs have demonstratedhat investigations of
domestic tobacco smuggling are considered as high priority. They have conducted a number of
parallel financial investigations in these cases. Up to now, these parallel financial investigations have
always led to ML investigations andot to TF cases.

361. Notwithstanding the fact that crossborder transportation of cash has never been detected or
suspected to be used for terrorist purposes, the assessors are concerned about the substantial level
of cash smuggling through Andorra (especiallin the light of Spanish data regarding the number and
amount of detected cash smuggling cases in the Spanish side of the border with Andotawever
these flows were not related to TF but to tax crimgs’. For example, in 2015, according to

57 The FATF report of Spainhttp://www.fatf -gafi.org/media/fatf/documents/reports/mer4/Mutual _-Evaluation-Report-Spain
2014.pdf
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information provided by Spain in the international cooperation feedback, the Spanish authorities
intercepted more than EUR 1.5 million of cash coming from Andorra.

362. Cash smuggling creates a certain vulnerability that could be exploited for TF purposes in
Andorra as well as in neighbouring countries. The existing controls in place are weak and some
major technical deficiencies remain in the Andorran legal framework which requires improvement.
On the other hand,it should be emphasised thatthe authorities fully understand the existing
deficiencies of the cash controtegime and concretesteps to improve the system have already been
taken. The mitigating measures include the strengthening of cash border controls from both the
legislative and operational perspective: relevanlegislative reform has been initiated and at the time
of the onsite visit a draft law on crossborder transportation of cash had been prepared.

363. 7EAT AOEAA AAT OO xEAOEAO OEAOA xAOA AT U OECITO
money transfer sevices detected in Andorra, the authorities interviewed onsite confirmed that no
indications that such activities are taking place in the country have been found. The authorities also
indicated that the use of online payment systems and evallets is not @mmon in Andorra.

364. There are also some concerns about the absence of ttréminalisation of smuggling of goods
(apart from tobacco) that limits the ability of the authorities to detect and combat antiquities
smuggling, the proceeds from which could be usdaly the Islamic State. Although no such cases have
been identified to date, this technical deficiency could adversely impact on the effectiveness of the
CFT system once tested in praitte. Andorran authorities advised that such goods would be detected
through the use of Interpol databases or WCO platforms and assured that the provisions on illicit
trafficking of stolen goods would apply.

365. The issue of adequacy of human resources for Clas also been raised during the onsite.
Although, the human resources issue is not a matter of urgent concern, the evaluation team agrees
with the conclusion of the NRA that the number of available law enforcement staff, specifically in the
investigative section of the Courts, should be increased. Notwithstanding the fatttat the lack of
human resources appears to be a general deficiency of the Andorran AML/CFT system, the
authorities confirmed that absolute priority would be given to any potential TF cas.

366. Some CFT training and capacity building activities have been provided to the competent
authorities outside of Andorra, in France, Spain and Italy. However, this happens occasionally. The
lack of regular training is partially compensated by close coopation with the Spanish competent
authorities, who have been sharing their experiences and techniques in the CFT field. In this regard,
the authorities referred to regular trainings and workshops provided to thePolice Departmentby

the Centre on Deactivatin of Explosives of the Spanish police

367. Given the near absence of TF cases in Andorra, international cooperation on terrorism and TF
is mostly conducted on an informal rather than a formal basis. In the period under review, the
competent authorities have rever been formally requested by foreign counterparts to provide
information on or assistance in relation to a TF or terrorism investigation conducted abroad.

368. The authorities have demonstrated that they have very goosifformation/intelligence sharing

with the equivalent foreign bodies (especially with France and Spain). TReiblicO OT O A Adifiéel 08 O
plays a pivotal role in the international cooperation process and is very practive in seeking and
providing different forms of international cooperation and assistance, including on an informal basis.
Cooperation and information exchange with Spain and France at the operational level is conducted

on a daily basis through direct contact persons in both countries. In this regard, the authorities
confirmed that they pay special attention to any suspicion of TF they detect or are informed of.
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369. In September 2015, Andorra and Spain signesl®nvention on combating crime andon safety,
where both states among other things undertook to work together against terrorismand its
financing. Andorra has also signed a MoU with Italy, including on combating TF. The work on
another two MoUs, one with France and one with Belgium, is under way. The TF risks of misuse of
credit cards in conflict zones have recently been discussed Madrid with the competent authorities

of Spainand other countries

TF investigation integrated withrand supportive of national counterterrorism strategies

370. To date, Andorra has had no overarching national strategy to combat terrorism aric. After
the completion of the NRA, the authorities havdeveloped a detailed Action Plan that includes a list
of measures to mitigate the TF risks. The next stepnvisaged bythe Action Planis to formally
establish a clear national policy and strategy to mvent and fight TF.

371. Andorra has two permanent committees responsible for preventing and combating TF,
however certain deficiencies regarding their effectiveness have been highlighted in the NRA and
during the onsite visit. Although interagency ceoperation on TF issues is well established and
features a proactive approach at the operational level, the policy level still appears to have some
shortcomings. For example, the implementation of the FATF and MONEYVAL recommendations are
the main fields of intervention by PClin practice. Moreover, some relevant competent authorities
such as the Police Department, Tax and Customs Department have not participated in the meetings
of the groups on a regular basis. There are also shortcomings in the coordination amderaction
AARAOxAAT OEA o#p AT A OoO#ch xEEAE AOA AgbAAOAA Oi
to merge the twocommittees into one.

Effectiveness, proportionality and dissuasiveness of sanctions

372. In the period under review, there have been no TF prosecutions and convictions, therefore,
the evaluators were unable to assess whether sanctions or measures applied against natural persons
convicted of TF offences are effective, proportionate and dissuasive. Nevertheless, it has to be noted
that in 2014 Andorra increased penalties for TF (the basisanction for TF offencewent from 2 to 5
years of imprisonment to 2 to 8 years; thesanction for aggravated T offence went from 3 to 8 years

of imprisonment to 3 to 10 years).

Alternative measures used where TF conviction is not possible (e.g. disruption)

373. So far, no specific measures have been adopted by Andorra to disrupt TF activities as there
has been no evidnce of TF in Andorra. The authorities stated that if propaganda of terrorism or
radicalism through the Internet is found, they would be able shut down such websites.

Overall Conclusions on Immediate Outcofe

374. Even though there have been no prosecutiorfer TF, theproactive approach taken by LEAS in
cases of potential suspicion of TEHemonstrates that the authorities have not been inactive in the

AR

field of CFT. ThePublic0 OT OAAOOI 060 / £AAEAAKh OEA DépatindnEakel AOOE

well aware that the small size of the country does not exempt them from addressing this problem,

I - VRN
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opportunities it provides as a financial centre.The evaluation teamconcludes that Andorra has
sufficient/appropriate mechanisms and practices in place to investigate the financial aspect of
terrorist activities when necessary.
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375. Andorra has achieved a substantial level of effectiveness for IO .9.

Immediate Outcome 10 (TF preventive measures and financial sanctions)
Implementation of targeted financial sanctions for TF without delay

376. As noted in more details in the €chnical Annex (cf. R.6), Andorra has adopted legislative
amendments in 2014 in order to implement TFS withoutlelay, in compliance with UNSCR 1267, its
successor resolutions and UNSCR 1373.

377. According to Article 68 of the AMLCFT Acts8, the PC2 prepares and publishes on the

5) &! sx$A&A O Eli&Af ndmegiand circumstances of persons and entities deemed to lvekgewith

terrorist activities, the financing of terrorism, or financing of the proliferation of weapons of mass
destructiorb 8 4 EA DPAOOI T O ET Al OAAA 11 OEA 1T EOO OEAIT Al
the corresponding UN committee; (ii)Persons or entities designated by the Andorran state; (iii)

Persons or entities based on a request submitted by a foreign state.

378. The persons or entities listed by the UN Sanctions Committee (i) are automatically included by

law. The consolidated list dram by the UN Sanctions Committee is therefore directly applicable in

Andorra and is available on the website othe 5) &! . $ OEOT OCE A T ETE 11 OE
Therefore, TFS under UNSCRs 1267/1988 and 1989 and subsequent resolutions are implemented

with out delay. For domestic designations (ii), the inclusion of persons or entities on the list has to be

issued and published by the PC2. Therefore, the mechanism for designation exists, but has never

been used by Andorra so far.

379. Finally, implementation of requests by foreign states (iii) goes through PC2 which has to
consider and, if appropriate, give effect to requests sent by other countries to include a person on the
list. The PC2 has discretion in this respect to assess whethbere are reasonable grounds to justify
the inclusion of persons and entities in the lists. Should it conclude that there are reasonable grounds
for such inclusion, it issues a specific resolution in this matter. However, to date, no requests have
been made to Andorra by foreign jurisdictions and, therefore, there are no persons or entities
included on the Andorran list on the basis of a foreign request.

380. Regarding the mechanism for informing the private sectqrreporting entities are obliged to

consult thA 5) &! . $60 xAADPACA j OPAAOAOG 1T &£# OEA 5. AiI1OI
published). Additionally, emails are sent to obliged entitiesidentified by the authorities as

presenting a higher TF riskand professional bodies to inform them about anypdate of the lists.
Nevertheless,not all DNFBPs are covered by these emails.appears that for a certain number of

reporting entities, specifically DNFBPs, the only way to know about changes in the lists is to consult

OEA 5)&!.$80 xAAmRds€ Aehys anEteOmplerke@&ién ofATFS. In fact, some

AOOT AEAGETT O 1T £ POI ZAOOET T A1 O ET AEAAOAA OEAO OEAU
381. The UIFAND has recently transmitted comprehensive guidance on the implementation of TFS

to the private sector, which among others describes how to implement TFS, freeze assets, make a

SAR, eté® However, the evaluation team could not assess the extent of implementation of the
guidance and its impact on reporting entities given that it was transmitted shdly before the on-site

58 As amended by Law 4/2014

59 http://www.uifand.ad/images/stories/Docs/Guies/Guia_Aplicac_Recom_6_7.pdf
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visit. TheUIFANDhas also issued guidance on TF rigth NPOs based on a FATF document issued in
June 204; it was disseminated by Andorra only in March 2017.

382. Banks and their investment and insurance subsidiaries have developedein own automated
screening systems to check clients and beneficial owners of customers against sanctions lists
whereas nonbank FIls and DNFBPs tend to use commercial databases (mostly Weclteck). Some

1 A0O0 OAOT OOAAA $. &" 006 Oh toQHode EomAécial databbisdsQiddugh ENAIO A A A

professional associations.

383. The UIFAND confirmed that the testing of the sanctions screening systems took place during
its inspections. The inspection programme, however, was significantly cutback in 2015 an@15 as a
result of: i) a banking failure whichrequired significant resources from the UIFAND; and ii) the NRA
findings. In view of this, fewer tests have been carried outAlthough Fls are subject to ofEite
supervision through the external audits on AMJ/CFT compliance, this does not include a
requirement for the auditor to test the effectiveness of a Fl's screening arrangements. The evaluators
also found out thatthe MTVS provider in the country only updates its list on a monthly basis. This
MVTS provicer has not been inspected by th&JIFAND In addition, not all FiIs record data on their
customers in electronic form, especially when it concerns numbered accounts. Some CDD
information is kept physically and some electronically therefore checking lists tseek potential
matches may prove difficult and matches may be missed.

384. The evaluation team also noted that some DNFBPs (e.g. accountants and real estate agencies)
were not equipped with commercial databases and, although trainings were provided since 20b§

the UIFAND, were not sufficiently aware of the UN sanctions lists, the controls to apply and the
measures to take in case of a positive hit. These professionals seemed to rely on the Andorran
&T OAECT )1 OAOOI AT O DPOI AAA@@hOdt advieiRad ByAndbriadbik®O | A A
Both DNFBPs and also some small Fls indicated that there was lack of information and training
provided by the UIFAND in this respect. Banks demonstrated a satisfactory level of understanding of
TFS.

385. Chapter 7 explains the measures that are in place to prevent the misuse of Andorran
companies. These checks include: (i) controls exercised over foreign investment by the Ministry of
Tourism and Commerce; and (ii) use of notaries, both of which also takeaunt of TFS. Similar
controls are applied to the acquisition of real estate.

Targeted approach, outreach and oversight of-ask non-profit organisations

386. Despite the small size of the country, Andorra has a large number of NPOs. According to the
NRA, here are 659 registered NPOs. NPOs in Andorra can take two legal forms: foundations (28) and
associations (631).

387. The Constitution of Andorra provides that the right to form an association is a fundamental
right and that the registration of associations canot be mandatory. The assessment team was
assured onsite that in practice there are no nomegistered associations, as carrying out financial and
any other activities would require registration in Andorra.

388. Nevertheless, the evaluators consider that sinceno proper analysis of the sector is

periodically carried out, the possibility of the existence of nosregistered associations and their

potential misuse for TF purposes cannot be completely eliminated; the authorities should thus
consider registering allassociations to ensure improved monitoring.

389. The NPO sector is regulated mainly by the Law on Associations, the Regulation on the
Associations Register,Law on foundations and the Regulationof the Foundations Registy and
Protectorate of 1 April 2009 (Foundations Regulations) NPOs in Andorra are reporting entities
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under the AML/CFT Act. In addition, the AML/CFT Act also provides that NPOs shall be required to

retain for five years the identification data concerning persons to whom funds are paid and the
documents mentioned in Article 28 of theLaw on Associations (register of members, book of

i ET OOAOGh ET OAT OT OU 1T £ AOGOGAOGOG AT A AAAT O1 OET ¢ OACEC
390. Even though the regulations on associations and foundations include ree elements to

DOl i1 OA OOAT OPAOAT AU AT A ET OACOEOU 1T &£ OEA OACEOOC
view that at this stage they do not target the risk of abuse of NPOs for TF purposes.

391. Nevertheless, no formal review of the risks posed byhe NPO sector had been undertaken

before the NRA. The NRA analysis of the NPO sector in Andorra was carried out based on the findings

of the FATF 2014 typology report on NPGsh AEOOET COEOEAA AAOxAATr .0/ 0
AT A OA godtiited B oBthe NPOs in Andorra carry out expressive activities, while 11% is

involved in service activities, and 2% carries out both service and expressive activities. Following the

findings of the FATF Repo#g, the authorities have identified 28 NPOs acting Cseréice NPAGs E1  OEA
international context, including 7 NPOs operating in places relatively close to conflictive areas (e.g.

Burkina Faso, Uganda or others), and considered them as the riskiest ones.

392. While these figures do not seem to be too alarmingevertheless, a proper and comprehensive
monitoring and supervision of all the NPOs operating in Andorra is necessary to prevent the misuse
of NPOs for TF purposes.

393. The NPOs regulations provide for a number of conditions for registration, as well as
requirements to maintain updated information. However there is a complete lack of supervisory,
monitoring or sanctioning mechanisms. Although the registering authorities are mandated to carry
out verification of NPOs while registering, no proper mechanismsof verification of the registering
NPOs are in place and no corresponding measures are being performed by the authorities. The
registrars do not have access to, or any connection with the databases of other state authorities, such
as theUIFANDor the Police Department, thus, only basic formal requirements are observed by the
registering authorities. If during the registration process, there is the suspicion of criminal activity in
the light of the presented documentation the registrar must notify the Miniger of the Interior, who
may refer the matter to the prosecution. Nevertheless, the authorities met onsite could not recall a
similar experience.

394. Domestic legislation merely requires NPOs to keep a register of members, minutes, an
inventory of assets andaccounting registers relating to their activities. Foundations are also subject
to accounting obligations (article 22 of theLaw on Foundations). According to the authorities, when
NPOs receive public funds, they are subject to enhanced control, which meahat income and the
payments carried out by the NPO and the accounting records are verified by the Andorran
authorities.

395. Other than these forms of financial accounting, NPOs are not supervised or monitored by the
State authorities in any other manner. fie NPOs met onsite, including an NPO which received
around 40% of its funding from the Government, indicated that they had never been under any type

60 The FATF report (June 2014y 02 EOE 1T £ OAOOPOE &E OAAOQGAT EIOAIOET T G068
61 Service activitiesz housing, social services, education, health care.
62 Expressive activitiesz sports and recreation, arts and culture, interest representation, advocacy.

B4EA &! 4& 2ADI GdviceONPADGIIpalyEeAgageddin the provision of humanitarian sewice
present the most desirable targets for terrorist entitiés8
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of supervision or monitoring by the authorities, besides annually reporting basic financial
information to the authorities. No audits had ever been carried out in the NPOs met onsite. Domestic
legislation envisages no sanctioning regime for NPOs, other than criminal sanctions, which have
never been applied in practice, and sanctions with regard to breaches iraxt activities. The
authorities met onsite did not have information, and by law are not required to possess any
information on the foreign states which NPOs cooperate with. Prior to the NRA, no analysis had been
conducted by domestic authorities in relationto associations operating close to conflict areas.
Furthermore, there was no proper assessment of the TF risks posed by the misuse of NPOs, and no
designated authority that can conduct such an analysis.

396. The NPOs met onsite had never received training bje authorities on the possible misuse of
the NPO sector for TF purposes, and, as a result, they were insufficiently aware of the risk, including
those operating close to conflict areas. The NPOs met onsite, had never seen the necessity to
undertake a riskanalysis before working in a new environment or with new partners. This, however,
seemed to be due to a lack of awareness, rather than a careful scrutiny.

397. According to the authorities, the majority of NPOs are funded from sources in Andorra, either
by the Government, or public funding and fundraising activities. The NPOs met onsite demonstrated
a sufficient level of caution with regard to accepting funding from unknown sources, indicating that
due to the size of the country, they always know personally thiedividuals who make the donations,
and the purpose of such donations. Nevertheless, it was also observed that they had encountered
cases of anonymous monetary transfers which they had accepted. Even though the NPOs didoeot
se assess the context anderrorism and TF risks and vulnerabilities in the geographical areas in
which they planned to operate, their profile and operations appear not to bear specific risk of being
abused for the criminal activities purposes. Despite the fact that NPOs are currntreporting
entities under the AML/CFT Act, no NPOs have ever submitted aAFSto theUIFAND

398. Moreover, the NPOs met onsite were not properly informed and did not have any
understanding about their functions and obligations as a reporting entity. Considering that the FATF
standards do not require NPOs to be reporting entities, the NRA suggests tHdPOs should be
removed and not appear as reporting entities. According to the NRA, a general framework regulating
the activities of the NPOs and proper rules of financial transparency would ensure the prevention of
TF more effectively than the applicatios of all the obligations established under the AML/CFT Act.
Despite this reasoning, the registrars of NPOs consider that the removal would not be desirable, as
being a reporting entity has never been a cause for concern for NPOs, and it can serve as an
additional guarantee for combating the possible misuse of NPOs for TF purposes.

Deprivation of TF assets and instrumentalities

399. No confirmed positive matches have been identified with persons designated under the
relevant UNSCRs, thus, no freezing of assetsd instrumentalities of terrorists, terrorist
organisations or terrorist financers has been applied. Nevertheless, Andorra has the mechanisms
and the disposition to act in compliance with the core issue 10.3.

Consistency of measures with overall TF rigbfde

400. Despite the fact that Andorra has never detected any terrorist or TF activity within its
jurisdiction, the two countries neighbouring Andorra, namely France and Spain, have a significant
level of exposure to terrorism and TF risks. Many other Eurgan countries have also suffered from
recent terrorist attacks. Moreover, Andorra has very close economic and political ties with
neighbouring jurisdictions.
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401. Therefore, the evaluation team believes that Andorra could consider recognising terrorists
and terrorist organisations designated by the EU and neighbouring countries, given the close
relationship that Andorra has with those jurisdictions and the risk of terrorism and TF that is found
there. In practical terms, this would mean that the EU, Spanish &rench designations could also
have a direct effect in Andorra. This could strengthen the TFS framework of Andorra and further
ensure that its financial system cannot be exploited by terrorists and terrorist financiers from
neighbouring countries and the BJ.

Overall Conclusions on Immediate Outcodf®

402. Andorra appears to have acomplete and appropriate TFS framework. Nonetheless, the
communication between supervisors and FIs on changes in the lists is not done promptly. In
addition, the supervision over DNFPs needs further improvement. A targeted approach, outreach

and oversight in dealing with NPOs at risk have not been implemented and conducted. The
possibility to recognise the EU and neighbouring countries TFS lists to prevent the risks of its
financial system being exploited by designated terrorists/terrorist organisations has never been

considered by Andorra despite close political, economic and social ties with neighbouring
jurisdictions.

403. Andorra has achieved a moderate level of effectiveness for |0 .10.

Immediate Outcome 11 (PF financial sanctions)
Implementation of targeted financial sanctions related to proliferation financing without delay

404. The mechanism implementing PF sanctions is similar to that for TF sanctions. It appears that
Andorra has a comprehensive TFS framework pursuant to UNSCRs 1718, 1737 and their successor
resolutions, which is properly implemented. Listing in Andorra is autoratic after UN designation
and without delay. To date, no funds, assets or economic resources have been frozen under PF
related UNSCRs.

Identification of assets and funds held by designated persons/entities and prohibitions

405. Fls, especially the larger onedhave in place robust systems to detect funds or other assets
owned by designated persons or entitiesThe majority of private sector participants rely on
commercial databases (predominantly WorldCheck) to screen customersNevertheless, some
DNFBPs seento have focused less attention and resources for this purpose.

406. The PC2 has been set up to coordinate activities and provide a platform for cooperation
between the domestic authorities, including on PF issues. The assessors had a chance to look
through the minutes of the PC2 meetings which revealed that PF issulead rarely been discussed in
practice. Neither the minutes of the PC2 meetings nor the interviews conducted onsite provided
sufficient evidence to demonstrate that the risk of proliferationrelated sanctions evasion has been
considered by the CommitteeBesides that, as has already been mentioned under . ®Qthere are
some underlying concerns about the effectiveness of the work of the PC2. The participation of the
Police Department in PC2 has beenntited, which apparently negatively influenced the activities of
the Committee.

s o~ Az s 2 oA N

407. It appears thatthebT OOEAT A OAT AOET 1 O AOAOGEIT AAOEOEOU
to this risk, for example, through the use of shell companies, have never beeralissed between the
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competent authorities, at least at the intelligence levellhere is little evidence of any ceprdination
and cooperation activities being conductedetween domestic competent authoritiesin relation to
PF matters.

408. Moreover, the evaluaton team was not provided by the authorities with enough evidence to
demonstrate that Andorra has a robust export control regime for proliferationsensitive goods and
technologies in order to identify situations where there may be connections with designate
persons. The authorities indicated that Andorra does not have manufacturers of defence materials
and, therefore, does not produce controlled military or dualse goods. Nevertheless, this does not
exempt Andorra from the risk of being exploited as a trasit country for the PF activities. Nor does it
appear that the risks inherent in operating as a regional financial centre or activities of Andorran
companies abroad are taken into account. The evaluation team has also considered the risk and the
context ofthe country, in particular the fact that Andorra is located between Spain and France, both
of which produce a wide range of controlled military and dualuse goods.In case of Spain, the last
FATF mutual evaluation of the country conducted in 2014 identiéid that Spain has a significant
exposure to the risk of proliferation-related sanctions evasion, mainly in relation to Iran.

409. There are no export licensing or similar requirements in Andorra, except for arm#lthough
Andorra is not a member of the EU, th®rincipality is treated as an EU member when it comes to
trade in manufactured goods (no customs duties)lo date, there have been several exports of goods
to Iran which have the characteristics of dualise goods. Andorra was acting as a transit country in
those export transactions. Though a documentary control was made by the Custoibspartment, it
seems that no physical inspection of the goods exported to Iran was conducted.

410. There have also been several exports of goods to North Korea. However, the antooitotal
exports to DPRK is negligible.

411. Nevertheless, it seems that the information on companies involved in the export operations
either with Iran or DPRK has never been shared by the CustonBepartment with the UIFAND.
Therefore, this information hadnot been studied by theUIFANDand no checks had been conducted
on the parties (legal persons or entities) of the export contractsn order to detect any potential
attempts to evade sanctions through the use of legal structures.

412. It should be noted that in2015, Andorra, through aTCissued bythe UIFAND, prohibited all
commercial transactions with Iran and DPRK. Since then, there have been no exports from Andorra

to Iran or DPRK.

&) O AT A $.&0" 06 O1 AAOOOAT AET C 1T &£ AT A AT Pl EAIT
413. Reporting entitiesé4, other than large Fls (including insurance and asset management
companies owned by banks) have much less awareness of UN sanctions regime related to the PF. It
should also be noted thasome smaller FIs do not even see a need to consult the lists the basis of

their client base, given that their clients are typically Andorran or Spanish nationals whom they
know well.

414. The authorities issued a comprehensive guidanéeon TFS in February 2017, shortly before
the on-site visit. With the exception of reporting entities affiliated to professional associations that
AEOOAI ET AOGAA OEA 5)&!.3$380 COEAAT AA O OEAEO 1 Al AA
reporting entities were properly informed about the requirements to prevent PF and it was not

64 Specifically: dealers in precious stones and metals, jewellers, real estate agencies, accountants, company
service providers.

65 Guidance on the application ofestrictive measures: FATF Recommendations 6 and 7.
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possible to assess the effectiveness of the guidance due to its recent publication. Nevertheless, those
reporting entities met onsite were aware of the guidance.

415. The evaluation team remained concerned about the level of understanding of and compliance
with the TFS obligations amongyestorias Given the lack of supervision over this sector and a general
little knowledge of the PFrelated sanctions, it is unlikelythat gestorias consider PF risk when
forming companies.

Competent authorities ensuring and monitoring compliance

416. The UIFANDis responsible for monitoring and ensuring compliance by Fls and DNFBPs with
their obligations regarding proliferation related TFS.The supervisor does test screening systems in
place (TF and PF) as part of its egite supervisory work and to date has found no exceptions.

417. With regard to communicating changes to the PF and TF listgs a two-fold approach is

followed by Andorra: (i) changed O1 OEA 1T EOOO AOA AOOT i ACEAAT T U b
and (ii) additionally, for those sectors with a higher risk,e-mails are sent to inform them about any

update of the lists Nevertheless,as mentioned above under 1Q0, updated information on the lists is

not systematically communicated to all reporting entitiesAs a result, there may be situations where

some Fls or DNFBPs which arexpected to look at the UIFAND websitenay not be aware of new
designations or delistings for some time.

418. 4EA AgOAOT Al AOGAEOCO T &£ &)O 11 -, 7T#&4 Aiel DI EAI
supervision do not include a requirement for the auditor to test the effectiveness of a Fl's screening
arrangements for PF. Also, not all FIs record data on theiugtomers in electronic form, especially

when it concerns numbered accounts. In practical terms, this means that, in cases wheéx®D
information related to customers is mainly recorded physically and only some information
electronically, checking the listsin order to seek potential matches can become difficult and matches

may be missed.

Overall Conclusions on Immediate Outcoike

419. ltis clear that there is a system in place to freeze property of persons identified under UNSCR
PF lists. However, the assessomnsider that Andorra is not taking sufficient steps to address all the
issues surrounding proliferation. There is a lack ofiwareness of THelated UN sanctions regime
with certain reporting entities. The competent authorities involved at the governmenthlevel in
export control of proliferation sensitive materials do not seem to be well aware about the PF risks.
The work of the PC2 is not entirely effective and there is little evidence on interagencg-ordination
and cooperation in PF matters.

420. Andorra has achieved a moderate level of effectiveness for IO .11.

91



Key Findings and Recommended Actions

Key Findings

Fls and DNFPBs have explained that they have a low risk tolerance, in part as a result of action tg
by the authorities following a banking failure. Notwithstanding this,the use of cash continues to bg
guite extensiveand action againsttax evasion (thaigh not a criminal offenceat the time of the on
site visit) has beentaken quite recently.

Large FlIs assess and broadly understand their ML /TF risks, both domestic and crdssrder, but it
seems that they may be dowsplayed to some extent Smaller FIs ad DNFBPs appeared less clea
about risks, but operate straightforward business models for a limited number of customers
Notwithstanding this, it seems that insufficient attention is given by them to factors other thar
customer risk.

Most Fls and DNFBPs assify their clients into risk categories in order to apply appropriate CDL
measures. However, some of the methodologies followed for classifying risk are not yet fully adapt
to the specificities of their customers or their activities. There is quite aatge variation amongst
banks in the percentage of customers considered to present a higher risk.

Fls and DNFBPs generally demonstrated a strong commitment to applying AML/CFT obligatio
though the UIFAND has uncovered cases where CDD has not been properly applied. A numbe
factors, including action taken by the authorities, have encouraged mosb tstrengthen their
AML/CFT policies and procedures, although screening procedures to ensure high standards wh
hiring employees appear light. Not all parts of the DNFBP sector appear aware of their AML/C
responsibilities.

This commitment to applying AML/CFT obligations was not evident at theailed bank. There is still
doubt about the origin of funds for a large number of customers which will form the basi®r a
substantial number of SARs.

The application of simplified CDD measures is quite limited andsks appear to be managedvery
little reliance is placed on CDD undertaken by third parties. Preparation for the AEOI for tg
purposes and criminalisation of tax evasion has reinforced the need to consider the provenance
funds.

Fls and most DNFBP<omply with obligations to keep documents (some indefinitely) and monitor
business relationships. Practices for ensuring that information held is kept up to date and releva
are not sufficient for some accountsvhere there is no transactional activity, andhere is a gap in in
on-going CDD requirements.

The extent to which CDD held for existing customers in the bankinand other sectors has been
remediated is variable.Nevertheless,Fls and DNFBPs thi AAOOOA O ET bl AAA
client base aheadof the criminalisation of tax evasionand to accommodate new tax reporting
requirements. One bank reported losinga significant proportion of its client base as a result of taj
regularisation.

The use of numbered accounts is still widespreadDetails of customers are held in separate
databases or manually, increasing the risk that persons may not be picked wyghen screening
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against databases, including for TF&or smaller FIs and DNFBPs, screening against TF lists is I¢
common.

" EOAT OEA Aeki,Glie @@ribé 6f SARS lis@nodest and there is some evidence of und
reporting. In cases where accounts were terminated under tax regularisation programmes,
appears that few &Rs were submitted. The NRA notes that some reporting entities have involve
third parties in analysing and deciding whether SARs should be submitted.

Banks have expanded intdoreign markets. They appeared to understand the risks inherent in such
OET OAOT AOGET 1T Al EOAOCEI T 6 AT A EA OA-widehOddmimesAdainsi
ML/TF risk. It is not clear that CSPs with overseas operations have similarly managed risk.
Recommended Actions

9 Flsand DNFBPs should beequired to: (i) identify, assessand document ML/TFrisks inherent in
their own activities through a periodic and formal business risk assessmentand (ii) to share
that assessment with the UIFANDirom time to time - in order to inform its supervisory
approach.

9 The UIFAND should issubigh level guidanceon: (i) the types of criteria to be taken into account
by Hs, CSPs and other DNFBRhen determining customer risk profiles, in order to encourage
more bespokeand tailored assessments of riskand (ii) risk classification groupings in order to
encourage a more graduatedpplication of CDD measures.

9 Fls and DNFBPs should be required to complete the application of CDD measures to existing
customers within an appropriate period of time to be set by the UIFANDn order to ensure that
information, including tax status, and documentation heldor long-standing relationships is in
line with current requirements.

1 The screening by banks of numbered accounts against TF sanctions lists should be automa
Other FIs and DNFBPs should screen customers on a timely basis usingtayolate TF sanctions
lists.

1 As recognised inthe NRA, third parties should be excluded from taking part in deciding whethe
a Fl or DNFBP should submit a SAR the UIFAND

1 The UIFAND should(i) enforce the requirement for FIs and DNFBPs to have independent auc
functions to test the system and (i) issue giidance on the screening measures to be applie
when hiring employees.

Immediate Outcome 4 (Preventive Measures)
Understanding of ML/TF risks and AML/CTF obligations

421. Andorra has made significant efforts to understand its ML/TF risks, especially by conducting a

formal NRA process. However, the NRA has yet to be translated into Catalan and shared with

stakeholders.

422. The majority of Fls met by evaluators explained thatthU EAOA A OAIT 1 OAOOAOED

Whilst it is right to say that the types of products and services offered in Andorra are not complex, it
is noted that the use of cash by customers is still quite extensive amdtion againsttax evasion
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(though not a criminal offenceat the time of the onsite visit) has beentaken quite recently. Indeed,
the avoidance of payment of tax is the subject of a very recen€(10/2016) issued by the UIFAND.

423. Following recommendations made by the UIFAND during the NRA pra&® each of the
banking groupshas now agreed tdormally self-assess ML/TF risk at business level using a template
developed by theABA This is a positive development. Each of the banks had already developed
methodologies for assessing business risk some of which also consider trends in riskBecause of
this, they were able to articulate their understanding of ML/TF risk.Evaluators are not aware of
similar self-assessments being conducted in other sectqgrat least formally

424. These selfassessments appear to understate risk. Whereas the NRA suggests thabhking

risk is medium/high, self-assessments point to a moderate ML/TF risk, notwithstanding the
prevalence in the sector of private banking and wealth management and growingmber of non
resident customers (e.g. in South America). The use of cash was also highlighted consistently at
meetings as presenting a higher riskAccordingly, whilst risks are understood, it seems that there
may be a tendency to dowsplay them to some atent.

425. 1t is not clear that all of the banks have all of the aggregated information that they need to
assessand understandML/TF risk to hand z in particular data onfinancial flows to, and from, other
countries, and on the beneficial ownership of accous. In particular, the absence of this information
may prevent banks identifyingand understanding theTF threats that they face where customers are
from areas of conflict, or countries that are adjacent to such areas.

426. In order to compensate for increasingy limited domestic business opportunities (particularly

Al 11T xETCc OEA OOACOI AOGEOGAOGET T 6 1T £ AOOOI T A0OOGS OA®
in Europe, theUSand Latin America. Banks appeared to understand the risks inherent in such
OEDDAOGEI T Al EOGAGET T 6 AT A EAOA AAddeipiopanies MdaiasDA AT |
ML/TF risk. Nevertheless, new markets (including some in Latin America) serve to increase the

overall risk profile of Andorran banking groups.

427. Asset managers and insunace companies that are a part of banking groupsere also able to

articulate their understanding of risk. They alscexplained that: (i) they apply the same policies and
procedures as their parent; and (ii) typically provide products and services only to peons who are

also customers of the bank (involving a double level of due diligence on customerghey explained

that this helped to mitigate the different risks inherent in these complementary activities.

428. Smaller Fls(asset managers and insurance compés) and DNFBPs appeared less clear about
risks, but operate straightforward business models for a limited number of customersuch that
risks can be easier to understand. They explained that they have no appetite for higbk
relationships, such as these involving complex structures, and have close and lorgganding
relationships with just a limited number of customers.

429. Asset managersand insurance companies metonsider that they have a low ML/TF risk By
way of comparison, the NRA suggests that assetanagement presents a mediunhigh risk and
insurance a medium risk.Whereas DNFBPs meindicated that few customers are considered to
present a higher risk lawyers are assessed as presenting a meditinigh risk in the NRA and CSPs
and estate agents a medm risk.

430. Evaluators consider thatthis difference in understanding of risk arises frontoo great afocus
by smaller FIs and DNFBP®n knowledge of the customer, without takingfull account of other
relevant factors such as the product or service offered (g. investment through collective investment
funds) and context(e.g.action against tax evasion has not been taken until quite recentlWVhere
such factors are not taken into account, or given insufficient weighting, then risk cannot be clearly

understood./ T A DPOAAOEOET T AO Al O 1T AOAOOGAA OEAO Al EAT OO
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up in other meetings) and this may affect th@bjectivity of customer risk assessmentsin the case of
CSPsit was not clear that the context in which legal personsould be abused by criminals wadully
understood, particularly in cases whereCSPs also operate in overseas markets

431. The risks that areinherent in the use of cash are now understood much better following the
introduction of new requirements by the UIFAND in this area. However, most of the Fls involved in
private banking do not consider the use of cash to be unusual, and continue to petiits use so long
as certain requirements are met.

432. FlIs and many DNFBPmet appear to have a good level of awareness of AML/CFT obligations.
However, by way of exception, the evaluation team met with one accounting firm that had only very
recently become avare of its AML/CFT obligations and onegyestoriathat did not realise that it was
subject to the AML/CFT Act and unaware of its requirements his may be reflective of failings in
other DNFBPs.

433. Most Flsand DNFBPs interviewed demonstrated a strong commitant to applying AML/CFT
obligations. There are a number of factors to explain this, including action taken by the authorities
following recent ML cases committed through a failed bank, implementation of AEOI for tax
purposes with other countries, and the atcome of the NRA. These have encouraged Fls and DNFBPs
to strengthen their AML/CFT policies and procedures.

434. Whilst FIs and DNFBPs appeared generally satisfied with information provided by the

UIFAND on TFS, a number considered that their understanding ®F risk would benefit from the

availability of further typologies shared on a more frequent basis in light of the relatively quick
development of TF trends.

435. ' AT AOAT 1 Uh OEA AOOE|I OEOEAOGE EAOA OAT O 1606 A O
DNFBPlaunders the proceeds of crime. They can expect to be put out of business, and those holding
management positions can expect to lose their liberty. Also, the response of foreign correspondent
AATEO AT A AOOOT AEAT O O1 &ET # %wher® risks/a® Badindetstodd A O A A
and managed, access to the international financial system and counterparts may be challenged in the
context of derisking. Nevertheless, as positive aspectdboth factors have helped to facilitate the on

going work of supenisors, and to focus minds in, and the mentality of, the country amderstanding

ML/TF risks and obligations.

Application of risk mitigating measures

436. To mitigate risks, the private sector applies a rislbased approach.All FIs met (with the
exception of e insurance company and one asset management company) have categorised their
clients according to risk, in order to apply proportionate measures to mitigate risk. Most DNFBPs too
have a classification system.

437. Risk assessments conducted by banks (ambn-bank Fis that are subsidiaries) are based on
AOEOAOEA OAEAT /AONone oAtledanksimatQudity inRi@iéwERad 50 considered
volume of transactions and/or value of customer assets held by the customer, which appear to be
relevant in terms of assessing risksGenerally, some of the methodologies followed for classifying
risk mainly use criteria specified in the AML/CFT Regulations and are not yet fully adapted to the
specificities of their customers and their activities.

438. Evaluators noted quite a large variation amongst banks in the percentage of customers who
are assessed as presenting a higher risk based on selected criteria: between 5% and 50% of
customers. Whilst the profile and appetite of banks met osite differed, they all provide private
banking services to norresident customers and so it is not immediately apparent why there should
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be such a wide variation in risk ratings and consequent application of CDD measures. It also appears
that there may be insufficient diversification of risk classifications. For example, one large bank
reported that approximately one third of its customer base was considered to present a high risk and
approximately two thirds a low risk, leaving very few assessed as presenting a risk in between the
two. It was also explained that some banks consider that private banking, asset management and
non- resident customers always present higher risks whereas some customers have small tzalenfes 5
Of AAEBGICEG 1 O OOAOU EEQEo iTO0 OEIiEI AOQ ><EEAE x|
risk-based approach.More generally, evaluators are concerned that the number of customers
assessed by some banks as presenting a lhig risk seems low taking into account the importance of
private banking, growing number of nonresident customers, historic reliance on nortax compliant
relationships and continuing use of cash.

439. The effect of the above may be that enhanced CDD measunesluding monitoring, will not be
applied where customers that actually present a higher ML/TF risk are not rated accordingly.

440. Some smaller Fls (asset managers) and DNFBPs have established less sophisticated risk
classification models However, this maybe appropriate given their size, the number and profile of
customers (mainly individuals), and limited nature of activity conducted.

441. Customer profiles and ratings are reviewed periodicallyby Fls and DNDBPsOne bank

explained that its client risk profiles were updated monthly, taking account of transactional data;

others reviewed CDD information on a periodic basis, often annually (possible given the limited
customer base) but less frequently for lower risk accounts (up to 5 years).

442. Evaluators were told hat simplified CDD measures would be applied only where permitted by
the AML/CFT Act, and enhanced measures would be applied where risk is higher. Accordingly, the
application of simplified measures is not prevalentBanks (and nonrbank Fls that are subsidries)
make quite extensive use of compliance resources in droarding decisions. Accordingly, in many
cases accounts will not be established without an independent review of information and
documentation obtained to open the accountThis is the case ao in some other FlIs but is less
common in DNFBPsThe application of CDD measures is considered later in this chapter.

443. Banking groups have developed comprehensive policies, procedures and controls in order to
respond to risks identified. These are reviewd annually by the UIFAND (along with other FIs).
Compliance functions have been reinforced, additional training has been provided, and new
technology used to monitor transactions in response to risks identified. However, screening
procedures to ensure hich standards when hiring employees appear lightgiven integrity issues
identified under 10.3. Variable policies, procedures and controls are in place at others Fls, reflecting
straightforward business models for some. The NRA has highlighted that not allSPs or estate
agents have policies and procedures in place. The application of CDD measures is considered later in
this chapter.

Application of CDD and record keeping requirements

444. Flsand DNFBPgely on various sources of information to determine beneficial ownership of

legal persons. They make use of: (i) customer declarations; (ii) information held in public registries;

and (iii) external data sources. However, since many legal persons are edished in Panama and
Belize, it is not clear to what extent information available publicly will help to identify who is the
beneficial owner and so oveifreliance might be placed on information provided by the customer.

Some deficiencies in the definiton & OAAT AEZEAEAT 1 x1 AOOEEDPO6 xAOA
provided by three of the banking groups to evaluators (failure to acknowledge that a legal person

may be controlled through means other than ownership). Most FIs and DNFBPs explained that, when
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benefidal ownership information could not be obtained, or only with great difficulty, they would
prefer not to enter into a business relationship, and complex ownership structures appear to be
quite rare. Very few provide accounts to trusts, since the arrangemeris not recognised in Spain or
Andorra (countries in which most customers are resident).

445. Fls and DNFBPanet said they apply high standards to establish the origin of money of new
customers. Many (but not all) said that they would require corroborative dogments to certify the
origin of funds (e.g., contract of sale of real property or shares in a corporation) which would vary
according to risk. In respect of tax, they would request a declaration and, based on an assessment of
risk (e.g. taking account of @x domicile) would conduct more extensive reviews. FIs appear to be
particularly cautious in this area and indicated that they would not accept a new customer if the
origin of funds or tax compliance status of that person could not be established.

446. Fls expained that, for non-resident cash deposits equal to or greater than EUR 1IMO, they
would review the declaration form processed by the Custom®epartmentin line with requirements

set by the UIFAND

447. 4EA OOA T £ OI 11T EAOO6 AAAN @dsthénksiadzdstbdnds ntiido AA 1
not appear to make extensive use of the exemption in the AML/CFT Act that permits them to operate
an account for a counterparty (an intermediary) acting on behalf of third parties without: (i) having
assessed the ML/TFisk of that third party; or (ii) applying CDD measures to those underlying third
parties. Instead, most bankers and custodians explained that they would apply some CDD measures
to underlying third parties z effectively duplicating CDD already conducted bysset managers.
During on-boarding of the relationship with the intermediary, banks and custodians explained that
they would require the agreement of their governing bodies for such relationships to be set up.

448. None of the Fls or DNFBPs met by evaluatorsly on CDD measures already applied by third
party introducers. They explained that they will apply their own CDD measures (and so CDD is
applied twice to the same customer (including beneficial owner)). This is consistent with
information provided by the authorities that only two banks have relied on CDD applied by a third
party, and only in very limited circumstances. This information is held by the UIFAND since a
requirement is placed on FIs and DNFBPs to notify any cases where reliance is placed

449. Numbered accounts are commonly offered in Andorra by banks and account for around 20%
of total customers. Banks explained that the practice is necessary in order to safeguard the privacy of
domestic customers, given the small size of the population in Andorra,hsre bank employees will
know many of their customers.It was not explained why such accounts shouldlso be offered to
non-resident customers. Exactly the same CDD measures are applied to numbered customers as
OTTTETAT 6 AOOOI I AOOh Ot €O EnfordatibnAis shrdtirke® redorded A
physically or in separate databases, which may present difficulty when screening for TFS (see
below). The necessary front office and compliance staff have access to information on holders of
numbered accounts.

(@}

450. FIs and DNFBPsare aware of the requirement that they should refuse to establish or
terminate a client relationship if CDD measures cannot be completethd have declined to establish
relationships. As a result of new tax agreements, FIs hawdso closed accomts where CDD
information has not been provided. According to information provided by the ABA, around 3% of
applications to establish banking relationships in 2016 were rejected. This included cases where
relationships were not established as a result ofncomplete CDD. There was a similar level of
rejections in 2015.

451. Whilst the above presents a generally positivpicture, the banking failure highlights a failure
to apply basic AML/CFT requirements in that case. It appears that CDD measures had not been i
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place at the bank since many deficiencies were found in customer files and docume(gse box 4)

There have also been cases when bankave failed to apply CDD requirements in accordance with

the AML/CFT Act, including in two cases opened by the UIFAND during the-site visit. In the first
AAOGAh OEA AATE AT TAAOT AA EAA EAEI AA O EAADOEAEU
and, in the second, the bank had failed to identify that a person connected to the customer had been
convicted for fraud. An older ongoing case also highlighted failure by four separate banks to
recognise the connection of a customer to an organisediicre group.

452. FlIs and DNFBP$where applicable) generally comply with their obligations to apply orrgoing
monitoring. The largest FIs have tools to automatically monitor the transactions of their clients,
which can detect unusual transactions. For examplewb banks explained that they had recently
implemented latest generation software which checks data for consistency and monitors changes in
behaviour patterns. For lines of activities considered to present a high risk (private banking and
wealth management) FIs met apply enhanced CDD at a number of levels, including verification of
transactions. However, thresholds applied in practice for cash transactions are considered by
evaluators to be relatively high Whilst some smaller FiIsand DNFBPsmonitor accounts manually,
they have a very limited customer based and little transactional activity.

453. Banking groups apply a riskedbased approach to ensuring that documents, data or
information collected under CDD measures is kept up to date and relevant. In the casenigher risk
relationships, accounts are reviewed at least annually. lother cases, relationships will be reviewed
on the basis of triggerevents, such as when an unusual transaction occurs or negative information is
reported in the press. This means thaisome large institutions that are active in retail banking and
have very many customers may review information only every 3 to 5 years where there is no
transaction on an account. This is not considered to be sufficient. Smaller FIs and DNFBPs (with
fewer customers) are able to review customer relationships more frequently.

454, 0 OAAOCEAAO 11 ODPAAOEIT C EIT & Oi AGETIT EAT A AAT 60
in the banking sector are heterogeneous as a result of insufficient guidance from supervispthough

higher risk customers have been targeted first. One bank reported that it had already remediatad
substantial proportion of its historical customer base, whereas another had covered only small
percentage

455. For other FIs, the review of existig customers is still orgoing. Some asset management
companies reported that they still encounter some difficulty updating information held for existing
portfolios where the relationship has been established for many years. Where CDD information or
documentation is incomplete or inaccurate, risk may not be managed effectivelfrls have also
applied defined measures in advance of the application of tax information exchange agreements and
introduction of tax evasion as a predicate offencél number have lostquite a considerable number

of customers.

456. The UIFAND explained that it had not detected a breach of recek&eping requirements.
Banks (and nonbank Fls that are subsidiaries) keep records longer than is required in hard and soft
forms (in some cases, caiderably longer than is required). Notaries are required to hold onto
records for a significant length of time. However, compliance by other DNFBPs with recekéeping
requirements is not as strong. One CSP met-gite explained that it had started to kep records only
since the start of 2017(which may indicate that there is also an issue with other CSRg9nd the NRA
highlights failure on the part of a small percentage of some DNFBPs to keep records.
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Application of EDD measures
€) PEPs

457. Andorra did not require enhanced CDD measures to be applied to domestic PE®she time
of the onsite visit.

458. Both Fls and DNFBPs explained that they adopt a cautious approach to PEPs and apply
stronger measures in situations involving PEPs. As part of their riskased approach, some have
gone further than the legal provisions in Andorra require and have extended enhanced CDD
measures (in line with the standards) also to domestic PEPSs.

459. Extensive use is made by Fls of external databases (e.g., WorldCheck, Dow Jottek te
highlight relevant connections. One bank explained that clients classified as PEPs are not able to
make or receive wire transfers and two others explained that transactions were always subject to
enhanced monitoring. Some DNFBPs also rely on databes, but could not explain whether those
databases also cover domestic PEPs. Lawyers and notaries can make use of a database through the
Andorran Bar Association. According to a survey conducted by the authorities as part of the NRA,
guite a number of DNFPs do not identify whether a customer is a PEP. The survey also suggests that
notaries tended to identify only domestic PEPs (as at the time they did not have access to the Bar
Association database).

460. The number of connections with foreign PEPs is low anithe amount of assets held is usually
quite limited. The NRA states that Andorran banks have relationships with 125 foreign PERshe
majority of which come from OECD countries.

461. Due to the small size of the country, most Fls and DNFBPs reported that dastie PEPs were
well known to them and not difficult to detect.

(b) Correspondent banking

462. Andorran banks do not offer correspondent banking services (except to group entities).
Neither do they act as intermediary payment institutions. All have respondent relatnships with
banks outside the country.

(© New technologies

463. Fls explained that they have a very conservative approach to the use of new technology and
risks appear to be limited: the use of internet banking is quite limited and higher risk products such
as prepaid cards and mobile reatime payments are not offered by banks. Nevertheless, all banks
(not part of groups established outside Andorra) explained that their compliance functions would be
involved in the roll-out of new technology (and products and setices more generally too).

464. It was not apparent that there is any extensive use made by DNFBPs of new technology.

465. However, awareness of developments in this area and related ML/TF risks could be improved
through the provision of additional guidance by superisors.

(d) Wire transfer rules

466. With the exception oftwo foreign post offices,only banks can act as money remitters in
Andorra. This limitation on market access reduces the risk that is associated with the crebsrder
transfer of funds. Amounts remittedthrough are not material: around EUR 12 million per annum

467. All banks have automatic systems to ensure that accurate information on the payer and
beneficiary is included in transfers (though the latterwas not a requirement at the time of the on
site visit). Banks indicated that nothing other than full compliance with wire transfer rules would be
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acceptable now to correspondent institutions. However, not all policies and procedures make
reference to the collection of beneficiary information, and, until qui recently, it appears that the
necessary information was not included in domestic transfers.

468. During interviews, banks explained that incoming messages provided all of the necessary
information and that data fields were not left blank and did not includeE T £ O AOET T OOAE /
I 00 AOOOT i A0OOG68s $AOA DPOT OEAAA AU OEA 11 Al OOAT A
transfers (representing around 1% of the total and mostly international) were rejected by banks in

2015 and 2016.

(e) Targeted financial sactions

469. Banks make extensive use gprivate sector data sources and screening systems available
through NameBook andthe Society for Worldwide Interbank Financial Telecommunicationto
comply with legislation implementing TFS when relationshig are establided, periodically
thereafter, when lists changes, and when there are transactions. In practice, this means that searches
cover personsnot designated inAndorra. Fls did not highlight the use of other measures to detect
funds or other assets connected toebsignated persons. There have been no true positive hits to date.

470. As noted above, numbered accounts are still used quite extensively in Andorra, and interviews
highlight that screening of such accountss often still manual. Evaluators consider that the se of
manual searches for such a large number of customepsesents uracceptablerisks. These risks are
recognised by banks with are taking remedial action.

471. The MVTSprovider indicated that its internal database for screening was updated only on a
monthly basis and so there would be a gap in screening persons designated in Andorra.

472. Fls and DFNBPslso indicated that they are notified of changes tad'FSby the UIFAND (in a
limited number of cases) or their professional association. This means that smalletsFand many
DFNBPs who are not members of professional associations and who do not regularly check the
5)&!.$80 xAAOEOA 1 AU 110 AA AxAOA 1T &£ AEAT CAOS
473. For smaller FIs and DNFBPs, screening against TF lists is less comraad, when done,is
often manualbecause the majority of FI and DNFBPs have only small numbers of customers. It was
explained that lists are not always used given the profile of customers (mainly Andorran and
Spanish) and length of the relationshiplt is noted that the Andorran Bar Association provides access

to a private sector data sourceo its members(and notaries) at no cost.

474. Whereas the UIFAND has explained that its esite supervisory visits randomly check whether
designated persons would be picked up by FIs and DNFBPs, extdrAML/CFT audits conducted for
Fls do not consider compliance with TFS requirementsThere seemed to be a good level of
awareness of guidance issued by the UIFAND on TFS, notwithstanding that it has been published
only in February 2017.

) Higher riskcountries

475. Through the use ofTCs the UIFAND publishes lists of higher risk countries that have been
identified by the FATF. It is noted also that, since 2014, Andorra considers Panama to present a
higher risk and therefore obliged entities are required toapply enhanced CDD

476. Many FIs and DNFBPs are naven willing to establish business relationships with clients
having connections to higher risk countries. Some banks explained that they blocked transfers to
higher risk countries and other FIs and DNFBPsgxplained that they applied stronger CDD measures,
including monitoring, in such situations. The NRA states that: (i) banks have around 45 customers
that come from countries identified by the FATF as having strategic deficiencies; and (ii) transfers to
and from such countries represent just 0.01% of international transfers.
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477. Fl and DFNBPs indicated that they are notified of changes to the list of higher risk countries by
the UIFAND (in a limited number of cases) or their professional association. This meahat smaller

FIs and many DFNBPs who are not members of professional associations and who do not regularly
AEAAE OEA 5)&!.$60 xAAOEOA T AU 110 AA AxAOA 1 £
478. According to a survey conducted by the authorities as part of the NRA, most DNFBPs have not

had a business relationship with a customer in any of the countries listed by the FATF as having
strategic AML/CFT deficiencies.

Reporting obligations and tipping off

479. The number of reports made to the UIFANR set out under Chapter 3- has increasedsince

the 4th round MER Most reports made to the operational unit of the UIFAND come from banks which
have strong procedures in place regarding reporting obligationsThe UIFAND considers the quality

of reports received from banks to begood and points to thehigh percentage of files disseminated to
competent authorities for further investigation. In contrast, the number of SARs made by nen
banking FIs and DNFBPs is very low. Indeed, the securities sector has never made a SAR and the
insurance sector has madgust one report (2010 to 2015). The NRA concludes that the level of
reporting by lawyers, accountants, CSPs and high ual dealers is below expectations

480. However, the level of reporting by banks might be expected to be higherh& increase in
reporting levels does not appear to reflect the substantial efforts taken by FIs and DNFBPs to
prepare for: (i) the introduction of tax information exchange agreements; and (ii) criminalisation in
Andorra of the offence of tax evasionthe effect of which has beenoct terminate a considerable
number of customer relationships. Whilsttax crime was nota predicate offenceat the time of the on
site visit, it appears that banks have not considered the possibilitthat funds that have not been
declared to revenue authoriies will have their origin in criminal activities as defined in Article 409
of the CC. This possibility is highlighted inguidance published by the UIFAND late in 201§TC-
10/2016), which, although published at around the same time as the NRA was adopteédrhaps
came too late to havea greaterimpact. Notwithstanding this, some lawyers explained that they are
waiting for the introduction of tax evasion as a predicate offencen order to consider whether to
make a SAR

481. There are some other indicions of under-reporting by banks during the period under

review. In 2015, the UIFAND compared the total number of information requests made to banks to
the number of those requests that had led to a positive result (i.e., the bank held and disclosed
relevant information about the subject of the request). In the case of one bank, it was noted that it
had held information on 42% of requests made by the UIFAND which was considered to be high
compared to the low number of SARs made by that particular baffk Across all baks, the UIFAND

found that 26% of requests had led to a positive result, and considers that a percentage over 20%

AE

OEiI O1 A AA OOOAEAA O EAAT OEAU AT U OOI T AOAAEI EOE/

explained that this points to banks holding inbrmation that should have formed the basis for a SAR,
where a SAR had not been made.

482. Non-banking Fls and DNFBPs explained that the low numbers of SARs reflected: (i) the profile
of their customer base; and (ii) the CDD measures that had been initially dfgal to customers.Based
on meetings with CSPs,malternative explanation might be that some reporting entities are unaware
of, or not familiar with, their reporting obligations.

66 |t must be noted that the number of SARs from the bank concerned increased significantly in 2016.
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483. The UIFAND has issued severalCs to assist FIs and DNFBPs in detecting suspus
transactions. Despite this, most FIs and DNFBPs met asked for more feedback, training and
typologies to be provided by the UIFAND on reporting obligations, especially for TF.

484. The NRA notes that some reporting entities have involved third parties (@. outside lawyers)

in analysing and deciding whether SARs should be submitted. In line with this, evaluators nuete FI
whose legal advisor sits on the committee charged with making reports to the UIFAND and where
consider this to be good practice: the decision as to whether to make a report to the UIFAND should
be taken only by officers of the FI or DNFBP. Whilst banks appear to have practical measures in place
to prevent tipping off and this does not appear to have caused any difficulty, the involvement of third
parties in the reporting process does not sit comfortably with c.21.2.

Internal controls and legal/regulatory requirements impending implementation

485. Larger Fls and DNFBPs have established a function in charge of compliance and prevention of
ML/ TF, which is often independent from business lines and reports directly to the board (rather
than through the executive). They have also established, or are covergy an internal audit function
which independently evaluates effective implementation of manuals, policies and procedures, and
systems and controls. The NRA highlights that banks have provided their compliance functions with
additional resources and capaltities and have reinforced their independence and authority in recent
years, something that was confirmed in meetings during the esite visit. One bank explained that it
had increased the size of its compliance team by 11 in the last year (bringing it tp 35 people).
Compliance officers met orsite appeared to be experienced and knowledgeable in their fields.

486. Not all smaller FIs and DNFBPs have established independent compliance functions (due to
their size and scale) or have an independent audit funath to test the system (despite there being a
legal requirement to do s0).0One CSP met osite explained that it did not have a compliance officer
and this may be reflective of failings in other CSPs.

487. Under the Code of Conduct approved by th&BA in Januay 2017 (updating an earlier
version), banks are required to ensure that all selected staff are honest and skilled, and, where
appropriate, to take measures to check the information supplied by applicants. Inter alia, they are
also required to: (i) have a taining plan in place to ensure improvement of professional and
personal skills and adequate knowledge of products and services provided; and (ii) supply adequate
information to their staff about applicable legal, regulatory and ethical standards and progé them
with appropriate training on those subjects.

488. Despite this, recruitment checks appear light. One bank said that it would rely on press
reports and CDD data sources in order to promote high standards when hiring employees. Another
explained that thecriminal records of foreign employees were checked by the Government and that
it applied checks only to specialised positions and not more generallAccordingly, further steps
seem to beneeded to more formally ensure high integrity standardsln order to check the orgoing
probity of staff, the UIFAND explained that some banks restrict or monitor transactions over
personal staff accounts.

489. The NRA reports that employee training in banks has increased significantly in recent years
with resources invested in training doubling between 2014 and 2015z but suggests that
programmes could be further customised to different employee groups. The MRnotes that
approximately half of total compliance employees are currently undergoing specialised training. The
ABA has also recently signed an agreement with the University of Andorra to provide an AML
certificate z and the first group of students start@ their studies in February 2017. Use is also made
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of on-line training and staff bulletins. In the case of other FIs and DNFBPs, the NRA notes that
training is not systematic or frequent enough.

490. The NRA has also highlighted that not all CSPs or estate agemave policies and procedures
in place and quite a number of norincorporated DNFBPs do not have written internal AML/CFT
procedures.

491. Financial groups have defined AML/CFT policies and procedures that are applicable to all
entities in their group (occaspbnally with some adaptions). Groups monitor compliance with both
group and local requirements through: (i) head office involvement in local boards and committees;
(i) periodic reporting and returns, e.g. covering risk; and (iii) internal audit reviews. No
impediments to the implementation of groupwide programmes were identified. It is not clear to
evaluators, however, that such controls are in place for CSPs based in Andorra which also operate
outside the country through subsidiaries.

Overall Conclusionen Immediate Outcoméd

492. Andorra has achieved a moderate level of effectiveness for 10.4.
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Key Findings and Recommended Actions

Key Findings

Taking into account the size of the supervisory unit during th@eriod under review, the UIFAND is to
be commended on what is has achieved since the last evaluation. Amongst Fls and parts of
$.&"0 OAAOTI Oh OEAOA xAO A EECE AxAOAT AOGO I A
the team was knowledgeableand experienced in AML/CFT mattersHowever, the limited resources
available to the UIFAND have hampered supervision and there is significant keyan risk present.

The UIFAND had to curtail a large part of its inspection programme in 2015 and 2016 to degth a

banking failure and the NRA.

Whilst the INAF may take actionagainst a Fl,it does not have a direct power to (i) remove a
DAOOEAOI AO OEAOAEI T AAO T 0O O1 MmO Aperkandhtly Behey®&
director or senior manager from their post (except in the case of a bank)Retrospective eternal
checks have not been performedby the INAF on shareholders, or by the Government or
shareholders, directors or managers oinsurance companies Except for banks, those holding senio

compliance roles are not vetted by supervisors.

Risk-based supervision is not fully applied to FIls and DNFBPs by the UIFAND. AML/CFT supervis
is largely focused on checking: (i) that policies and preclures are in place; and (ii) CDD applied
rather than on an assessment of the effectiveness of the governarared business modelsThe use of
external auditors in off-site supervision is more effective: each year the UIFAND scrutinises au
reports on FIO8 1 AOGAT 1T &£ Al i1 bl EAT AA xEOE OEA I -, 7
instruction by external auditors (external AML/CFT audit reports).

The amount of information available to supervisors to assist thento identify and monitor ML/TF
risks on anon-going basis- for both a firm and sector basis is still quite limited and there is limited
analysis of information held. There are a number of activities provided by Fls where the UIFAND h
yet to develop an understanding in order to consider whetherisks are properly mitigated.

There is insufficient strategic engagement and cordination of activities between the supervisory
authorities to leverage off the overlap between prudential and AML/CFT supervision in relation t
governance and internal cofrols and to share expertise, knowledge, experience and informatior
7TEAOAAO OEA 5)&!'.3$ OAITEAO OPIT OEA ).18&80 Ai
consolidated supervision of the significant overseas activities of subsidiaries, it deenot seem that
engagement on AML/CFT matters between the prudential supervisor and its counterparts abroa
fully takes account of knowledge and expertise present in the UIFAND.

There is limited supervisory engagement by the UIFAND with the DNFBP sectar¢luding the on
going collection of data for offsite analysis. The supervisor is limited by incomplete knowledge @
who is providing corporate services within certain categories of DNFBPs.

It is clear that action being taken in respect of major ML caséas been dissuasive of noigompliance
with AML/CFT requirements. Except for withdrawal or modification of an authorisation, it is the
Government rather than the UIFAND which determines the sanctions tme imposed for serious and
very serious breaches of te AML/CFT Act based on proposals made by the UIFAND. This col
allow the Government to exercise undue influence on AML/CFT matters (though there is no eviden
that this has happened).

There has beenlimited outreach (outside of direct supervision) to kelp educate industryto raise
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