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14h30 - 15h30

Outlook 1: Cybercrime - threats and trends
Languages: EN/FR/ES

Purpose: Reports on published by public and private sector organisations show a rapidly
evolving — and at times contradictory — picture regarding cybercrime and cyberattacks.
The aim of this session is to come to predictions regarding cyber threats and trends in
2022/2023 and challenges that criminal justice authorities need to be prepared for.
Moderator/s: Martha Stickings (GLACY+, C-PROC, Council of Europe)

Secretariat: Gratiela Dumitrescu / Floriane Spielman (GLACY+/Octopus Project, C-PROC,
Council of Europe)

» Introduction
— Martha Stickings (GLACY+, C-PROC, Council of Europe)

» Panel on current threats, predictions for 2022/2023 and the role of the
criminal justice response

— IOCTA (Emmanuel Kessler, Head of Team Prevention and Outreach, EC3, EUROPOL)

— Cybercrime in Japan (Ko Ikai, Director of Cybercrime Investigation Office, National
Police Agency of Japan)

— Anti-Phishing Working Group (Peter Cassidy, Secretary General, APWG)

— Microsoft Digital Defense Report: the state of cybercrime (Uwe Rasmussen, Lead
attorney for Microsoft on malware, EMEA)

— BITKOM (Sebastian Artz, Head of Cyber & Information Security, BITKOM)

» Conclusions



