
Adapting Digital Forensics to 

New Problems 



ISACA - Overview of Digital Forensics
https://informationsecurity.report/Resources/Whitepapers/9c6a1545-f876-48b6-9ca9-85f71e4d06cf_Overview-of-Digital-Forensics_whp_Eng_0315.pdf

Digital Forensics Timeline
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https://informationsecurity.report/Resources/Whitepapers/9c6a1545-f876-48b6-9ca9-85f71e4d06cf_Overview-of-Digital-Forensics_whp_Eng_0315.pdf


Forensic Lab
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ISACA - Overview of Digital Forensics
https://informationsecurity.report/Resources/Whitepapers/9c6a1545-f876-48b6-9ca9-85f71e4d06cf_Overview-of-Digital-Forensics_whp_Eng_0315.pdf

Traditional Forensics is 40 years old, so are the methods

1. Unplug the drive (if you can)

2. Attach it to a disk duplicator (if you can)

3. Wait for hours (sometimes days)

4. Process the disk image (when you can)

5. Go to step 1 and repeat this N times
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https://informationsecurity.report/Resources/Whitepapers/9c6a1545-f876-48b6-9ca9-85f71e4d06cf_Overview-of-Digital-Forensics_whp_Eng_0315.pdf


https://en.wikipedia.org/wiki/History_of_hard_disk_drives

The Source: Hard Drive
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1984 1995 2006 2021

10MB 4-10GB 200GB 20TB

x2,000,000 in 35 years
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What needs to change?
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Let the Nature “Answer it”



Aren’t you “overriding” evidence?
(ref. Memory Forensics)
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Question #1
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Yes. As much as every investigator does.



Is the evidence accepted at the court?
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Question #2



Let’s take a look at the “Elements of a Case” 
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Elements of a Case
https://www.law.cornell.edu/wex/elements_(of_a_case)

1. The existence of a legal duty that the defendant owed to the plaintiff

2. The defendant's breach of that duty

3. The plaintiff's sufferance of an injury

4. Proof that defendant's breach caused the injury 

https://www.law.cornell.edu/wex/plaintiff


Short Answer
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In our era, priority #1 is to stop bleeding, find the 
smoking gun,

and business continuity. 

Court is not a priority until the case escalates.



New Era of Digital Forensics
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Comparison

Traditional Forensics What we need?

Slow Fast

Physical Remote

Reactive Proactive

Siloed Integrated

Noise Signal

In Working Hours 24/7



An Emerging Industry

Gartner - Market Guide to Digital Forensics and 

Incident Response (2020)

Clients increasingly depend on vendors to dig deeper 

into incidents, providing advanced analytics and 

detailed forensics reporting. This requires IR providers to 

bring highly specialized combinations of products and 

processes to reduce the mean time to contain (MTTC) 

and mean time to remediate (MTTR) an active incident.



Gartner 2021

Market Guide to Digital Forensics and Incident Response (2021)



Regulations / US

https://www.lexology.com/library/detail.aspx?g=b70dd100-5026-4494-8b5a-7050ea4b5632



Regulations  / EU
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Cyber Security

Cyber Resilience
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Crime Scene Picture



Crime Scene Picture
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“The highest resolution forensic snapshot that contains almost everything you need for an investigation so 

that you are not required to ask any further details” 



Key Takeaways
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● Digital Forensics is 

○ Not a post-mortem job anymore

○ Not a nice-to-have capability 

○ It is a must-have one

● It is a part of our daily lives whether you are a SOC Analyst or an MSSP

● Immediate visibility is the key for any investigation

● We “have to” embrace the modern approaches and rethink our priorities



Final Words
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“Every contact leaves a trace” 
Edmond Locard

The question is:

How much of it is visible to you and how fast you can have 

access to it? 
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Thank you
emre@binalyze.com


