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The problem of cybercrime …



… and e-evidence re all types of crime
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The mechanism of the Budapest Convention

Budapest Convention on Cybercrime (2001):

1. Specific offences against and by means of computer 

systems

2. Procedural powers with safeguards to investigate 

cybercrime and collect electronic evidence in relation 

to any crime

3. International cooperation on cybercrime and e-

evidence

+ 1st Protocol on Xenophobia and Racism via Computer 

Systems

+  2nd Protocol on enhanced cooperation on cybercrime 

and electronic evidence (Strasbourg, 12 May 2022)

+ Guidance Notes

By 24 April 2024: 72 Parties and 21 Observer States



Law enforcement - Internet service provider Cooperation

Practical guidelines  that can help law enforcement and service providers 

organise their cooperation

• include common guidelines for both law enforcement and service providers and 

specific guidelines for each of them

• are not to substitute legislation or other formal regulations, but rather to 

supplement and help regulations work in practice

• are based on good practices already available

• are to be adapted to the specific circumstances in each country.



160+
Indicative map only

Reach of the Convention on Cybercrime

Parties: 72

Signed: 2 Other States with substantive laws broadly in line with Budapest Convention: 45+

Invited to accede: 19 Further States drawing on Budapest Convention for legislation: 30+

= 93 = 75+



Cybercrime and e-evidence: the problem of territoriality and jurisdiction

Where is the crime?

Where is the data, where is the evidence?

Who has the evidence?

Where is the boundary for LEA powers?

►Transnational nature of cybercrime and e-evidence

►Crime and jurisdiction in cyberspace

►Need for public/private and international cooperation
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Problem:

▪ Proliferation of cybercrime

▪ Any type of crime now involving e-

evidence

▪ Evidence somewhere in foreign,

multiple, shifting or unknown

jurisdictions

▪ Effective means not available to obtain

the disclosure of e-evidence

► Less than [0.1%] of offences in

cyberspace lead to prosecutions and

convictions

► Do victims obtain justice?

Cybercrime: Threat to

► Human rights

► Democracy

► Rule of law

Positive obligations:

► Provide the means to 

protect the rights of 

individuals, also 

against crime

2nd Protocol to 

help address 

these 

challenges  

Why a new Protocol?



Key provisions:

▪ Direct requests to registrars and orders to service 

providers for data to identify registrants of domains 

(Article 6) or subscribers of services (Article 7)

▪ Giving effect to production orders from another Party 

(Article 8)

▪ Expedited cooperation in emergencies (Articles 9 and 

10)

▪ Tools for mutual assistance (Article 11 - video 

conferencing and Article 12 – joint investigation 

teams and joint investigations)

▪ Rule of law and data protection safeguards (Articles 

13 and 14)

2nd Additional Protocol to the Budapest Convention

Protocol on enhanced 

cooperation and disclosure 

of electronic evidence

Negotiated 2017 – 2021 by Parties to 

the Budapest Convention

Formal adoption  17 November 2021

Opening for signature 12 May 2022



2nd Additional Protocol to the Convention on Cybercrime:  effective tools + strong safeguards

Means for a more effective criminal justice 

response:

▪ Direct cooperation with service providers in

other jurisdictions to obtain subscriber

information

▪ Direct requests to registrars to obtain domain

name registration information

▪ More effective means to obtain subscriber

information and traffic data through government-

to-government cooperation

▪ Expeditious cooperation in emergency situations

▪ Joint investigations and video-conferencing

Subject to a particularly strong system of safeguards:

▪ Article 2 – scope of Protocol: specific criminal

investigations or proceedings related to cybercrime and e-

evidence

▪ Article 13 incorporates Article 15 of the Convention to

ensure the adequate protection of human rights and

liberties and that provides for the principle of

proportionality

▪ Article 14 provides for detailed data protection safeguards

that are unique for a criminal justice treaty

▪ Articles specify types of data to be disclosed

▪ Articles specify information to be included to permit

application of domestic safeguards

▪ Reservations and declarations to permit domestic

safeguards and limit information to be provided



2nd Additional Protocol to the Convention on Cybercrime:  benefits

Benefits of the Protocol

Operational value:

▪ Basis for direct cooperation with service providers for 

subscriber information (“direct disclosure”)

▪ Effective means to obtain subscriber information and 

traffic data (“giving effect”)

▪ Cooperation in emergencies (“expedited disclosure” + 

“emergency MLA”)

▪ Mutual assistance tools (“video-conferencing”, “JITs”)

▪ Data protection safeguards to permit the flow of 

personal data under the Protocol

Policy value:

▪ Convention on Cybercrime will remain 

relevant and effective

▪ Efficient cooperation with rule of law and 

data protection safeguards is feasible

▪ Respect for free Internet with limited 

restrictions in case of criminal misuse 

(specific criminal investigations, specified 

data) 
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Ten years of capacity building on cybercrime: Guides, tools, resourcesTen years of capacity building on cybercrime: Guides, tools, resources
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