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The problem of cybercrime ...
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. and e-evidence re all types of crime
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The mechanism of the Budapest Convention

Budapest Convention on Cybercrime (2001):

1. Specific offences against and by means of computer
systems

2. Procedural powers with safeguards to investigate
cybercrime and collect electronic evidence in relation
to any crime

3. International cooperation on cybercrime and e-
evidence

+ 15t Protocol on Xenophobia and Racism via Computer
Systems

+ 2" Protocol on enhanced cooperation on cybercrime
and electronic evidence (Strasbourg, 12 May 2022)

+ Guidance Notes

By 24 April 2024: 72 Parties and 21 Observer States

Budapest Convention on Cybercrime
and related standards

“Protecting
you and your
rights in
Cybercri_me ' cyberspace” Cybercrime
Convention Programme Office
Committee (C-PROC) for
(T-CY) capacity building




Law enforcement - Internet service provider Cooperation

Practical guidelines that can help law enforcement and service providers
organise their cooperation

* include common guidelines for both law enforcement and service providers and
specific guidelines for each of them

» are not to substitute legislation or other formal regulations, but rather to
supplement and help regulations work in practice

* are based on good practices already available

» are to be adapted to the specific circumstances in each country.
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Parties:

45+

Other States with substantive laws broadly in line with Budapest Convention:

Signed:

+

0
75+

Further States drawing on Budapest Convention for legislation:

19
93

Invited to accede:




Where is the crime?

Where is the data, where is the evidence?
Who has the evidence?
Where is the boundary

v+ B> Transnational nature of cybercrime and e-evidence
9 » Crime and jurisdiction in cyberspace
g » Need for public/private and international cooperation




Why a new Protocol?

Cybercrime: Threat to Problem:

» Human rights

= Proliferation of cybercrime
= Any type of crime now involving e-

» Democracy evidence
» Rule of law * Evidence somewhere in foreign, 2nd Protocol to
multiple,  shifting  or  unknown
jurisdictions help address
Positive obligations: = Effective means not available to obtain these
: the disclosure of e-evidence
Provide the means t
> ovide e. eans 1o » Less than [0.1%] of offences in ChaIIenges
lpro.telct the ”ghts of cyberspace lead to prosecutions and
individuals, also convictions
against crime » Do victims obtain justice?

www.coe.int/cybercrime




2nd Additional Protocol to the Budapest Convention

Protocol on enhanced Key provisions:
cooperation and disclosure
of electronic evidence .

Direct requests to registrars and orders to service
providers for data to identify registrants of domains

Negotiated 2017 — 2021 by Parties to (Article 6) or subscribers of services (Article 7)

the Budapest Convention
= Giving effect to production orders from another Party

Formal adoption 17 November 2021 (Article 8)

= Expedited cooperation in emergencies (Articles 9 and
10)

= Tools for mutual assistance (Article 11 - video
conferencing and Article 12 — joint investigation
teams and joint investigations)

= Rule of law and data protection safeguards (Articles
13 and 14)

Opening for signature 12 May 2022




2nd Additional Protocol to the Convention on Cybercrime: effective tools + strong safeguards

Means for a more effective criminal justice Subject to a particularly strong system of safeguards:

response.

Direct cooperation with service providers in
other jurisdictions to obtain  subscriber
information

Direct requests to registrars to obtain domain
name registration information

More effective means to obtain subscriber
information and traffic data through government-
to-government cooperation

Expeditious cooperation in emergency situations
Joint investigations and video-conferencing

Article 2 - scope of Protocol: specific criminal
investigations or proceedings related to cybercrime and e-
evidence

Article 13 incorporates Article 15 of the Convention to
ensure the adequate protection of human rights and
liberties and that provides for the principle of
proportionality

Article 14 provides for detailed data protection safeguards
that are unique for a criminal justice treaty

Articles specify types of data to be disclosed

Articles specify information to be included to permit
application of domestic safeguards

Reservations and declarations to permit domestic
safeguards and limit information to be provided



2" Additional Protocol to the Convention on Cybercrime: benefits

Benefits of the Protocol

Operational value: Policy value:

= Basis for direct cooperation with service providers for
subscriber information (“direct disclosure”)

= Effective means to obtain subscriber information and

= Convention on Cybercrime will remain
relevant and effective

= Efficient cooperation with rule of law and

traffic data ("giving effect’) data protection safeguards is feasible
= Cooperation in emergencies (“expedited disclosure” + = Respect for free Internet with limited
emergency MLA”) restrictions in case of criminal misuse
= Mutual assistance tools (“video-conferencing”, “JITs") (specific criminal investigations, specified
= Data protection safeguards to permit the flow of data)

personal data under the Protocol



Ten years of capacity build

ing on cybercrime: Guides, tools, resources

Octopus Project

Discussion paper:
Freedom of expression within the
context of action on cybercrime -

Practical considerations

Strasbourg, 10 December 2023 / Provisional version
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The ceine tools - Country Wiki profiles legislation and policies,
come - bring together experts, counterparts, academics and professionals in the cybercrime field.

d many more to

@ Ace you aware of the latest
legslative or policy
developments on cybercrime
and electronic evidence?
Public / Private P s :
Cooperation v with us helping to keep this
platform up to date

Country Wik
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Materials
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Country Wikis now available for
more than 100 States!

New up
stay uned

are in the pipeline.
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Template: Mutus! Leg

foemation (Art. 31 Budapest
Convention). English and bilig
versions avallable.

and bisngual versions available,

Training materials, guides, templates

You have access to all the training and other materials on cybercrime and electronic evidence developed by the
Council of Europe within ts capacity building programmes. Training materials are provided for educational non-
commercial purposes.

You can expect new / updated courses to be available soon

The HELP course on cybercrime has been launched and you can find more information here. The course is
available in ENG, ARA, AZE, BUL, CES, FRA, HUN, HYE, KAT, POR, RON, SLK, SPA, UKR. Soon available: TUR

TRAININGS

Introductory Training Module on Cybercrime, Electronic Evidence and Online Crime
Proceeds

Introductory Judicial Training UPDATED (2020/2021)

Advanced Judicial Training UPDATED (2018)

First Responder Training Pack (2020)

£ % <€ |

Basic Course on the Search, Seizure and Confiscation of Online Crime Proceeds (2017)

wide law

L What is cyberviolence? [@ Why is addressing it important?

Cyberviclence is often misunderstood and not taken &
should be.

Cyberviolence being a relatiely new phenomenon that encompasss
wide variety 5, the term s still diffcult o define precisely, The T
C¥ Working Group on cyberbullying and other forms of violence, In s .

Mapping Study on Cyberviolence, settied on defining cyberviolence as: Theess of Vioienc

suicide, soictaton of children for sex:
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However, most countries are struggling to recognize the different facets of
the problem and to address them in domestic law. Some ty

& are addressed fully of in partin inte nent:

but many remain unaddressed.

The Council of Europe is working across sectors {through, for instance, the
mechanisms related to the Budapest Convention, the Istanbul Convention
and the Lanzarote Convention) to ensure human rights are upheid i
cyberspace as wet, for all

READ MORE
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Octopus Project

Implementing-the First Protocol
to the

Convention on Cybercrime

on Xenophobia and Racism:
Good practice study

Strasbourg, 1 December 2023 (provisional)

The wiki profiles provide an overview of a country’s policy on cybercrime and electronic evidence. Every fiche includes a
description of cybercrime policies/strategies, the state of cybercrime legislation, the channels of cooperation, international
cooperation and case law.

For more information on a country's legislation, click on the in each country wiki.
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The CYBOX journey
ahead: a glimpse at
our timeline

Wel

to CYBOX - your
resource sharing on cybercrime and electronic evidence.

nge, training, and

e-evidence related reference

and training materials

With the rise
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judges, prosecute

the criminal fus

Highly customizable learning

management system for
C-PROC and criminal justice

A repository of cybercrime and

The global state of
cybercrime legislation 2013 — 2023:

A cursory overview

Bucharest, 8 December 2023 / Provisional version
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