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Status	of	Cybercrime		
in	Cambodia!
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Gov’t	Commitment	–	Cybercrime	Legislation	

Rectangular	
Phase	3	

Telecom/ICT	
Development	
Policy	2020	

ICT	Master	
plan	2020	
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Key	Institutions	

Ministry	of	Posts	and		

Telecommunications	

Ministry	of	Interior/	

Cambodia	National	Police	

Ministry	of		

Justice	
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Common	Cybercrime	Acts	

Hacking	

Phishing	

DDoS	

Deface	

Email	
Hijack	

Fraudulent	
Money	
Transfer	

Telecom	
Fraud	
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Draft	–	Cambodia	Cybercrime	Law	

7	
Parts	

38	
arHcles	

Part	1	–	General	Provision	
Part	2	–	Procedural	
Part	3	–	Liabilities	of	Service	Providers	
Part	4	–	Mutual	Legal	Assistant	and	
																	International	Cooperation	

Part	5	–	Offenses		
Part	6	– Transitional	Provisions	
Part	7	–	Final	Provision	
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Cambodia-US	Cybercrime	Legislation	Study	Visit	

Key	Ins(tu(on	Visited	
	
•  U.S.	DOJ	Computer	Crime	and		

Intellectual	Property	SecHon	
•  U.S.	DOJ	Child	ExploitaHon	and	

Obscenity	SecHon	(CEOS)		
•  U.S.	DOJ	Office	of	InternaHonal	

Affairs	(OIA)	
•  Office	of	the	General	Counsel	

(OGC),	FBI	
•  Cyber	OperaHons	SecHon	V	

Major	Cyber	Crimes	Unit+	,	FBI	
•  Cyber	Crimes	Center	(C3)	

Homeland	Security	
InvesHgaHons	(HSI)	

•  NaHonal	Center	for	Missing	and	
Exploited	Children	(NCMEC)	

•  …etc.	
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Challenges	

LegislaHon	–	HarmonizaHon		

Technical	Capability	

InsHtuHon	Arrangement		

Capacity	Building	

Local/Int’t	CooperaHon	
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