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INTRODUCTION

The Council of Europe’s data protection committeeshed to draw attention to certain particular
aspects of surveillance. The Project Group on Patéection (CJ-PD) of the Council of Europe
therefore asked a consultant, Dr Giovanni BUTTARE(Secretary General of the Italian Data
Protection Authority), to write a report on datatection in relation to surveillance activities.ih
Report acknowledged that any study of surveillaedmked to technological developments in the
means of control and should thus be situated imiterical context. It was therefore agreed to
highlight a list of Guiding Principles specificallgr video surveillance, which ought to be taken
into account in relation to video surveillance.

After examination of Mr Buttarelli’s report and giing principles, the CJ-PD agreed to re-elaborate
and specify some of these guiding principles, amgared the following text.

Many public and private entities have increasifgggn using surveillance systems in different
sectors for various purposes, in particular in otdecontrol the movement of persons and goods
and access to property, as well as events, sitgaéind conversations — whether by telephone, over
electronic networks or at a physical location.

Surveillance systems often result in the collecbbpersonal data even though their collection
and/or storage is sometimes not the aim of theedllamce data controller.

A considerable portion of these activities is perfed by means of video surveillance devices,
which raises specific issues as regards data piatec

Information collected during video surveillanceiaties often includes data (in the form of images
and sounds) which directly or indirectly permit ientification of individuals, and the monitoring
of their conduct. Moreover, video surveillance sys$ are increasingly converging with other
technologies that raise new privacy and data ptioteconcerns. These include the recording of
sounds, wireless and high-speed computer netwaéd 1o transfer images; facial recognition
systems integrated with computerised databasedwehit identify and track individuals; and
devices that search under clothing and throughswhll example heat recognition devices or
infra-red devices.

Video surveillance activities entailing the prodegf personal data fall within the scope of
application of the Council of Europe Conventiontioe Protection of Individuals with Regard to
Automatic Processing of Personal Data [ETS No.IB8teinafter Convention 108) —which was
prepared when it became apparent that in ordemndore the effective legal protection of personal
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data it would be necessary to develop more spatiifiand systematically the general reference to
respect for private life in Article 8 of the Conviem for the Protection of Human Rights and
Fundamental Freedoms (hereinafter ECHR) .

Additional rights and safeguards are laid downanaus Council of Europe Recommendations, in
particular:

Recommendation No. R(87) 15 on the use of perstatalin the police sector;

Recommendation No. R(89) 2 on the protection oéqeal data used for employment purposes;
Recommendation No. R(95) 4 on the protection of@eal data in the telecommunications sector;
Various other recommendations which — though nptessly referring to video surveillance -
include safeguards and rules that are relevamtrmg of personal data protection as also related to
data communication and transborder data flows.

Video surveillance is not expressly covered in ¢hastruments. In view of the increase in the use
of and technological developments in video suraeik, this subject needs to be addressed.

These guiding principles, therefore, expand anth&urspecify the safeguards applying to data
subjects contained in the provisions of those eaitistruments as regards the processing of
personal data collected by video surveillance. Tdwxer any type of video surveillance activity
allowing (by means of technical equipment) the eysttic observation, collection and/or storage of
personal data relating to one or more individualgarticular in respect of their conduct, presence
and/or movement. These guiding principles shoulegcseystematic observation, whether
permanent or on the occasion of a specific eveimeétiwer personal data are processed wholly or
partly by automatic means, and whether they fornhgfaan archive system or constitute
non-automatic systematic processing.

Some guidelines anticipate new possibilities obinfation technology that will allow easy access
and correction without revealing the personal d&third parties.

Attention should be drawn to the fact that, toeeent that these guiding principles contain
safeguards for everyone’s rights and fundamengaidioms, and in particular the right to the respect
for privacy, as established by Articles 5, 6 araf &onvention 108 and Article 8 of the ECHR,
derogations from such rights, in accordance wittichke 9 of Convention 108, which were
elaborated on the basis of Article 8 of the ECHR,@ossible where they are provided for by law
and constitute a necessary measure in a demoso&iety in the interests of:

protecting State security, public safety, the maneinterests of the State or the suppression of
criminal offences;
protecting the data subject or the rights and fveexlof others.

These guiding principles are intended for the wigessible dissemination among individuals who
may be the subject of video surveillance and tleesusf video surveillance systems, devices and
techniques. They are also addressed to membes Stad@ufacturers, dealers, service and access
providers and researchers with a view to developoftyvare and technologies that pay greater
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attention to data subjects’ fundamental rights wéttpard to video surveillance. Council of Europe
member States should ensure that these guidingiples are applied as consistently as possible.

These guiding principles could also serve as adrwaonk for other surveillance activities that are
not based on the use of video surveillance devices.

GUIDING PRINCIPLES

Any video surveillance activity should be undertakg taking such measures as are necessary in
order to ensure that this activity complies withhge®mal data protection principles, in particular:

1) by ensuring that it is carried out in a fair dadful manner for legitimate, specific, and exitlic
purposes. Personal data collected by means of gdeillance should not be further processed in
a way incompatible with the purposes for which tiaeye collected,;

2) by only using video surveillance if, dependingtbe circumstances, the purpose cannot be
attained by measures which interfere less withgayy provided that the alternative measures
would not involve disproportionate cost.

3) by making use of video surveillance in an adégjualevant and non-excessive way with regard
to the determined and specific purposes souglmendividual cases where there is a demonstrable
need, in order to avoid any unintentional and uifjed infringement of the data subject’s rights

and fundamental freedoms, for example, the freedbmovement, and to ensure in particular
respect of his privacy, even in public places;1

4) Video surveillance should be carried out in & Weat does not make the persons recorded
recognisable if the purpose of the processing doesequire their possible identification;

5) by preventing the data collected from being x&ik matched or kept unnecessarily. When it
proves necessary to keep data, these data mustdiedlas soon as they are no longer necessary
for the determined and specific purpose sought;

6) by refraining from video surveillance activitiefere the processing of the data would result in
discrimination against certain data subjects ougsoof data subjects exclusively on account of
their political opinions, religious beliefs, heatihsexual life, racial or ethnic origin;

Therefore, those responsible for such system@aited to assess to what extent the video suamilk systems are adapted
to their information requirements in relation te peographical location of the cameras (which apé#se city, which streets
and why), and to choose which technology shouldided according to these same requirements (imdgetida, zoom
capacity, camera miniaturization...) without usexgessive measures.
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7) by making clearly discernible in an approprict@nner that video surveillance is taking place, its
purpose and the identity of the controller2 or mipiming the data subject beforehand of the above.
Other information,3 having regard to the specificuumstances, should be provided to the data
subject, where this is necessary to guarante@ifagessing of personal data and does not jeopardise
the purpose of the surveillance;

8) by ensuring that during the storage periodyitje of access to the data, and, where appropriate
the right of rectification, blocking and/or erasugegranted to the data subject unless this would
entail disproportionate effort;

9) by taking all technical or organisational measunecessary to safeguard the integrity of the
collected information4;

10) In case of storage by the police of persont g automatic means resulting from video
surveillance, the principles of Recommendation Ri¢87) 15 on the use of personal data in the
police sector should furthermore be taken into anto

11) by limiting the use of video surveillance syssein the workplace to organisational and
production requirements or to occupational safetrppses. This system should not be aimed at the
systematic surveillance of the quality and quardftindividual performance in the workplace.

Employees or their representatives should be inddror consulted before the introduction or
adaptation of a video surveillance system. Whesectinsultation procedure reveals a possibility of
infringement of employees’ right to respect fovagy and human dignity their agreement5 should
be sought. In the event of a lawsuit or countentjamployees should be able to ground them on
the recording made.

12) If personal data are recorded and kept, tlosilshbe done as far as possible in a way that
allows data subjects to exercise their right okas¢in accordance with data protection legislation
without obtaining information about other people.

In some cases the purpose and the identity otdiméroller are clear from the circumstances. Hawein certain limited
cases (e.g. traffic management) it may not be liémsd make the identity of the controller avaibkforehand.

3 The information to be provided to the data subfeay also include technical specifications of thesen system.

4 This is of special importance in cases of digiitn since the alteration of data cannot be eaddliected. Collected
information should only be modified for adequate arstified reasons, the modified information colel should be labelled
as such and the original information should beimeth

For example, this agreement could be given, im@ance with the relevant domestic law procedusgstrade unions or
labour councils.



