DIRECTORATE GENERAL OF DEMOCRACY AND
PoLITicAL AFFAIRS :* * *'*
* *
* o *

DIRECTORATE OF DEMOCRATIC INSTITUTIONS

COUNCIL  CONSEIL
OF EUROPE  DE L'EUROPE

PROJECT “G 00D GOVERNANCE IN THE INFORMATION SOCIETY "

GGIS (2010) 3 fin. E

Strasbourg, 16 February 2011

Certification of e-voting systems

Guidelines for developing processes that confirm oapliance with prescribed
requirements and standards

prepared by the Secretariat



Introduction

In 2004, the Committee of Ministers of the CourdiEurope adopted Recommendation
(2004)11 on legal, operational and technical stedwldor e-voting. Following this,
Council of Europe member states agreed to holdhmémeetings in order to keep under
review their policies and experience of e-votinghcsi the adoption of the
Recommendation. The first such meeting took placstiasbourg in November 2006, the
second one in Madrid, Spain, in October 2008, dmal third one in Strasbourg in
November 2010.

At the 2008 Biennial Review meeting the Secretamas invited to investigate issues that
could be examined in order to strengthen the implgation of the Recommendation. In
particular, it was suggested that certain aspetthh® Recommendation such as the
certification of e-voting systems and the transpeyeof e-enabled elections required
further consideration.

With this in mind, review work has been undertakenthe certification of e-voting
systems and the present guidelines have been atadan the light of the findings and
conclusions of the workshops on certification o¥oting systems held on 26 to 27
November 2009, 31 May to 1 June 2010 and 27 toe28etber 2010 at the Council of
Europe in Strasbourg. They were considered and reedoat the "8 biennial
intergovernmental meeting to review developmentshia field of e-voting and the
application of CM Recommendation (2004)11, heldStnasbourg on 16-17 November
2010. The present final version of the Guidelirsses into account the comments made
at that meeting.

These guidelines provide a practical tool to feetié the implementation of the 2004
Recommendation, in particular paragraphs 111 a@datiich recommend member states
to introduce certification processes that allow &my IT component to be tested and
certified as being in conformity with the technicatjuirements described.

In this document certification means a processoofiomation that an e-voting system is
in compliance with prescribed requirements anddseds and that it at least includes
provisions to ascertain the correct functioningls system. This can be done through
measures ranging from testing and auditing thraadgbrmal certification. The end result
is a report and/or a certificate.

The added value of certification is not only toabdish if an e-voting system is in
compliance with prescribed requirements and staisdaris also an important tool in the
establishment of trust. Certification can also balpful in the context of public
procurement.

The guidelines are developed for use in politidetons and referendums at all tiers of
governance. They are not intended to prescribe anpose on any country a particular
way of certification, but rather to provide membstates with a tool to assess the
requirements for a comprehensive certification pssc The goal of this document is to
support member states to improve their currentgeses, to exchange best practises and
to gradually move towards a common framework.



Certification can be applied in different ways. 8mns chosen by a member state may
include certification of a single e-voting systean hation-wide use, it can opt to certify
multiple systems, provisionally certify an e-votisgstem, or only test one or several
parts, i.e. component testing. Member states magsEhthose measures described in the
present guidelines that correspond with their paldir voting system, bearing in mind the
need to ensure that the voting procedures respormbgsible threats and risks while
being in line with international commitments.

The Guidelines address relevant aspects relatingaltostages of elections and
referendums, i.e. the pre-voting stage, the casifritpe vote, and the post-voting stage,
as well as to the roles and responsibilities offedént stakeholders. Not every
government will use electronic means in all aspettslections; hence these guidelines
are applicable to those stages in which membezsstigcided to use electronic means.

The guidelines laid out in this document are eatlowed by explanatory paragraphs. A
glossary of relevant terms is provided in Appendixand relevant extracts from
Recommendation (2004)11 can be found in AppendixIrl order to visualise the
certification process, a comprehensive theoretimatlel describing a possible formal
certification process has been added in Appendlix Il

Regulation and oversight

1. Member states are responsible for the functioning foall e-voting systems used
for statutory elections and referendums within thei territory

There are numerous stakeholders that play a rok laear some degree of
responsibility in developing, testing, certifyindeploying, applying, observing and
auditing e-voting systems. Ultimately, howeverniran electoral point of view, it is
only the government that bears the overall respdrgifor the e-voting system,
including the certification thereof.

2. Member states should establish the aims of certifidion and develop
requirements for proper certification procedures ard certification methods

When considering certification of non-remote or oéene-voting systems, the first
step is to clearly clarify the aims of and requiegnts for the certification procedure.
When drafting these requirements, it is importanverify that they are in line with
domestic legislation and international standandsluding any appeals or complaint
procedures about the conduct of the elections.

Although a detailed list of requirements might sesrfirst glance to be a good option
towards guaranteeing a correct certification anglysuch a tight legal framework
might generate paradoxical effects. While auditeosild be subject to a high level of
supervision, the vendors might customise their petslto the limited goal of simply
fulfilling the prescribed requirements of a givdaaoral administration. If this is the
case, the vendors may not optimise the producttandlectoral administration would
be obliged by its own legal rules to accept a spiirtal product. The use of a



"contract” where the award criterion is quality amat price should help to avoid this
trap.

Clarifying the aims, the software, operating systehardware and process
requirements, as well as the scope and methodsaovitribute to the effectiveness of
the certification process, the usability of thetifieation regime and the overall
transparency of e-voting systems.

Certification of e-voting systems is not limited the initial certification; it also
includes procedures for de-certification and rdifeation of software, operating
system, hardware and processes.

Socio-political factors may condition citizens’ ¢oience and pose a major challenge.
As such factors may also have a bearing on ceatifin processes, member states
should promote scientific research in this fietluding an international exchange of
relevant information. Comprehensive and nuancedvigdge of the expectations of
society and politicians, the effects of new votetgmnnels on electoral behaviour and
on political actors is required.

A framework should be established that ensuresalhatrties are aware of and have
an understanding of the system. Work should be doaecordance with established
methodologies such as confirmation testingmponent testing, performance testing
and functional testing.

3. Member states should ascertain that all technicalaquirements fully reflect the
relevant legal and democratic principles

In this context, two examples may be noted: The @om Criteria approach is based
on a dialogue between users and vendors. The KO&Ak(etisierung rechtlicher
Anforderungen or “concretisation of legal requirements”) apptuaaims to improve
and facilitate communication between legal and nexi points of view. However,
the law should not be changed solely to meet theirements of a system designer.

4. Member states should set and publish clear rules i regard to the disclosure of
the final certification report and all relevant documents, bearing in mind the
importance of transparency

Member states should develop and publish procednresich it is defined who has

access to which information and when. Specificrditd®@ needs to be given to the
needs of domestic and international observers dsawe¢o those of the media. Also
procedures for other stakeholders, such as citizavigical parties, NGOs and, not
least, election officials need to be establishat:hSprocedural rules are essential in
order to reinforce citizens’ confidence in the sdguand reliability of e-voting

systems and in the oversight role of the electatdhorities. The non-disclosure of

! For more information, please refer to: http://wwmi-koblenz-
landau.de/koblenz/fb4/institute/iwvi/aggrimm/prdieknodiwa (German only)



the certification report or part of it and of aéllevant documents should only be
considered in exceptional circumstances.

Special attention needs to be given to those coemgsnof the software that are
relevant for the system’s security. This could lmmel by including the testing of

security in test plans in order for the reader ndarstand how security was tested.
Labelling of all documents by member states andluenmay also be considered.

Vendors and even certifiers themselves might nateagvith publication of some or
most of the documentation of the e-voting systerthag wish to protect intellectual
property rights. So as to avoid excessive secramyngl certification processes,
potential vendors and certifiers should therefoeenbade aware during the tender
process that stakeholders need to be granted atcepecific documentation. Non-
Disclosure Agreements (NDA), which prevent obses\ssm publishing assessments
and the facts on which assessments are based, ime&ey difficult to conduct a
meaningful observation.

Finally, in order to oversee the certification prss, or to compensate for any partial
and incomplete disclosure of information to the lmybmember states may establish
specific committees with experts, academics anggditicians. In this context, we
can mention the "college of experts” in Belgium walhiis responsible for overseeing
the entire electoral process for the competenslative assembly.

5. Accredited election observers should have accessat steps of the certification
process

In the past 20 years, election observation haseorde be a successful method to
ensure transparency and access to elections. Wéthrhergence of electronic voting,
the established methodologies for election obsenvateed to be updated. So as to
enable observers to observe the certification eftednic voting systems, the duration
of election observation missions needs to be ee@nt is crucial that none of the
procedures necessary for certification of e-votiae place behind closed doors as
this would raise suspicion. Observers should bentgth access to all relevant
information during the entire duration of the daétion process in order to
accomplish their duty.

In 2005, the “Declaration of Principles for Intetiomal Election Observation and
Code of Conduct for International Election Obsesteestablished a common ground
for election observation, which has been endorsgdalb relevant international

organisations in the field. These principles ineluthe disclosure of the applied
methodology.

http://www.venice.coe.int/site/dynamics/N_Opiniohaep?L=E&0ID=325



Selection of certification bodies

6. Member states should devise a clear framework for he institutional
responsibilities, criteria and procedures for ascdaining the competence and
independence of certification bodies

Any body that is being authorised to participatethie certification of an e-voting
system, including certifiers, evaluators and audjtomust be independent and
qualified. The criteria, modalities and competergtitutions regarding the selection
of certification bodies should therefore be exgiydiaid down in national legislation.
Member states are responsible for drafting thesraled guidelines for the selection
process. These procedures need to be known and poatie well in advance of the
election day. This will facilitate the task of thendors and foster the electors’ trust in
the procedures. The number of certification bodiesuld not be limited; any body
which is independent and qualified should be elgito perform the certification.
Preference should be given to the use of a Europedtic tender or consultation
with a set of potential certifiers for the deteration of qualified certifiers.

Member states should consider to hav the selegimtedure carried out by
professional auditors who hold international cexdifes. An example is CISA
(Certified Information System Auditors), a standafdachievement for those who
audit, control, monitor and assess an organisaionformation technology and
business systems. Attention should be paid to dséscof such procedures. Another
important factor is that the use of internationaftificates should not become an
obstacle for member states to use a specific exyosiystem or even make it
impossible for countries to use a specific valibéing system.

7. The mandate of the certification body must be recdirmed regularly at
prescribed intervals

Member states should develop procedures not onlghéoinitial selection procedure,

but also for follow-up procedures such as re-exation or re-confirmation of the

mandate and withdrawal of the mandate. The margie¢e to any certification body

to certify an e-voting system should be valid oidy a limited time. Tenders need to
be made in regular intervals, and these tenders ttebe public. It needs to be clear
whether the decision to commission a system ceatitn to a specific selected
certification body may be taken by the vendor oethier this decision lies with the
competent electoral authority.

Certification

8. The bodies selected for certification processes arequired to perform their task
in accordance with prescribed and published rulesrad requirements

The certification procedures should be governedclear rules and guidelines,
including liability considerations, which should peblished well in advance of an



election. This form of quality control is needed time process. Again, this will
facilitate the task of the vendors and foster elettrust.

Certification can include software, operating syste hardware, processes and
personnel, including usability, accessibility, datach as ballot papers and voting
results, the interfaces between the e-voting systedhother software, and document
review. Steps to be included in the certificationgess should be the pre-electoral
phase, voting, tallying, suitability of the legahfmework for the application of e-

voting, etc.

Specific responsibilities of certification bodiesciude the collection of sufficient
objective evidence upon which to base the decigibether to award a certificate or
not and a commitment to select competent and dyiteined auditors.

A particular challenge to certification occurs wittmote electronic voting over the
internet: The client software and hardware usednduwoting via the internet may
remain outside of the certification boundaries. #i#lkeholders should be made aware
of the potential risks of using client computerstsmde a controlled electoral
environment and of possible remedies to redresssttuation.

9. Member states may consider the use of standardisguotocols, in particular in
formal certification processes

While the previous guideline addresses certificatio the broadest sense, this
guideline deals specifically with formal certifica.

Looking beyond some already known standards andnrewndation, for example
the relevant Constitution, the Code of Good Practit Electoral Matters and the
Code of Good Practice on Referendums by the CouoilEurope’s Venice
Commission and the Committee of Ministers’ Recomdagion (2004) 11 on legal,
operational and technical standards for e-votihgs also important to decide which
protocols should be used. Examples include: ISAL9MEO 9000-3, IT Grundschdtz
(regarding operational environment protection araiuding ISO 27001), k-resilience
value for inside threatsContent Management System and Common Criteri@ (IS
15408).

While each of these protocols in itself can plasoke in the certification process, a
combination of them could prove to be more usefok example, the scope of ISO
27001 only addresses procedural and organisatiesaés, and not the core of the
system, that is to say, the software and similammanents. 1ISO 27001 could
therefore be combined with the Common Criteria rodttogy.

Although ISO certification can be very useful, ieeds to be noted that ISO
certification is limited in time. Consequences cbié that the entire ISO certification

% https://www.bsi.bund.de/DE/Themen/ITGrundschugziindschutz_node.html
4 For more information on k-resilience and Commoite@ia , please refer to
www.coe.int/t/dgap/democracy/Source/EVoting/E-vgit?02009/E-
voting%20workshop/Volkamer_presentation.pdf



process will need to be repeated with each electidnch could be a very costly
procedure. Also this long procedure could be instest with early elections which
could specifically raise the problem of prohibitiwdigh costs of the procedure.

10.Member states may consider to authorise certificatin bodies to find suitable
ways of perusing and re-using existing material frmm certification processes
performed previously

Member states could opt to re-use certificatesedifcation reports which have been
issued by other bodies or by other countries. Téeise of this information can
contribute to saving costs, time and resourcesieblye making the certification

process more efficient and effective. The re-usefoirmation should satisfy at least
the same standards of transparency as the origioeéss.

Even if member states decide not to re-use ceatdi or certification reports, they
may consider facilitating the exchange of expemsnaf certification processes with
other countries.

11.The conclusions reached in a certification report Isould be entirely verifiable
with the information contained in that report

The certification report should be self-eviders, that its conclusions should only be
based on the information contained in it, enablridird party to replicate the same
research and thereby confirm that the conclusidmiseocertification report are valid.

12.Member states should determine the apportioning ofcosts entailed in the
certification process, bearing in mind the need forits integrity, independence
and quality

Member states should make explicit from the outgdgth bodies are responsible for
the costs of the certification procedure. They nucide that the entire costs,
including formal certification, be borne by the dens, which could lead to a greater
involvement by the latter. The costs could alsah®e responsibility of the member
states and a third option is to share the costs.chsts of certification should under
no circumstances compromise the independence, rilyte@nd quality of the
certification process. Whichever option is chostie member state should have
sufficient funding available and the decision netedse made public.

13. Certification bodies should have full access to allelevant information and be
allotted sufficient time to carry out the certification process ahead of the election

Bodies which are responsible for performing thdifteation should have access to
information and data which is necessary and sefiicto perform their duties as to
reach the conclusion about the voting system umugrection; they should have
sufficient time to review all information and dataitizens have the right to know
what kind of information has not been considereckssary and sufficient to conduct



the certification. Moreover, rules regarding th&atienship between the vendor and
the certifier, such as Non-Disclosure Agreement3ANor other similar documents,
should be made public.

In some cases, such as early elections or thedinttmn of a new voting system,
certification processes have taken place only Bhbefore the elections proper. This
entails a risk of not having sufficient time to endke a thorough certification
procedure and this could, in turn, jeopardise tieglibility of the election. Therefore
the certification procedure needs to be finisheehdhof the elections, giving enough
time to review the conclusions.

One solution to save time and budget is, once iéialinertification process has been
carried out and the e-voting component has bedifiedy for future certification only
to certify the modified modules and the sequencthefmodules. This can only be
done if a difference is being made between majanghs (modifications) and minor
changes (minimis changes) to the e-voting system.

14.1n case of formal certification, the certificate isued should clearly identify the
subject of certification and should include safeguas to prevent its unnoticed
modification

The certificate itself should make the certificatipprocess and the outcome
transparent and reproducible for third parties eislg if they have access to the
system. Based on the certificate it should be ptsd$o verify that the system used
for the election is the one that was certified. rEfi@e the certificate should at least
include (or refer to) the following information:

* Issuer;
» Validation period/ date/ conditions ;

» Description of the purpose of the certificate. Dtes certificate declare if the
system is accessible, secure, usable, functionathgect, and to what extent? ;

» Description of the method of the certification pees. What standards are
used? What methods are used for testing and ewauatsystem? How is
source code reviewed? How are hardware componbatked?;

» Description of the certified system. To ensure edpcibility for third parties
this has to include digital fingerprints of softwacomponents, detailed
specifications of firmware versions, hardware congus, etc.;

» Outcome of the certification process;
+ Comments about operational requirements or othesrgmditions;

« A digital fingerprint of the certificate or a sirail system.



Appendix |

Glossary of terms
used in the Guidelines on the certification of e-wing systems

In this document the following terms are used i following meanings:

- Assessment: an evaluation of persons, hardwafeyare and procedures to verify if
they are suitable for the fulfilment of certainks.s

- Audit: an independent pre- or post-election exain of a person, organisation, system,
process, entity, project or product which includaantitative and qualitative analysis.

- Certificate: a document which is the result dfioemal certification wherein a fact is
certified or attested.

- Certification:a process of confirmation that an e-voting systermicompliance with
prescribed requirements and standards and thiateast includes provisions to ascertain
the correct functioning of the system. This candbae through measures ranging from
testing and auditing througio formal certification. The end result is a repand/or a
certificate.

- Certification body (or certifier): an organisatientitled to conduct a certification and to
issue a certificate upon completion.

- Certification report: a document which explainsava certificate has certified and how
it is certified.

- Component testing: a method by which individuaitsiof the system code are tested to
determine if they are fit for use.

- E-voting: an e-election or e-referendum that lage the use of electronic means in at
least the casting of the vote.

- E-voting system: the hardware, software and @®ee which use electronic means to
make a choice between options in an election ereetium.

- Formal certification: type of certification the official and conducted only before the
election day and leads to the issuance of a cati

- Guideline: any document that aims to streamliagiqular processes according to a set
routine. By definition, following a guideline is tiegally binding.

- Non-Disclosure Agreement (NDA): a legal contraetween at least two parties that
outlines confidential material, knowledge, or imf@tion that the parties wish to share
with one another for certain purposes, but wistestrict access to by third parties.

- Requirement: a singular documented need of wipatricular product or service should
be or perform.
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- Stakeholder: a person, group, organisation, @tesy who impacts on, or can be
affected by, a government’s or organisation’s axgiorhese include citizens, election
officials, political parties, governments, domessiod international observers, media,
academics, (I)NGOs, anti-e-voting organisations apecific e-voting certification
bodies.

- Standard: an established norm usually in the foir@ formal document that establishes
uniform engineering or technical criteria, methqu®cesses and practices.

- Testing: the process of verifying that the subyearks as expected.

- Transparency: the concept of determining how army information is conveyed
through various means.

11



Appendix I

Text of Recommendation 2004 (11) on Legal, operatial and technical standards on
e-voting

F. Certification

111. Member states shall introduce certification processes that allow for any ICT
(Information and Communication Technology) component to be tested and certified as
being in conformity with the technical requirements described in this recommendation.

112. In order to enhance international co-operation and avoid duplication of work, member
states shall consider whether their respective agencies shall join, if they have not done so
already, relevant international mutual recognition arrangements such as the European Co-
operation for Accreditation (EA), the International Laboratory Accreditation Co-operation
(ILAC), the International Accreditation Forum (IAF) and other bodies of a similar nature.

Text of explanatory memorandum of Recommendation 24 (11) on Legal
operational and technical standards on e-voting

F. Certification
Standard No. 111. “Member states shall introduce certification processes ...”

189. Election officials should consider the use of techniques ranging from testing to formal
certification in order to ensure, before the election or referendum takes place, that the
system does exactly what it is supposed to do.

190. In the future there may be a number of e-voting systems available as well as individual
components. It might become very hard for any electoral authority to make sure a particular
product is ready to be used, will operate correctly and will produce the right results. A
certification process will be very useful in this respect as it should provide evidence as to the
effectiveness of the components and thus may reduce the testing required when building a
complete system.

Standard No. 112. “In order to enhance international co-operation ...”
191. Where agencies participate in international organisations that provide mutual

recognition arrangements, member states can benefit from their work and hence reduce their
costs of testing and certification.
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Appendix Il = Theoretical model of possible formal certification process
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SW — Software

VP — Voting Protocol

HW — Hardware

D — Developer and Developing Process

EA — Evaluation Authority

EAx — xth Evaluation Authority

CA — Certification Authority

MS — Member State (e.g. legislator, Electoral Mamagnt Body, etc.)
E — Evaluation

Ex — xth Evaluation as different types of evaluaiiwe required
ER — Evaluation Report

CR - Certification Report

PD - Process Description

PW — Poll Worker
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