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The impact of victimization is not less than ‘traditional crime’

HOW ICT CHANGES VICTIMIZATION



Crimes ‘in’ 

DEFINING CYBERCRIME IS WORK IN PROGRESS



PREVALENCE: 12 RANDOM SAMPLES



PREVALENCE CYBERCRIME VICTIMIZATION , MAXIMUM %



MEASURING CYBERCRIME - ISSUES



ARE VICTIMS AND 
CHANGING?

STUDY
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CYBER CHANGES OFFENDERS
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CYBER CHANGES VICTIMS



SUSPECT-VICTIM RELATIONSHIP IN TRADITIONAL & DIGITAL OFFENSES, IN %
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IMPACT OF CRIME VICTIMIZATION IN GENERAL



IMPACT OF CYBERCRIME VICTIMIZATION 

IDENTITY THEFT



FINANCIAL LOSSES OF IDENTITY THEFT LAST YEAR 



IMPACT OF CYBERCRIME

IDENTITY THEFT



CONSEQUENCES OF IDENTITY THEFT IN PREVIOUS YEAR, N=460 

in the repossession of a house or land,…



MAIN BEHAVIOURAL CHANGES AS THE RESULT OF IDENTITY THEFT IN PREVIOUS YEAR,  

IN %, N=460 

Don’t trust people as much 



ORGANIZATIONS AS VICTIMS
PREVALENCE OF CYBERCRIME BY ECONOMIC SECTOR AND EXPERTISE, THE NETHERLANDS



IMPACT OF CYBERCRIME ON THE COMMUNITY



REPORTING TO THE POLICE

SECONDARY VICTIMIZATION



THE CHALLENGE



VULNERABILITY FOR SCAMS
- WE WERE BORN TO TRUST



CAN HUMANS BE PROTECTED AGAINST SCAMS?



Questionnaire & ‘awareness questions’ on 

‘warning’

HOW VULNERABLE ARE POTENTIAL VICTIMS?

EXPERIMENT IN ENSCHEDE - NL



HOW VULNERABLE ARE POTENTIAL VICTIMS?

EXPERIMENT IN ENSCHEDE - NL



SUBJECTS THAT PROVIDED INFORMATION, IN %, N=281



Don’t blame the victim! 

PROTECTION AGAINST SCAMS 



SUPPORT NEEDED FOR VICTIMS OF CYBERCRIME



–

–

SUMMARY & CONCLUSIONS



We hypothesize a ‘normalization of crime’ 

•

•

SUMMARY & CONCLUSIONS
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–

Māori sample: 

–



question or to carry out a business in that person’s name without their 

misuse of an individual’s name, address, date of birth, place of birth, gender, 

driver’s licence information, passport information, Medicare information, 


