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Going after the criminals’ own 
infrastructure: ”Botnets”





Case Study: Project MARS

Project MARS (Microsoft Active Response for 
Security) is a joint effort between Microsoft’s Digital 
Crimes Unit, Microsoft Malware Protection Center 
and the Trustworthy Computing team to proactively 
combat botnets and help undo the damage they 
cause
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Operation b49: Waledac 
takedown



Operation b49: Waledac 
takedown
– In February 2010, Microsoft got a court 

order to sever 277 domains believed to be 
part of the Waledac botnet

– Operation b49 effectively severed ~70,000-
90,000 computers from the botnet

– In October 2010, the court permanently 
awarded the 277 domains to Microsoft so 
they are never used for cybercrime again

– Due to cleanup efforts with ISPs/CERTs 
worldwide and natural decay of the inactive 
botnet, we estimate there are ~22,000 
remaining infected IPs (as of March 2011)
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http://cbl.abuseat.org/rustock.html

Operation b107: Impact on Spam



Legal Issues

– Cross jurisdictional crime 
victims, perpetrators, resources in different places

– Technical subject matter requiring 
training

– Public right of action
– Balancing freedom and security through 

the protection of personal information
– Person identifying information
– Secrecy of correspondence

– Data ownership and sovereignty
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