
 

THURSDAY, JANUARY 21, 2010 
Cybersecurity, Cyber-threats, and Cybercrime 

08:30 - 09:00 Reception and Registration 

Opening Session and Welcome Address 

09:00 - 09:10 Dr. Driss Ouaouicha, President of Al Akhawayn University in Ifrane (AUI), Morocco 

09:10 - 09:20 H.E Ahmed Reda Chami, Minister of Industry, Trade, and New Technologies, Morocco 

09:20 - 09:30 H.E Ahmed Akhchichine, Minister of Higher Education, Executive Staff Training, and 
Scientific Research, Morocco 

09:30 - 09:50 Dr. Alex Türk, President of National Commission for Data Protection and the Liberties (CNIL), 
France, and President of the European Group G29 

Keynote Speeches 

09:50 - 10:10 “Cybersecurity for ALL: An Overview of ITU’s Cybersecurity Activities”, Mr. Souheil Marine, 
Head, ICT Applications and Cybersecurity Division, Telecommunication Development Bureau, 
International Telecommunication Union (ITU) 

10:10 - 10:30 “Building Cybersecurity Capability in Developing Countries: Challenges”, Mr. Benoit Morel, 
Professor, Engineering and Public Policy, Carnegie Mellon University (CMU), USA 

10:30 - 10:50 “National Cybersecurity Model: Framework, Maturity Model and Implementation Guide”, Mr. 
Taieb Debbagh, Secretary-General, Ministry of Industry, Trade and New Technologies, 
Morocco 

10:50 - 11:10 Coffee Break 

Plenary Session I: Cybersecurity : Legal Framework, Strategy, Organizational Structures, Standards, and 
International Cooperation (Chaired by Mr. Souheil Marine, ITU) 

11:10 - 11:25 “The French Network and Information Security Agency”, Mr. Philippe Wolf, Adviser of the 
Central Director, National Agency of Information Systems Security(ANSSI), France 

11:25 - 11:40 “Nordic Perspective on Awareness Strategy”, Mr. Allan Fischer-Madsen, Vice President, 
Devoteam, Chairman of the former ministerial National Council on IT Security in Denmark 

11:40 - 11:55 “Harmonization of Cybersecurity Legal Framework in Africa”, Mr. Mohamed Timoulali, 
Regional Advisor on ICT Policy, Office for North Africa, Economic Commission for Africa 

11:55 - 12:10 “National Cybersecurity Policy – Malaysian Experience”, Mr. Mohd Shamir Hashim, Head, 
Strategic Policy and Cyber Media Research Department, CyberSecurity Malaysia 

12:10 - 12:25 “National Cybersecurity Strategy - Implementation: Tunisian Experience”, Mr. Belhassen 
Zouari, Chief Executive Officer, National Agency for Computer Security and Cert-TCC, Tunisia 

12:25 - 12:40 “Building Trust in Cyberspace & The  Legal  Framework Pillar”, Ms Laila Zouak, 
Cybersecurity Expert, National Telecommunications Regulatory Authority (ANRT), Morocco 

12:40 - 13:00 Q&A 

13:00 - 14:15 Lunch (AUI Restaurant/VIP Room) 

Plenary Session II : Cyber-threats, Cybercrime and Critical Information Infrastructure Protection (Chaired 
by Mr. Abdelfattah Charif Chefchaouni, Director of INPT, Morocco) 

14:15 - 14:30 “Cybercrime Investigations, Public-Private and International Cooperation”, Mr. Alexander 
Seger, Head of Economic Crime Division, Directorate General of Human Rights & Legal 
Affairs, Council of Europe (COE) 

14:30 - 14:45 “Helping Government Manage Cyber Risk”, Mr. François Renault, Expert, Deloitte Conseil, France 



 

14:45 - 15:00 “Lutte contre la Cybercriminalité : Le droit ne suffit pas mais sans droit rien n'est possible!”, Me 
Mathieu Prud'homme, Avocat au barreau de Paris, Directeur du Département « Contentieux 
IT », Cabinet ALAIN BENSOUSSAN, Paris – France (Sponsored by World Bank Group) 

15:00 - 15:15 “Understanding Network Security Threats and Mitigation Options”, Mr. Tajjeedine Rachidi, 
Associate Vice-President for IT, and Associate Professor of Computer Science, Al Akhawayn 
University in Ifrane, Morocco 

15:15 - 15:30 “End-to-End Trust: The Internet – a safer place to work, play, learn and do business”, Mr. Roger 
Halbheer, Chief Security Advisor for Microsoft Europe, the Middle East and Africa (EMEA) 

15:30 - 16:00 Q&A 

16:00 - 16:15 Coffee Break 

Plenary Session III : Privacy, Cyber awareness, Skills Development and Capacity Building 
(Chaired by Mr. Benoit Morel, CMU) 

16:20 - 16:40 “Cybersecurity capacity development and awareness in the context of the CyberSecurity 
Network”, Mr. Michael Lewis, IT & Security Consultant, Carnegie Mellon University (CMU), 
USA 

16:40 - 17:00 Mr. Olivier Matter, Juriste au Service des Affaires Européennes et Internationales, CNIL, France 

17:00 - 17:20 “National Cybersecurity RACI Chart, Goals and Metrics : A Roadmap for National 
Cybersecurity Processes Performance Measurement”, Mr. Mohamed Dafir El Kettani, Associate 
Professor, « Ecole Nationale Supérieure de l’Informatique et Analyse des Systèmes (ENSIAS)», 
Morocco 

17:20 - 17:40 “Personal Data Protection : Training and Awareness”, Ms. Ariane Mole, Partner, Cabinet Bird & 
Bird, Paris - France (Sponsored by World Bank Group) 

17:40 - 18:00 Q&A 

19:00 - 20:30 Conference Banquet Dinner 

FRIDAY, JANUARY 22, 2010 
Cybersecurity: Awareness, Capacity Building, Research and Innovation 

 Workshop I : Technical Skills 
Development and Capacity Building 

Workshop II : Legal and Policy 
Capacity Building 

09:30 - 12:00 
(Coffee break 10:45 
- 11:00) 

Animators: Mr. Tajjeeddine Rachidi, 
Associate Professor, AUI & Mohamed Dafir 
El Kettani, Associate Professor, ENSIAS, 
Morocco 
 

Case Study/Experience Presentations :  
-Mr. Philippe Wolf, Conseiller du Directeur 
général, Agence Nationale de la Sécurité des 
Systèmes d'Information (ANSSI), France. 
-Ms Hanane El Bakkali, Responsable de 
l’option Sécurité des Systèmes d’Information, 
ENSIAS. 
-Mr. Adel Jomni, Enseignant-chercheur – 
Université Montpellier 1. 

Topics: 
Integration of ISS in higher education 
curricula (Computer Science, IT and 

Animators: Mr. Abid Kabadi Cabinet 
Juristconseil, Morocco 
 

Topics: 
Integration of Cybersecurity Laws in higher 
education/law schools; 
Privacy and Cybercriminality laws. 
 
Objective: 
Establish necessary modules, ILOs, for full 
and part time Master programs, security for 
law enforcement agents,… 



 

engineering schools); 
Typical curricula. 

Objective: 
Establish necessary modules, ILOs, for full 
and part time Master programs, security for 
software engineers,… 

12:00 - 14:00 Lunch 

 Workshop III: Executive and 
Continuous Training, Research and 
Innovation 

Workshop  IV : Privacy, Awareness and 
Communication 

14:00 - 15:30 
 

Animators: Representative of APEBI & Jamal 
Skiti, ASTEC, Morocco 
 

Case Study/Experience Presentations 
-Mr. Philippe Wolf, Conseiller du Directeur 
général, Agence Nationale de la Sécurité des 
Systèmes d'Information (ANSSI), France 
- Mr. Anas Abou El Kalam, Enseignant-
chercheur, ENSA de Marrakech 
-Mr. Mohammed ESSAAIDI, Professeur 
Télécommunication, Abdelmalek Essaadi 
University, Morocco. 
-Mr. Mounim Zaghloul, APEBI 

Topics: 
Information security Certification; 
Executive and continuous training on security 
for engineers, lawyers, judges,… 
Promotion of security research and innovation. 

Objective: 
Establish typical training programs for 
Executive/continuous training, and ISS 
Certification 

Animators: François Renault, Cybersecurity 
Expert, Deloitte Conseil, France & Fouad 
Chaatit, Engineering Program Coordinator, 
AUI, Morocco 
 

Case Study/Experience Presentations : 
-Mr. Haythem Elmir, Technical Manager of 
NACS & Head of the Tunisian CERT 

Topics: 
Cybersecurity awareness strategies; 
Privacy awareness; 
Communication about cybersecurity, cyber 
laws,.... 
 

Objective: 
Establish topics/ materials / modules to raise 
cybersecurity/ privacy awareness for 
universities/ engineering and law schools,… 

15:30 - 15:45 Coffee Break 

Plenary Session IV: Conclusions and Recommendations 

15:45 - 17:15 
  

Plenary Sessions and Workshop topics’ discussion. 
Output : Roadmap for the integration of Information Security Systems and Awareness in the 
higher education. 
Moderator : Mr. Tajjeeddine Rachidi, AUI. 

 Conference Closing 

17:15 - 17:30 Presentation of Conference recommendations and Closing speech. 
By Mr. Taieb Debbagh, Secretary-General, Ministry of Industry, Trade and New Technologies, 
Morocco. 
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