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CYBERCRIME UNIT PROFILE

e Techinicians.
e |[nvestigators.
e «Hackers»??.

CYBER - INVESTIGATION

e Facts Rating
e Gathering Hints
e Prosecution

INVESTIGATION DIFFICULTIES

e Dataretention

e Useridentification
e Electronicevidences




i

X CYBERCRIME

/" / | CONVENTION ON CYBERCRIME
', /) Budapest,23rd november 2001

Those crimes, that
affect data or
computer systems.
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CONTENT-

RELATED
OFFENCES

INFRINGEMENTS
OF COPYRIGHT
AND RELATED
RIGHTS

TYPES OF CYBERCRIME

CONFIDENTIALITY
INTEGRITY AND
AVAILABILITY OF
COMPUTERDATA

COMPUTER-
RELATED
OFFENCES
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THECHNICAL
KNOWLEDGE

POLICE TECHNICIAN
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Seleccionar Simbolo del sistema {2}

crosoft Windows RP [Versidon 5.1.26088]
(C>» Copyright 1785-2001 Microsoft Corp.
C:%Documents and Settings“YK>ping wwuw.tinkebhell.com
Haciendo ping a www.tinkebell.com [82.192.68.181 con 32 b

Rezpuesta desde [ EEEFINTIN bytes=32 tiempo=Y4ms TTL=54
Rezpuesta desde 82.192.68. bytes=32 tiempo=117ms TTL=5H4
Respuesta desde 82.192. bytes=32 tiempo=75ms TTL=54
Respuesta desde 82.192. bytes=32 tiempo=11ims TTL=54

Eztadisticas de ping para 82.192_68.18:
Paguetes: enviados = 4, vecibidos = 4, perdidos = @
(@» perdidos),

Tiempos aproximados de ida v vuelta en milisegundos:
Minimo = 74ms, Maximo = 117ms, Media = 94ms

C:“Documents and Settings~YHK>
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Complaints )
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Request for ) " | Statement

court orders of facts
REPORT TO |
- LEGAL

N QTHORITIES
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Investigator ) Taking down )

\assessment _\contents?
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%% oo | GOALS FOR HOUSE SEARCHES _ |

Electronic
Devices
Seizure

Try to link
User&Computer
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RS PRESENTING THE CASE TO COURT |

Description

Qf evidences

ELECTRONIC
L EVIDENCE

..-/‘_—_—_

Non-
technical
language
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Gk DIFFICULTIES

DATA
RETENTION

USERS ID

ELECTRONIC
EVIDENCE
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cuskpn i High Tech Crime Group

Guardia Civil

Calle Salinas del Rosio 33-35;
28042 Madrid (Spain




