PhotoDNA:

Fighting Online Child Sexual Abuse Through
Public/Private Partnerships
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Microsoft Digital Crimes Unit

Transforming the fight against digital crime

though partnerships and legal and
technical

breakthroughs that destroy the way
cybercriminals operate




PhotoDNA: How It Works

Originally developed by Microsoft and Dartmouth in
partnership with NCMEC to enable online service
providers to better detect child pornography images

amongst the billions of images shared online

Creates a unigue signature of a given image (see below),

which can be compared against other signatures to find a match

With PhotoDNA, NCMEC has created a set of signatures of the worst
known images of child pornography for online services to be on the
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PhotoDNA vs Other Hashing

» |dentify copies of known images (not copies of files, as other hashing tech
does, but images themselves), even when images are slightly altered by
common Internet variations, such as resizing, color shifts and file type
changes

« Lightweight enough for use at large scale

« Reliable enough to avoid false positives
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MD-5 Hash = 4eecb453b9b000e8a4b4db09283e65¢ MD5 Hash = 31dda33f9f1034b25e217c4740825633

PhotoDNA = 2,6,2,11,4,10,5,12,12,13,58,9,14,6,26,
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PhotoDNA = 2,6,2,11,4,10,5,12,12,13,58,9,14,6,26,




Creating a PhotoDNA Signature
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* Slide provided courtesy of Dartmouth College






NCMEC PhotoDNA Model
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A Variety of Possible PhotoDNA Models

NCMEC model: Another possible model;
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Third party product model: Other Models
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