AGENDA

Thursday, 3 November 2022 ‘

Opening session
e  Margarita Sniutyté-Daugéliené, Vice President, EUROJUST
5h0o . Edvardas Sileris, Head of Department, European Cybercrime Centre,
EUROPOL
e Alexander Seger, Head of Cybercrime Programme Office (C-PROC), Council of
Europe
Session I - Threats, trends and impact of ransomware attacks
e Edvardas Sileris, Head of Department, European Cybercrime Centre,
EUROPOL
9h30 . Carlos Castro Sojo, Prosecutor, Public Ministry of Costa Rica
. Edmond Koloshi, Prosecutor, General Prosecutor’s Office, Albania
e Miroslav Turkovic, Special Prosecutor’s Office, Montenegro
. Discussion
11h00 Coffee break
Session II - Criminal justice response: criminalisation, procedural powers,
investigative tools and instruments and initiatives for cross-border
cooperation
. Marian Behn, Police Dusseldorf, Germany
11h30 e Alexander Seger, Head of Cybercrime Programme Office, (C-PROC), Council
of Europe
e Timothy C. Rank, US Department of Justice - ICHIP
e Edvardas Sileris, Head of Department, European Cybercrime Centre,
EUROPOL
. Discussion: Experience of countries participating in the workshop
13h00 Lunch break
Session III - Conducting criminal investigations of ransomware attacks:
lessons learned and best practices
Case studies:
e Paul Johnstone, European Judicial Cybercrime Network’s (EJCN) member,
Ireland
14h30 e  Knut Jostein Saetnan, Police prosecutor and EJICN member, Norway
. Dr Albert Antwi-Boasiako, Acting Director-General of the Cyber Security
Authority, Ghana
. Discussion: Experience of countries participating in the workshop
e Presentation of the "Guide for conducting criminal investigations in
ransomware”, prepared by the Cybercrime Programme Office of the Council
of Europe (C-PROC)
16h30 End of Day 1




Friday, 4 November 2022

Session IV - Public-private partnership against ransomware attacks

Sharing of knowledge and intelligence, reporting challenges, security measures and
preventive campaigns

9h30 e  Catalin Cosoi, Council of Europe expert
. Edvardas Sileris, Head of Department, European Cybercrime Centre,
EUROPOL

. Experience of countries participating in the workshop

10h30 Coffee break

Session V - Capacity building support to counter ransomware attacks

Needs assessment, actors involved, training activities, guides and tools

11h00 e  Cybercrime Programme Office (C-PROC), Council of Europe

e Ionut Stoica, Head of Cybercrime Academy, CEPOL

e Alexandre Oliveira, Judge, European Judicial Training Network
o Discussion: needs of countries participating in the workshop

Closing remarks

e EUROJUST
o Dan Rotenberg, Deputy Head of Unit — Security in the Digital Age, European
Commission

12h30

. Denise Mazzolani, Programme Manager, Cybercrime Programme Office,
Council of Europe

13h00 Lunch - End of Day 2




