
Cyber Threats and Crime Reporting in 

the UK 



Cyber Crime 

Cyber Crime 
Cyber Dependent Crime under the Computer Misuse Act 1990 
 
Section 1: Unauthorised access to or modification of computer material (website defacement, Ransomware) 
 
Section 2: Unauthorised access to computer to facilitate the commission of an offence (Hacking etc) 
 
Section 3: Unauthorised acts with intent to impair, or with recklessness as to impairing the operation of a 
computer – DDoS etc 

 

Fraud 
Cyber Enabled Crime under the Fraud Act 2006 
 



National Fraud and Cyber 
Crime Reporting Centre 

24/7 Live cyber 
Specialist line for business, charities or organisations 

 suffering live cyber attacks 

0300 123 2040 
Report fraud and cyber crime. 

Help, support and advice. 

 

 

Report 24/7 &  

Web Chat  
www.actionfraud.police.uk 

Secure online reporting. 

News and Alerts. 

Advice on avoiding  

the latest scams. 



https://www.actionfraud.police.uk/ 

Online Reporting 

https://www.actionfraud.police.uk/


6 Month Reporting Levels 

October 2017 – March 2018: 12,472 
 
October 2019 – March 2019: 12,779 
 
Overall, 16% reporting from business and 
82% from individuals 



Overview in Trends and Threats 

  



Key Threats Facing the UK 

  
• Ransomware  

So far in 2018, Dharma/Crysis has been the most regularly reported strain (out of the hundreds of known strains) 

2017 saw multiple high profile ransomware attacks hit the media including Wannacry, NotPetya (not strictly 
speaking ransomware) and Bad Rabbit   

 

• Financial Trojans 

 

• DDoS Attacks 

Some decrease in volume of reports but increase on severity of attacks. Financial organisations and government are 
seen as ripe targets by those primarily seeking to cause reputational damage.  

DDoS services are being offered for hire on the dark web 

 

• Data Breaches 

 



Overview in Trends and Threats 

  



National Threat Assessments 

  



Reproduced by kind permission of The Metropolitan Police Service’s FALCON (Fraud and Linked Crime 
Online) team. 

Public Awareness and Protection 



Alerts #phishyfridays Public Awareness and Protection 



Public Awareness and Protection 



Public Awareness and Protection 



Public Awareness and Protection 



Thank you  

 

Questions? 


