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Themes:

= What are cryptocurrencies?
= How to investigate a virtual currency case? (case studies, OSINT techniques,
best practices);
= Assets seizure and management;
= New trends and threats:
o mixers/tumblers
o hew types of virtual currencies (Monero, Zcash, Dash; stable coins)

Target audience:

» Law Enforcement Authorities (LEAS);
= Public Prosecution Service;
= Financial Intelligence Units (FIUs).

Location:

= International Training Centre (ITC)
Budapest, XII. Boszorményi str. 21.

Contributors:

= Mr Vessz6s Gergely, expert in virtual currency;

= Mr Adam Péceli; prosecutor, Prosecutor’s General Office;

= Mr Viktor Haldsz, investigator, Cyber Crime Department in the National
Bureau of Investigation;

= Mr Istvan Herédi, investigator, Intelligence Unit of Cyber Crime Department,
National Bureau of Investigation

= Mr Endre Béanyai, expert of the Hungarian Financial Intelligence Unit (HFIU)



Day 1 (5 November 2018)

Location: Auditorium, Building D2, second floor

Time Topic Lecturer Duration
Opening celebration: Head of the Criminal
083°-09%° - Opening speech Field 30 min
- Introducing the training course Council of Europe
- Group photo
00_nq15 . Ms. Gerda Alpar .
09"-09" |Introducing ICOFI Head of ICOFI 15 min
. Mr. Laszlé Kovacs
09'5-10% I';tr‘:irgcg""‘t’swarm up for the City Police 75 min
P P Superintendent
1030-119° Coffee break
. Mr. Laszlé Kovacs
1100.1230 I';:‘t’lr :icg\rl'et:swarm up for the City Police 90 min
P P Superintendent
1230-131° Lunch break
15_4 430 | Introduction and regulation of Mr. Gergely Vessz0s .
13°°-14 - . . ., 75min
virtual currencies Mr. Viktor Halasz
Virtual currency: seizure and )
143°-15%° | confiscation, asset recovery and Mr. Addm Péceli 60 min
asset management
15%°-16°° Coffee break
Breakout Session
16901700 ATMs, How to regulate thg Mr. Gergely VesszOs 60 min
exchangers/ATMs, accepting
places
17%-17'% | Sum up of the day Mr. Gergely Vessz8s 15 min

1715-19% pastime

19°%°-21° Wwelcome dinner at ITC Student Centre




Day 2 (6 November 2018)

Location: Auditorium, Building D2, second floor

Time Topic Lecturer Duration
08°°-10% | Introducing the Dark Web Mr. Istvan Herédi 90 min
10%°-10%° Coffee break
10%>-11%5 How to investigate a \{lrtual . Mr. Gergely Vessz6s | 60 min
currency case? (Practical session)

1115.1p% | How to investigate a virtual Mr. Viktor Haldsz | 75 min
currency case? (Practical session)

12%0-133° Lunch break

1330-1430 FZ_[U s role in the investigations of Mr. Endre Banyai 60 min
virtual currency cases

15.00-19.00 Social programme: Visiting the Parliament, sightseeing in

Budapest

Day 3 (7 November 2018)

Location: Auditorium, Building D2, second floor

Time Topic Lecturer Duration
08°°-10'° | Virtual currency ponzi schemes Mr. Gergely Vessz8s | 90 min
10%°-10% Coffee break
10*°-12%° | Basics of OSINT Mr. Viktor Haldsz 75 min
1200-1309° Lunch break
How to investigate a virtual Mr. Gergely VesszGs

13%-143° | currency case? (Practical Mr. Viktor Halasz 90 min
session) Mr. Istvan Herédi

1439-1590 Coffee break

150_1g% |New types of virtual currencies - | ) Gergely Vesszés | 90 min
open discussion

16°°-16* | Sum up of the training course 15 min

Free programme




Contacts:

ICOFI C-PROC

Gerda ALPAR Mariana CHICU

Head of ICOFI Project Manager

International College of Financial Cybercrime Programme Office of the
Investigation, International Training Centre Council of Europe (C-PROC)

Budapest, Hungary Bucharest, Romania

Tel: +36 1 224 5191 Tel +40 21 201 78 40

Email: alpar.gerda@nokitc.hu Email: mariana.chicu@coe.int

www.coe.int/cybercrime

Alin TORTOLEA

Senior Project Officer

Cybercrime Programme Office of the
Council of Europe (C-PROC)

Bucharest, Romania

Tel +40 21 201 78 33

Email: alin.tortolea@coe.int
www.coe.int/cybercrime
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