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• 30 countries - Prosecutors & Investigators 

• 5 arrested

• 37 premises searched

• 39 servers seized

• Over 180 countries Victims of malware identified

• 221 servers offline 

• (abuse notifications to hosting providers)

• Over 800 000 domains seized, sinkholed or 
blocked

• Largest-ever use of sinkholing to combat 
botnet infrastructures 

• unprecedented in scale 
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401 domains

399 blocked

2 seized

8 sampled
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Lessons Learned
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• Some Foreign LEAs cannot contact Cybercrime Unit without
going through:

 Ministry of Foreign Affairs

 Ministry of Interior

 DG FIA

• No private sector cooperation

• No relationships or MoUs (legal request vs cooperation)

• Problems could have been avoided if for international
cooperation there were:

 Existing protocols between law enforcement (bypassing
bureaucracy)

 SPOCs

 Permanent MAG



www.coe.int/cybercrime

• Jurisdiction

• Fear of Local LEA future abuse

• Confidentiality

• Future basis for cooperation – Trust created

• Interagency/Interdisciplinary/Public-
Private/Transborder
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• Operation Avalanche impossible through
formal means of cooperation

• Court order required seizure of data that did
not even exist at the time of the order

• No mechanisms for accepting such a request
under Pakistan law – possible only due to
cross-border cooperation with private sector
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• Cross-border interagency cooperation poses
challenges with respect to proving
authenticity of information received,
particularly with respect to ensuring chain
of custody

• Many MLATs are not designed for
cooperation with respect to cybercrime
(requests of which are usually urgent)
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• Julian King, European Commissioner for the Security Union:

"Avalanche shows that we can only be successful in combating
cybercrime when we work closely together, across sectors and across
borders. Cybersecurity and law enforcement authorities need to work
hand in hand with the private sector to tackle continuously evolving
criminal methods. The EU helps by ensuring that the right legal
frameworks are in place to enable such cooperation on a daily basis".
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• Rob Wainwright, Europol Director:

“Avalanche has been a highly significant operation involving
international law enforcement, prosecutors and industry resources to
tackle the global nature of cybercrime. The complex trans-national
nature of cyber investigations requires international cooperation
between public and private organisations at an unprecedented level
to successfully impact on top-level cybercriminals. Avalanche has
shown that through this cooperation we can collectively make the
internet a safer place for our businesses and citizens”.
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Sinkholing

is an action whereby traffic between infected computers
and a criminal infrastructure is redirected to servers
controlled by law enforcement authorities and/or an IT
security company. This may be done by assuming control
of the domains used by the criminals or IP addresses.

When employed at a 100% scale, infected computers can
no longer reach the criminal command and control
computer systems and so criminals can no longer control
the infected computers.

The sinkholing infrastructure captures victims’ IP
addresses, which can subsequently be used for
notification and follow-up through dissemination to
National CERTs and Network Owners.

https://www.europol.europa.eu/publications-documents/operation-avalanche-infographic
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Questions

!28

http://www.clker.com/clipart-10842.html
http://www.clker.com/clipart-10842.html

