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Cybercrime as a criminal justice

matter — Main Challenges

« Lack of common definition of cybercrime amongst the criminal
justice authorities
— Importance of reliable statistics

« Cybercrime legislation
— Definition of cybercrimes
— Where was Crime Committed? Which Country has jurisdiction?
— Need to adopt global standards, International Treaties

« Coping with new technological paradigms — Capacity Building
— Cloud Computing, Darknet, virtual currencies, Internet of Things
— Skills and competencies/ capacity building
— Limited technical capabilities

« Legal grounds for effective international cooperation
— Police to Police
— International Judicial Cooperation
— Interactions with international large service providers (Social Networks, etc.)

www.coe.int/cybercrime



The approach of Council of Europe

1 Common standards: Budapest Convention
on Cybercrime and relates standards

“Protecting you
and your rights

2 Follow up and in cyberspace™

assessments:
Cybercrime

Convention ] L
Committee (T-CY) E 2} 2_?;{2)3;':\/ building:
Technical

cooperation
programmes
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Budapest Convention
Ratified/acceded: 61

Signed: 4

Invited to accede: 6
=71

www.coe.int/cybercrime

Other States with laws/draft laws largely in
line with Budapest Convention = 20

Further States drawing on Budapest
Convention for legislation = 45+




The Cybercrime Convention

Committee (T-CY)

Established under Article 46 Budapest Convention

Membership (Sep 2018): Functions:

= 61 Members (State Parties) = Assessments of the
implementation of the

* 14 Observer States Convention by the Parties

= 12 organisations = Guidance Notes

(African Union Commission, ]
Commonwealth Secretariat, ENISA, | | * Draft legal instruments
European Union, Eurojust, Europol,
INTERPOL, ITU, OAS, OECD, OSCE, Two plenaries/year as well as Bureau
UNODCQ) and working group meetings

» An effective follow up mechanism
» The T-CY appears to be the main inter-governmental body
on cybercrime matters internationally

www.coe.int/cybercrime



Budapest Convention: scope

Criminalising + Procedural + Internati_onal

conduct tools cooperation

= Illegal access = Expedited = Extradition

= Illegal preservation = MLA
interception = Search and = Spontaneous

= Data interference seizure information

= System = Production = Expedited
interference order preservation

= Misuse of devices = Interception of = MLA for

= Fraud and computer data accessing
forgery computer data

= Child = MLA for
pornography interception

= [PR-offences | = 24/7 points

| Harmonisation . of contact
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24/7 Network - Art. 35

24 /7 Network (Art. 35)

“Each Party shall designate a point of contact available on a twenty-
four hour, seven-day-a week basis, in order to ensure the
provision of immediate assistance for the purpose of
investigations or proceedings concerning criminal offences related to
computer systems and data, or for the collection of evidence in
electronic form of a criminal offence.

Such assistance shall include facilitating, or, if permitted by its
domestic law and practice, directly carrying out the following
measures:

« the provision of technical advice;
« the preservation of data pursuant to Articles 29 and 30;

« the collection of evidence, the provision of legal information, and
locating of suspects.”

www.coe.int/cybercrime



24/7 Network - Art. 35

24 /7 Network (Art. 35)

“A Party’s point of contact shall have the capacity to carry out
communications with the point of contact of another Party on
an expedited basis.

If the point of contact designated by a Party is not part of that Party’s
authority or authorities responsible for international mutual
assistance or extradition, the point of contact shall ensure that it is
able to co-ordinate with such authority or authorities on an
expedited basis.

Each Party shall ensure that trained and equipped personnel are
available, in order to facilitate the operation of the network.”

www.coe.int/cybercrime




Expedited preservation of data

% stored in a computer system - Art.29

« Parallel framework to the internal provision

— allows one contracting Party to require from other Party the expedited preservation
of data

— if at the same time expresses its intention of sending a formal request of assistance
for a search, or a seizure, or any similar measure

« The requested party must act as necessary, with all the due diligence, to
preserve the requested data, according to its own national law

« Specificity of the digital environment - the necessity to preserve
something that, in very short moments, can be completely
deleted

« Only a preservation measure, for urgent reasons and does not imply
automatically disclosure of the preserved data (non-intrusive)

« For not less than 60 days (to enable request for S&S)

www.coe.int/cybercrime



Expedited disclosure of preserved

traffic data - Art.30

« International equivalent of domestic power (Article 17)

« Where pursuant to Article 29 request, requested state observes
that preserved traffic data reveals that transmission of the
communication was routed through a service provider in

— (i) a third state; or
— (i) the requesting state itself,

« it must expeditiously disclose such preserved traffic data

« Disclosure must be of sufficient amount of data to identify
service provider(s) involved and path of communication

« Same grounds for refusal as before (political offence, prejudice to
sovereignity, security, ordre public or other essential interest)
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DATA PRESRVATION REQUEST under

art. 29 and 30 BC - Template

At By e T-CF 2t ifn 157 Herary T-crizosin
raaleurg, P July 205

Data Preservation Request

under Articles 29 and 30 Budapest Convention on Cyberorimet

1 DATE
DOy

1 REFEREMCE / CASE NUMBER

3 REQUEST STATUS

O M regqusst
O Bxtanslon of previous raquast (O Ticket/referance numbsr of pravious reguest:

4 REQUESTEDAUTHORITY

5 REQUESTING AUTHORITY =
Organksatian

Rergan in chargs of

the request

Address

Tel=phans numibsr

=l phans numbser

E-mall addrass

Fans numoer

0o Hours

Time Zans
x] A=gponss by amall ar other sxpaditad msans preferrad
a A=sponss oreferred by maans of

1 1'h|: t:l—ph:t: was adepled By e Cfferrire Comreeelies CormrmiTes T-0F 2l it 157 Hemery Jo= 10 Jdy D8]

= T rptares of moucats By fedica. Uc of s ioeploic By #orfics o e Sudhpeal
l:\:m:rm:nu:m:nd roaxc e Ball ifcra mardkiad with aatcriak () o noouinad] nformalion puarasend ic Arkic:
19, paragragh 2 of e Corecrlicn o CyEcrriers.

|

& SHOULD ADDITIDNAL CONFIRMATION FROM THE REQUESTING AUTHORITY BE NEELDVED,
FLEASE CONTALCT:

Mama:

Jaih Tths:
Functian:
Tel=phans numibsr
=l phans numbser
E-mall addrass

7 INVESTIGATIVE fOFERATIOMAL AUTHORITY IM CHARGE OF THE CASE
{17 GIFTERENT FRCM REQUESTING AUTHICEITT}

Organksatian
Persan In chargs at
the autharity
Agdress
Teb=phans numiber
Tl jphans numissr
E-mall addrass
Fan: mumber

2 FPROSECUTIONOFFICE OR COURT INCHARGE IF AFFLICAELE

Prasacution office in chargs and cace
numibar

‘Court In charge and cace numbar

Prasacutian or Court declsians nelaed
a the ragusst

9 FOLLODW UF THROUGH MUTLUAL LEGAL ASSISTANCE
Plzxcs be Irformed that we intend to submit & raguest for mutusl l=gsl
sssistancs ta nequast the production of data. =

Pizage find enclasad & mastusl k=gal assistance regussttor the production of
data.

a

a

10 OFFENCES SUBIECT TD CRIMINAL INVESTIGATION OR FROCEEDINGS ™

O Of=nca’s

canmespanding ta Plaxnca spaciy of=nce undser the law of the raquscting Stats:
Articie=s 3 thraugh 11

Budspact Comesmtian

O OQther gmenzars | PPSASS SPACHY UNCET the la Of the raqUESting State:

www.coe.int/cybercrime




DATA PRESRVATION REQUEST under

art. 29 and 30 BC - Template

11 SUMMARY OF THE CASE®

Inziuding:
- priaf degoriztion aftne faots 15 CASE STATUS
- o the data Sought I ralated to the Imvastigation ofences e p——
- purposs and necassity of feguest for praservation andior oartisl diSCiosune oftrats data 0 On trial

- chargss pressad st of of=no=s In the cass
O Crime= In prograss:

Other detalls IF nacscoary:

15 URGENCY

JURGENT
Raspanse axpactad by DOFHMYYY

12 DATA TO BE FRESERVED ™
REASONE FOR URG EMNCY

O Subscriber information | s SRRER

Start date: DOVMMYTTY End date: DDYHMYYY D Thieaft tn e and ima

- d - d O Imiminsnt thrast of & SarloUs natuns ta public seourfty

Pariad of Interect . .

Tim [and tima zans): Time [and time zans): S
o If the system kb 3 chaned sysem, plascenracerys sl Gacc subsoriber informatian for all virtusl O Susoect/omencer i custady
FyEtEms an the IR, O Suspect/ofender AboUt o be raleaged fom oustody
O Traffic data Fisase speciy O valatity of data

O Statute of Imitation dus to axpire

Start dabe: DDV ESYYY End dabe: DDy EYY O Trial ks imminent ar in progress
Feriad ot imerest Time [and thime zans): Time [and time zana): O Other:

Flampe soacy:
3 Contznt data ERIEF DETAILS FORURGENCY, IF ANY

Start date: DIOVHMYTTY End dafte: DOVHMYYYY
Axrind of Intanast

Time fand time zans): Time [and time zane):
13 INFORMATION IDENTIFYING THE FERSON OR ORGANISATION [E.G. SERVICE 17 COMFIDENTALITY

FROVIDER) IN POSSESSIDN OR CONTROL OF THE STORED COMPUTER DATA AND THE
LOCATION OF THE COMPUTER SYSTEM, IF AVAILABLE™ T W= reguest that that this Dreservation requestis kept confidential and that Custamers ars not
natifiad,

Pisase Inthnm us B yaur domeastic law raguires us ta awplaln the raasan for confidentiality; or — batore
taking &y acthan — whather your Jamestic kaw raguires Custamsr notificatan ar i you suspact that
the prowider may nat camply with the ragusct for confidentisiity.

14 EXFEDITED MSCLOSURE OF FRESERVED TRAFFIC D'ATA UNDER ARTIOLE 30 OF THE
CONVENTION ON CYEERCRIME

Detalls/description of data ta be disciomsd™

O This ragusst sa=is to presanve trafic data canaerning & spaciic mmmunication. I, In the cantext
of this raguast, the sarver nevaals that a sarvice pravider in anather jurisdicBan was imeahvad in the
transmission of this communicaSan, pheace Immediataly dischose Taus the koentity of thet sarvics
prowider and the path of the communicatian in line with Arocie 30 of the Comeentian an
Cybancrime.

1 mmczxmmry ., plezws s s e T2ets ammeliestee feem) .

www.coe.int/cybercrime



DATA PRESRVATION REQUEST under

art. 29 and 30 BC - Template

18 CONFIRMATION /NOTIFICATION REQUESTED. IF AVAILABLE:
21 ANNEX: PATA SPECIFICATION FORM

O Corfirmaatian of r\eneh.'ll:u the request Pisase complets @ saparate Sonm for sach person or anganisation belk=vad to be In possessan ar cantd
3 Comfirmation of presenvation of the cata of data. Pleass comoists &% MUch &5 15 possinle or appllcanis.
O Irfarmiatian an the preservation pariod
O Dmfiormithan an whether dats s beyand the jurisdiction of the ragusstad country Dsetalls of person or organisation d o b soion or controd of data
O Dmfiormathan an whather the dats precarvad willl be dectroyed sfter the presarvation periad Susinass Mame
O Other: Lagal Name
Dontact nams
15 ADDITIOMNAL MOTES,. IF ANY Lodrecs
Country
Phane
Emeall
Address
20 SIGNATURE AND ¢ OR STAMP OF REQUESTING AUTHORITY IF AFFLICAELE
hame IFv4 1-255 1-I55
Positkan
AL
Date ¢ place Dt
Signatuns andiar Time
sTama Tima Zans
Proncy
Bnamymizatian
Part number
TPvE Subnet — &4 bit Host — B4 bilt
LRL:
Dats
Thm=
Time Zan=
Proocy
Anomymization

E-mall address
Sacial Netwarking
ful

Date

Thm=

Time Zan=

Prancy
Anamymizatian
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Mutual assistance regarding accessing

of stored computer data - Art.31

« Request to another State to search or seize (and disclose) data
stored by means of a computer system

— Located within the territory of the requested State

— Including data that has been preserved pursuant to Art. 29

« Enables a Party to request another Party to undertake
following measures for benefit of the requesting party:

— Search or similarly access computer data

— Seize or similarly secure computer data

« Also provides requested party with legal basis to disclose
information obtained as a result of exercise of such measures

www.coe.int/cybercrime -14 -



The 24/7 POC Network:

T-CY Recommendation

The T-CY completed an assessment of the functioning of mutual legal assistance
under the Budapest Convention and adopted, inter alia, a recommendation
aimed at rendering 24 /7 points of contact more effective:

Parties and the Council of Europe should work toward strengthening
the role of 24/7 points of contact in line with Article 35 Budapest
Convention, including through:

a) Ensuring, pursuant to article 35.3 Budapest Convention that
trained and equipped personnel is available to facilitate
the operative work and conduct or support mutual legal
assistance (MLA) activities

b) Encouraging contact points to pro-actively promote their role
among domestic and foreign counterpart authorities;

www.coe.int/cybercrime - 15 -



The 24/7 POC Network:

T-CY Recommendation

c) Conducting regular meetings and training of the 24/7
network among the Parties;

d) Encouraging competent authorities and 24/7 points of contact
to consider procedures to follow up to and provide
feedback to the requesting State on Article 31 requests;

e) Considering to establish, where feasible, contact points
in prosecution offices to permit a more direct role in
mutual legal assistance and a quicker response to
requests;

f) Facilitating 24/7 points of contact to play a supportive role in
“Article 31" requests.

Domestic responsibility supported by capacity building

www.coe.int/cybercrime



The 24/7 POC Network

By April 2018, the Parties to the Budapest Convention had nominated
69 contact points, with 12 Parties having established two
different contact points.

Since April 2018, 4 new countries have accessed the Budapest
Convention, including Morocco.

Capacity building for 24/7 POC Network

« Annual Meeting of the 24/7 POC Network - BC
— Started in 2017

« Targeted capacity building initiatives in countries supported by the
Capacity Building Programs of the Council of Europe

www.coe.int/cybercrime -17 -



Cybercrime@Octopus Community

o . Cybercrime Digest
. Bi-weekly update and global outlook by the
Cybercrime Programme Office of the Council of Europe (C-PROC) 16-31 May 2017

source: nukwaora  ThelPacificPlResponsetoCybercrime:Zeffective@Toolsk
Times andGood®Practices

Date: 23 May 2017 “Opening the Pacific Island Law Officer’s Network Cybercrime Workshop at the Tanoa

Dateline International Hotel this morning, Tonga’s Deputy Prime Minister Hon Siaosi

Sovaleni said that many of the Pacific Island States face a threefold challenge when it

comes to dealing with cybercrime and electronic evidence: (a) putting in place a

comprehensive legislative framework in line with international standards, (b) improving

- - capacities and know-how within the criminal justice sector to effectively investigate,

. ra I n I n g M a te r I a I S prosecute and adjudicate cases of cybercrime and other offences involving electronic

evidence, and (c) engage in efficient international cooperation. He said the conference

is a great opportunity for countries to work together on finding solutions as no country

can face the cybercrime challenges alone.” Senior officials from 13 Pacific island

countries participated in the event, organized by PILON and supported by Council of
Europe. READ MORE

RELATED ARTICLES

Tonga Ministry of Information & Communication, Pacific Islands Law Officers’ Network
cybercrime Workshop 23 - 25 May 2017, Nuku'alofa, Kingdom of Tonga, 24 May 2017

Source: Europol

attacksin®Europe

]
. Date: 18 May 2017
“The efforts of a number of EU Member States and Norway, supported by Europol’s

European Cybercrime Centre (EC3) and the Joint Cybercrime Action Taskforce (J-CAT),
culminated in the arrest of 27 individuals linked with so-called ATM "Black Box" attacks
across Europe. Perpetrators responsible for this new and sophisticated method of ATM
jackpotting were identified in a number of countries over different periods of time in
2016 and 2017. There were arrests in Czech Republic (3), Estonia (4), France (11),
the Netherlands (2), Romania (2), Spain (2) and Norway (3).” READ MORE

RELATED ARTICLES

EAST, ATM Black Box Attacks spread across Europe, 11 Apr 2017

source: am. costa i€GislatorsZapprove@he@Tonvention®nXLybercrimednt

= Cybercrime Digest

Date: 22 May 2017 “The Costa Rican legislature gave the second approval towards ratifying the Budapest
Convention, according to a statement made by the science and technology ministry
Friday afternoon. [..] The Ministerio de Ciencia, Tecnologia y Telecomunicaciones
praised the legislative approval of the ratification. The ministry said that this would
allow authorities to receive access to procedures, tests and collaborative initiatives
around the world to detect cybercriminals. [...] Costa Rica places seventh in the number
of cyber attacks registered in Latin America, the ministry said.” READ MORE

= Join the Octopus Community:
https://www.coe.int/en/web/octopus/home

= Subscribe our Newsletters:
https://www.coe.int/en/web/cybercrime/cyber-digests-and-updates

www.coe.int/cybercrime
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Thank you

Matteo Lucchetti
Programme Manager Cybercrime
Cybercrime Programme Office (C-PROC)
Council of Europe

matteo.lucchetti@coe.int
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Need to make MLA on cybercrime and e-evidence more efficient

* Implement provisions of Budapest Convention

= Statistics or other measures to monitor efficiency of the MLA process
= More technology-literate staff for MLA

= More training

= Strengthen 24/7 contact points

= Streamline procedures and reduce the number of steps required for MLA at
domestic levels

= Make use of all available channels for international cooperation
= Establish emergency procedures
= Confirm receipts of MLA requests

= Open domestic investigations upon a foreign request or spontaneous
information

= Electronic transmission of requests
= Make sure requests are specific and complete
= Consult foreign authorities before sending MLA requests

»Domestic responsibility supported by capacity building




The accession process

Expression of interest

Analysis of the legislation and of the context

1
2
3. Advisory mission on cybercrime legislation
4

Legislation in line with the provisions of the Budapest
Convention

Y
I\l

5. Request to join the BC, formalized by the Government
and sent to the Council of Europe

6. Analysis of the request from the Treaty Office and
decision from the Cybercrime Convention Committee

7. Invitation for the Country to join the BC

8. Ratification and instruments of accession deposited
in Strasbourg

www.coe.int/cybercrime



