6 Capacity Building Workshop - Strengthening collaboration between LEAs
and Service Providers

Room 1 Wednesday, 17 October 2018, 9h30-13h00

Background: The importance of the Internet to any economy in this information age is not debatable and
governments across the globe are increasingly focusing on the use of ICTs in all facets of the economic
agenda. Thus, government participation in the policy making processes that would influence the way the
internet would work tomorrow is critical. But we also know that the increasing ubiquity of the Internet
and ICTs has also come with its good share of challenges, more so, cybercrimes. Today, more and more
cases presented before courts of law either have a Cyber / ICTs element, or need the intervention of
ICTS. And Law Enforcement Agencies have found themselves directly impacted. Are LEA’s ready for law
enforcement in the age of ICTs?.

Purpose: This workshop will discuss the current realities LEAs face in investigating, enforcing and
prosecuting cyber / ICTs related crimes in a borderless environment. It will also highlight prevailing
cyber laws in Africa and some specific country cases as well as a judicial perspective on how such cases
are determined. Most importantly, it will also explore how best LEAs, ISPs and the industry could
collaborate in efforts to fight cyber-crimes.

Chair: Bob OCHIENG, Manager, Stakeholder Engagement — Africa, ICANN

Rapporteur: Bob OCHIENG, Manager, Stakeholder Engagement - Africa, ICANN

Panel:

» Background setting [10 min]
- Bob OCHIENG, ICANN

» The law enforcement perspective [20 min]
- Balbine MANGA, AVOCATE, Expert Cyber-legislation cybercriminalité et Gouvernance de
I'internet, Cameroon

» The judicial perspective — Cooperation with multi-national service providers [20 min]
- Philippe VAN LINTHOUT, Investigating Judge, Belgium

» The use of AFRINIC's WHOIS database to combat cybercrime [20 min]
- Alan BARRETT, CEO of AFRINIC

» Collaboration with Facebook [20 min]
- Emilar GANDHI, Public Policy Manager, Facebook

» Discussion: how to improve collaboration between LEAs and private parties in cybercrime
investigations in Africa? [90 min]

- Introductory remarks
- Panel discussion
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