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What do we need
and how do we need it?

Subscriber information
Log files
Content

Quick freeze
International collaboration
Single point of contacts (SPOC)
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= What is happening?

* Very short data retention 60 days

= G00d but can do better

GO Og le * Only IP addresses in Europe

- Go0d but can do a lot better:
* only ip addresses from own country

faCEb00k® e 1st amendment — freedom of speech

* internal investigation




Email or Phone

facebook =

Law Enforcement Online Requests

# confirmation emal has been sent to request@fecu.be containing a link to the Law Enforcement Online Request System, The link will give you access ko the system for ane hour,

idence in connection with official leqal proceedings pursuant to Title 18,
you are acknowledging that vou are a government official making a

Warning: Requests to Facebook through this system may be made only by governmental entities authorized to obtain
United States Code, Sections 2703 and 2711, Unauthorized requests will be subject to prosecution. By requesting acc

request in official capacity, For further information please review the Law Enforcement Guidelins,

Mobile  Find Friends  Badges People Pages  Places  Apps Games  Music

fbout  CreateAd  CreatePage  Developers  Careers  Privacy  Cookies  Terms  Help

Facebook © 2013 * English (US)



Email or Phone

facebook =

Horme Preservation Request Records Request FAQ Log Out

Law Enforcement Online Requests

Showing Requests 1 - 25 of 430 »
Case Reference Status Account Request Type Date Requested
Facehook - 100002750060132 Download
312896 )) ke ._ Records Moy 20, 2013 11:28am
Resolved
Facehook - 100002259174195 Dovinload
. Facehook - olga pisters
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= BAD

only through MLA
takes 23-52 months if no imminent threat

= COULD BE A LOT BETTER

OK if imminent threat, but very strict policy
1st amendment — freedom of speech

they warn the user

internal investigation




SK/RS;

Telegram

= POOR

* MLA to Luxemburg: Skype Communications SARL

only IP of the date of creation and financial data if Skype-out

very short data retention 60 days

IP date of creation account

No logs available

Skype Out: financial data + IP’s
e Can it be wire tapped? BELGIAN SKYPE CASE!

= POOR (non existing)

*  Very often used by terrorists
e  Where is telegram?
. How to reach them?
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* Criminal communication tool n° 1
* Cooperation is starting up

No server content if account is active

WhatsApp

IP from date creation, some traffic data, pictures...

No mirror possible, no counter measures possible

confusion with the linked phone number!!!

’ * they warn the user!

11



https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiw2vWPsIreAhUO36QKHTdRAh8QjRx6BAgBEAU&url=https://www.apple.com/shop/buy-homepod/homepod/white&psig=AOvVaw3aAnLtE-hzO6kODzBopsCD&ust=1539759169561561
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiw2vWPsIreAhUO36QKHTdRAh8QjRx6BAgBEAU&url=https://www.apple.com/shop/buy-homepod/homepod/white&psig=AOvVaw3aAnLtE-hzO6kODzBopsCD&ust=1539759169561561

4 So What? A&~

B3 You and 82 others don't give a shit.
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The Yahoo! case

A Belgian attempt to find a way and to take a
position in the war on cybercrime and to cope

with the cyberparadox of virtual presence and
physical absence...




* The reasoning:

-Yahoo Inc.! is (virtually and economically) present in
Belgium

- MLAT = when you think extra-territorial
- Direct request = when you think territorial

- Available for consumers = available for justice
* The result:

- A Belgian request

- from a Belgian magistrate

- handed over in Belgium

-to an ISP that can be found in Belgium




* Court of First Instance Dendermonde — March 2" 2009

- Conviction: YAHOO! has to collaborate

* Court of Appeal Gent — June 30" 2010
- Acquittal...
* Supreme Court — January 18t" 2011

- Cassation: broad interpretation:
also foreign ISP’s!

* Court of Appeal Brussels — October 12th 2011
- Acquittal...

* Supreme Court — September 4th 2012
- Cassation: valid request!

* Court of Appeal Antwerp — November 20t 2013
- Conviction: YAHOO! has to collaborate

* Supreme Court — December1th 2015

- Cassation: Yahoo must deliver BSI at first request of the Belgian
prosecutor
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* Court of First Instance Dendermonde — March 2" 2009:

- Commercially present: “even if it may be through the

0

internet or ‘virtually

- Presence for economic purposes = presence in terms
of justice

-Yahoo! is a provider of an electronic communications
service according to article 46bis BCCP = clear
intention of legislator

-Yahoo! is free to exclude the IP range of the Belgian
AP

- Duty of cooperation extends to any ISP that is
displaying services in Belgium
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* Supreme Court — January 18t 2011:

- Not only the Belgian operator

- “any person providing services of electronic
communications, such as inter alia the
transmission of communications data”

- “any person offering a service that entirely or
mainly consists in transferring signals through
electronic communications networks”
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 Supreme Court — September 4t" 2012:

“The circumstance that the Public Prosecutor sends,
from Belgium, his written request as meant in Art.
46bis of the (Belgian) Code of Criminal Procedure,
requesting the cooperation of the operator of an
electronic communication network or of the provider
of an electronic communication service established
outside of Belgian territory, to a foreign address,
does not invalidate the request.”
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Court of Appeal Antwerp - November 20t 2013:

- Confirms point of view of the Court of First Instance

of Dendermonde
- No formalities prescribed for the demand

- Territorial presence (office in Belgium is not needed)

-Yahoo! is a provider of an electronic communications

service according to article 46bis BCCP
-Yahoo! Has to bring the information
- No rogatory commission needed

-If Yahoo! doesn’t want to collaborate: exclude IP
Pecuniary penalty of 44.000

20

Euros (1/2 suspended
penalty)




* Supreme Court — December 1t" 2015:

-Yahoo = territorially present in Belgium

- Submitted voluntarily to Belgian law

- Doesn’t require any substantive act abroad

- No extra-territorial jurisdiction = no MLA needed
- Production order (art. 18 CCC) = domestic

<= Subscriber information: Yahoo!
Content data: Skype =>
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- Official refusal to collaborate on August 27th 2013
- Skype is a provider of a electronic communication service

- No extra-territoriality, Skype is economically present
- Standardized reactions of clear non-collaboration
- Technical impossibility was created by Skype itself, no excuse

“Court considers the crime serious taken in consideration the focus
on economical gain without any responsibility towards the Belgian
judicial authorities”
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| Court of Appeal of Antwerp
" November 15th 2017: conviction

at the accused SKYPE is a provider of an electronic
communication service is apparent from the necessary
Intervention of SKYPE in the electronic communication by its
users in two senses: firstly, all users of SKYPE have to download
the software of SKYPE on a computer, tablet, etc. and secondly,
at the start of each communication, each user of SKYPE must
make a connection with the server of SKYPE, whereupon
SKYPE performs a verification and authentication of the relevant
users' login data. The fact that the ultimate communication takes
place over the Internet and not via a proprietary network of
SKYPE does not detract from this position.
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With regard to the obligations..., which entails the obligation to
provide technical assistance for the wiretapping measure, the
Court considers that the position of the Court of Cassation, as
expressed in its judgment dated 01.12.2015, also applies here in
full: the technical cooperation must be provided by the operator
of the communication network or the provider of the
telecommunications service in Belgium, whenever the
Belgian examining magistrate requests this. Any other
Interpretation would completely erode this legal obligation and
make it unworkable in practice.
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SKYPE states in ... its conclusion that it does not have access to the
signals sent by its users via the Internet, and that it could not obtain
this access "without making at least substantial changes to its
software, working method and physical infrastructure"”. This implies
that, if the necessary modifications were made to its technical
Installations and its working method, SKYPE could gain access
to the signals sent by its users and it could therefore provide
technical assistance to the examining magistrate if this were
ordered. For example, the accused SKYPE itself states ... that it has
recently begun storing the content of "instant messaging"
Communications, being the text messages that can be sent to each
other by SKYPE users online.
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Case now pending at the Supreme Court...
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