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The virtual crime scene
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What do we need
and how do we need it?

Subscriber information
Log files
Content

Quick freeze
International collaboration
Single point of contacts (SPOC)
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The ISP-cooperation

= What is happening?
• Very short data retention 60 days

= Good but can do better

• Only IP addresses in Europe

= Good but can do a lot better:

• only ip addresses from own country
• 1st amendment – freedom of speech
• internal investigation
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= BAD
• only through MLA
• takes 23-52 months if no imminent threat

= COULD BE A LOT BETTER
• OK if imminent threat, but very strict policy
• 1st amendment – freedom of speech
• they warn the user
• internal investigation
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= POOR 
• MLA to Luxemburg: Skype Communications SARL

• only IP of the date of creation and financial data if Skype-out

• very short data retention 60 days

• IP date of creation account

• No logs available

• Skype Out: financial data + IP’s

• Can it be wire tapped? BELGIAN SKYPE CASE!
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= POOR (non existing) 
• Very often used by terrorists
• Where is telegram?
• How to reach them?



• Criminal communication tool n° 1

• Cooperation is starting up

• No server content if account is active

• IP from date creation, some traffic data, pictures…

• No mirror possible, no counter measures possible

• confusion with the linked phone number!!!
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• they warn the user!
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A Belgian attempt to find a way and to take a 
position in the war on cybercrime and to cope
with the cyberparadox of virtual presence and 
physical absence…
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The Yahoo! case



• The reasoning:

- Yahoo Inc.! is (virtually and economically) present in 
Belgium

- MLAT = when you think extra-territorial

- Direct request = when you think territorial

- Available for consumers = available for justice
• The result:

- A Belgian request 

- from a Belgian magistrate 

- handed over in Belgium 

- to an ISP that can be found in Belgium
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• Court of First Instance Dendermonde – March 2nd 2009
- Conviction: YAHOO! has to collaborate

• Court of Appeal Gent – June 30th 2010
- Acquittal…

• Supreme Court – January 18th 2011
- Cassation: broad interpretation:

also foreign ISP’s!

• Court of Appeal Brussels – October 12th 2011
- Acquittal…

• Supreme Court – September 4th 2012
- Cassation: valid request!

• Court of Appeal Antwerp – November 20th 2013
- Conviction: YAHOO! has to collaborate

• Supreme Court – December1th 2015
- Cassation: Yahoo must deliver BSI at first request of the Belgian 

prosecutor
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• Court of First Instance Dendermonde – March 2nd 2009:

- Commercially present: “even if it may be through the 
internet or ‘virtually’”

- Presence for economic purposes = presence in terms 
of justice

- Yahoo! is a provider of an electronic communications 
service according to article 46bis BCCP = clear 
intention of legislator

- Yahoo! is free to exclude the IP range of the Belgian 
IAP

- Duty of cooperation extends to any ISP that is 
displaying services in Belgium
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• Supreme Court – January 18th 2011:

- Not only the Belgian operator

- “any person providing services of electronic 
communications, such as inter alia the 
transmission of communications data”

- “any person offering a service that entirely or 
mainly consists in transferring signals through 
electronic communications networks”  
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• Supreme Court – September 4th 2012:

“The circumstance that the Public Prosecutor sends, 
from Belgium, his written request as meant in Art. 
46bis of the (Belgian) Code of Criminal Procedure, 
requesting the cooperation of the operator of an 
electronic communication network or of the provider 
of an electronic communication service established 
outside of Belgian territory, to a foreign address, 
does not invalidate the request.”
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Court of Appeal Antwerp - November 20th 2013:

- Confirms point of view of the Court of First Instance 
of Dendermonde

- No formalities prescribed for the demand

- Territorial presence (office in Belgium is not needed)

- Yahoo! is a provider of an electronic communications 
service according to article 46bis BCCP

- Yahoo! Has to bring the information

- No rogatory commission needed

- If Yahoo! doesn’t want to collaborate: exclude IP 
range 20



• Supreme Court – December 1th 2015:

- Yahoo = territorially present in Belgium

- Submitted voluntarily to Belgian law

- Doesn’t require any substantive act abroad

- No extra-territorial jurisdiction = no MLA needed

- Production order (art. 18 CCC) = domestic
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<= Subscriber information: Yahoo!
Content data: Skype =>
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- Official order from the investigating judge on September 7th 
2012

- Official refusal to collaborate on August 27th 2013

- Skype is a provider of a electronic communication service

- No extra-territoriality, Skype is economically present

- Standardized reactions of clear non-collaboration

- Technical impossibility was created by Skype itself, no excuse

“Court considers the crime serious taken in consideration the focus 
on economical gain without any responsibility towards the Belgian 

judicial authorities”

Court of First Instance of Mechelen 
October 27th 2016: conviction
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Court of Appeal of Antwerp
November 15th 2017: conviction

The fact that the accused SKYPE is a provider of an electronic 

communication service is apparent from the necessary 

intervention of SKYPE in the electronic communication by its 

users in two senses: firstly, all users of SKYPE have to download 

the software of SKYPE on a computer, tablet, etc. and secondly, 

at the start of each communication, each user of SKYPE must 

make a connection with the server of SKYPE, whereupon 

SKYPE performs a verification and authentication of the relevant 

users' login data. The fact that the ultimate communication takes 

place over the Internet and not via a proprietary network of 

SKYPE does not detract from this position.
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Court of Appeal of Antwerp
November 15th 2017: conviction

With regard to the obligations…, which entails the obligation to 

provide technical assistance for the wiretapping measure, the 

Court considers that the position of the Court of Cassation, as 

expressed in its judgment dated 01.12.2015, also applies here in 

full: the technical cooperation must be provided by the operator 

of the communication network or the provider of the 

telecommunications service in Belgium, whenever the 

Belgian examining magistrate requests this. Any other 

interpretation would completely erode this legal obligation and 

make it unworkable in practice.
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Court of Appeal of Antwerp
November 15th 2017: conviction

SKYPE states in … its conclusion that it does not have access to the 

signals sent by its users via the Internet, and that it could not obtain 

this access "without making at least substantial changes to its 

software, working method and physical infrastructure". This implies 

that, if the necessary modifications were made to its technical 

installations and its working method, SKYPE could gain access 

to the signals sent by its users and it could therefore provide 

technical assistance to the examining magistrate if this were 

ordered. For example, the accused SKYPE itself states … that it has 

recently begun storing the content of "instant messaging" 

Communications, being the text messages that can be sent to each 

other by SKYPE users online.

Case now pending at the Supreme Court…
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UNIVERSAL JURISDICTION?
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