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Spread by opening an email bearing 

the title of “ILOVEYOU”

Spread all across the world, 50 

million people

Suspect located in the Philippines, 

prosecution & extradition failed due to 

“dual criminality”

Inability to Prosecute:

Love Bug Virus



• Identify Key Areas

• Articulate and Define Different Dimensions

• Simplify 
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Demand for Assessment Tool



• Strong leadership and plan

• Strong Prescriptive, Adjudicative, and Enforcement Authority

• Formal and Informal Relationships

• Defined Jurisdiction

• Procedural and Substantive laws 
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Robust Cybercrime Framework
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Development of the Assessment Tool



Assessment Tool



• Non-Legal Framework

• Legal Framework

• Substantive Law

• Procedural Law

• e-Evidence

• Jurisdiction

• Safeguards

• International Cooperation

• Capacity-building 

9 Dimensions of Assessment tool
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Based on your  best 

knowledge

Work with Experts 

in each area

Discuss

Decide

Clarify any 

uncertain issues

Choose the most 

objective answerCheck

Relative strengths 

and weaknesses

Prioritize allocation of 

resources

How to Use?



Level 1 Level 2 Level 3 Level 4 Response

Binding Public & Private 1

Binding Public 1

No binding Force 1

More than 3 1

Less than 3 1

Only Cybercrime 1

Longer than 5 years 

Longer than 3 years 

Less than 3 years 

No specific terms 

More than 3 areas 1

At least 3 areas 1

No specific area 1

HR 1

Assets incl. devices & Infra 1

User Protection Strategy 1

Update plan? 1

Higher than PM 1

Ministerial level 1

Lower than Ministerial 1

Designated information sharing channel? 1

Sharing of training and expertise? 1

Lead Government Institution 

responsible for coordinating the 

prevention and combating 

cybercrime 

Public-Private Partnership to obtain 

information and/or evidence? 

Non-Legal

Framework

Binding all relevant authorities and Private Sectors? 

Number of affected sectors?

Formal cooperation with private sector 

Define specific Vulnerable Areas to be protected? 

National Strategy/Policy? 

Long term strategy? 

Define Resourses and Necessities to fight Cybercrime 
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Combatting Cybercrime - Capacity Building Assessment Tool

The purpose of the Assessment Tool is to enable a user to determine gaps in capacity and to highlight priority areas in directing 
capacity-building resources. The first use of the Assessment Tool will provide a baseline. Periodic updating by using the Assessment Tool 
will provide a basis for monitoring progress. Each question is intended to be answered with a "yes/no" answer or a single choice among 
a range of answers. Nine subject matter areas are assessed. These generally follow the organization of the Toolkit. Please read the form 
from left to right in each subject matter area. Level 1 designates each subject matter area. Level 2 sets up a general frame for each 
question, which is either asked in level 3 or further refined in level 4. Please answer the last level of the question. Use and results of the 
Assessment Tool are for the benefit of the user downloading it. Workflow remains solely with the user and there is no tracking, ranking 
or reporting back of results.

More than three

Less than three

Only cybercrime

Yes No

Yes No

Yes No

Yes No

Yes No

Yes No

Yes No

Yes No

Yes No

Longer than 5 years

Longer than 3 years

Less than 3 years

No specific terms

More than 3 areas

At least 3 areas

No specific area

Binding Public & 

Private

Public only

No binding forceNon-Legal Framework

Legal Framework

Substantive Law

Procedural Law

E-evidence

Jurisdiction

International
Cooperation General

Capacity Building

Level 1
Overall Assessment

National Strategy

Leading Gov.
Institution

Public-Private
Partnership to

combat cybercrime

Maintain Statistical
Information

Technical
Cooperation

Level 2
Non-Legal Framework

Graphic Representation of Assessment Tool
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