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Launched in 2015 at the Global Conference on Cyber Space in The Hague;
Informal, low threshold, global platform for governments, International organizations,
Private entities = currently 71 Members, 2 co-chairs (India and NL)
Objective: identify, develop and exchange successful policies, practices and ideas on
Cyber Capacity Building and to multiply these on a global level;
Working methods:
- GFCE initiatives bottom-up approach by and for the members;
- Global Agenda on Cyber Capacity Building
Support structure: GFCE Secretariat in The Hague funded by NL Government;
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The importance of Cyber Capacity Building

* Cyber offers tremendous potential for Social and Economic Development
* New developments come with new challenges;
 Cyber communities need to be resilient, stable and reliable

— Cybersecurity measures and fighting Cybercrime

IMPORTANT:

Cybersecurity enables Development and Development is what rationalizes Security
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How did the GFCE evolve in the past years?

e 2015-2016 Building the network

e 2017 Shift of focus to positioning the GFCE as a coordinating platform for cyber
capacity building, by developing the Global Agenda for Cyber Capacity Building;

* |n 2018 and 2019, the focus of the GFCE will be to facilitate and to coordinate
knowledge and expertise sharing for the implementation of cyber capacity building

based on the five themes of the Delhi Communiqué.
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Results

5 Establishment of a strong (personal) GFCE network

5 Various deliverables through initiatives (toolkits, reports, etc.)

5 Exchanging expertise through international expert meetings and workshops

5 Global online database of capacity building initiatives

CYBERSECURITY & |oova  [ovoro][
CAPACITY PORTAL & | onecity cente ?CAHRJS: o
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The GFCE Cyber Capacity Building Process

Implementation GFC Ej

Cooperation Coordination

Awareness
GCCS2015



Delhi Communiqué on a GFCE Global
Agenda for Cyber Capacity Building

Why is this important:

e Strong message on behalf of the GFCE community;
 Creates mandate;

* Clarifies what topics are important to address;

* |t requires concrete action.
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Themes and topics of the Global Agenda for Cyber Capacity Building

GACCB THEMES GACCB TOPICS
1. National Cyber Security Strategies
A. Cyber Security Policy and Strategy
2. National Cyber Security Assessments

3. National Cyber Security Incident Response

B. Cyber Incident Management
ENG

Critical Information Protection

4, Incident Capture and Analytics

5. Cyber Security Exercises

6. Critical Information Infrastructure Protection

7. Legal Frameworks

8. Law Enforcement in Cyberspace

—1 9. Cyber Security Awareness
D. Cyber Security Culture and Skills —

—1 10. Educationand Training

E. Cyber Security Standards 11. Standards
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Visualised scope of the GFCE Themes
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Formation Working Groups

African Union
AT&T

Austria
Australia
Canada

CCSIRS

Chile

Council of Europe
CTO

10 CyberGreen
11 ECOWAS

12 European Union
13 France

14 GCSCC

15 Global Partners Digital
16 Huawei

OCONOOTUAL,WNER

17 Hungary
18 India

19 Israel
20 IPANDETEC
21 ITU

22 Japan
23 Kenya
24  Mauritius
25 Mexico
26 Microsoft
27 MITRE

28 New America
29 New Zealand
30 Norway
31 NRDCS

33
34
35
36
37
38
39
40
41
42
43
44
45

OSCE
Philippines
Potomac Institute
Rwanda
Suriname
Sweden
Symantec
Tanzania
UK

USA

World Bank
Belgium

Australia
Cisco Systems
CTO
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European Union
FIRST
France
Germany
Huawei
Hungary
India

ITU

Kenya
Microsoft
Morocco
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Rwanda
Senegal
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Tunisia
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USA
Vietnam
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e Strengthen international cooperation by developing a common focus and a
shared set of ambitions;

* Enabling efficient use of resources and avoid duplication of efforts;

* Bringing together Members and Partners with either resources, needs or
expertise;

* Developing a efficient / effective clearing house within the GFCE: bringing CCB
support and needs together

* Progress report of each WG at GFCE Annual Meeting was presented on 19-20

September in Singapore.
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GFC

Global Forum on Cyber Expertise

GFCE: Putting Principles into Practice
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