
ACT 2.3.1 INTERNATIONAL WORKSHOP ON CYBERCRIME TRAINING STRATEGIES FOR LAW ENFORCEMENT AGENCIES 
 AND ACCESS TO ECTEG MATERIALS  

 

CRIMINAL INVESTIGATION DEPARTMENT  

SRI LANKA  

 

 



SRI LANKA, AN ISLAND IN THE INDIAN OCEAN IS GEOGRAPHICALLY SITUATED 

TOWARDS TO THE SOUTH OF THE INDIAN SUBCONTINENT. OF THE 
INDIAN SUBCONTINENT.  

ÅPopulation (2014 est.): 21,866,445 

ÅEstablishing Police station  

    of Sri Lanka: 480 

 

 



TRAINING CENTERS IN SRI LANKA 

ÅDigital Forensics Laboratory & Training Centre In 

CID  

ÅNational Police Academy  

ÅNatonal Police College  

ÅPolice In-service Center 

 



CID established New Forensic Training Centre. Digital Forensic 

training  has been designed under the following  categories. 

Con. 

No. 
Course Duration Participants 

Target 

trainers 

per year 

1.   Diploma in Digital Forensics 90 Days  

2 sessions 

per year 

20 40 

2.   Role of First Responder on 

Digital Crime Scene 

Certificate Course 

05 Days 

24 Sessions 
30 720 



ü Encase workstation    - 02 

ü Encase Portable Dongles  - 10 

ü Cellebrite Toolkit & Dongle  - 01 

ü Write Blockers      - 20 

ü Disk Duplicators     - 02 



V Encase 

V i-2 Notebook 

V Cellebrite 

V Hash Cal 

V  MD5 Checker 

V Wireshark 

V GIMP  

V Exif Tool 

V FTK 

V NodeXL Basic 

V Helix 

V WinHex (Hex Edit) 

V Ark GIS 

V Octave  



Cyber Crime and Electronic evidence Training 

programs.   

ÅDiploma in Digital Forensics (CID) 
ÅDiploma in Cyber Crime (National Police Academy)  
ÅRole of First Responder on Digital Crime Scene Certificate 

Course 
ÅCertificate course on Cyber crimes 
ÅCertificate Course on Basic Cyber  Security  
ÅCertificate Course on Information Technology based law 

enforcement  
 
 
 

 



ü  HACKING  

ü EMAIL - SPOOFING & PHISHING  

ü IP SPOOFING  

ü SOFTWARE PIRACY 

ü SOCIAL MEDIA RELATED CRIMES 

ü CHILD AND WOMEN PHONOGRAPHY 

ü RANSOM THROUGH INTERNET  

ü CYBER DEFORMATION   

ü  CREDIT CARD FRAUD 

ü  CYBER STALKING 

ü  CYBER DEFAMATION 

ü  THREATENING 

ü  SALAMI ATTACK 

ü  NET EXTORTION 

 

 

 


