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Impact of COVID-19 on Financial Crimes 

INTERPOL Financial Crimes Unit

Looking ahead

Crime typologies emerging from COVID-19

Recommendations for law enforcement
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Financial Crimes Unit (FCU)

Based in Lyon, Bangkok & Singapore

Sends alert on latest

crimes and crime 

trends

Bridge multiple jurisdictions 

to combat transnational 

financial crimes 24/7



INTERPOL For official use only

Alert new crimes – warns of fraud linked to COVID-19

https://www.interpol.int/News-and-Events/News/2020/Unmasked-

International-COVID-19-fraud-exposed
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Crime typologies emerging from COVID-19

Modi Operandi reported from member countries during the pandemic era

1. Advanced payment fraud

2. Donation fraud

3. Telephone fraud / Phishing

4. Vaccine & Testing kit fraud

5. Business Email Compromise (BEC) fraud
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Crime typologies emerging from COVID-19

1. Advanced Payment Fraud

“I have surgical masks, 

do you want to buy?”
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Recommendations

www.interpol.int  vs www.interp0l.int  

me@interpol.int   vs  me@1nterpol.int 

Video call & check product Be vigilant.

Be skeptical.

Be safe.

Domain age Poor grammar
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Crime typologies emerging from COVID-19

2. Donation Fraud

“Please show your generosity” 

“Help this organization to save COVID-19 patients”

“Cryptocurrency payment available”

“Let’s send masks to front-line helpers who need the most”
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Recommendations

www.interpol.int   vs www.interp0l.int 

Where you've donated before, in the same 

way you did.

Put web address into the address bar. Do not 

click on shortcut links.Be vigilant.

Be skeptical.

Be safe.
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Crime typologies emerging from COVID-19

3. Telephone fraud / Phishing

Department of Health officer: “I 

require your details to conduct 

contact tracing”

Dr X: “Please pay the costs of 

the medical treatment for your 

relative/grandchild”
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Case Study
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Recommendations

Never divulge personal details to 
anyone

Always reverify with the authorities 
using another mode of communication

Take note that phone numbers & email 
addresses can be spoofed

Be vigilant.

Be skeptical.

Be safe.
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Crime typologies emerging from COVID-19

4. Vaccine & Testing Kit Fraud

“We are exporting testing kits for COVID-19.”

“We have finally invented the vaccine for 

COVID-19!”
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Case study
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Vaccines are not available for now 

Buy products from reputable companies or 
those endorsed by the authorities

Be wary of fake brands and investment fraud

Recommendations

Be vigilant.

Be skeptical.

Be safe.



INTERPOL For official use only

Crime typologies emerging from COVID-19

5. Business Email Compromise (BEC)

“Due to the pandemic, transactions have to be made 

to a new account from now on”

"Product related to COVID-19 is in demand all over 

the world. Act quickly!”



INTERPOL For official use only



INTERPOL For official use only

Recommendations
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Looking Ahead

Loan-related crimes

Investment fraud

Cybercrimes

Money mule

Advanced payment fraud

Donation fraud

Telephone fraud / Phishing

Vaccine & Testing kit fraud

BEC fraud
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Continuous Efforts for International Cooperation

INTERPOL

LEA 

Networks

Financial 

Intelligence

Private Partners

Mutual 

Legal 

Assistance
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OEC-CNET-FCU@interpol.int


