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Financial Crimes Unit (FCU)

Based in Lyon, Bangkok & Singapore

Sends alert on latest
crimes and crime
trends

Bridge multiple jurisdictions
to combat transnational
financial crimes 24/7




INTERPOL

Alert new crimes — warns of fraud linked to COVID-19

INTERPOL warns of financial fraud linked to
COVID-19
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INTERPOL

Crime typologies emerging from COVID-19

Modi Operandi reported from member countries during the pandemic era

1. Advanced payment fraud

2. Donation fraud

3. Telephone fraud / Phishing

4. Vaccine & Testing kit fraud

5. Business Email Compromise (BEC) fraud
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Crime typologies emerging from COVID-19

1. Advanced Payment Fraud

“l have surgical masks,

do you want to buy?” 0
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INTERPOL

Recommendations

www.interpol.int vs www.interpOl.int

me@interpol.int vs me@ Interpol.int

| Domain age g - Poor grammar i

Video call & check product L
e ——

Be vigilant.
Be skeptical.

Be safe.
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Crime typologles emerging from COVID 19
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2. Donation Fraud ‘v;‘
‘ “Please show your generosity” H
Help this organization to save COVID-19 patients” i

“Let’'s send masks to front-line helpers who need the most”
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“Cryptocurrency payment available” %

| s P S ]




Recommendations

www.interpol.int vs www.interpOl.int

Where you've donated beforei |ﬁ the same 3
way you did. L

— — e —

Put web address into the address bar. Do not ”4

C|ICk on shortg:ut_lmks. %_,_j,
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Be vigilant.
Be skeptical.

Be safe.
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Crime typologies emerging from COVID-19

3. Telephone fraud / Phishing
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Department of Health officer:
require your details to conduct
contact tracing”

r__________Z

Dr X: “Please pay the costs of
the medical treatment for your
relative/grandchild”
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Case Study

TELEPHONE
FRAUD

NCailrs from_

payment to help -
 relatives

Requests for

¥

' i ‘ 4
'hospital officials’ } =

4, PHISHING
Lo |

Emails from national

or global health
authorities

- -

. .| Requests for
¢ personal information

Payment requests

Attachments or

links which contain
malware

BE VIGILANT . BE SKEPTICAL . BE SAFE




INTERPOL

Recommendations

Never divulge personal details to Pl
. anyone 1“

Always reverify with the authorities
' using another mode of communication

Be vigilant. Take note that phone numbers & emalill il
Be skeptical. . addresses can be spoofed |h

Be safe.
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Crime typologies emerging from COVID-19
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4. Vaccine & Testing Kit Fraud ﬂ

“We are exporting testing kits for COVID-19.”
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“We have finally invented the vaccine for T[
L e COVID-19" |




"JACKLING THE ILLICIT ONLINE SALE OF
~ MEDICINES AND MEDICAL PRODUCTS
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INTERPOL

Recommendations

- Vaccines are not available for now !li

uy products from reputable-corr_ipanies o]
. those endorsed by the authorities

- Be wary of fake brands and investment frau%'

Be vigilant.
Be skeptical.

Be safe.
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Crime typologies emerging from COVID-19

5. Business Email Compromise (BEC) L 4

“Due to the pandemic, transactions have to be made \
to a new account from now on” u
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"Product related to COVID-19 is in demand all over %
the world. Act quickly!” u
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¢%. THE ANATOMY OF BUSINESS EMAIL COMPROMISE
3 3 TOXIC INGREDIENTS

Millions in
illegal profits

Multiple transfers are made

compromised through Social eng ineeri ng fraud involving foreign banks/

Enalw::lre, SRISyS The victim is manipulated into providing Lol
intrusion, etc.

information or funds.

An email account is 1

# areful



INTERPOL

Recommendations
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BUSINESS EMAIL COMPROMISE POOR
Y _F _ P SPELLING OR

GRAMMAR

SIGNS A PAYMENT REQUEST & - .
COULD BE A SCAM:

‘:G.o'

REQUEST COMES
FROM A SLIGHTLY
DIFFERENT EMAIL

ADDRESS THAN .

USUAL

UNEXPECTED
CHANGE TO BANK
ACCOUNT DETAILS

F

#BECareful
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Recommendations
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Advanced payment fraud
Looking Ahead
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Donation fraud

Telephone fraud / Phishing
Vaccine & Testing kit fraud
BEC fraud

Cybercrimes

Loan-related crimes




INTERPOL NOTICES

INTERPOL

@ RED NOTICE GREEN NOTICE

. WANTED PERSONS NEPOL  WARNINGS AND INTELLIGENCE

RED
NOTICE

GREEN
NOTICE

N YELLOW NOTICE

NTERPOI MISSING PERSONS

ORANGE NOTICE

IMMINENT THREAT

YELLOW
NOTICE
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g&g BLUE NOTICE ) PURPLE NOTICE

INTERPOL ADDITIONAL INFORMATION INTERPOL MODUS OPERANDI

BLUE PURPLE
NOTICE NOTICE

INTERPOL-UN SECURITY
COUNCIL SPECIAL NOTICE:

GROUPS AND INDIVIDUALS SUBJECT TO
UNSC SANCTIONS

&  BLACK NOTICE

INTERFOL  UNIDENTIFIED BODIES

BLACK
NOTICE
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Contlnuous Efforts for International Cooperatlon

INTERPOL



COVID-19

FRAUD
ALERT

OEC-CNET-FCU@Interpol.int



