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• Internet Service Providers are 
holders of potential evidence 
such as:
• Subscriber information

• Traffic data

• Content data

• Data preservation

• Online services are numerous 
today, way beyond email and 
social networks. As good as all 
online service maintain 
transaction logs. Request made 
to Uber is increasingly common. 

Sources of evidence
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Technology companies can 
explain the innards of their 
products such as:

• The file system

• Log files kept by the operating 
system or applications

• IMEI numbers and what they say 
about device models

• Authentication reliability 
information

• Memory/RAM forensics

Forensics knowledge
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• Companies have frequently 
been reluctant to report 
cybercrime incidents. 

• Various legislation have 
introduced mandatory breach 
notifications such as:
• HIPAA

• Network and Information Security 
Directive

• GDPR

Victims of cybercrime
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Witnesses to crime

• The private sector may have 
collected information on 
cybercrime for different 
reasons:
• Microsoft Tech Support Scams

• TeliaSonera database of 
communications to unallocated IP 
addresses

• Similarly CERTs, such as financial 
sector CERTs could provide 
information about unlawful 
activity they see; including 
recurring phishing or hacking 
attempts. 
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Improving policies and practices

• Conversations with the private 
sector about detected 
cybercrime can help them 
adopt policies or codes of 
conduct that would eliminate it. 

• ICANN had a policy for the fair 
distribution of IP addresses but 
needed to adopt a policy for 
revoking IP addresses. 

• Providing free domain names 
lead to an increase of Advance 
Fee Fraud from the provider. 
Having a policy requiring some 
identification through payment 
systems reduced this. 
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Forums with the private sector 

• Often the private sector is 
happy to participate in forums 
to discuss cybercrime in all its 
facets: whether it is as a victim, 
witness, or general discussions 
on cybercrime. 

• The Council of Europe has 
published guidelines on 
cooperation between LE and 
ISPs on cybercrime which could 
be used to improve 
cooperation. 
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Questions
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