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GLACY+

Global Action on Cybercrime Extended

COUMCIL OF PURCHEE

Implementad
bey thea Council of Europe

Fundied

GLACY+ Project L

To strengthen the capacities of States worldwide to apply legislation on cybercrime
and electronic evidence and enhance their abilities for effective international

cooperation in this area.

ELROPESK LMIOK CONSEIL DE UEURCHE

CYBERCRIME LEGISLATION, POLICIES AND STRATEGIES

POLICE AUTHORITIES AND INVESTIGATION CAPACITIES

CRIMINAL JUSTICE AND INTERNATIONAL COOPERATION

Duration 96 months (Mar 2016 - Feb 2024)

Budget EUR 18.89 miillion

Funding European Union (Instrument Contributing to Peace and Stability) and Council of Europe

GLACY+ + Benin + Colombia - Paraguay

Priority and ° Burkina Faso « Dominican Republic « Philippines

Hub + Brazil + Ghana +  Senegal

Countries Cape Verde « Morocco  Sri Lanka
Chile «  Mauritius « Tonga

Costa Rica * Nigeria
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GLACY+:

Legislation, policies and strategies

« Support to development and strengthening
of cybercrime policies and strategies

» Strengthening legislation on cybercrime and
electronic evidence, and data protection

» Promoting dialogue between policymakers
and practitioners

 Participation in regional and international
events, and international law and policy-
maklng




GLACY+:

Law enforcement capacity building

* Training strategies and access to training materials

« Technical training:
» Digital forensics
« Malware analysis training
« E-evidence bootcamp
« Interagency cooperation and public-private partnerships

« Strengthening the 24/7 point of contact and police-
to-police cooperation

« Supporting international cooperation and exchange

 Participation in INTERPOL Eurasian Working Group on
Cybercrime meetings

« Europol-Interpol conferences
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GLACY +:
Criminal justice capacity building

 Judicial training strategies
« Mutual legal assistance
« Cybercrime reporting and criminal justice statistics

* Training for criminal justice practitioners

« Developing and adapting training materials for national
delivery

 Train the trainers

« Supporting mutual learning and exchange:

« Engagement in International Network of National
Judicial Trainers: Practitioners-to-practitioners
webinars

« Webinars with partner organisations
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GLACY+:

Consequences of COVID-19

« Postponement of criminal justice work and
reallocation of resources to address the
pandemic

» Catalyst to develop technical solutions and
address new challenges

« Spike in cybercrime underlines increased
need for capacity building — and need for
new and flexible delivery methods




GLACY +:

Responding to COVID-19

« Reassessing needs and reshaping workplans

« Adapting training courses for online delivery

« Using and expanding online delivery:
« Webinars

* Online and hybrid workshops and trainings
« E-learning
« Desk studies and reports

* Development of an online training platform on
cybercrime and electronic evidence for use
across C-PROC projects
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GLACY+ outlook for 2022:

New activity streams

~Stronger application of legislation and
international cooperation on cybercrime and
electronic evidence

1. Legislation, policies and 2. Law enforcement 3. Criminal justice
strategies capacities capacities

1.1 Assessment and 2.1 Assessment of LEA 3.1 Assessment of judicial
strengthening of policies/ capacities capacities

strategies/ public-private
partnership

2.2 Specialized units 3.2 Judicial training
1.2 Dialogue/cooperation 2.3 LEA training strategies 3.3 International judicial
between international and ECTEG materials cooperation
organizations and synergies
S BUMIE BREEEE 2.4 LEA training courses 3.4 Regional capacity

_ _ building centres
1.3 Legislation 2.5 International police
cooperation
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Plans for 2022:

New GLACY+ activities

Criminal justice and COVID-19

Providing advice on tools and procedures to conduct cybercrime
investigations within the restrictions imposed by the COVID-19
crisis

AT -

Developing tools and strengthening networking capabilities to
support the online engagement of judicial trainers

w
|

Developing and delivering online training materials for basic,
advanced and specialized courses on cybercrime
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The GLACY+ (and C-PROC) approach

e Policymakers

ENHANCING e Police
CAPACITIES e Criminal justice

authorities

BUILDING e Nationally
COMMUNITY °Regionally

e Internationally

DEVELOPING ° Studies and guides
e Traini dul d
TOOLS — “Jagnsie
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Thank you!

Martha Stickings
Martha.stickings@coe.int
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