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WHAT IS THE “HYBRID THREAT”?

• Intelligence services tolerating criminal activity in 

exchange for criminal actors assisting in intelligence 

operations;

• Intelligence service officers engaging in cybercrime 

(potential “moonlighting”); and

• Intelligence services engaging in activities traditionally in 

the exclusive realm of criminal actors.



Ministry of State Security’s (MSS) 

Guangdong State Security Department 

(GSSD)

Alleged Motivations:

• Intrusions for their own monetary 

benefit.

• Intrusions seeking data of obvious 

interest to the Ministry of State 

Security.

Targeted countries:

• United States

• Australia

• Belgium

• Germany

• Japan

• Lithuania 

• The Netherlands 

• South Korea 

• Spain 

• Sweden 

• United Kingdom

JULY 2020 – UNITED STATES V. DING, ET AL.



SEPT. 2020 – UNITED STATES V. JIANG, ET AL.

“APT 41”

Alleged Motivations:

• Intrusions for their own monetary 

benefit:

• Ransomware;

• Crypto-Jacking; and

• Supplying stolen “digital goods” 

to Malaysian gaming company.

• Intrusions seeking data of obvious 

interest to the PRC government.

• More than 100 victims worldwide.



FEB. 2021 – UNITED STATES V. PARK, ET AL.

Reconnaissance General Bureau 

(a/k/a/ “Lazarus Group” and “APT 38”)

Range of criminal activities:

• Bank heists;

• ATM cash-outs;

• Ransomware/Extortion;

• Theft of cryptocurrency; and

• Malicious cryptocurrency apps.

Attempted theft of more than $1.3 billion.

Victims in more than 150 countries 

worldwide.



ARRESTS



“CHASING THE MONEY”



“CHASING THE MONEY”



APT 41 Disruption

PRIVATE SECTOR PARTNERS



EMPOWERING NETWORK DEFENDERS



INTERNATIONAL PARTNERSHIPS


