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WEBINAR

Introduction to Cyberviolence

Date and hour

Thursday, 18/06/2020, at 12:00 PM CET (13:00 PM EEST)

Speakers

— Betty SHAVE, Council of Europe expert / T-CY Mapping study on cyberviolence

— Katarzyna WOLSKA-WRONA, Expert on gender-based violence, European
Institute for Gender Equality (EIGE) / Cyber violence against women and girls

— Johanna NELLES, Council of Europe, Head of Violence against Women
Division, Executive Secretary of the Istanbul Convention monitoring
mechanism (GREVIO and Committee of the Parties) — The Istanbul Convention
and Council of Europe Recommendation on Sexism

— Menno ETTEMA, Council of Europe, Programme Manager,
Anti-Discrimination Department, No Hate Speech and Cooperation Unit

Objectives

The purpose of this webinar is to introduce the subject matter of cyberviolence from
the perspective of relevant topics that are inherently connected to the use of
information and communications technology.

Although not exhaustive in scope and coverage of respective forms of
cyberviolence, this webinar will be an introduction to the series of dedicated
webinars that will further focus on specific themes and areas discussed during the
event.

The webinar is designed to encourage an interactive participation and to facilitate
information sharing among participants, discussing relevant experiences, good
practices, challenges and opportunities.

Expected
outcomes

— Identify and discuss different forms of cyberviolence;

— Discuss roles and responsibilities of various institutions and actors, including
law enforcement, in deterring and handling of these threats;

— Present good practices of dealing with various forms of cyberviolence.

Participants

Up to 200 participants are expected.

The webinar is deemed particularly useful for officials from policy makers
responsible for cybercrime and cybersecurity, criminal justice authorities (judges,
prosecutors, law enforcement agencies), staff from the national CSIRTs, as well as
non-governmental organizations and researchers/academia having interest in the
subject.

Each registered participant will receive a confirmation email one day prior to the
webinar with instructions on how to connect and rules of engagement.
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Background

As proposed in the Council of Europe Cybercrime Convention Committee
(T-CY) Mapping study on cyberviolence: “Cyberviolence is the use of computer
systems to cause, facilitate, or threaten violence against individuals that results in,
or is likely to result in, physical, sexual, psychological or economic harm or suffering
and may include the exploitation of the individual’s circumstances, characteristics or
vulnerabilities.”

This definition, although still being a work on progress, suggests an extreme
breadth of topics that are covered by the concept of cyberviolence. Some of these
- such as violence against women and girls,
cyber-harassment, cyber-bullying and violations of privacy, as well as hate speech
- will be discussed during the webinar.

However, it is equally important to treat cyberviolence as an area of cooperation
between various actors and initiatives for ensuring safer online environment for
everyone. This presents multiple opportunities for cyberviolence to serve as an
“integration” concept between various related themes; cybercrime and criminal
justice response in general, as well as specific powers and procedures for electronic
evidence offered by the Budapest Convention, could be among possible avenues for
such cooperation.

Moreover, in times of ongoing COVID-19 pandemic and continuing restrictions that
increase reliance on the Internet, cyberviolence may be even more pervasive than
before, calling for more coherent and coordinated approach between governments,
private sector and the civil society.

Expected
duration

1h30’

55’ presentations (including dedicated questions) + 35’ general discussion

Relevant
resources

The Council of Europe maintains a dedicated page on cyberviolence, with sections
on:

— Legislation on cyberviolence;

— Inventory of initiatives, policies, strategies on cyberviolence;

— Resources on cyberviolence.

Council of Europe, T-CY Mapping Study on Cyberviolence (2018)

Council of Europe, No Hate Speech Movement

Parliamentary Assembly of the Council of Europe (PACE), No Hate Parliamentary
Alliance

Council of Europe, Inclusion and anti-discrimination

Council of Europe, European Commission Against Racism and Intolerance (ECRI)
ECRI, General Policy Recommendation no. 15 on combating hate speech

Council of Europe, Recommendation CM/Rec(2019)1 of the Committee of Ministers

to member States on preventing and combating sexism

Council of Europe, Istanbul Convention. Action against violence against women and

domestic violence

European Institute for Gender Equality (EIGE), Study on Cyber Violence Against
Women and Girls (2017)

C-PROC
related
activities

The webinar is carried out under Output 2.5 of the CyberEast project, aiming to
reinforce mechanisms for trusted cooperation between the private sector, citizens
and criminal justice authorities.

www.coe.int/cybereast



https://www.coe.int/en/web/cybercrime/cyberviolence
https://www.coe.int/en/web/cybercrime/legislation
https://www.coe.int/en/web/cybercrime/inventory
https://www.coe.int/en/web/cybercrime/resources1
https://www.coe.int/en/web/cybercrime/-/t-cy-mapping-study-on-cyberviolence-recommendations
https://www.nohatespeechmovement.org/
http://www.assembly.coe.int/nw/Page-EN.asp?LID=NoHate
http://www.assembly.coe.int/nw/Page-EN.asp?LID=NoHate
http://www.coe.int/antidiscrimination
https://www.coe.int/en/web/no-hate-campaign/european-commission-against-racism-and-intolerance-ecri1
https://rm.coe.int/ecri-general-policy-recommendation-no-15-on-combating-hate-speech/16808b5b01
rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=090000168093b26a
rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=090000168093b26a
http://www.coe.int/en/web/istanbul-convention/home
http://www.coe.int/en/web/istanbul-convention/home
https://eige.europa.eu/publications/cyber-violence-against-women-and-girls
https://eige.europa.eu/publications/cyber-violence-against-women-and-girls

