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COUNCIL OF EUROPE

CONSEIL DE L'EUROPE

The modernised Convention 108: novelties in anutshell
WAL (1085 ALY : i E 2 HiH

With the modernisation of the 1981 Convention 108, its original principles have been reaffirmed,
some have been strengthened and some new safeguards have been laid down: They had to be
applied to the new realities of the on-line world while new practices had led to the
recognition of new principles in the field. The principles of transparency, proportionality,
accountability, data minimisation, privacy by design, etc. are how acknowledged as key elements
of the protection mechanism and have been integrated in the modernised instrument.
%%mmi«um%&%»(“M&%")%%ﬁw,EE%%EM%@E$,*%Eﬁ%EM%ﬁ
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FHURICRZE R, HOHANIRILE (A2 .

The main novelties! of the modernised Convention can be presented as follows:
IMAAH) (AZ)) FEHFZ AT

Object and purpose of the Convention (Article 1)
(A2)) MERMER (B—2%)

Under article 1 the objective of the Convention is clearly underlined, namely to guarantee to every
individuals within the jurisdiction of one of the Parties (regardless of their nationality or place of
residence) the protection of their personal data when undergoing processing, thus contributing to
respect for their rights and fundamental freedoms, and in particular their right to privacy.

Bk WA T (R4 B, HMRIEE (AZ)) G477 B ETEE A& — MR CR g ILE $E87
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Using this wording, the Convention highlights the fact that the processing of personal data may
positively enable the exercise of other fundamental rights and freedoms, which can thus be
facilitated by guaranteeing the right to data protection.

«Q%»LLﬁ%ﬁﬁTﬁﬁﬁT A, RIS N HHhs ) A0 B2 AR Al A A S ACKUR AN & H (1
AT, PR R DR AOABUR T e 2t L 3R BUR S

Definitions and scope of application (Articles 2 and 3)

5 X E Va5 H=2F)

! This document presents the novelties and does not repeat the provisions which already exist
since the 1981 Convention and its 2001 additional Protocol. For a complete view of the
modernised Convention, please read the consolidated version published on our website.
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While essential notions such as the definition of personal data and the one of data subjects
are not at all modified, other changes are proposed in the definitions: the concept of ‘file’ is
abandoned. ‘Controller of a data file’ is replaced by ‘data controller’, in addition to which the terms
‘processor’ and ‘recipient’ are used.

(AZ)) XTEAME R NI FIEEE FARRE SO TR, (HHARE B
P HIRE S o B SR R4 ) 2 R e 42 2 AR, A R T A B A R I A
ARif .

The scope of application includes both automated and non-automated processing of personal
data (manual processing where the data form part of a structure which makes it possible to
search by data subject according to pre-determined criteria) which falls under the jurisdiction
of a party to the Convention. The omnibus nature of the Convention is preserved and the
scope naturally continues to cover the processing in the private and public sectors indistinctly,
as this is one of the great strengths of the Convention.

(A2 38 T 2 40 20 J7 B ARV LA A NBR AL B E 5)o E oA N B8 A 25 3 BE 0465 E 3L
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On the other hand, the Convention no longer applies to data processing carried out by a natural
person for the exercise of purely personal or household activities.

AT, (ALY AFIERT BRNAELRE A N SR BT 3 AT B A BRI 50

Furthermore, Parties are no longer provided with the possibility to make declarations aimed at
exempting from the application of the Convention certain types of data processing (e.g. national
security and defense purposes).

BeAh, SR T AN AR A Y, R S8 A HaAE A R (1) B T K 2 s A E BT E RS N B8
WHR)ER (AZ)) TRAR .

Duties of the parties (Article 4)
45277 SAT (B P 2%)

Each Party has to adopt in its domestic law the measures necessary to give effect to the
provisions of the Convention.

H A2 75 2B [E AR UL EHETEAEA (A2 (26308 LUERL

Furthermore, each Party should demonstrate that such measures have actually been taken
and are effective and accept that the Convention Committee may check that these
requirements have been complied with. This evaluation process of the Parties (“follow-up
mechanism”) is necessary to guarantee that the level of protection established by the
Convention is actually afforded by the Parties.

UEAh, #4620 77 FUEY] OV SCRBUZAEN I, AT AR, HiEZ (A4) RS E L
TR RN o X 452077 HIX — PRAS I AL (BRI ) 0 T 0R 5 46 20 77 SEPRIE B (R 20D P
SIS N B RO S EE

It is important to note that international organisations now have the possibility to accede to the
Convention (Article 27), as does the European Union (Article 26).

i EE R R, AR (A8)) VR E PR AR R (B8 — o8 5%) — R (24)) (B =+t
%)

Leqitimacy of data processing and quality of data (Article 5)
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Hn A B A VE R S B R (BB 1L5R)

Article 5 clarifies the application of the principle of proportionality to underline that it should
apply throughout the entire processing, and in particular in respect of the means and methods
used in the processing. It is furthermore reinforced by the principle of data minimisation.
SRS TAHARYE I A&, 2R 2 N BT g E TS N B AL R AN AR, R e e Ab
PR A A 0T BN 5 T . bk, A e i D s e e S /N A T 45 B

A new provision is introduced to clearly lay down the legal basis of the processing: the consent
(which to be valid has to satisfy several criteria) of the data subject or some other legitimate
basis laid down by law (contract, vital interest of the data subject, legal obligation of the controller,
etc.).

FIN— 28 2% K I RE 1 AL A N R AR - 250308 A 1 [ 35 (A 0 ) e 236 2 B0 A
{HE) B AV 78 BV (5 IR 08t 2 A 1 B KR i, B s o) 8 10925 08 55 5545

Sensitive data (Article 6)

RUREHR (SR 7N 2%)

The catalogue of sensitive data has been extended to include genetic and biometric data, as well
as data processed for the information they reveal relating to trade-union membership or ethnic
origin (those two latter categories are being added to the existing ban on the processing of
personal data revealing racial origin, political opinions or religious or other beliefs, health or
sexual life and personal data relating to offences, criminal proceedings and convictions).
FRURREHRE 1 H SRy Jr )00, 445 20 A 0 R A )RR A B , DA RSB AL B A5 B R R AT R L R &
HH B (55 T I P A28 1) v e 5 0 B AT 45 L A R A N B AR b BT 2R LA B AN ABEE MR
FEFE AR B o BN B B AR AR A0 A R A 3 PA A 3V EAT L TR R AR E TR A SIS
NEHE)-

Data security (Article 7)
iz e LX%)

In terms of data security, the requirement to notify, without delay, any security breaches is
introduced. This requirement is limited to cases which may seriously interfere with the rights and
fundamental freedoms of data subjects, which should be notified, at least, to the supervisory
authorities.

FEHHE 22 T7H, (ALY BINT SIS R AT N B 22 4 1t i i) R o 1% SRR e 780 7T g7
ELYT T A BB AL A B H 5B R S A D AR LA o

Transparency of processing (Article 8)
B AL B 132 B P (B )\ 5R)

Controllers will have the obligation to guarantee transparency of the data processing and will to
that end have to provide a required set of information, in particular relating to their identity and
usual place of residence or establishment, on the legal basis and the purposes of the
processing, the data recipients and on the categories of personal data processed. They should
furthermore provide any additional information necessary to ensure a fair and transparently
processing. The Controller is exempted from providing such information where the processing is
expressly prescribed by law or this proves to be impossible or involves disproportionate efforts.

B A 1) R AT U5 ORUE R A R B Wt . S BE W, B 4 3 A SR AR A — B A Ab 7
FRAT 5 R ) i % T B0 4 1) B B R 28 A T b AL ) 0 Ak B R A R A A AR TR ), B
W . N ANEEAE PR SR . B i ) F IR MM E ML ZRE R, DR ARG B AF
AT W RO BE o B 12 1) 2 S TR A RS B A 2 AR A T R T U 5 ORI B 3R i AL B 4

6



EANTT RESR B AT AN B BB (55 70 4 e SR AL A

Rights of the data subject (Article 9)
B EAR ARG IL2%)

Data subjects are granted new rights so that they have greater control over their data in the digital
age.

Kot 1 ARG T BT BOBCR], DA AR B A AN N B A B K 4% AL

The modernised Convention extends the catalogue of information to be transmitted to data
subjects when they exercise their right of access. Furthermore, data subjects are entitled to
obtain knowledge of the reasoning underlying the data processing, the results of which are applied
to her/him. This new right is particularly important in terms of profiling of individuals2.

BAALHT CAZ0) 7R T Hdls AT AL V7 i) AU By 42 ) & UL A fE B H 3. tbdh, 8 a1
45 A E T8 BN, ol A BERG En A B 5 A HEFR RN IR . XM BURIZE A AL
P EAR 7 TGN

It is to be associated with another novelty, namely the right not to be subject to a decision
which affects the data subject which is based solely on an automated processing, without the data
subject having her/his views taken into consideration.

X E 5B, B T T aahab B, TR H AR AR WA TR, e a3 4k
TGRS, B TR B e % LR TSR A 2 .

Data subjects have a right to object at any time to their personal data being processed, unless the
controller demonstrates compelling legitimate grounds for the processing which override their
interests or rights and fundamentalfreedoms.

B T2 AT AL AT AT IS SO0 B0 HAS N B i AL 38, ik R B 2 1) 28 E W B Ab PR R R T4
NAB R AR & T AR S SR AR B B E S

Additional obligations (Article 10)
Hofth L% (BB 1%)

The modernised Convention imposes broader obligations on those processing data or having data
processed on their behalf.

BURILE) (CAZ0) X AE PR B H AL BB 1) AR HUE T 582 /9 L 55

Accountability becomes an integral part of the protective scheme, with an obligation for the
controllers to be able to demonstrate compliance with the data protectionrules.
e T 1] B S N B LR T AN AT 3 BN L o F8 1) 3 SC55 Uk W) L 8 ~ H OR 4 RN

Controllers should take all appropriate measures — including when the processing is outsourced —
to ensure that the right to data protection is ensured (privacy by design, examination of the
likely impact of the intended data processing on the rights and fundamental freedoms of
data subjects (“privacy impact assessment”) and privacy by default).

Pl R UG 2 157, CLAE ol A B B /M A B R, 8 OR AN Bdls OR 3P O BURI A5 21 fR B

2 On this subject see Recommendation (2010) 13 on the Protection of Individuals with regard to
Automatic Processing of Personal Data in the context of profiing and its Explanatory
memorandum.

FEIZIA LA HERE 1K) (2020)13% A N KL A s AL B ARG LR S AR 2208 .
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Exceptions and Restrictions (Article 11)

FIAP AR ] (55— 2%)

The rights laid down in the Convention are not absolute and may be limited when this is
prescribed by law and constitutes a necessary measure in a democratic society on the basis of
specified and limited grounds.

(ALY Frlsg RIRUMIFEA ARSI, B2V FE DL i B 32 Ak 2 v T4 78 A0 PR SE 28 e 1 40
BEFETEI, ZAEAUN T e 2 2 B PR .

Among those limited grounds are now included “essential objectives of public interest” as well as
a reference to the right to freedom of expression.
XU E R eh, IUARALET (ALY SIN T AR R A B AR UL 58 B B BBUR] .

The list of provisions of the Convention that can be restricted has been slightly extended (see
references to Articles 7.1 on security and 8.1 on transparency in Article 11.1) and a new
paragraph of this Article specifically deals with processing activities for national security and
defense purposes, for which the “monitoring” powers of the Committee as well as some missions
of the supervisory authorities can be limited. The requirement that processing activities for
national security and defense purposes be subject to an independent and effective review and
supervision is clearly laid down.

(ANZ1) HAMEMAISEY BB WALAIEX 7156 %4, 814&EMMEMME). B115%4G — 2
FIRLE L 1 1B DLE K 22 2 E R H AL EE 5 . 0 T R EIR LSS, (A%) ZREUK—
Lo B AR A B AU e A B S. (AZ) WIEALE, JvE S 4N E B H AT
03 b T V% ) I e 52 23 24 T A SR 28 o R R

It is important to recall once again that contrary to the previous provisions of Convention 108,
Parties to the modernised Convention will no longer be able to exclude from the scope of
application of the Convention certain types of processing.

AR, 5 (a%)) 81085 IHMEARKZ, WALE CAZ)) BEELT7 /A Re i1 5
SEFP R IR B AL BEHRE R (ALY Wi FHYE 2 4.

Transborder flows of personal data (Article 14)
AN NZ e 5 53 il (R DU %)

The aim of this provision is to facilitate, where applicable, the free flow of information regardless
of frontiers, while ensuring an appropriate protection of individuals with regard to the processing of
personal data.

2R AE B H BIAE T 80 ORAE AL BN N Bl 7 i 28 7 MAd S ORI, e T B 260 D e gt B A
[ A H HAE .

The purpose of the transborder flow regime is to ensure that information originally processed
within the jurisdiction of a Party always remains protected by appropriate data protection
principles.

AN N BcHf 185 5 AT ) ) PR R Al R S ST £ 40 240 5 R L A AR ) 00 6 2% 32 B3 24 ) B8l TR it
PR

Data flows between Parties cannot be prohibited or subject to special authorisation as all of them,
having subscribed to the common core of data protection provisions set out in the Convention,
offer a level of protection considered appropriate. One exception exists: when there is a real
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and serious risk that such transfer would lead to circumventing the provisions of the
Convention.

K45 2075 Z 18] BRI A AR 1, AN B BRI AL BN AT I R (A Z) F
FUE B ORI 3L RAZ L 263K, IF R SR PN 2 1E S R A — IS X R R e 2 =
SHEHE (AL) FUERESE. ENERE.

In the absence of harmonised rules of protection shared by States belonging to a regional
international organisation and governing data flows (see for instance the data protection framework
of the European Union), data flows between Parties should thus operate freely.

AR T [R]) — DX B 2H 24 1) [ R TR 3 S8 — B DR AP RE 0, 0080 G — I Bt v i BN (4] e
R ORI HESS ), A2 2 IA) s B E H e

Regarding transborder flows of data to a recipient that is not subject to the jurisdiction of a Party,
an appropriate level of protection in the recipient State or organisation is to be guaranteed. As this
cannot be presumed since the recipient is not a Party, the Convention establishes two main
means to ensure that the level of data protection is indeed appropriate; either by law, or by ad
hoc or approved standardised safeguards that are legally binding and enforceable (notably
contractual clauses or binding corporate rules) , as well as duly implemented.

HXANRZ (N2 ZR)77 8 SO AN NBGE 5 il , B ORIE el B sl sz 4 2B A 1 2411
M NBHE R K o 8T W07 A RS L 7 kA A NRAPKF, (ALY BISL T A 325
Bt DA R OR AP /K- S0l 2. el vh A, s ol BT VAR 4 TR A AT AT M RR R
SR HEAE A AR AE A DRI 15 I (0 A2 & [R] SR B 2901 0 0 2 ) ) AR i e 5 24 ) S i

Supervisory authorities (Article 15)
WE TG+ T5%)

Building on Article 1 of the additional protocol, the modernised Convention complements the
catalogue of the authorities’ powers with a provision that, in addition to their powers to intervene,
investigate, engage in legal proceedings or bring to the attention of the judicial authorities
violations of data protection provisions, the authorities also have a duty to raise awareness,
provide information and educate all players involved (data subjects, controllers, processors etc.).
It also allows the authorities to take decisions and impose sanctions. Furthermore, it is recalled
that the supervisory authorities should be independent in exercising these tasks and powers.

FEPR INSCE F5 10 88 — sk Bl B AL (A L) b8 7 A ABER IR E MU IBU I B 2 56K B T
NS W 2 5YR BT AL B SOl ORI UE AT M IR 4h, A N I E L E A
TSGR A U R B2 53 G R, i, ) EiH, RIGEEIFEE Liz s
T AnZ)) ERVFREVAMHERIFIAT N B, RIEGFRW,  WE U R S PAT IX LT
AT IR LR T

Forms of co-operation (Article 17)
HIERRE LX)

The modernised Convention also addresses the issue of co-operation (and mutual assistance)
between the supervisory authorities.

BURALR) CAZ0) 3w KB U 2 18] (4 1 (R ELBY) fe)

The supervisory authorities have to co-ordinate their investigations, to conduct joint actions and to
provide to each other information and documentation on their law and administrative practices
relating to data protection.

WEN I S0 RS TAE, REUKSAT3), I AR OUE R S8R (R I R BE AT Bk
BRI SIS



The information exchanged between the supervisory authorities will include personal data only
where such data are essential for co-operation or where the data subject has given the specific,
free and informed consent.

WA Z G B AAE T RIEE A WS ANEE,  BNZSEEE X R 26 20 ) 24k
EERCS TR, B bR BRI,

Finally the Convention provides a form for increased co-operation: the supervisory authorities of
the Parties have to form a network in order to organise their co-operation and to perform their
duties as specified by the Convention.

i, (X2 BE T —MER SRR &40 2007 MBS VUM AU S — > M 28 LUEH A 1F
IR (R 20) e BATIA DT,
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Convention Committee (Articles 22, 23 and 24)

(A)) ZREE— =, Z =R 00%)

The Convention Committee plays a crucial role in interpreting the Convention, encouraging the exchange of
information between the Parties and developing data protection standards.
(NLY) ZRSIEMRE (ALY BUIERAITT 2 185 B ATHUR ) 8 2 DR AP b 7 T 6 Oy B A 1

The role and powers of this Committee is strengthened with the Modernised Convention. It no longer is
limited to a “consultative” role but also has assessment and monitoring powers. It will provide an opinion on
the level of data protection provided by a state or international organisation before accession to the
Convention. The committee is also able to assess the compliance of the domestic law of the Party
concerned and determine the effectiveness of the measures taken (existence of a supervisory authority,
responsibilities, existence of effective legal remedies).

PARER) CAZ0) 58l ViZZERSHA OB . HARRR TS0 A, TG 7SR ER . R
FE—ANE KB E AL (ALY 28T, iz 8% E bR A ZUR B R KP4 s . R R ikaety
AL RER L 77 K xS (ALY HIBESFE L, TR0 E BT RIS T A S (R MU 2L BT, A R0%
CEceneryiiikes9 R

It is also able to assess whether the legal norms governing the data transfers provide sufficient
guarantee of an appropriate level of data protection.

I BE 5 VT AN ] Kt A i (VA R T 4R AL 1 78 0 IO R s LU B3 24 1 s PRy k-1
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FE

The member States of the Council of Europe, and the other signatories hereto,
DRI 2 = 1 S O ] B LA A5 4 [ 7E 0

Considering that the aim of the Council of Europe is to achieve greater unity between its
members, based in particular on respect for the rule of law, as well as human rights and
fundamental freedoms;

T BN F 30 T IR A B 2 R SR 4G, JCHRFEE T XkiG . ABUNEEA 5 dif) 2
H;

Considering that it is necessary to secure the human dignity and protection of the human
rights and fundamental freedoms of every individual and, given the diversification,
intensification and globalisation of data processing and personal data flows, personal
autonomy based on a person’s right to control of his or her personal data and the processing
of such data;

BT ORBEREA NN B8 P2 A ORAP AASGEA i b B, 2T 800 A BRI N\ Kt it 1)
DR AR, F T NSRRI ANBE LA BAZ s 2 AN B ER

Recalling that the right to protection of personal data is to be considered in respect of its role
in society and that it has to be reconciled with other human rights and fundamental freedoms,
including freedom of expression;

]S N R ROACR R 25 e Ak 2 M, JF HNS 5648 510 B i 7E A 8 HoAl AU 3 A
B AR B

Considering that this Convention permits account to be taken, in the implementation of the
rules laid down therein, of the principle of the right access to official documents;

ST AN L FOVEAE St o 1 5 R U PR 2 5] B 5 SO FROBUR B0 25 R AE Y 5

Recognising that it is necessary to promote at the global level the fundamental values of
respect for privacy and protection of personal data, thereby contributing to the free flow of
information between people;

IR BIFE 42 BRYE il A 32 T B AR 2 B A N8 CR 4 B FE AN . AT 3 N5 N 22 )45 JE
H HE 2 A, .

Recognising the interest of a reinforcement of international co-operation between the Parties
to the Convention,

IR B BRAG A 2 % 45 277 2 18] ) [ B A 2 ) 2

Have agreed as follows:

R BN

Chapter | — General provisions
FE - BN

Article 1 — Object and purpose*

3 Text as it will be amended according to the Protocol CETS No. 223 as from its entry into force.
AR H 552235 BUE P AR RN AR L HEAT 1T
4 Article as it will be amended according to the Protocol CETS No. 223 as from its entry into force.

SR H 552235 UUE P A A AR SR BT EAT
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The purpose of this Convention is to protect every individual, whatever his or her nationality or
residence, with regard to the processing of their personal data, thereby contributing to respect
for his or her human rights and fundamental freedoms, and in particular the right to privacy.
ALY H BREA NG B AL BT T AR T LLRY, A EEE B E B, M5 Xt
ZAERABRIEEAR B d, ORI .

Article 2 — Definitions®

Bk -EX

For the purposes of this Convention:

NARLIZ AT

a  ‘“personal data” means any information relating to an identified or identifiable individual
(“data subject”);

“DNEHE” RAEE-ADNCRBMERET R AARN B EERT D ARIMERER.

b  “data processing” means any operation or set of operations performed on personal data,
such as the collection, storage, preservation, alteration, retrieval, disclosure, making
available, erasure, or destruction of, or the carrying out of logical and/or arithmetical
operations on such data;

“CHHRALEL” RIS AR AR IR SRR, Glanlcde. A R, B
R Wk AT, MIBREUE, B0 S s AT I A B R A

¢  where automated processing is not used, “data processing” means an operation or set of
operations performed upon personal data within a structured set of such data which are
accessible or retrievable according to specific criteria;

FEARMEH BN AL B, R Ab PR A48 — At AT AR R e AR AR U7 1) e 2R 1 A
B 21 RS 1) 25 R A Bt B 2 r (A N Bt B A8 ) — T 3R R A

d  “controller” means the natural or legal person, public authority, service, agency or any
other body which, alone or jointly with others, has decision-making power with respect to
data processing;

“PEMIE 7 AR BB I A Bl A HA TRE AL H AR N EGE N AR RS TT
AER B H Al E A

e ‘“recipient” means a natural or legal person, public authority, service, agency or any other
body to whom data are disclosed or made available;
“ECGE” RARVE BRI SRR rT T M R B RN EGE AN AP, IR TT
BB Al Ak

f “processor” means a natural or legal person, public authority, service, agency or any
other body which processes personal data on behalf of the controller.

“URPE” RPEARIENHE LA AN ARANBTEN . AL STT . B

> Article as it will be amended according to the Protocol CETS No. 223 as from its entry into force.

SR H 552235 UUE P A RO AR SR HBEAT BT
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Article 3 - Scope©
B=% - EHTEH

1 Each Party undertakes to apply this Convention to data processing subject to its jurisdiction
in the public and private sectors, thereby securing every individual’s right to protection of his
or her personal data.

A2 T5 ARV AE LB B 8 FERIRA N SR AR A 2058 B T8 A B, T ORAP RS AR FEAS A
HE PR AP 7 T HIRCR o

2 This Convention shall not apply to data processing carried out by an individual in the course
of purely personal or household activities.

AN AATERIF A NAELERL N SR RE i 3 P AT (R K AL

Chapter Il — Basic principles for the protection of personal data’

B - MAYEERY FEEA T

Article 4 — Duties of the Parties 8

SEIU-AR A5 X5

1 Each Party shall take the necessary measures in its law to give effect to the provisions of this
Convention and secure their effective application.
AL T N AR LS R B B A A 20 i 2 AR RO R A R0E

2 These measures shall be taken by each Party and shall have come into force by the time of
ratification or of accession to this Convention.

B4 L TT R BUZ A 1 Tt HLSE 24 78 e IE 3Gtk v B O s A 2> 440 I A8 512 S5 48 Wt A 28

3 Each Party undertakes:
F AL T ORAIE -

a to allow the Convention Committee provided for in Chapter VI to evaluate the
effectiveness of the measures it has taken in its law to give effect to the provisions of this
Convention; and
FCVF 7S B RIE 1) A 202 3 2 VPG AR R A b Dy STt AR 2 2 2% TR 7 T SR BB ) 435t F) R
71 UK

b  to contribute actively to this evaluation process.
FARAES Z VP BERE .

Article 5 — Legitimacy of data processing and quality of data®

Fh%k BRLENGEENEERE

Article as it will be amended according to the Protocol CETS No. 223 as from its entry into force.
SR H 552235 BUE T AE RN R AR IR LR AT AT .
Title as it will be amended according to the Protocol CETS No. 223 as from its entry into force.
bRt [ 552235 BOE 15 AE RN R AR B AT AT .
Article as it will be amended according to the Protocol CETS No. 223 as from its entry into force.
9%%%E%Zm%wiﬁiﬁﬁﬁmﬁﬁﬁﬁ@ﬂo
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1 Data processing shall be proportionate in relation to the legitimate purpose pursued and
reflect at all stages of the processing a fair balance between all interests concerned,
whether public or private, and the rights and freedoms at stake.

R AL PR 538 SR Ak H BAHRR, IR AL B T A B BT BT DRI R B 2 TR S — b
B4, AR AFIERAAH, PR 3 AR E

2 Each Party shall provide that data processing can be carried out on the basis of the
free, specific, informed and unambiguous consent of the data subject or of some other
legitimate basis laid down by law.

B4 2077 LT A AL FE R S E RO B AR E . B 0t DL B IR A R A e
FE A R ka2 BT

3  Personal data undergoing processing shall be processed lawfully.
IEAEALER (A N B8 ARV A 3

4  Personal data undergoing processing shall be:

IEAE AR BE A N B8 24 -

a  processed fairly and in a transparent manner;
ANIE. EPHIAL L

b  collected for explicit, specified and legitimate purposes and not processed in a way
incompatible with those purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes is, subject to
appropriate safeguards, compatible with those purposes;

N TG Bk R A H BT, A LS IR H AR AR 7R R
PR IE T, Dy AR RIAAAS H B Bz seot g H i ekgi it B T BT ik — b ab B,
fra LR HIR,

¢ adequate, relevant and not excessive in relation to the purposes for which they
are processed,;
T HAEE R, &4, REKHAL R,

d accurate and, where necessary, kept up to date;

HE LA, 2, (REFBOHT

e preserved in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which those data are processed.
DA VB EAR RO TE IR A, AN S S 2 AL B B 1) BT 5 1A I 1)

Article 6 — Special categories of data®

N RBRREISE

1 The processing of:

AbER AT His -

—  genetic data;

10 Article as it will be amended according to the Protocol CETS No. 223 as from its entry into force.
AW 5223 5 1UUE P AR BN AR IR A TAET



U ETR

— personal data relating to offences, criminal proceedings and convictions, and
related security measures;

SHZAT N IFYRIARE GR DL R &% A A 58 i N EdiE s

—  biometric data uniquely identifying a person;

ME— U A NI AR R8s s

— personal data for the information they reveal relating to racial or ethnic origin,
political opinions, trade-union membership, religious or other beliefs, health or sexual

life,
s SFOREER . B, Taa i, SFREmEm. Rt S A S B
AN EdE,

shall only be allowed where appropriate safeguards are enshrined in law, complementing
those of this Convention.

RAEEFEEIE TIE L ZEE . AR RLHE RHIL T A4 RN 4 e vF.

2 Such safeguards shall guard against the risks that the processing of sensitive data may
present for the interests, rights and fundamental freedoms of the data subject, notably a risk
of discrimination.

ToX 6 22 4 5 it I 24 5 1 Ak R AR HOHE T e g O AR R A BURI IR AR B H R R, T
FLHE AR XU o

Article 7 — Data security!!

Fok HERE

1 Each Party shall provide that the controller, and, where applicable the processor, takes
appropriate security measures against risks such as accidental or unauthorised access to,
destruction, loss, use, modification or disclosure of personal data.

AL T BRI E P DA AR B (G D SREUE 241 22 AR e 7 Y6 1 a0 A N0 1 = Ak
RGBT . B3R, ER . BOEidE.

2  Each Party shall provide that the controller notifies, without delay, at least the competent
supervisory authority within the meaning of Article 15 of this Convention, of those data
breaches which may seriously interfere with the rights and fundamental freedoms of data
subjects.

F A2 77 L2 R0 e B s ) 2 2 /D SR ) AR A 2055 - T R PR Y I 9 1) 2 B LA R AT R
7% B R AR R BRI AN B AR B e ) 090 R

Article 8 — Transparency of processing 2

B\ BARAEEKEY

1 Each Party shall provide that the controller informs the data subjects of:

45 207 N R B F ) 2 7 e Ak

11 Article as it will be amended according to the Protocol CETS No. 223 as from its entry into force.
Sk B 55223 5 W0 AN AR HE LR TR
12 Article as it will be added according to the Protocol CETS No. 223 as from its entry into force.
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a  his or her identity and habitual residence or establishment;
fib B A ) B A7y 22 A P M B LA

b  the legal basis and the purposes of the intended processing;

FOLEAT P HCHE Ak B PRV A A A A0 11

¢ the categories of personal data processed;

AR FR A N 2R 5

d the recipients or categories of recipients of the personal data, if any; and

WA, S ANEHE RS B BRICE R BLK

e the means of exercising the rights set out in Article 9,
AT SR LR A HE BUR R 75 3G,

as well as any necessary additional information in order to ensure fair and transparent
processing of the personal data.
DA A AR AN N B A 8 1 2 TE 355 BH (AT 0 B RAME B o

2 Paragraph 1 shall not apply where the data subject already has the relevant information.
A E AR AR CE T A RS B SO

3 Where the personal data are not collected from the data subjects, the controller shall not be
required to provide such information where the processing is expressly prescribed by law or
this proves to be impossible or involves disproportionate efforts.

FEA NEHE AR B B FARRIEOL T, A8dn AL B R BB SO e, s IER] (Fefiti
SRR AR KA LIRSS IS, Bn iz T iz E S .

Article 9 — Rights of the data subject 13
Bk BuEEARBR

1 Every individual shall have a right:
BANNZEAH LB

a nhot to be subject to a decision significantly affecting him or her based solely on an
automated processing of data without having his or her views taken into consideration;
ASZANTET H B AL PR T AR E R L, (H 2000 7 A RS M ) o SR AR i 20 5

b  to obtain, on request, at reasonable intervals and without excessive delay or expense,

confirmation of the processing of personal data relating to him or her, the communication
in an intelligible form of the data processed, all available information on their origin,
on the preservation period as well as any other information that the controller is required
to provide in order to ensure the transparency of processing in accordance with Article
8, paragraph 1;
LGSR, FEG LI A)AI R N, Joid FEREIR B 2 B A, SRICA 5% A st S\ B8 AL B
BN SR L —Fh ] BEAR BT AT AL BEB0EAE . A SRS BORIEA ORAT R I BT
ARUFE, PASARYE 55 )\ 2% 26 — 30O 52 B8 2 1) 8 A R B2 A3k FH DA OR B 500 b 72 )5 W 1P
EER OB A EPSE

13 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its
entry intoforce.
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c to obtain, on request, knowledge of the reasoning underlying data processing where the
results of such processing are applied to him or her;
LR, BEHE A A A E TR AR, RIS AL RS S AR R

d to object at any time, on grounds relating to his or her situation, to the processing of
personal data concerning him or her unless the controller demonstrates legitimate
grounds for the processing which override his or her interests or rights and fundamental
freedoms;

FEARATI AR, BT 5 HAS A R d, 045 HA KN NBHE R, BRAREE 6]
UERAAS N B0 A0 3 5 T4 N A5 IR v T80l ARG SR AR i) &1k 3l

e to obtain, on request, free of charge and without excessive delay, rectification or erasure,
as the case may be, of such data if these are being, or have been, processed contrary
to the provisions of this Convention;
25K, AR B A 0 G B AN JC I SE IR A B I s Ak I AL B Bl L2 AL PR i S A A 2
FLE H K

f  to have a remedy under Article 12 where his or her rights under this Convention have
been violated;
FEA BRIt T A5 8 2 2N BIBUR 52 B4R T K 26+ — 5 B SRAFRUT S

g to benefit, whatever his or her nationality or residence, from the assistance of a
supervisory authority within the meaning of Article 15, in exercising his or her rights
under this Convention.

AR HEFEATPT, 8T AT RIGE NI EI R BT, MATEREA L LT RUE 2
DEIIL RN

2 Paragraph 1.a shall not apply if the decision is authorised by a law to which the controller is
subject and which also lays down suitable measures to safeguard the data subject's rights,
freedoms and legitimate interests.

IR g e B S A 2 P IR AN IRVE R T AL, HR I 173 24 1 43 T OR P 25080 AR IR .
A S, W5 —RaliANE ] .

Article 10 — Additional obligations®*
Bk H%E

1 Each Party shall provide that controllers and, where applicable, processors, take all
appropriate measures to comply with the obligations of this Convention and be able to
demonstrate, subject to the domestic legislation adopted in accordance with Article 11,
paragraph 3, in particular to the competent supervisory authority provided for in Article 15,
that the data processing under their control is in compliance with the provisions of this
Convention.

F AL TT R HE i DA A CEIERD R VD& Y5 i BT A AL 2 L5, FFicl
255 =K 1 [ A SEVERUE REEE I, Re 18] 56 T LAk T RILE I A HUE Y,
FAzm N BRI BT S AR AL HE -

2 Each Party shall provide that controllers and, where applicable, processors, examine the likely
impact of intended data processing on the rights and fundamental freedoms of data subjects
prior to the commencement of such processing, and shall design the data processing in such

14 Article as it will be added according to the Protocol CETS No. 223 as from its entry into force.
SR E 52235 WUE AR RN AR HE LA .



a manner as to prevent or minimise the risk of interference with those rights and fundamental
freedoms.

F LA T NG E AR R F AL (EEHD , PRI B BT, S AT R b
Xof e AR RIBORI AR A 5 ] G A BORE M, HAZ SRR A A et 2 HE L B A2 By 1E sl /b
4558 LA RO A 1 E UGS

3 Each Party shall provide that controllers, and, where applicable, processors, implement
technical and organisational measures which take into account the implications of the right to
the protection of personal data at all stages of the data processing.

FARLTT NS E S AL B CEED 55 D RIGERPERA UM (0 fi i, BN AE %%
fiti i v 2 FE B AL R B B RS N B ORA BRI R 2

4 Each Party may, having regard to the risks arising for the interests, rights and fundamental
freedoms of the data subjects, adapt the application of the provisions of paragraphs 1, 2
and 3 in the law giving effect to the provisions of this Convention, according to the nature and
volume of the data, the nature, scope and purpose of the processing and, where appropriate,
the size of the controller or processor.

AR LT P AE T RN B AR & . BORIFIIEAS B eh P AR 0 AU PR Rtk b, AR B i)
AR ARFRAT ONEPERT . JEEATE Y, DL A B R (NS i), AR EUR
DY SFR AR BE NIE  AR SR B8 — R B O S O E B I EAT T

Article 11 — Exceptions and restrictions 1°

B+—2% BFISA AR

1. No exception to the provisions set out in this Chapter shall be allowed except to the provisions
of Article 5, paragraph 4, Article 7, paragraph 2, Article 8, paragraph 1, and Article 9, when
such an exception is provided for by law, respects the essence of the fundamental rights and
freedoms and constitutes a necessary and proportionate measure in a democratic society for:
AT AR RUE A BCEARMTHIAMETE, BRAEZEN RTS8 AR MUK, BB-EaR58 k. 5 /\%
WA LR IIIE , HAazZEplab R iE i ik el e, SRR SR AR A B i, HARAE
R AL H LN B 8RB 26 2 BAG 2 R T -

a the protection of national security, defence, public safety, important economic and
financial interests of the State, the impartiality and independence of the judiciary or the
prevention, investigation and prosecution of criminal offences and the execution of
criminal penalties, and other essential objectives of general public interest;

R ExR %A By Ades, EREELFMFECR . FEA ERMSL, s0EH$E
JUFRRI TR ARG YR R T EIIAT, LR Al — A IR AR R HE A H AR

b  the protection of the data subject or the rights and fundamental freedoms of others,
notably freedom of expression.

TRAP B BB BRI A B, RRlE SR B H.

2. Restrictions on the exercise of the provisions specified in Articles 8 and 9 may be provided for
by law with respect to data processing for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes when there is no recognisable risk of
infringement of the rights and fundamental freedoms of data subjects.

Un SR Bt B AR BRI AN A B i AR B AR 3 R, W2 T AR R A 2 B Bl

15 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its

entry into force.
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In addition to the exceptions allowed for in paragraph 1 of this article, with reference to
processing activities for national security and defence purposes, each Party may provide, by
law and only to the extent that it constitutes a necessary and proportionate measure in a
democratic society to fulfill such aim, exceptions to Article 4, paragraph 3, Article 14,
paragraphs 5 and 6, and Article 15, paragraph 2, litterae a, b, ¢ and d.

BRAS SR 26— BT R VF RO AME TR AN, w3t T 5K e e A E By 2 3 8 A B E 5, S 42075 /]
IR ART S U228 =K. BT IUSR KRS TR /SR AR+ 1458 —ka. by cHIdITE
BCEGIAMED, HIZEEFIAMUONTE R AL S i SR I Bk H i BT 6 0R BRI e 28 Tt .

This is without prejudice to the requirement that processing activities for national security and
defence purposes are subject to independent and effective review and supervision under the
domestic legislation of the respective Party.

B FIRIE, 40277 75 AT AR [ AV T 1 5 22 4 A E B R0 0 AL B 3 T R ML A
B o A A M

Article 12 — Sanctions and remedies 16

B % KTIMBGERE

Each Party undertakes to establish appropriate judicial and non-judicial sanctions and
remedies for violations of the provisions of this Convention.
F AR T7 R VR I SOAS 2 IR E B AT D) g 3 2 0 ) ik K AR I A A AR A I

Article 13 — Extended protection 7

B+=% ZEMRP

None of the provisions of this chapter shall be interpreted as limiting or otherwise affecting the
possibility for a Party to grant data subjects a wider measure of protection than that stipulated
in this Convention.

A B AT AR R TE 29 AN AR D PR o) i ARG Ath 77 Q5 i 2 — 4 20 7 9Bt AR Sk b AR A 2o e
FRSE T2 R AP R P REME

Chapter Ill - Transborder flows of personal data'®

F=8 DABEENESRE

1

Article 14 — Transborder flows of personal data *°

FHI% MABIERESSRRIE

A Party shall not, for the sole purpose of the protection of personal data, prohibit or subject to
special authorisation the transfer of such data to a recipient who is subject to the jurisdiction

16 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its
entry into force.
SR E 552235 BUE T AR RN AR Y B R g S BT .

7 Article as it will be renumbered according to the Protocol CETS No. 223 as from its entry into force.
SR H 552235 BUE T AE RN AR IR L T .

18 Title as it will be amended according to the Protocol CETS No. 223 as from its entry into force.
PR H 552235 BUE P AR RN AR AT I1T

19 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its
entry into force.

SRAHs B 55 2235 W0 5 AR U R R A L BT e S AE AT .
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of another Party to the Convention. Such a Party may, however, do so if there is a real and
serious risk that the transfer to another Party, or from that other Party to a non-Party, would
lead to circumventing the provisions of the Convention. A Party may also do so, if bound by
harmonised rules of protection shared by States belonging to a regional international
organisation.

FE— A T7 A IR A MBS 2 H I [ A A 2 55— 40 2075 60 8 1 BRI WSO 1% iz 55 it
I BB ZE A By RIS T, BRAR ) 55— 4 297 AR S BN AZ 5 — 4 2007 [l AR 4 2 7 A ks 2%
FEUAESE H™ A A LI RIE B KU, B 12 4 2 75 32 ) T R DX [ o 2H 2 ) e 5
Z 1) SE R ST (1) PR3 o

When the recipient is subject to the jurisdiction of a State or international organisation which is
not Party to this Convention, the transfer of personal data may only take place where an
appropriate level of protection based on the provisions of this Convention is secured.
WSRO Z BIHEA N 2945 2977 1 1 o2 50 Bral 23 4%, WO R T AR A 2990 5E i R 24 7K
FRIGRIPHITEOL T, A REHEAT AN N a0 A% % -

An appropriate level of protection can be secured by:
T 7K B PRy AT i I PR 77 S R

a the law of that State or international organisation, including the applicable international
treaties or agreements; or
2 R e E R A SR, B A E PR 2 2 s Bl

b  ad hoc or approved standardised safeguards provided by legally-binding and enforceable
instruments adopted and implemented by the persons involved in the transfer and further
processing.

2 G AL A 5 SR AR BR8N 53R T AN S ) B A A L R BT AT B 31 B E R Tk
ZEALTRE (P B AL DR B it

Notwithstanding the provisions of the previous paragraphs, each Party may provide that the
transfer of personal data may take place if:
JEAHNARE , & 472177 AT E S NBEE v] DLEE DL R 15 T kA7 % 4 -

a the data subject has given explicit, specific and free consent, after being informed of
risks arising in the absence of appropriate safeguards; or
FE A 5 0 5 = 38 24 1) DR B 43 Tt P B 7 A XU S B AR B B T R AR [
B

b  the specific interests of the data subject require it in the particular case; or

FERFENGOLT, A RN E M T B

c  prevailing legitimate interests, in particular important public interests, are provided for by
law and such transfer constitutes a necessary and proportionate measure in a
democratic society; or
AR SR BOE IR I A, JCHOR EE N A MR, HZ S R e R T
Fhge BRI 0 SEE e : BR

d it constitutes a necessary and proportionate measure in a democratic society for freedom
of expression.

ZEAFRRRAE R A SO F R H B2 AT R I 2 A 2 1 it

Each Party shall provide that the competent supervisory authority within the meaning of
Article 15 of this Convention is provided with all relevant information concerning the transfers

12



of data referred to in paragraph 3, littera b and, upon request, paragraph 4, litterae b and c.
FEGLITTNRE , BUAS S =R, DA K21 SR 5 B A DU SR bR T B ik () 08 A%, i)
KALVE A TR PRV I A I BRI SE B

6 Each Party shall also provide that the supervisory authority is entitled to request that the
person who transfers data demonstrates the effectiveness of the safeguards or the existence
of prevailing legitimate interests and that the supervisory authority may, in order to protect the
rights and fundamental freedoms of data subjects, prohibit such transfers, suspend them or
subject them to condition.

FARLVTTIERLRE , ARG BB SR B Lk UF B DR B 43 e P A 28 B 3 1 5 VAL 2 )
e, I B E VAT oy OR3P 80 T A AR AR A B i 228 b s o e 2R B AL AT o, B
NHBCE A

Chapter IV — Supervisory authorities®

FUE BEHH

Article 15 — Supervisory authorities?*

B+a%k BENH

1. Each Party shall provide for one or more authorities to be responsible for ensuring compliance
with the provisions of this Convention.
HAL T NBE — DD ST R A A L) 2 U E 15 28T .

2. To this end, such authorities:
AL, ZENL

a  shall have powers of investigation and intervention;
;B R NI

b  shall perform the functions relating to transfers of data provided for under Article 14,
notably the approval of standardised safeguards;

N2 JEAT 551 DU 26 KUE AT R Bl A S R BE ,  JCH R bR A fR s 18 7

¢ shall have powers to issue decisions with respect to violations of the provisions of this
Convention and may, in particular, impose administrative sanctions;

AU A A LT UE AT R ek, JEHRHEAT AT BRI

d shall have the power to engage in legal proceedings or to bring to the attention of the
competent judicial authorities violations of the provisions of this Convention;
RS iR R A SRS 1 RN il AR A A RIE AT Y,

e shall promote:

IVESE Ll

[ public awareness of their functions and powers as well as their activities;

DA IR RENE A B HE B B INIR

20 Chapter as it will be added according to the Protocol CETS No. 223 as from its entry into force.
R E 552235 UUE AR R AR HE A
21 Article as it will be added according to the Protocol CETS No. 223 as from its entry into force.

kAR H #2235 BUE P AR i R AN

13



i public awareness of the rights of data subjects and the exercise of such rights;

DN AR HE 3 A BUR B AT A AZ SRR KA IR 5

i awareness of controllers and processors of their responsibilities under this
Convention;
P ANAL B R HAEA A Z1T0F B TR A AR

Specific attention shall be given to the data protection rights of children and other vulnerable
individuals.

I3 ) L2 A EL A 55 55 ) 080 OR3P BRI 25 4R a5

3. The competent supervisory authorities shall be consulted on proposals for any legislative or
administrative measures which provide for the processing of personal data.
FERAS N A B SCR BUE AT SZVE BAT BEE TN, RAE ) 8 AR 2

4. Each competent supervisory authority shall deal with requests and complaints lodged by data
subjects concerning their data protection rights and shall keep data subjects informed of

progress.
& W E LR S A PR AR 3 A B A O A DR AP BRI 8 SR, I L 1) s 3 408
ot A DL

5. The supervisory authorities shall act with complete independence and impartiality in
performing their duties and exercising their powers and in doing so shall neither seek nor
accept instructions.

W EHUE AT IR STAIAT (EERBUN , R 58 Mor, A IE, A FReEER R,

6. Each Party shall ensure that the supervisory authorities are provided with the resources
necessary for the effective performance of their functions and exercise of their powers.
F ALY TT R 1) A B B B A RUB AT HAREAIAT 15 L HRA BT 5 1) B 5L

7. Each supervisory authority shall prepare and publish a periodical report outlining its activities.

5 W LA I s 1) b A BRI L 20 1 5 JR o

8. Members and staff of the supervisory authorities shall be bound by obligations of
confidentiality with regard to confidential information to which they have access, or have had
access to, in the performance of their duties and exercise of their powers.

B LA R RSB RT EAE N SAAE JE AT HR S AAT (S RIS, S AT BA ) i 2 SR MR L35 £ JE K
ELSEBE

9. Decisions of the supervisory authorities may be subject to appeal through the courts.
BN 1) PR v e 2 il v e .

10. The supervisory authorities shall not be competent with respect to processing carried out by
bodies when acting in their judicial capacity.
E N A RA LLANE S 3047 (AR ALBR AL

Chapter V — Co-operation and mutual assistance?

FLE SES5HB

22 Title as it will be renumbered and amended according to the Protocol CETS No. 223 as from its entry
into force.
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Article 16 — Designation of supervisory authorities??

Bragk BEVMKEE

1 The Parties agree to co-operate and render each other mutual assistance in order to
implement this Convention.

BERA T R AR IR B, ASEREAR AL,

2 For that purpose:

VSIEASNIOF

a  each Party shall designate one or more supervisory authorities within the meaning of
Article 15 of this Convention, the name and address of each of which it shall
communicate to the Secretary General of the Council of Europe;

FARLTT NARE — AN EENARLE TR PR R R DI, 255 W LA O 44 PR A0
S0 5 BRI R = 2 1 Ak s

b  each Party which has designated more than one supervisory authority shall specify the
competence of each authority in its communication referred to in the previous littera.
fi € I — AN W AL B 41 2077 AR BRI E T R S i) (e BRI B e R P AR i) Jd 0
RS 5 & AT R RR

Article 17 — Forms of co-operation?*

FHt%x AFEEK

1 The supervisory authorities shall co-operate with one another to the extent necessary for the
performance of their duties and exercise of their powers, in particular by:
AU S JE AT BR ST MAT A HRA I 0 75 B0V BBl AR LS AR, el it

a  providing mutual assistance by exchanging relevant and useful information and co-
operating with each other under the condition that, as regards the protection of personal
data, all the rules and safeguards of this Convention are complied with;

FELRA AN NEHE J7 758 57 A2 249 1) B A7 A0 00 A0 DR B 15 e PR BT 2 5 adied LSS 4l S A4 H
15 B AR R 7 SR H B

b co-ordinating their investigations or interventions, or conducting joint actions;

PR A BT, BCR UK S4T30

¢ providing information and documentation on their law and administrative practice relating
to data protection.

FRAEIHA B DRy VA HERAT B B A5 S A S A

2 The information referred to in paragraph 1 shall not include personal data undergoing
processing unless such data are essential for co-operation, or where the data subject
concerned has given explicit, specific, free and informed consent to its provision.

23 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its
entry intoforce.
SRAHs H 58 2235 0T 15 AR U R AR A L EET e S AE AT .

24 Article as it will be added according to the Protocol CETS No. 223 as from its entry into force.
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FARCOK SR TR, B B HAEIS 1 E

In order to organise their co-operation and to perform the duties set out in the preceding
paragraphs, the supervisory authorities of the Parties shall form a network.
N T INSREAE I IBAT IR 230 E IR 5T, & 07 e B LA R ST — N R 2%

Article 18 — Assistance to data subjects %°

0 AC QNN 6 R

Each Party shall assist any data subject, whatever his or her nationality or residence, to
exercise his or her rights under Article 9 of this Convention.
TR BE TR E Br el m A, -2 277 N B B AT A3 HARE AR A 2958 L2 AT IBUR

Where a data subject resides on the territory of another Party, he or she shall be given the
option of submitting the request through the intermediary of the supervisory authority
designated by that Party.

WEREHE FARAFAE T 51— AR 07 it b, D) RS2 aze 3 o 12 2 240 77 v 48 7€ I8 AL 1 v ) N 32

AR

The request for assistance shall contain all the necessary particulars, relating inter alia to:

P BIIE SR NS P L E RS, U M

a the name, address and any other relevant particulars identifying the data subject making
the request;

PEA% L HUREATAE (] F A A S IR 5 HH 238 SR A Bt AR

b  the processing to which the request pertains, or its controller;

TERPTI R Bl b B el Az 1 3 5

¢ the purpose of the request.
HRZHK

Article 19 — Safeguards 2¢
Bk REREHE

A supervisory authority which has received information from another supervisory authority,
either accompanying a request or in reply to its own request, shall not use that information for
purposes other than those specified in the request.

T = I E A EUE B BN, TR RN HIERICZE B ILER, HAFETIER
P e H 192 A8 HoA B 48 256 R .

In no case may a supervisory authority be allowed to make a request on behalf of a data
subject of its own accord and without the express approval of the data subject concerned.
FEAEMTEOLT , #RAS O VF A MUR 7 R e 3 R B R S i A 00 B 3h AR Bt Ak e
R

25 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its
entry into force.
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Article 20 — Refusal of requests?’

B % ERZIES

A supervisory authority to which a request is addressed under Article 17 of this Convention
may not refuse to comply with it unless:
IRFE A 2058 LSRR T SR I I B UM A B 488 I K, BRaE:

a the request is not compatible with its powers;
PALRRSEN Y YRS

b the request does not comply with the provisions of this Convention;
PR AR A2 U

¢ compliance with the request would be incompatible with the sovereignty, national
security or public order of the Party by which it was designated, or with the rights and
fundamental freedoms of individuals under the jurisdiction of that Party.
MR REATTE AR B A AT TR ER LA FT, 524847785 T
A ABCRRIZEAR B A

Article 21 — Costs and procedures 28

Bot—% RANERF

Co-operation and mutual assistance which the Parties render each other under Article 17 and
assistance they render to data subjects under Articles 9 and 18 shall not give rise to the
payment of any costs or fees other than those incurred for experts and interpreters. The latter
costs or fees shall be borne by the Party making the request.

A2 T7 MR B -Gk S VR AN B DA SRR AR 55 0 2% R0 28 1 )\ Sf 1m) Bt 2 A SR 4L 1 1 B A 2 77 A=
L SN 133 57 AR AT AR B 3% P o 5 2 PR B A B 2 Y 2 P 8 L 33 SR K — T AR 4H

The data subject may not be charged costs or fees in connection with the steps taken on his
or her behalf in the territory of another Party other than those lawfully payable by residents of
that Party.

PRz 2 2077 Ja BB ST B AL, S AR IR L ARAE 55— 4R 2 77 9k 3 SRR 435 e 1) 3%
Hotfs ARSI A E 2

Other details concerning the co-operation and assistance, relating in particular to the forms
and procedures and the languages to be used, shall be established directly between the
Parties concerned.

ARG IR AR, Rl Ak, BFUEHRES, FHA KL )7 B

2

JE o

Chapter VI — Convention Committee?®

27 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its
entry into force.

AR 552235 UUE 1A O AR H E i g 5 AMET .

28 5 I,

29 Title as it will be renumbered and amended according to the Protocol CETS No. 223 as from its entry
into force.
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Article 22 — Composition of the committee *°

BT =% BRASHHER

A Convention Committee shall be set up after the entry into force of this Convention.
NVE A BT AN ARG AL

Each Party shall appoint a representative to the committee and a deputy representative. Any
member State of the Council of Europe which is not a Party to the Convention shall have the
right to be represented on the committee by an observer.

FARLTT AR E — BB I B AR — 2 BIMREE . ARATAEA & 2926 20 77 B BRI B 2 25 2 B
REA AR B — 2 R

The Convention Committee may, by a decision taken by a majority of two-thirds of the
representatives of the Parties, invite an observer to be represented at its meetings.
ANATRAR A LN A2 T7 =5y 2 — 2 BURERAE e, Bl — 20 0 s il

Any Party which is not a member of the Council of Europe shall contribute to the funding of
the activities of the Convention Committee according to the modalities established by the
Committee of Ministers in agreement with that Party.

AEAT AR R B 25 1R R 45 20 77 EARYE B KR R 52 AT i 2 7 X, AR R HE
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Article 23 — Functions of the committee 31

BoH=% ZRESHAE

The Convention Committee:
WAL

a  may make recommendations with a view to facilitating or improving the application of the
Convention;

AT UAPR I, DAt B g 2 2 (R aE Y 5

b may make proposals for amendment of this Convention in accordance with Article 25;
AR S T AR I B AR A LTI FE R

¢  shall formulate its opinion on any proposal for amendment of this Convention which is
referred to it in accordance with Article 25, paragraph 3;
LR AR B = T2k 3R =R S AR TE IEAR A 2 IR R W Rk s W

d may express an opinion on any guestion concerning the interpretation or application of
this Convention;

AT RAR O 2 AR BE P R AT il UK R A

e shall prepare, before any new accession to the Convention, an opinion for the Committee
of Ministers relating to the level of personal data protection of the candidate for

30 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its
entry into force.
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accession and, where necessary, recommend measures to take to reach compliance
with the provisions of this Convention;

FEAGIE J3 SR INANA A L) 21/ S 2 NN B8 13 53 B8 N B8l OR3P /KPR K 2= 57
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f may, at the request of a State or an international organisation, evaluate whether the level
of personal data protection the former provides is in compliance with the provisions of
this Convention and, where necessary, recommend measures to be taken to reach such
compliance;

AN RE— [ X el [ B H AR K, PPl R S AR N GR I KV 02 AT & AR A AR
€, HFAELEI, FVCREUT & 255 E 1 I,

g may develop or approve models of standardised safeguards referred to in Article 14;
A LA g AT v 5+ DU 2% BT R b A A DR B 13

h  shall review the implementation of this Convention by the Parties and recommend
measures to be taken in the case where a Party is not in compliance with this
Convention;

B A% AL T AT AN L RIE DL, IR SR — AR 207 RIESF AR A LRI LT @R IS

Jits;

i shall facilitate, where necessary, the friendly settlement of all difficulties related to the
application of this Convention.

JSLAE Wb LIS BT 5 A 2 240 1) 3 AR SR ) P A PR AR F30OAC 27 A i o

Article 24 — Procedure32

BoT% BF

1 The Convention Committee shall be convened by the Secretary General of the Council of
Europe. lIts first meeting shall be held within twelve months of the entry into force of this
Convention. It shall subsequently meet at least once a year, and in any case when one-third
of the representatives of the Parties request its convocation.

KRN T R RN 2B IR WNAEAR AL IE X ERGR A+ =A%
170 RANRRARNALE — IR WGE BDRFEREAT — IRV, IHFRAE =70 2 — 4477 R
RAER 24T 21

2 After each of its meetings, the Convention Committee shall submit to the Committee of
Ministers of the Council of Europe a report on its work and on the functioning of this
Convention.

TERRR WG, > 2172 A2 L[] RGO B 2 K 2R R 2 3RS S0 T H AR A A L8 4T AR

3 The voting arrangements in the Convention Committee are laid down in the elements for the
rules of procedure appended to Protocol CETS No. 223.
NAIZE T (BN 55 223 5 BUE 5 i bR P 00 2 b 4 5

4  The Convention Committee shall draw up the other elements of its Rules of Procedure and
establish, in particular, the procedures for evaluation and review referred to in Article 4,
paragraph 3, and Article 23, litterae e, f and h on the basis of objective criteria.

32 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its
entry intoforce.
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Chapter VIl - Amendments 33

HLE B

Article 25 — Amendments 34

Bot+R%k B

1 Amendments to this Convention may be proposed by a Party, the Committee of Ministers of
the Council of Europe or the Convention Committee.
RALIRET W] 3 — S 4 . BB 23 KR RSl A AT RS

2 Any proposal for amendment shall be communicated by the Secretary General of the Council
of Europe to the Parties to this Convention, to the other member States of the Council of
Europe, to the European Union and to every non-member State or international organisation
which has been invited to accede to this Convention in accordance with the provisions of
Article 27.
AR VT $ 58 S H RO B e R P AL IR AR A Y - 25 277« W R 2 2 FLAth i 57 [ L KA DL
AR 58— TG 2R A B N AR 2 249 1) % 8 5 1 [ 5 R R 2 44

3 Moreover, any amendment proposed by a Party or the Committee of Ministers shall be
communicated to the Convention Committee, which shall submit to the Committee of
Ministers its opinion on that proposed amendment.

Bk, AR — 42077 B KR RS IR BB MR A A& 512y, ALIZR R B R K2R

R HAEIT IR EE .

4  The Committee of Ministers shall consider the proposed amendment and any opinion
submitted by the Convention Committee and may approve the amendment.
AR A 22 N 2 R SR BT M A A2 R 2RSS AR R, I AT iz 52T .

5 The text of any amendment approved by the Committee of Ministers in accordance with
paragraph 4 of this article shall be forwarded to the Parties for acceptance.
TR O M A 2% 58 DU SO v L HE B VT SUAR RL R 2B 4 B TT %2

6  Any amendment approved in accordance with paragraph 4 of this article shall come into force
on the thirtieth day after all Parties have informed the Secretary General of their acceptance
thereof.

A ART R 5 4 2% 585 DU G FH v (R A 3T AE PTG 46 24 D7 I8 AN A A 5 2B T S5 I 38 =+ H AR AL

7 Moreover, the Committee of Ministers may, after consulting the Convention Committee,
decide unanimously that a particular amendment shall enter into force at the expiration of a
period of three years from the date on which it has been opened to acceptance, unless a
Party notifies the Secretary General of the Council of Europe of an objection to its entry into
force. If such an objection is notified, the amendment shall enter into force on the first day of
the month following the date on which the Party to this Convention which has notified the
objection has deposited its instrument of acceptance with the Secretary General of the
Council of Europe.

33 Title as it will be renumbered according to the Protocol CETS No. 223 as from its entry into force.
PR E 55223 5 BOE T A RN KR L B T

34 Article as it will be renumbered according to the Protocol CETS No. 223 as from its entry into force.
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Chapter VIII — Final clauses®

FNE BEHKHK

Article 26 — Entry into force
BAK AR

1 This Convention shall be open for signature by the member States of the Council of Europe
and by the European Union. It is subject to ratification, acceptance or approval. Instruments of
ratification, acceptance or approval shall be deposited with the Secretary General of the
Council of Europe.

AR 24 2 ) T B 2 i A R R B il A . LN AR L B E it . AN B it
R SO 2SS AT 28 W P g R Ak

2 This Convention shall enter into force on the first day of the month following the expiration of a
period of three months after the date on which five member States of the Council of Europe
have expressed their consent to be bound by the Convention in accordance with the
provisions of the preceding paragraph.

AL L R BE 23 ) TN B B AR 95 RO E ROR A SRR A A A AR HER = H
SO 1R et O B — HE AR AL

3 In respect of any Party which subsequently expresses its consent to be bound by it, the
Convention shall enter into force on the first day of the month following the expiration of a
period of three months after the date of deposit of the instrument of ratification, acceptance or
approval.

X T B RN A R A AL LRI — 4277, ARALIN B A AN B2 st 2 H
(R = AN 3 18) Je it J 1 o H 36— H R AR AL

Article 27 — Accession by non-member States or international organisations®®

Btttk FREESERARKIIA

1 After the entry into force of this Convention, the Committee of Ministers of the Council of
Europe may, after consulting the Parties to this Convention and obtaining their unanimous
agreement, and in light of the opinion prepared by the Convention Committee in accordance
with Article 23.e, invite any State not a member of the Council of Europe or an international
organisation to accede to this Convention by a decision taken by the majority provided for in
Article 20.d of the Statute of the Council of Europe and by the unanimous vote of the
representatives of the Contracting States entitled to sit on the Committee of Ministers.
FERNLERE, WML F 2 TR A2 v AR A A 29 4% 46 249 77 I Bt T 10— SR = 5
HZBALN R FLMIE —+ = JkeBHR R I, I i BRI S 2 5 55—+ 2 dURILE 1
2 B G I I B A AL K 2R B e O 4 4 AR — BUR R R R BT, B A T AR

35 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its
entry intoforce.
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36 Article as it will be renumbered according to the Protocol CETS No. 223 as from its entry into force.
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In respect of any State or international organisation acceding to this Convention according to
paragraph 1 above, the Convention shall enter into force on the first day of the month following
the expiration of a period of three months after the date of deposit of the instrument of
accession with the Secretary General of the Council of Europe.

X FARATARYE F IR 58— 3R INANA A 21 FE 2 B E BRA 2L, AR ALK B 1) W 3 3 2 Fik 4 4k
ACAFIMN S 22 H iR = 393 18) Jea ks = OOk H 38— H R AR &L

Article 28 — Territorial clause®”

BoHN\F FEEKK

Any State, the European Union or other international organisation may, at the time of
signature or when depositing its instrument of ratification, acceptance, approval or accession,
specify the territory or territories to which this Convention shall apply.

FEATIR 52 DR O Al [ P 4 A P AE 2538 B A7 RN . 232, itERE N CR A 41 13
AR i B AR A 238 FH I G

Any State, the European Union or other international organisation may, at any later date, by a
declaration addressed to the Secretary General of the Council of Europe, extend the
application of this Convention to any other territory specified in the declaration. In respect of
such territory the Convention shall enter into force on the first day of the month following the
expiration of a period of three months after the date of receipt of such declaration by the
Secretary General.

AT 52 B B G Al B 2 A PT AE 22 J BT AR I T, 30 e ] DR B8 o A 45 b 3t 5 75 WY ) 07
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Any declaration made under the two preceding paragraphs may, in respect of any territory
specified in such declaration, be withdrawn by a notification addressed to the Secretary
General. The withdrawal shall become effective on the first day of the month following the
expiration of a period of six months after the date of receipt of such notification by the
Secretary General.

X T AR F A P R E R 4R B & D BT (AT A 75 B, A s s ) il 5 Akt 22 38 % 1Y) 5 5K
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Article 29 — Reservations 38

Btk RE

No reservation may be made in respect of the provisions of this Convention.
AFFA AL S R

Article 30 — Denunciation %

=% KB

37 Article as it will be renumbered according to the Protocol CETS No. 223 as from its entry into force.
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3 Title as it will be renumbered and amended according to the Protocol CETS No. 223 as from its entry
into force.
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1 Any Party may at any time denounce this Convention by means of a notification addressed to
the Secretary General of the Council of Europe.
FEART 45 249 75 F] T AT AR I T 368 e e DR 3 2 Blb A5 Ak 3 28 S R 77 SR BR A A 25

2 Such denunciation shall become effective on the first day of the month following the expiration
of a period of six months after the date of receipt of the notification by the Secretary General.
TZEE TR B 1 A5 A A 38122 2530 A 2 1 R 75 A T 30 1) Jea ks 5 RO OROH 38— HR AR AL

Article 31 — Notifications “°

B=+—% BH

The Secretary General of the Council of Europe shall notify the member States of the Council
and any Party to this Convention of:

O 28 S e Ak 7308 R P 2 e D L AN A 4 ) 45 240 7 DA S0 -

a  any signature;
(ERGIES=F

b  the deposit of any instrument of ratification, acceptance, approval or accession;
AR #2532 . HEAEBUMA ) S22 A7

¢ any date of entry into force of this Convention in accordance with Articles 26, 27 and 28;
WA 7Nk BT )\ SFIER RA N LR AT H

d any other act, notification or communication relating to this Convention.
FEAT S AR AL R HARAT S . R EA i .

In witness whereof the undersigned, being duly authorised thereto, have signed this
Convention.

PABRIER], TR IEAE ML B DB FEA AL,

Done at Strasbourg, the 28th day of January 1981, in English and in French, both texts being
equally authoritative, in a single copy which shall remain deposited in the archives of the
Council of Europe. The Secretary General of the Council of Europe shall transmit certified
copies to each member State of the Council of Europe and to any State invited to accede to
this Convention.
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40 Article as it will be renumbered and amended according to the Protocol CETS No. 223 as from its
entry into force.
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