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CERT-GH Charter & Mission

“CERT-GH provides information and assistance to its constituents in
Implementing proactive measures to reduce the risks of computer

security incidents.”
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Functions of CERT-GH
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Services of CERT-GH
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Services of CERT-GH - Cont'd
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Collection of Statistics

Phone & Email

@ www.cert-gh.org

© +233-2990093-27/29
@ team@cert-gh.org
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Other Forms of Collection

Receive Intelligent feed
from International Cyber
Monitoring Servers and
probes on Ghana

e US-CERT
Receive Direct request e Canada CERT
from other National e Australia
CERTs e AfricaCERT
e CERT/CC
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Processing Statistics

 All incidents received inputted into the Incident Request Handling
Systems
 Ticketing System to track case from start to end
 Systems categorize request
* Reports generated from Systems on demand

* CERT-GH has automated feed from international probes (Cyber Risk
and attacks)

* Reports generation
* Daily Report
* Weekly Report
* Monthly Report
* Designated period desired (Quarterly, Annual etc)
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RTIR Ticketing Systems
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CERT-GH Automated Feed Platform
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Reporting & Analysis



Threat Landscape : Ghana National Networks 2015

Ghana National Network Attacks and Vulnerabilities
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Threat Landscape : Government Networks 2015

Ghana Government Network Attacks & Vulnerabilities
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Uses of Statistics

 Indication of Ghana'’s Cyber hygiene

 Inform Policy decision

« 2015 Annual report informed organization of National Cyber
Awareness week with capacity building on incident handling

» Provides good bases on how National Cyber security
Strategy can be implemented.
« What type of national Awareness for what stakeholder?
« What must Network operators focus one

» Information Sharing for improved cybersecurity
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Challenges

* Lack of visibility of the CERT-GH reporting mechanism on Portal

* Lack of response from constituencies when Alerts and advisorirees
are sent to them
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Information Sharing: Ghana Cybersecurity

Information exchange Platform(GCIXP)
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Create a multi-stakeholder joint
ownership

Enable and support other interest
groups to create similar Early Warning
Alert Reporting Platform (EWARP) e.g.

* SCADA, Cybercrime, Academic & Financial Sector
etc

CERT-GH has
platform for

incident
handling

Attempt to
expand
platform for
sharing
security
Information

Membership
of
partnership
required to
create new
EWARP

Terms of use
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Conclusion

« Awareness creation for CERT-GH incident reporting
mechanism will improve cybersecurity in Ghana and

minimize incident of cybercrime.

« Government can use statfistics reported in CERT-GH to inform

public policy on cybersecurity.

- Public private collaboration can improve sharing of cyber

intelligence to improve cybersecurity
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