
«Hey Mr. Terrorist, you can use 
me for propaganda!» 
 

[WhatsApp itself said] 

Workshop 3 
 
Service provider/law enforcement 
cooperation on cybercrime and 
electronic evidence 

 



 
These slides reflect the position of the Author as Italian Public Prosecutor,  

not necessarily official positions of the T-CY Cloud Evidence Group. 
 







Have you ever heard the sound of a mobile phone 
during its physical destruction? (April, 2016) 
 
 
 
- during a house wiretapping, we discovered that one of the 
guys in Italy decided to destroy her mobile phone because she 
was afraid to be traced by the Police 
 
- considering that a WhatsApp communication flow from IS 
territories to Italy could be continued anyway, the Judicial 
Police valuated the hypothesis to ask the undelivered 
messages (held in WhatsApp’s server) to the Isp    

 
 
 



The investigative problems 
 
 

The Judicial Police referred to me the results of the house 
wiretap 
 
We looked for the WhatsApp’s emergency procedure policy, 
without any results 
 
In accordance with the Public Prosecutor, the Judicial Police 
decided to directly contact the Isp 
 
They found only this «useful» conctact: 
WhatsAppLEC@zwillgen.com. 
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The investigative problems (reprise) 

 
 
The Judicial Police reported me the answer they received 
 
We looked for the WhatsApp’s emergency procedure policy, 
without any results 
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http://bigstory.ap.org/ 
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What is your feeling after this real story? 
 

[please choose one] 



  Now and for the future: 
 
 
- could be feasible that every Isp will have online, 

for LEA purpose, its emergency procedure policy? 
 
- could be possible that every US Isp, offering the 

same type of service, has different emergency 
procedure policy? 

 
- is it reasonable  that a company (as WhatsApp or 

Skype) has different policies from its parent 
company (as Facebook or Microsoft)? 
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