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l. OUVERTURE DE LA REUNION

1. Le comité consultatif de la Convention pour la protection des personnes a I'égard du
traitement automatisé des données a caractere personnel (T-PD), constitué en vertu de
l'article 18 de la Convention pour la protection des personnes a I'égard du traitement
automatisé des données a caractére personnel [STE n°108], a tenu sa 25e réunion du 2 au
4 septembre 2009 au Conseil de I'Europe a Strasbourg, sous la présidence de Mme Eva

Souhrada-Kirchmayer (Autriche).

2. La liste des patrticipants fait I'objet de I'annexe | au présent rapport.

Il ADOPTION DE L’'ORDRE DU JOUR

3. L'ordre du jour, adopté par le T-PD, est reproduit a I'annexe Il au présent rapport
accompagné de la liste des documents concernant chacun des points examinés.

Il. COMMUNICATION DU SECRETARIAT

Le T-PD:

4. a pris acte des informations communiquées par le Secrétariat concernant les faits
nouveaux survenus depuis sa derniére réunion (13-14 mars 2008) au sein de I'Organisation
en général et du domaine de la protection des données en patrticulier ;

5. a pris note qu’au jour de la réunion, la Convention pour la protection des personnes
a I'égard du traitement automatisé des données a caractére personnel (ci-aprés la
Convention 108) a été ratifiée par 41 Etats et le protocole additionnel par 25 Etats membres
du Conseil de I'Europe ;

6. a pris note de I'accueil de nouvelles parties contractantes depuis la ratification de la
Convention 108 a savoir les délégations d’Andorre et de Moldavie ainsi que des nouveaux
observateurs que sont le réseau Ibéro-américain de protection des données et la
Conférence internationale des commissaires a la protection des données et de la vie privée ;

7. a pris note de la décision du Comité des Ministres en date du 2 juillet 2008
encourageant les Etats ayant le niveau adéquat de la |égislation en matiére de protection
des données a adhérer a la Convention 108 ;

8. a pris note de la décision du Comité des Ministres du 11 mars 2008 chargeant le
Comité européen de coopération juridique (CDCJ) de préparer en étroite coopération avec
le T-PD un projet de recommandation sur le profilage. La collaboration proposée permettra
aux activités normatives en matiere de protection des données d’'étre chapeautées par le
méme organe (T-PD), et en méme temps, la vérification d’'une cohérence globale des projets
d’'instruments juridiques par le comité directeur compétent en s'assurant que les points de
vue de tous les Etats membres ont été pris en compte ;



9. a pris acte des propositions faites par M. Karel Neuwirt, Commissaire a la protection
des données du Conseil de I'Europe, lors de sa visite le 15 juillet 2009 relatives a la révision
du statut du Commissaire au sein du Conseil et décide d’examiner sa proposition
d’amendements au réglement du Secrétaire Général du 17 avril 1989. Il a été décidé que les
amendements devraient faire I'objet d’'un examen préliminaire par le T-PD.

10. a pris note que le premier séminaire de la deuxieme édition des séminaires sur la
protection des données dans le cadre des procédures pénales, organisé par le Conseil de
I'Europe et I'Université Castilla - La Mancha se tiendra du 7 au 9 octobre 2009 a Strasbourg.

11. a pris note du souhait, formulé par les délégations du Luxembourg, du Liechtenstein

et de Suisse, de faire participer le T-PD aux travaux de révision de la Convention du Consell
de I'Europe concernant 'assistance administrative mutuelle en matiéere fiscale (STE n°127).

V. ELECTIONS DE TROIS MEMBRES DU BUREAU

12. Suite a la démission de trois membres du Bureau élus en 2008 (Mme Pascale
COMPAGNIE (France), Mme Eva SILBERMANN (Allemagne) et Mme Stefania CONGIA
(Italie) des nouvelles élections sont organisées conformément a l'article 10 bis § 2 du
Reglement Intérieur du T-PD.

13. Suite & un appel a candidatures lancé par le Secrétariat avant la réunion, cing
demandes ont été recues de la part de Mme Kinga SZURDAY (Hongrie), Mme Nevena
Ruzic (Serbie), M. Kevin Fraser (Royaume-Uni), Mme Alessandra Pierucci (ltalie) et M.
Georges Grigore (Roumanie). Parmi ces postulants et conformément a I'article 10 bis § 2 de
son Réglement Intérieur, le T-PD a élu M. Kevin Fraser (Royaume-Uni), Mme Alessandra
Pierucci (Italie) et M. Georges Grigore (Roumanie) membres du Bureau pour un mandat
allant jusqu’en 2010.

V. PROFILAGE

14. Le T-PD a examiné les commentaires soumis par les parties contractantes et
observateurs pour le 3°™ projet de recommandation sur la protection des personnes a
'égard du traitement automatisé des données a caractére personnel dans le cadre du
profilage (ci-aprés la « recommandation »).

15. Aprés la discussion, le T-PD a décidé de limiter le champ d'application de la
recommandation a la collecte et au traitement de données a caractére personnel relatifs au
profilage dans le secteur privé. Une disposition encourageant les Etats membres a étendre
le champ d’application a la collecte et au traitement de données a caractere personnel au
secteur public a été insérée.

16. Le T-PD a approuveé le texte du projet de recommandation, tel qu’il a résulté des
discussions de la 25°™ réunion pléniére et a décidé de lancer un appel aux commentaires.
Ces commentaires seront discutés lors des deux prochaines réunions du Bureau. Le projet
de recommandation résultant de ces réunions sera transmis pour vote lors de la prochaine
session pléniere de 2010.

17. Le projet d'exposé des motifs pour la recommandation sera envoyé aux
représentants et observateurs pour commentaires. Les commentaires soumis feront I'objet
d’une discussion durant la prochaine réunion pléniére de 2010.



VI. DISCUSSION ET APPROBATION DES ACTIVITES FUTURES DU T-PD

18. Le Secrétariat a préparé et distribué avant la réunion un projet du programme de
travaux futurs du T-PD.

19. La discussion sur le document a été précédée par l'intervention des représentants du
Secrétariat du Comité directeur sur les médias et les nouveaux services de communication
(CDMC) venus parler des travaux du Comité. lls ont souligné l'importance de pouvoir
combiner la possibilité d'utilisation des nouvelles technologies et le droit au respect de la vie
privée, ainsi que de réguler le secteur des réseaux sociaux en ligne. Le travail fructueux
pourrait se baser, non seulement, sur la coopération étroite avec les Etats membres mais
également avec les représentants du secteur privé. Le représentant de la chambre du
commerce international a appelé le T-PD a une collaboration étroite avec le secteur prive.

20. Les dates de I'EuroDIG et du Forum sur la gouvernance de linternet ont été
communiquées.

21. La représentante de la Commission européenne a donné un apercu des documents
ayant trait a la réglementation du fonctionnement des réseaux sociaux en ligne élaborés au
sein de I'Union européenne, notamment, I'avis 5/2009 du groupe de travail de I'article 29 sur
le réseau social en ligne.

22. Aprés une discussion portant, entre outre, sur un large éventail des documents
existants déja en la matiére ainsi que l'impossibilité d'anticiper la nature juridique de
l'instrument a élaborer, il a été décidé de ne pas initier de travaux normatifs relatifs aux
réseaux sociaux en ligne. Toutefois, le sujet méritant une attention particuliere de la part du
T-PD, il a été décidé de continuer d’explorer en étroite collaboration avec le Comité directeur
sur les médias et les nouveaux services de communication (CDMC) les pistes de réflexions.

23. Quand aux amendements proposés a la Convention 108 (point 1.1 du programme de
travall) ; il a été décidé que de tels amendements feront, pour des raisons procédurales,
I'objet d’'un protocole additionnel a la Convention 108. La priorité a été donnée au point 1.1.

24. Il a également été décidé de donner la priorité a la mise a jour de la recommandation
N° R (87) 15 visant a réglementer l'utilisation de données a caractére personnel dans le
secteur de la police. Sur la base de l'information recue le groupe de travail formé au sein du
T-PD se chargera de la préparation du projet préliminaire présenté ensuite lors des réunions
du Bureau et les réunions pléniéres. Aprés examen, si le T-PD l'estime nécessaire, la
réglementation de l'utilisation de données a caractére personnel dans le secteur police
pourrait faire I'objet d’un instrument juridiquement contraignant.

25. Il a également été décidé de prioriser la Recommandation (89) 2 sur la protection
des données a caractére personnel utilisées a des fins d’emploi, compte tenu de la
nécessité, en absence de réglementation harmonisée dans ce domaine, de mettre a jour ce
document.



26. Quant au point 3.5 (Préparation de la célébration a I'occasion du 30eme anniversaire
de la signature de la Convention 108), le T-PD a souligné que cet événement sera une
occasion de résumer les travaux antérieurs du T-PD et lancer la réflexion sur les défis futurs
auxqguels devraient faire face la protection des données a caractere personnel.

27. Il a été décidé de poursuivre les travaux, quant au point 3.1 (statut et compétences
des autorités de contr6le de protection des données), aprés que l'arrét dans l'affaire C-
518/07 de la Cour de justice des Communautés européennes soit rendu et, quant au point
3.3 (Droit fondamental a la protection des données), apres I'entrée en vigueur du Traité de
Lisbonne. Le Comité directeur pour les droits de 'homme (CDDH) a été rajouté en tant que
partenaire pour I'activité mentionnée sous 3.3.

28. Le T-PD a adopté le document « Programme de Travail Du T-Pd Pour 2009 et les
Années a venir », reproduit a I'annexe Il du présent rapport.

VILI. PRESENTATIONS

29. Le T-PD a attendu la présentation faite par I'Association Européenne pour la
protection des données et de la vie privée sur ses activités et sa structure et a pris note de
son souhait d’obtenir le statut d’observateur auprés du T-PD. La demande d’octroi du statut
d'observateur sera soumise au vote du T-PD en vertu de larticle 4 bis du réglement
intérieur, une fois la demande est réceptionnée par le Secrétariat.

30. Le T-PD a attendu I'exposé concernant les travaux du Groupe de spécialistes sur la
prédictivité, les tests génétiques et I'assurance du Comité Directeur pour la bioéthique et a
chargé le Secrétariat de lancer un appel au membre du T-PD souhaitant participer aux
travaux de ce Groupe.

31. Le T-PD a attendu I'exposé sur le groupe de travail d'experts sur antidopage et la
protection des données (CAHAMA) du Comité ad hoc pour '’Agence mondiale antidopage
(CAHAMA) et a chargé M. José Leandro Nufiez Garcia (Espagne) de représenter le T-PD
lors de la prochaine réunion du Comité précité a Madrid, le 14 septembre 2009.

VIII.  DISCUSSION ET ADOPTION DE LA DECLARATION SUR LA PROPOSITION
JOINTE POUR UN PROJET DE STANDARDS INTERNATIONAUX S UR LA
PROTECTION DE LA VIE PRIVEE A L'EGARD DU TRAITEMENT DES DONNEES A
CARACTERE PERSONNEL

32. Le T-PD a discuté et approuvé la déclaration sur la proposition conjointe relative au
projet de normes internationales sur la protection de la vie privée a I'égard du traitement des
données a caractére personnel, reproduit a I'annexe IV du présent rapport. La Secrétariat a
été chargé de transmettre ladite déclaration au secrétariat de la Conférence internationale
des commissaires a la protection des données et de la vie privée.



IX. JOURNEE DE LA PROTECTION DES DONNEES

33.  Mme Hana STEPANKOVA (République tchéque) a présenté le questionnaire soumis
au T-PD par un groupe de travail établi au sein de la Conférence internationale des
commissaires a la protection des données et de la vie privée afin de fixer une journée ou
une semaine autre que celle du 28 janvier lors de laquelle la vie privée et la protection des
données sont célébrées et promus mondialement chaque année.

34. Quelques délégations, ainsi que la représentante de la Commission Européenne ont
souligné que plusieurs éditions de la journée protection des données ont déja été lancées et
gque la date du 28 janvier commence a étre connue au-dela de I'Atlantique, des activités
ayant été organisées a cette date 'année derniére aux Etats-Unis.

35. Il a été convenu que la date de la Journée de la protection des données devait rester
le 28 janvier, tel que proposé par le T-PD lors de sa 22°™ session pléniére en 2006 et
comme décidé par le Comité des Ministres du Conseill de [I'Europe
(CM/Del/Déc.(2006)962/10.1). Il est entendu que des activités pourraient étre organisées
dans la semaine avoisinant cette date, conservant ainsi une certaine souplesse. En outre,
cela n'empéche pas les Etats d'organiser des activités de sensibilisation a la protection des
données a d'autres dates.

X. INFORMATION SUR LA JOURNEE 2009 DE LA PROTECTIO N DES DONNEES
ET SUR LES DEVELOPPEMENTS MAJEURS INTERVENUS DANS L E DOMAINE DE LA
PROTECTION DES DONNEES DEPUIS LA 24™" REUNION DU T-PD (13-14 MARS 2008)

36. Le T-PD a procédé a un bref échange d’informations concernant les développements
nationaux intervenus en maniére de la protection des données.

37. Il a également invité toutes les délégations a envoyer leurs informations sur les

développements nationaux en matiére de protection des données au Secrétariat en vue de
les inclure en annexe V du présent rapport.

XL DATE DE LA PROCHAINE SESSION PLENIERE

38. Le T-PD a pris acte de la date de la prochaine réunion pléniére qui se tiendra du ler
au 3 juin 2010 a Strasbourg.



ANNEXE | - ORDRE DU JOUR

1. OUVERTURE DE LA REUNION
2. ADOPTION DE L'ORDRE DU JOUR
3. COMMUNICATION DU SECRETARIAT

« T-PD(2008) RAP 24

» T-PD-BUR (2008) RAP 14

T-PD-BUR (2008) RAP 15

» T-PD-BUR (2008) RAP 16

« T-PD-BUR (2009) RAP 17

» T-PD-BUR (2009) RAP 18

Rapport de la 24°™ réunion du Comité Consultatif de la
Convention pour la protection des personnes a I'égard du
traitement automatisé des données a caractere personnel
(T-PD) [STE 108] (13-14 mars 2008)

Rapport de la 14°™ réunion du Bureau du Comité
Consultatif de la Convention pour la protection des
personnes a l'égard du traitement automatisé des
données a caractere personnel (T-PD-BUR) [ETS
No. 108] — (10-11 juin 2008)

Rapport de la 15°™ réunion du T-PD-BUR
(13-14 octobre 2008)

Rapport de la 16°™ réunion du T-PD-BUR
(17-18 décembre 2008)

Rapport de la 17°™ réunion du T-PD-BUR (9-10 février
2009)

Rapport de la 18°™ réunion du T-PD-BUR (6-7 juillet 2009)

4. ELECTION DE TROIS MEMBRES DU BUREAU

S. PROFILAGE

Action requise : le T-PD sera appelé a examiner le projet de recommandation sur la protection
des données a caractére personnel dans le cadre du processus de profilage, a la vue des

contributions recues

« T-PD (2008) 1

« T-PD-BUR (2009) 5

e T-PD-BUR (2009)
2Rev3

Version finale de I'étude sur I'application de la Convention
108 au mécanisme de profilage

Tableau révisé contenant le projet de recommandation sur la
protection des données a caractere personnel dans le cadre
du profilage tel que résultant de la 18°™ réunion du Bureau
(6-7 juillet 2009)

Projet de recommandation sur la protection des personnes a
'égard du traitement automatisé des données a caractére
personnel dans le cadre du profilage tel que résultant de la
18°™ réunion du Bureau (6-7 juillet 2009)



* T-PD-BUR(2009)6 Mos Commentaires sur le projet de recommandation sur la
protection des personnes a I'égard du traitement automatisé
des données a caractére personnel dans le cadre du
profilage

6. FUTURES ACTIVITES DU T-PD

Action requise: le T-PD sera invité a discuter et approuver soogramme de travail pour les
années a venir

+ T-PD(2009) 3 Projet de programme de travail pour le T-PD tel que
résultant de la 18éme réunion du Bureau (6-7 juillet 2009)

7. DISCUSSION SUR LA PROPOSITION JOINTE POUR UN PROJET DE STANDARDS
INTERNATIONAUX SUR LA PROTECTION DE LA VIE PRIVEE A L'EGARD DU TRAITEMENT DES DONNEES
A CARACTERE PERSONNEL

Action requise : le T-PD sera invité & adopter la déclaration darProposition jointe pour
un projet de standards internationaux sur la protection de la vie privée en ce qui concerne
le traitement des données a caractére personnel

« T-PD (2009) 4 Déclaration sur la Proposition jointe pour un projet
de standards internationaux sur la protection de la
vie privée en ce qui concerne le traitement des
données a caractéere personnel

8. PRESENTATION PAR :

Le Comité ad hoc européen pour I'Agence mondiale antidopage (CAHAMA) sur le
«Standard international de ’AMA pour la protection des renseignements personnels »
et sur la participation du T-PD dans le Groupe de travail du Cahama sur les question
d’'anti dopage et de protection de données.

« CM-1018°"réunion Mandat du Comité ad hoc européen pour I'Agence
20 février 2008 mondiale antidopage (CAHAMA)
Annexe 14 (point 8.2)

+ T-PD-BUR(2008) 04 Avisdu T-PD surla compatibilité du standard international

fin pour la protection des données et des renseignements
personnels de l'agence mondiale antidopage avec les
normes du conseil de I'europe en matiere de protection
des données



Le Groupe de Spécialistes sur la prédictivité, les tests génétiques et 'assurance du Comité
Directeur pour la bioéthique

Mandat du Groupe de spécialistes sur la génétique
humaine (CDBI-CO-GT4)

Note explicative sur les travaux du Groupe de spécialistes
sur la prédictivité, les tests génétiques et I'assurance

Association Européenne pour la protection des données et de la vie privée

Document de présentation de I'Association Européenne
pour le respect de la vie privée

9. INFORMATION SUR LA JOURNEE 2009 DE LA PROTECTION DES DONNEES ET SUR LES
DEVELOPPEMENTS MAJEURS INTERVENUS DANS LE DOMAINE DE LA PROTECTION DES
DONNEES DEPUIS LA 24"* REUNION DU T-PD (13-14 MARS 2008)

Action requise: le T-PD aura un échange de vues sur ces points. Les délégations sont
invitées a soumettre leurs contributions écrites au Secrétariat avant le 15 aodt 2009.

DPD (2009) Compilation Compilation des formulaires de participation sur la journée
de la protection des données 2009

» T-PD(2009) 5 mos Information sur les développements récents intervenus
dans le domaine de la protection des données au
niveau national

10. DATE DE LA 26 REUNION PLENIERE DU T-PD EN 2010
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ANNEXE Il - LISTE DES PARTICIPANTS

MEMBRES DU T-PD

ALBANIE/ALBANIA

Flora Cabej Pogace, Albanian Commissioner for Personal Data Protection

Erton Karagjozi, Director of the Registration Department, Commissioner for Personal Data
Protection

ANDORRA/ANDORRE

Florencia Aleix, Représentante permanente adjointe de I'’Andorre aupres du Conseil de
I'Europe

AUSTRIA/AUTRICHE

Eva Souhrada-Kirchmayer, [First Vice-Chair of the T-PD], Head of the data protection
division, Federal Chancellery

BELGIUM/BELGIQUE

Joélle Jouret, SPF Justice, Direction générale de la législation et des libertés et droits
fondamentaux, Service des droits de 'homme

BOSNIA AND HERZEGOVINA / BOSNIE HERZEGOVINE

Samira Campara, Director Assistant, Agency for personal data protection
Selma Maksumic, Assistant, Agency for personal data protection

CROATIA/ICROATIE

Vilena GaSparovi¢, Deputy Director, Croatian Personal Data Protection Agency

Lana Velimirovi¢ Vukalovié, M.A., Advisor at the Director’s Office and Spokesperson,
Croatian Personal Data Protection Agency

CYPRUS/CHYPRE

Nonie Avraam, Office of the Commissioner for personal data protection

CZECH REPUBLIC/REPUBLIQUE TCHEQUE

Hana Stépankova, Head of the Press Department, Spokeswoman, Office for Personal Data
Protection

DENMARK/DANEMARK
Astrid Gade, Head of Section, Datatilsynet

ESTONIA/ESTONIE

Kaja Puusepp, Supervision Director, Estonian Data Protection Inspectorate

FINLAND/FINLANDE
Leena Rantalankila, Ministerial Adviser, Ministry of Justice

-11 -



FRANCE

Mme Catherine Pozzo di Borgo, Commissaire du Gouvernement adjoint auprés de la CNIL,
Services du Premier Ministre

GERMANY/ALLEMAGNE

Stefan Sobotta, Ministry of the Interior, Division V Il 4 Data Protection Law

GEORGIA/GEORGIE

Giorgi Jokhadze, Head of Analytical Department, Ministry of Justice

HUNGARY/HONGRIE

Kinga Szurday, Senior legal councellor, Ministry of Justice and law enforcement

IRELAND/IRLANDE

Noreen Walsh, Civil Law Reform Division, Department of Justice, Equality and Law
Reform

ITALY/ITALIE

Alessandra Pierucci, Civil Servant at the Italian Data Protection Authority, Garante per
la Protezione dei Dati Personali

LATVIA/LETTONIE

Signe Plumina, Director, Data State Inspectorate of Latvia
Aiga Balode, Deputy Director, Data State Inspectorate of Latvia

LITHUANIA/LITUANIE

Rita Vaitkeviciené, Deputy Director, State Data Protection Inspectorate

LIECHTENSTEIN

Philipp Mittelberger, Datenschutzbeauftragter, Stabsstelle fir Datenschutz (Data Protection
Office)

LUXEMBOURG

Gérard Lommel, Président de la Commission Nationale pour la protection des données

MALTA/MALTE

Ingrid Camilleri B.A., Head of Legal Unit, Office of the Data Protection Commissioner

MOLDOVA

Valentina Popovici, Deputy Director of the Scientific Research and Analysis Division of the
Ministry of Informational Technologies

NETHERLANDS/PAYS-BAS

Excused/excusé

NORWAY/NORVEGE

Birgitte Istad, Adviser, Ministry of Justice

POLAND/POLOGNE

Urszula Goéral, Director, Social Education and International Cooperation Department, Bureau
of the Inspector General for Personal Data Protection

-12 -



PORTUGAL

Joao Pedro Cabral, [Chair of the T-PD], Directorate General of Justice Policy, Ministry of
Justice
Excusé/excused

Claudia Maduro Redinha , Directorate General of Justice Policy, Ministry of Justice

ROMANIA/ROUMANIE

Georgeta Basarabescu, President of the National Supervisory Authority for Personal Data
Processing

George Grigore, Department of European Integration, and International Affairs - Romanian
DPA

SERBIA/SERBIE

Nevena Ruzic, Commissioner for Information of Public Importance and Personal Data
Protection, Head of the Office

SLOVAKIA/SLOVAQUIE

Veronika Zuffovd—Kun&ova, State Counselor, Foreign Relations Department, Personal Data
Protection Office of the SR

SLOVENIA/SLOVENIE

Marijan Conc, State Supervisor for personal data , Information Commissioner Office

SPAIN/ESPAGNE

José Leandro Nufiez Garcia, Legal Advisor, International Section of the Spanish Data
Protection Agency, Agencia Espafiola de Proteccion de Datos

SWEDEN/SUEDE

Eva Lenberg, Director, Ministry of Justice
David Térngren, Legal Adviser, Ministry of Justice

SWITZERLAND/SUISSE

Jean-Philippe Walter, [Second Vice-Chair of the T-PD], Office du Préposé fédéral a la
protection des données et a la transparence (PFPDT), Chancellerie fédérale

“THE FORMER YUGOSLAV REPUBLIC OF MACEDONIA” / « 'E X-REPUBLIQUE
YOUGOSLAVE DE MACEDOINE »:

Marijana Marusic, Director, Directorate for Personal Data Protection

UNITED KINGDOM/ROYAUME-UNI

Kevin Fraser, Head of EU Data Protection Policy, Ministry of Justice
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EXPERTS SCIENTIFIQUES

Yves Poullet, Directeur du CRID (Centre de Recherches Informatique et Droit), Faculté de
Droit

Jean-Marc Dinant, Informaticien expert auprés de la Commission Belge de la protection de
la vie privée, Maitre de conférence a I'Université de Namur

COMMISSION DES COMMUNAUTES EUROPEENNES

Hana Pechackovd, Directorate General Justice, Freedom and Security, D5 Data Protection
Unit,

Sven Ro6hr, DG Health and Consumers F101 06/047, Unit B2, Consumer Contract and
Marketing Law

OBSERVATEURS

MEXICO / MEXIQUE

Maria Marvan Laborde, Commissioner of the Federal Institute of Access to Public
Information (IFAI) of Mexico

FRENCH-SPEAKING  ASSOCIATION OF PERSONAL DATA PROTEC TION
AUTHORITIES / ASSOCIATION FRANCOPHONE DES AUTORITES DE PROTECTION
DES DONNEES PERSONNELLES (AFAPDP)

Olivier Matter, CNIL, Secrétariat Général de 'AFAPDP

INTERNATIONAL CHAMBER OF COMMERCE (ICC) / CHAMBRE D E COMMERCE
INTERNATIONALE (CClI)

Christopher Kuner, Hunton & Williams, Park Atrium

INTERNATIONAL CONFERENCE OF DATA PROTECTION AND PRI VACY
COMMISSIONERS / CONFERENCE INTERNATIONALE DES COMMI SSAIRES A LA
PROTECTION DES DONNEES ET DE LA VIE PRIVEE

Alessandra Pierucci, Garante per la Protezione dei Dati Personali,

IBERO-AMERICAN DATA PROTECTION NETWORK / RESEAU IBE RO-AMERICAIN DE
PROTECTION DES DONNEES

Maria Marvan Laborde, Commissioner of the Federal Institute of Access to Public
Information (IFAI) of Mexico,

INVITES

EUROPEAN PRIVACY ASSOCIATION

Karin Riis-Jorgensen, Chairwoman and Funder of the European Privacy Association
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SECRETARIAT
DIRECTION GENERALE DES DROITS DE L'’HOMME ET DES AFFAIRES JURIDIQUES

Direction des activités normatives

Département des Réformes |égislatives

Jorg Polakiewicz, Head of the Law Reform Department / Chef du Service des réformes
|égislatives

« Division du droit public et privé

Protection des données :

Kateryna Gayevska, Secretary of the TPD / Secrétaire du T-PD
Lucy Ancelin, Assistant / Assistante

Claire Genevay, Trainee / Stagiaire

Christiane Weltzer, Assistant / Assistante

Service du dévelopement des droits de 'Homme
« Division des médias et de la société de 'informati on
Lee Hibbard, Administrator / Administrateur
Franziska Klopfer, Administrator / Administrateur
DIRECTION GENERALE |l — COHESION SOCIALE

Division de la Bioethique

Laurence Lwoff, Head of Division/Chef de la Division
Aysegul Elveris, Administrator/Administrateur
DIRECTION GENERALE DE L'EDUCATION, DE LA CULTURE ET DU PATRIMOINE , DE LA JEUNESSE
ET DU SPORT

Service du sport

Markus Adelsbach, Head of Sport Conventions / Chef de la division des Conventions du
sport

INTERPRETES

Cynera JAFFREY
Nicolas GUITTONNEAU
Christine TRAPP-GILL
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ANNEXE IlIl - PROGRAMME DE TRAVAIL DU T-PD POUR 2009
ET LES ANNEES A VENIR

Tel gu'approuvé par le T-PD lors de sa 25 ° réunion pléniere
(2-4 septembre 2009, Strasbourg,)

1 Amendements a la Convention 1081

En s’appuyant sur l'exemple du Protocole additionnel (STE No. 181), plusieurs
amendements ayant trait aux différentes questions pourraient étre traités simultanément.
Dans cette optique il convient de définir les priorités de travail parmi les sujets proposés
dans ce chapitre.

1.1 Convention 108 et les développements technologi  ques

Objectif : évaluer le besoin de compléments réglementaires nécessaires pour répondre aux
défis posés a la protection des données par les développements technologiques liés a
l'internet

1.2 Décision individuelle automatisée

Objectif : insertion d’une disposition régissant les décisions individuelles automatisées

1.3 Information obligatoire a fournir a la personne concernée par le responsable
du traitement

Objectif : insertion d’'une disposition définissant I'étendue de I'information a fournir par le
responsable du traitement a la personne concernée relative au traitement de ses données
personnelles

1.4 Contréle de la mise en ceuvre de la Convention 1 08 par les Etats contractants

Objectif : Doter le Comité Consultatif d’'une compétence de contréle de la mise en ceuvre
par les Etats membres de la Convention 108 et son Protocole additionnel, ainsi que,
éventuellement, I'examen préalable du niveau de protection des données a caractére
personnel des Etat candidats a I'adhésion a la Convention 108 et son Protocole Additionnel

! Activités menées en application de I'article 21 de la Convention 108
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Méthodes de travail : le Bureau du T-PD envisagera la création de plusieurs groupes de
travail relatifs aux sujets retenus. Ces groupes de travail seront composés des membres du
T-PD et des représentants des Etats contractants, des organisations et des Etats
observateurs et seront coordonnés par un rapporteur (membre du T-PD). Les groupes
doivent étre constitués d’'un nombre suffisant de membres pour pouvoir apporter I'expertise
nécessaire sans toutefois compromettre I'efficacité du travail. La participation des experts
peut étre envisagée sous condition d’un financement suffisant. Les groupes travailleront par
email. Les projets d’amendements ainsi rédigés feront I'objet d'une discussion lors des
réunions du Bureau en présence des rapporteurs des groupes concernés. Le Secrétariat se
chargera de la préparation du document final qui incorporerait des projets d'amendements et
constituerait un projet du protocole additionnel.

Partenaire(s) : CRID, experts du CoE
Calendrier : le premier projet du protocole additionnel pourrait étre présenté lors de la
réunion pléniere de 2012.

Ordre des priorités : |supérieu

2. Révision des « anciennes » et rédaction de « nou  velles » Recommandations2

2.1 Recommandation N°R (87) 15 visant a réglemente  r l'utilisation de données a
caractere personnel dans le secteur de la police

Objectif : le développement de nouveaux procédés automatisés, concepts et techniques
utilisés pour le traitement des données a caractere personnel nécessaires pour la prévention
et la détection des infractions pénales, les enquétes et les poursuites en la matiére, ou
I'exécution de sanctions pénales appellent a la mise a jour de la Recommandation (87) 15
ou a la rédaction d’'un nouveau document juridiguement contraignant.

Méthodes de travail : le T-PD engagera une étude générale de la Recommandation (87)15
afin de déterminer les principes a approfondir pour couvrir de fagon adéquate les nouvelles
questions de protection des données dans le domaine de la prévention et de la détection
des infractions pénales, des enquétes et des poursuites en la matiere, ou de I'exécution de
sanctions pénales. L'utilisation d'un questionnaire adressé aux Etats contractants
concernant la législation et pratiques internes peut étre envisagée. Sur la base de
I'information recue le groupe de travail formé au sein du T-PD se chargera de la préparation
du projet préliminaire présenté ensuite lors des réunions du Bureau et les réunions
pléniéres. Aprés I'examen, si le T-PD I'estime nécessaire, la réglementation de ['utilisation de
données a caractére personnel dans le secteur police pourrait faire I'objet d’un instrument
juridiguement contraignant.

Partenaire(s) : experts du CoE, des autorités européennes de protection des données
Calendrier : 2 ans, le premier projet de la Recommandation pourrait étre présenté pendant
la réunion pléniére de 2012

Ordre des priorités : |supérieu

2.2 La Recommandation (89) 2 sur la protection des  données a caractére
personnel utilisées a des fins d’emploi

Objectif : la mise a jour de la Recommandation (89) 2 a la lumiére des développements

2 Les activités mentionnées sous ce chapitre niéeetsan mandat préalable au T-PD de la part du £DC
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technologiques et autres textes du Conseil de I'Europe contenant des dispositions sur le
traitement de données dans le domaine de I'emploi

Méthodes de travail : le T-PD engagera une étude générale de la Recommandation (89)2
afin de déterminer les principes a approfondir pour couvrir de fagon adéquate les nouvelles
questions de protection des données dans le domaine de I'emploi. L'utilisation d'un
guestionnaire adressé aux Etats contractants concernant la législation et pratiques internes
peut étre envisagée. Sur la base de I'information recue le groupe de travail formé au sein du
T-PD se chargera de la préparation du projet préliminaire présenté ensuite lors des réunions
du Bureau et la réunion pléniére.

Partenaire(s) : expert du CoE, le Secrétariat de la Chartre Sociale Européenne

Calendrier : 2 ans, le premier projet de la Recommandation pourrait étre présenté pendant
la réunion pléniére de 2014

Ordre des priorités :  |supérieu

3. Autres travaux

3.1 Statut et compétences des autorités de controle de protection des données

Objectif : rédiger un document explicatif exposant un «modéle» de I'autorité de contrdle
telle gu’elle ressort du Protocole additionnel

Méthodes de travail: dans un premier temps, le Bureau et le T-PD concevront et
distribueront un questionnaire aux Etats contractants relatif a I'organisation et les
compétences des autorités de contrble. Le Bureau se chargera ensuite de préparer un
document de compilation en esquissant un modele d’accompagnement a la mise en ceuvre
du Protocole additionnel.

Partenaire(s) :
Calendrier : travaux a poursuivre aprés que l'arrét dans I'affaire C-518/07 de la Cour de
justice des Communautés européennes soit rendu.

3.2 Le réseau social en ligne

Objectif : préparer une étude des instruments existants tendant a renforcer les droits des
utilisateurs devant I'expansion du phénoméne des réseaux sociaux en ligne

Méthodes de travail : Le T-PD, en collaboration avec les représentants du CDCJ, ainsi que
du Comité directeur sur les médias et les nouveaux services de communication (CDMC)
explorera des pistes de réflexion relatives aux méthodes de travail et au financement du
projet de la recommandation.

Partenaire(s) : CDMC, experts du CoE
Ordre des priorités :
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3.3 Droit fondamental a la protection des données

Objectif : d’engager une étude pour évaluer la nécessité et la valeur ajoutée d’'un droit
fondamental a la protection des données indépendant de l'article 8 de la CEDH

Partenaire : Comité directeur pour les droits de I homme (CDDH)
Calendrier : travaux a poursuivre apres I'entrée en vigueur du Traité de Lisbonne.

3.4 Avis sur la compatibilité avec les instruments de protection des données du
Conseil de I'Europe

Objectif : le suivi constant des développements au sein et a I'extérieur du Conseil de
I'Europe avec les instruments de protection des données du Conseil de I'Europe.

Méthodes de travail : le Secrétariat du T-PD se chargera de mettre constamment a jour les
documents « Réalisation du Conseil de I'Europe dans le domaine de la protection des
données » et « La jurisprudence de la Cour européenne des droits de 'homme relative a la
protection des données a caractere personnel ».

Partenaire(s) : Secrétariat du T-PD
Ordre des priorités : [a suivre réguliérement

3.5 Préparation de la célébration a l'occasion du 3 0éme anniversaire de la
signature de la Convention 108

Objectif : recueillir les propositions en vue de I'organisation de la célébration transfrontaliere
du 30éme anniversaire de la signature de la Convention 108

Méthodes de travail : Le Bureau se chargera de préparer un questionnaire a soumettre aux
Etats membres. La compilation des propositions, préparée par le Secrétariat, sera discutée
pendant la réunion pléniére en vue de I'adoption du plan commun d’action.

Calendrier; Questionnaire a approuver pendantlaré  union du Bureau des 19-20
Novembre 2009, le plan commun d’action a discuter p  endant la réunion pléniere de
2010

Partenaire(s) : Secrétariat du T-PD

Ordre de priorité : & suivre réguliérement]
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ANNEXE IV - DECLARATION SUR LA PROPOSITION JOINTE P OUR
UN PROJET DE STANDARDS INTERNATIONAUX SUR LA
PROTECTION DE LA VIE PRIVEE EN CE QUI CONCERNE LE
TRAITEMENT DES DONNEES A CARACTERE PERSONNEL

Tel gu’adoptée par le T-PD lors de sa 25éme réunion  pléniére

Introduction

En tant que forum pour I'élaboration des politiques et des normes de la Convention du
Conseil de I'Europe pour la protection des personnes a I'égard du traitement automatisé des
données a caractére personnel (ci-aprés Convention 108), le Comité consultatif de la
Convention 108 (T-PD) souhaite formuler les observations suivantes sur la "Proposition
jointe pour un projet de standards internationaux sur la protection de la vie privée a I'égard
du traitement des données a caractere personnel" (ci-aprés «projet de standards
internationaux»).

Le projet de standards internationaux a été élaboré par un groupe de travail coordonné par
l'autorité espagnole de la protection des données pour la Conférence internationale des
commissaires a la protection des données et a la vie privée suite a la déclaration de
Montreux (2005) et de la résolution de Strasbourg (2008).

A sa 25°™ réunion pléniére, tenue du 2 au 4 Septembre 2009 & Strasbourg, le T-PD a
examiné le projet de standards internationaux discuté lors de la réunion du groupe de travalil
tenue le 11 juin a Bilbao.

Il est prévu que la Conférence internationale des commissaires a la protection des données
et a la vie privée prenne connaissance du projet de standards internationaux lors de sa
prochaine conférence a Madrid (4-6 Novembre 2009).

Observations générales sur la relation entre les st andards internationaux et la
Convention 108

L'objectif sous-jacent du projet de standards internationaux est de définir un ensemble de
principes et de droits susceptibles de garantir une protection efficace de la vie privée a
I'égard du traitement des données a caractére personnel en vue de faciliter les transferts
internationaux de données a caractére personnel.

Le T-PD félicite cette tentative de procéder a la mise a jour des principes applicables. Un tel
effort est particuliérement important et opportun dans un monde globalisé de plus en plus
caractérisé par |'évolution technologique rapide qui transforme la communication entre les
individus et les organisations publiques et privées.
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Le T-PD note que le projet de standards internationaux a pris la Convention 108 et son
protocole additionnel comme une de leurs sources. Ceci est tout a fait logique, si on tient
compte du fait que la Convention 108 et son protocole restent a ce jour les seuls standards
internationaux juridiguement contraignants qui ont le potentiel d'avoir une vocation
universelle. Ayant été rédigés d’'une maniére simple et technologiquement neutre, les
standards fondamentaux contenus dans la Convention 108 restent toujours valables. Leurs
atouts sont leur force obligatoire et leur champ d’application transversal. La Convention 108
protege contre l'intrusion dans la vie privée par les autorités publiqgues comme les autorités
privées, quels que soient les modes de traitement automatisé.

Le Comité des Ministres du Conseil de I'Europe a adopté le 2 juillet 2008 une décision
encourageant l'adhésion des Etats non membres du Conseil de I'Europe ayant la Iégislation
requise en maniére de protection des données. Cette décision fait suite a des appels
similaires des autorités européennes et internationales a la protection des données et a la
vie privée, notamment, I'appel lancé par les commissaires dans la déclaration de Montreux.
Le T-PD compte sur le support constant de la Conférence internationale des commissaires a
la protection des données et a la vie privée dans cette importante initiative, ainsi que sur sa
participation active en tant qu'observateur aux activités du T-PD.

Le projet de standards internationaux est un ensemble de principes, qui représentent des
lignes directrices pour les Iégislations nationales. lls pourraient surtout étre utilisés pour
évaluer la compatibilité des cadres juridiqgues nationaux en vue du libre transfert des
données a caractéere personnel.

Le projet de standards internationaux pourrait aider a interpréter certaines dispositions de la
Convention 108 a la lumiere de I'évolution technologique moderne ou méme de les élargir
grace a l'adoption de nouveaux instruments juridiques, tels que des recommandations des
Comité des Ministres, des principes directeurs ou méme des protocoles additionnels a la
Convention 108.

Il pourrait en résulter un nouvel élan contribuant au renforcement de la protection des
données a travers le monde. L'adoption de principes actualisés relatifs a la protection des
données et de la vie privée peut ainsi contribuer a promouvoir la Convention 108 et son
protocole additionnel a travers le monde. De cette maniere, une harmonisation et le
renforcement du caractéere général du droit a la vie privée et a la protection des données
personnelles seront assurés.
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ANNEXE V - EUROPEAN PRIVACY ASSOCIATION PRESENTATIO N

Mission

The European Privacy Association (EPA) is a non-party-political pan-European network of
privacy, data protection and security experts based in Brussels, Belgium. Its aim is to provide
a ‘space’ for bringing together experts from across Europe, to engage with them as we seek
out new policies to enhance privacy, e-security and data protection. EPA will work closely
with European institutions, particularly the European Parliament, academia, civil society, and
industry. EPA will engage with policy makers, industry, advocates, and the media, to bring
forward new ideas and to propose policy frameworks to deal with pressing privacy issues as
they arise. EPA will therefore be a clearinghouse for new ideas on preserving and enhancing
privacy protection across Europe.

EPA is a forum dedicated to ensure the rule of law for the processing of personal data in the
global information economy and society. EPA involves not only the best European specialists
in privacy law, but also representatives of the public and private spheres, who often deal with
personal data and sensitive information on a daily basis. Working as a think tank, EPA aims
to consolidate itself as a meeting place for European “new law” experts, and for several of
the players of high technology content markets, including industries and policy makers. EPA
will be the first independent cross-sector organization dealing with privacy and security
issues at the European level.

The European Privacy Association is led by an administrative council (Executive Board) with
functions of management and direction, co-operating with a Scientific Committee that is
composed of scholars, advocates, and experts on the subject of privacy. These groups are
assisted in turn by a Committee of Supporters, comprised mostly of companies tasked with
direct financing and fund-raising. EPA shall gather some of the most prominent experts in the
security and data protection field, including law scholars, law firms’ representatives, experts
on new media and communication, market and competition, and professionals or academics
in the areas of sociology, psychology and international politics.

Objecives

. EPA shall bring together policy makers
with experts from academia, civil
society, and industry to provide insight
into leading research and innovations
relating to privacy and data protection.

. EPA aims to develop and provide new
privacy and data protection policies to
public officials and elected members at
European and Member State level.

. EPA shall consult policy makers and
industries on issues regarding personal
data and security.

. Industries shall view EPA as an
advisory organisation regarding current
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and future topics in the privacy and
data protection field. EPA aims to help
the market evolve by developing the
correct strategies concerning privacy
and security.

. EPA shall provide studies and analysis

that envisage the future in the privacy
field, favouring the proactive
development of new policies and the
rapid adaptation of the market.

. EPA shall promote advanced training

seminars on privacy issues for
European professionals.



7. EPA shall recognise and award the 8. EPA shall act as a watchdog to monitor

best practices in the privacy and the use of personal data and security
security field. measures by industries, institutions and
authorities.

Primary areas of interest

- Privacy, international security and anti- - Search engines and social networks
terrorism - Intellectual property rights, anti-piracy

- Privacy and human rights and users' e-privacy

- E-Government and protection of - Privacy and e-health systems

citizens' data - Privacy and innovation

- Internet advertising and other forms of

n - Justice, e-crimes and anti-phishing
consumer profiling

- Identity management and identity
assurance

- Cybersecurity

Special focus to the Internet and converging media

EPA works to ensure that European Internet users are properly protected against invasions
of their personal privacy. EPA conducts analyses and formulates policy proposals based on
the following principles:

Privacy is a basic human right. Without privacy, citizens are not fully free to search for
information, conduct business, and participate in the public debate online.

The Internet industry (i.e. service providers, search engines, and others) has a responsibility
to ensure the privacy of their customers.

Governments have a responsibility to ensure the privacy of its citizens, including properly
safeguarding personal information in public databases. Governments should not be able to
infringe on privacy without proper cause and due process.

EPA believes that privacy is best protected when citizens all over the European Union work
together to hold governments and the industry accountable. EPA therefore actively co-
operates with individuals and groups in other European countries who share our mission and
principles.
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Types of activities

As its principle working tool, EPA uses its website (in the role of “electronic magazine”), to
which its fellow partners and other researchers may contribute with publications, and a semi-
monthly informative newsletter, which provides major news and analysis on the evolution of
privacy issues in EU and the world. There will be meeting of the experts group every six
months, as well as seminars run on a quarterly basis to brief policy-makers on the current
pressing challenges and leading research, in partnership with European industries. This is
done to improve training for professionals and to heighten the awareness of across sectors.
The seminars will be broadcast over the internet, through EPA's portal, and are made
available as downloadable or streamed content.

Media Outreach

Among other activities, we will produce articles and other types of interventions for different
media-partners (newspapers, magazines, TV, radio, web). In addition, the EPA will offer
whitepapers and other publications on privacy. On a biannual basis, scholarships on the
subject of ICT law will be awarded, according to the criteria established by the Scientific
Committee and based on the economic resources made available by each business
concerned.

European Data Protection Award

Every year, beginning on January 28" 2010, Data Protection Day, EPA will award best
privacy practice and research in the European context. Industries, campaigns and scholars
will be recognised and rewarded for their work during the year in the privacy and data
protection field.

EPA Executive Board

The Executive board is comprised of a broad range of renowned experts in their own right:
Karin Riis-Jgrgensen (Chair ), former Rights. Ms Kofod Olsen is also member of
Member of the European Parliament and the Danish IT Security Committee.
Vice-President of the Liberal Group.

Christopher Kuner is a Partner of

Pat Cox (Vice-Chair ), President of the international law firm Hunton & Williams,
European Movement International and Chair of the International Chamber of
former President of the European Commerce (ICC) Task Force on Privacy
Parliament. and Data Protection, and previously a

member of the former Data Protection
Expert Group of the European

Pietro Paganini  PhD, (Executive Commission.

Officer) , Adjunct Professor at John Cabot

University and independent consultant on Gus Hosein is an academic, a consultant,
innovation, market and competitiveness. and an advocate. He is the Policy Director
Luca Bolognini is the Chair of the Italian at Privacy International.

Institute for Privacy, and consultant for e-
business, privacy, and new technologies
laws in Italy.

Birgitte Kofod Olsen (Treasurer ) is a
human rights expert and former Vice
Director of the Danish Institute for Human
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Learn more about EPA

The European Privacy Association website (www.europeanprivacy.eu) contains information more
information on the backgrounds of the Executive Board and the profiles of our Scientific
Committee members who span Europe and domains of expertise and interest. Also published
online are all EPA press-releases, general news and membership details.



ANNEXE VI — STCE 108 : ETAT DES SIGNATURES ET RATIF ICATIONS

Convention pour la protection des personnes a I'égard du traitement
automatisé des données a caractére personnel
STCE no. : 108

Traité ouvert a la signature des Etats membres et a I'adhésion des Etats non membres

Entrée en vigueur

Conditions : 5 Ratifications.
Date : 1/10/1985

Ouverture a la signature

Lieu : Strasbourg
Date : 28/1/1981

Situation au 9/2/2010

Etats membres du Conseil de I'Europe

| Etats | Signature | Ratification |Entrée en vigueur | Renv. ,R_ID_IA_IT_IC_’O_
[Albanie [ 9/6/2004 |[14/2/2005 ||  1/6/2005 Caa [ I
[Allemagne [28/1/1981 |[19/6/1985 [ 1/10/1985 || 44 | |[x [x [x [ [ |
[Andorre [31/5/2007 |[ 6/5/2008 [  1/9/2008 | [ I [0
[Arménie | | | | |
[Autriche [28/1/1981 [30/3/1988 [ 1/7/1988 Caa [ I
|Azerbaidjan | | | | | I
[Belgique [ 7/5/1982 |[28/5/1993 ||  1/9/1993 Caa [ I
[Bosnie-Herzégovine [ 2/3/2004 |[31/3/2006 || 1/7/2006 | I
[Bulgarie [ 2/6/1998 [18/9/2002 [  1/1/2003 | O
[Chypre [25/7/1986 |[21/2/2002 ||  1/6/2002 Caa [ x0T
[Croatie [5/6/2003 |[21/6/2005 [ 1/10/2005 [ 44 [ x [x [ [ [ ]
Danemark 28/1/1981 || 23/10/1989 1y 51990 44 X ||x
[Espagne [28/1/1982 [31/1/1984 [ 1/10/1985 | [ I [0 ]
Estonie 24/1/2000 | 1411720011y 3,5002 44 X X

[Finlande [10/4/1991 [[2/12/1991 [  1/4/1992 aa [ I T
[France [28/1/1981 |[24/3/1983 [ 1/10/1985 [ 44 | |x [x [ [ [ |
Georgle 21/11/2001 [ 14/12/2005 [ | 00006 ad

[Grece [17/2/1983 [11/8/1995 | 1/12/1995 [ 44 [ [ [ [ [ [ |
[Hongrie [13/5/1993 [8/10/1997 [  1/2/1998 aa [ I
Irlande 18/12/1986 | 55/4/1990 1/8/1990 44 X |x

[1slande [27/9/1982 |[25/3/1991 [  1/7/1991 Caa [ I
[1talie [2/2/1983 |[29/3/1997 || 1/7/1997 aa [ I
Lettonie 31/10/2000 | 34/5/2001 1/9/2001 44 X X
L'ex-République yougoslave de T
R 24/3/2006 | 24/3/2006 1/7/2006 X X
[Liechtenstein [ 2/3/2004 |[11/5/2004 [  1/9/2004 Caa [ I I
[Lituanie [11/2/2000 [ 1/6/2001 [ 1/10/2001 [ a4 [ [ Ix [ [ [ ]
[Luxembourg [28/1/1981 [10/2/1988 || 1/6/1988 e [ I [T]
[Malte [15/1/2003 |[28/2/2003 ||  1/6/2003 | I
[Moldova ['4/5/1998 |[28/2/2008 ||  1/6/2008 | [ x0T
[Monaco [1/10/2008 [24/12/2008 ||  1/4/2009 Caa [ Ik
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| | | I | 1 | I
[Monténégro ['6/9/2005 [ 6/9/2005 [  6/6/2006 Fse [ [
[Norvege [13/3/1981 |[20/2/1984 [ 1/10/1985 [ 44 | |[x [x [x [ [ |
[Pays-Bas [21/1/1988 |[24/8/1993 [ 1/12/1993 [ a4 | |x [x [x [ [ |
[Pologne [21/4/1999 |[23/5/2002 ||  1/9/2002 [aa T
[Portugal [14/5/1981 |[ 2/9/1993 [  1/1/1994 Caa [ Ik
[République tcheque [8/9/2000 [ 9/772001 [ 171172000 [ a4 [ [ Ix [ [ [ |
[Roumanie [18/3/1997 |[27/2/2002 ||  1/6/2002 | [ x0T
[Royaume-Uni [14/5/1981 |[26/8/1987 [ 171271987 [ a4 | Ix [x [x [ [ |
[Russie [7/11/2001 | | | CI I
|Saint-Marin | | I | | I
[Serbie [ 6/9/2005 [ 6/9/2005 [  1/1/2006 aa [ I I
[Slovaquie [14/4/2000 |[13/9/2000 [  1/1/2001 aa I
Slovénie ‘23/11/1993 ‘27/5/1994 ‘ 1/9/1994 ‘ rr‘xirrr
[Suede [28/1/1981 |[29/9/1982 [ 1/10/1985 [ a4 | [ Ix [ [ [ |
[Suisse [2/10/1997 |[2/10/1997 [ 1/2/1998 Caa [ I
[Turquie [28/1/1981 | | | HEEEEN
[Ukraine [29/8/2005 | | | I
Etats non membres du Conseil de I'Europe

| Etats | signature | Ratification |  Entrée en vigueur Renv. |R. [D. [A [T [c. [o. ‘

|Nombre total de signatures non suivies de ratifications : | 3
|Nombre total de ratifications/adhésions : | 41

Renvois :

(44) Partie ayant accepté les amendements du 15 juin 1999 permettant I'adhésion de I'Union européenne a cette Convention.
(56) Dates de signature et de ratification par I'union d'état de Serbie-Monténégro.

a.: Adhésion - s.: Signature sans réserve de ratification - su.: Succession - r.: signature "ad referendum".

R.: Réserves - D.: Déclarations - A.: Autorités - T.: Application territoriale - C.: Communication - O.: Objection.

Source : Bureau des Traités sur http://conventions.coe.int
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ANNEXE VIl — STCE 181 : ETAT DES SIGNATURES ET RATI FICATIONS

Protocole additionnel a la Convention pour la protection des personnes a
I'égard du traitement automatisé des données a caractére personnel,
concernant les autorités de controle et les flux transfrontiéres de données
STCE no. : 181

Traité ouvert a la signature des Signataires du traité STE 108 et de I'Union européenne, et a I'adhésion des
Etats adhérents au STE 108

Entrée en vigueur

Conditions : 5 Ratifications.
Date : 1/7/2004

Ouverture a la signature

Lieu : Strasbourg
Date : 8/11/2001

Situation au 9/2/2010

Etats membres du Conseil de I'Europe

| Etats | Signature | Ratification [Entrée en vigueur | Renv. [R. [D. [A. [T. [C. [0,
|Albanie [9/6/2004 [ 14/2/2005 || 1/6/2005 | ]
[Allemagne (8/11/2001 [12/3/2003 [ 1/7/2004 | S I
|Andorre |31/5/2007 | 6/5/2008 |  1/9/2008 | I xIr
|Arménie | | | | ’_l_l_l_l_l_
[Autriche (8/11/2001 [ 4/4/2008 || 1/8/2008 | o
|Azerbaidjan | | | | T
elgique (30/4/2002_| | | OO
|Bosnie-Herzégovine | 2/3/2004 ||31/3/2006 |  1/7/2006 | R
|Bu|garie | | | | !_!_!_!_I_!_
[Chypre 13/10/2002 [17/3/2004 | 1/7/2004 | e
[Croatie | 5/6/2003 [21/6/2005 || 1/10/2005 | 1 e
[Danemark 18/11/2001 || | | o e B
e [24/9/2009 | | | 1
i ‘15/12/2008 ‘28/7/2009 ‘ 1/11/2009 ‘ rrrrrr
Finlande 18/11/2001 | | | T
[France '8/11/2001 [22/5/2007 || 1/9/2007 | R
ceorge | | | I
|Grece [8/11/2001 | | | i
[Hongrie 30/3/2004 || 4/5/2005 || 1/9/2005 | I I I
[irlande [8/11/2001 [ 5/5/2009 |[ 1/9/2009 | ]
Islande |8/11/2001 | | | o
[Italie (8/11/2001 || | | A
Lettonie 22/5/2007 | 21/11/2007 | 41/3/5008 ’7’7’7’7’7 ’7
Lo Republique yougoslave de | 4/1/2008 | 26/9/2008 | 1/1/2009 rrrrr r
|Liechtenstein [28/1/2010 |[28/1/2010 || 1/5/2010 | T
|Lituanie [8/11/2001 | 2/3/2004 || 1/7/2004 | T
|Luxembourg | 24/2/2004 | 23/1/2007 | 1/5/2007 | i
[Malte | | | | R B
poldo | | | I
Monaco ‘1/10/2008 ‘24/12/2008‘ 1/4/2009 ‘ rrrrrr
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|Monténégro | 24/2/2009 | I | l_l_l_l_l_’_
INorvége (8/11/2001 | | | e
[Pays-Bas [12/5/2003 [ 8/9/2004 | 1/1/2005 || I
Pologne ‘21/11/2002 ‘12/7/2005 ‘ 1/11/2005 ‘ rrrrrr
Portugal 8/11/2001 [11/1/2007 || 1/5/2007 | I
IRépublique tchéque |10/4/2002 || 24/9/2003 ||  1/7/2004 | i
[Roumanie 13/7/2004 [ 15/2/2006 | 1/6/2006 || I
[Royaume-Uni [8/11/2001 | | | TR
Russie [13/3/2006 | | | o o O
|Saint-Marin | | | | l_l_l_l_l_’_
[Serbie [ 2/7/2008 [8/12/2008 |[ 1/4/2009 | i
EETEIE [8/11/2001 [24/7/2002 || 1/7/2004 | T
Slovénie | | | | o I
Subde D VET N 7V N V72T I I I
Suisse ‘17/10/2002 ‘20/12/2007 ‘ 1/4/2008 ‘ rrrr’f’f
urquie [8/11/2001 || | | o o O
|Ukraine [29/8/2005 | | | o o O

Etats non membres du Conseil de I'Europe

| Etats | signature | Ratification |  Entrée en vigueur Renv. |[R. [D. [A [T [c |o. ‘

Organisations internationales

| Organisations I Signature | Ratification Entrée en vigueur Renv. || R. | D. |A. |T. |C. |O. ‘
|Nombre total de signatures non suivies de ratifications : | 13
|Nombre total de ratifications/adhésions : | 26

Renvois :
a.: Adhésion - s.: Signature sans réserve de ratification - su.: Succession - r.: signature "ad referendum".
R.: Réserves - D.: Déclarations - A.: Autorités - T.: Application territoriale - C.: Communication - O.: Objection.

Source : Bureau des Traités sur http://conventions.coe.int
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~ANNEXE VIII - COMMUNICATIONS SUR LES DEVELOPPEMENTS
RECENTS INTERVENUS DANS LE DOMAINE DE LA PROTECTION DES
DONNEES AU NIVEAU NATIONAL

ALBANIA

Albania is among those countries which have ratified the Convention for the protection of
individuals with regard to automatic processing of personal data (Council of Europe, ETS 108,
1981) and the Additional Protocol to the Convention 108.

One of the requirements and important priorities of our Country when signing the Association and
Stabilization Agreement was to set up of the Authority responsible for monitoring the data
protection. This Authority is independent and exercises the legal competences pursuant to law
no.9887, dated 10/03/2008 “on the protection of personal data”.

The above mentioned law is in accordance with all the requirements of the Directive 95/46/EC,
the best international practices and the Albanian Constitution and, as a consequence, guarantees
an adequate level of data protection.

Also, based on the Law nr.8792, dated 10.05.2001 “on the establishment of the Center for Data
Processing in the State Police”, it has been established “the Center for data protection and
processing in the police sector”, which depends on the General Department of the State Police.
By achieving all this Albania is currently considered as a country ensuring an adequate level of
data protection.

Article 29 of the Law Nr. 9887, established the Commissioner For the Protection of Personal Data
as the authority responsible for supervising and monitoring the protection of personal data by
respecting and guaranteeing the fundamental human rights and freedoms in compliance with the
law. The Commissioner for the Protection of Personal Data has the status of an independent
public legal person.

The Chief of the Office, referred to as the Commissioner, was elected by the Assembly by
decision no.211 dated 11.9.2008 and the internal structure or organization of the Office was
approved by decision no.225, dated 13.9.2008.

Our office is organized into five departments:

-The department of notifications (central register).

-The department of procedural and legal matters and foreign relations.
-The department of inspection.

-The department of public relations.

-The department of support services.
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1. The issuing of several legal documents prepared in order to efficiently implement
the law.

Since the establishment of the Office several documents have been prepared in order to perform
our work with efficiency and responsibility and different activities have been organised in the
framework of staff training and the awareness of the public and private bodies about the
importance of the implementation of the law and the functioning of the Office.

Several documents have been issued to this date; our office has adopted the institution’s ethical
code of conduct and the internal regulation which determines in details the specific tasks and
responsibilities of each department.

We have issued also a commentary on the law which is very useful to better explain and
understand the text.

In accordance with the Law on the protection of personal data we have prepared two decisions of
the Council of Ministers. The first relates to the list of countries having an adequate level of data
protection. The second relates to the exemptions from notifications.

Currently we are preparing the notification form and its guidelines which are yet to be approved.

During the month of April 2009 in compliance with the Law on the protection of personal data we
compiled and send the first activity report to the Assembly.

2. Awareness of the public and cooperation with oth er institutions.

It is worth mentioning that Our Office and the Council of Europe have organized the fourth of July
2009 a conference on the Protection of Personal Data in Albania. Among the participants were
government personalities and representatives of the EC and OSBE.

There have been close cooperation with important state institutions as for example the people’s
advocate, the center for data processing of the state police etc...

An important tool for making people aware of the importance of data protection is internet. Very
soon our website will be available contain very useful materials and instructions for data subjects
and data controllers. We are working hard about it.

In the future our website will be an additional opportunity for being more informed because of the
updated functioning.

As a consequence of our work in this direction, we have received complaints from citizens related
especially to problems with the civil registry and the social insurance institute.

3. Training

Being a new institution and almost with no tradition in our country we consider training inside and
outside the Country as indispensable. Since the establishing of the Office, part of our staff has
attended three study visits in Portugal, Czech Republic and Croatia.
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Also, in the framework of the Council of Europe project, our Office has been assisted by the
English Expert of the CE Mr. Graham Sutton and currently by Mr. Karel Neuwirt (ex Czech
Commissioner) for the drafting of the Law on data protection and the establishment of the
Independent Institution. Their assistance has been very helpful to all of our staff for better
performing our respective tasks with a higher expertise.

It is worth mentioning that this project is an extra budgetary source in addition to our own
independent budget which is funded by the state budget in accordance with the article 38 of the
Law ‘On the protection of personal data’.

Finally, the Commissioner and part of our staff have organized a seminar in the City of Shkodra
(Albania)attended by representatives of the Social Insurance Institute, Police Department, Civil
Registry Office, Central Bank etc, where legal topics were addressed by analyzing the law on
data protection and where took place discussions and the giving of opinions relating to the
interest shown from the attendants in the new field but very important for the development of our
society toward the great European family.

CROATIA

I Legal framework

In the European integration process the Member States are obliged to fulfil two conditions in the
domain of personal data protection:

1. to enact a national law on personal data protection and
2. to establish a public supervisory authority.

As a Candidate Country, following the promulgation of the Act on Personal Data Protection
(in further text: the Act) in 2003, the Republic of Croatia has established the Croatian Personal
Data Protection Agency (in further text: the Agency) in 2004 as a supervisory body.

The Croatian Act has been amended twice - in 2006 and 2008:
. Act on Amendments to the Act on Personal Data Protection (Official Gazette No. 118/06) -

There was a need for further harmonisation of Article 13 of the Croatian Act on transborder data
transfer with Articles 25 and 26 of the Directive 95/46/EC.

The principle of an "adequate level of protection” stands for a fundamental principle of

transfer of personal data (Article 25 of Directive 95/46/EC) and is introduced in Article

13 of the Croatian Act. However, the mentioned regulation was to flexible. It was also

necessary to prescribe criteria in accordance with those mentioned in Article 25, point 2
as well as in Article 26, point 2 of the Directive 95/46/EC. According to those criteria the state
can approve the transfer of personal data to a country without an adequate level of
protection, when a data controller offers sufficient guarantees for the protection of privacy
and fundamental rights and freedoms of an individual.

. Act on Amendments to the Act on Personal Data Protection (Official Gazette, No. 41/08) -
the amendments consist in the following: data controllers employing up to five employees and
those who have appointed a data protection officer are not obliged to deliver notifications on
personal data filing systems concerning their staff to the Central Register (maintained by the
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Agency). This obligation remains if those data are being transfered outside of the Republic of
Croatia.

However, the Progress Report for 2008 submitted by the European Commission in the
negotiation process of the Republic of Croatia for the Chapter 23 - Judiciary and fundamental
human rights in the part concerning personal data protection emphasises a need for a full
harmonisation of the Act with the Directive on personal data protection and with other instruments
of the Council of Europe.

With respect to the Commission's Report the Agency shall create a new Act on Personal
Data Protection and contribute to a full harmonisation with the aquis communautaire covering
personal data protection within its IPA Project under the title Strenghtening of Capacities of the
Croatian Personal Data Protection Agency.

With engagement of experts in the IPA Project there should be enough time until the
second half of 2010 to elaborate on specific solutions coming from the existing valid law, which
were not proved to be the best until now and are related to inspection, data officers, delivery of
records on personal data, penal regulations etc.

Il. Engagement in the international arena

In 2008 the Agency has become a full member and a partner of 2 international
conferences: the Spring Conference of the European Data Protection Authorities and the
International Conference of Data Protection and Privacy Commissioners.

* Central and Eastern Data Protection Authorities (CE ~ EDPA)

The Agency took part in the 10th Meeting of the Central and Eastern Data Protection
Authorities held in 2008 in Poland. At the Meeting the Agency has emphasized the upcoming
strenghtening of its supervisory competencies within the framework of the IPA Project, the co-
operation with Eurjoust and its role in the preparation of the Schengen Action Plan.

» Atrticle 29 Data Protection Working Party
The Agency took part at meetings of the Working Party from Article 29 of the Directive
95/46/EC (Article 29 Data Protection Working Party). It has contributed to the work of the Working
Party related to the Code prepared by WADA (World Anti-Doping Agency) concerning the data
retention period.

» Francophone Conference
As a full member the Agency took part at the second Francophone Conference held in
October 2008 in Strasbourg.
The Agency satisfyes all requirements set up in the contract with EUROJUST as well as
all conditions and requirements from the contracts with other international bodies such as
INTERPOL, SELEC etc.:

e Interpol
The Agency has a representative in terms of an expert in electronic processing of personal
data, who participates in the Commission for control of Interpol files. Namely, the Agency follows
up the implementation of measures for personal data protection in the information systems.

* Eurojust
The Agency participates in the project on implementation of the Agreement signed
between the Republic of Croatia and Eurojust in Brussels on November 9th, 2007. The Croatian
Law on Confirmation of this Agreement has entered into force on September 27th, 2008.
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* SELEC (Southeast European Law Enforcement Center)
The Agency participates in the Working Group on preparation of the Convention on
establishment of SELEC in harmonising of the text of the SELEC Convention concearning
protection in collection and processing of personal data.

» SIRENE Office

Within the framework of an EU programme TAIEX (Technical Assistance Information
Exchange Unit) has organised a study visit of the Agency to the SIRENE Office in Vienna, which
operates within the Bundeskriminalpolizei (Federal Criminal Police). The subject of the study visit
was Supervision of the State Border. The Agency had an opportunity to learn about the
organisation and the work of the SIRENE Office.  The representatives of the Agency have also
learned about the work of an organisational unit of the Austrian Police at the Schwechat Airport,
which conducts surveillance activities. The SIRENE Office organised presentations on the state
border supervision, on the procedure with asyle requesting parties as well as on the VISION
system concerning an automatic system for mutual consultation on visa requests. There were
also presentations on collection, processing and transfer of personal data in the Schengen
Information System (SIS | and SIS 11).

. IPAPROJECT

The Agency has proposed and drafted a Project framework within the 2007 IPA
Programme, component | under the title Strenghtening of Capacities of the Croatian Personal
Data Protection Agency, which has been approved by the European Commission.

In 2008 the activities having fulfilled design conditions were completed. All accreditation
criteria have been satisfied and a self-assessment has been conducted. For the purposes of the
work on the Project a special education for Agency's empolyees has been organised and Project
documentation and internal act on information security have been elaborated. Local and regional
self-administration was also trained in personal data protection issues via numerous seminars
and workshops. Those activities have fulfilled pre-conditions for the realisation of the Project,
which should start in 2009.

The Project consists of two components: the legal and the technical one.

Within the legal component related to personal data protection the Twinning Contract has
been in the moment of elaboration of this Report enriched through additional activities for the
purpose of a full harmonisation of the Act on Personal Data Protection with the Directive
95/46/EC, strenghtening of the advisory and the supervisory role of the Agency, ensuring of an
efficient co-operation with the state bodies (especially with the Ministry of Interior and the Ministry
of Justice). The Agency will start an awareness raising campaign among Croatian citizens on the
necessity and importance of personal data protection and privacy as one of fundamental human
rights (e.g. publicity campaigns and seminar on personal data protection nationwide).

The technical component of the Project shall be completed throughout a supply of
equipment for improvement of Agency's IT structure and business processes, as well as
throughout implementation of an international standard for information security ISO 27001.

In the preparatory phase of the Project Agency's employees are being educated.

We believe that during this Project in two years' time the Agency together with top
European experts in the field of personal data protection will achieve the highest standard in
personal data protection.

IV. INSPECTION ACTIVITIES
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The Agency conducts ex-officio inspections and inspection upon requests. In 2008 the
Agency had 539 ex-officio cases and in relation to the year 2007 the number of the filed requests
has increased up to 77,55%.

In the recent period the accent was put on the inspection in the most important sectors
(telecommunications, health and social care, trade, science, education etc.), whereas inspections
in other sectors were carried out upon requests and complaints of the citizens.

Regarding the situation in the Central Register there has been a decrease in the
notification delivery up to 5%. The reason for that lies in the previously mentioned Act on
Amendments to the Act on Personal Data Protection, which have entered into force on April 17th,
2008 (Official Gazette No. 41/08).

By introducing these exemptions from notification into the Act on Personal Data Protection
the Act has been harmonised with Art. 18, Point 2 of the Directive 95/46/EC. The exemptions
made an influence on the quality of the content of the Central Register, since up to now the data
controlles have mostly delivered notifications on staff related data. The obligation to deliver
notifications on personal data filing systems is still in force, while the quality of the inspection
activities has been improved. Data protection officers, who have been assigned by data
controllers, are now taking over a direct internal supervision over personal data processing, which
ensures an additional data protection and co-operation with the Agency.

V. Awareness rising

In accordance with one of its main tasks in terms of personal data protection the Agency
has organised all sorts of activities (seminars, round tables, workshops and contacts with the
media) in order to raise awareness of the Croatian citizens and data controllers on the right to
personal data protection.

» Eropean Data Protection Day (28th January)

In 2008 the Agency has organised celebration of the second European Data Protection
Day together with the association "PotroSa¢" (‘The Consumer’). The Agency has presented the
Act and practical personal data protection solutions. It has issued special brochures and created
a short questionnaire to get a general overview on the awareness of the citizens of their right to

personal data protection.

In 2009 the Agency has organised an Info-desk at the National and University Library in
Zagreb, which was a big success due to a big number of visitors. Agency's experts were
distributing the information material to the citizens and other interested parties and had direct
discussions with them on the data protection issues. At the same time the Agency has organised
an Open Door Day and together with the director has wellcomed every interested citizen or data
controller in its premises. Both events were followed by the media (press, Radio, TV, Internet).
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CYPRUS

The Office of the Commissioner for Personal Data Protection has prepared a draft Amendment
Law in order to be completely complied with the Directive 95/46 EC. The Amendment Law is not
yet entered into force. This Amendment Law provides for new extended powers for the
Commissioner in order to be able to exercise his powers more efficiently. When the new Law
enters into force more details will be provided.

In 2008 the Commissioner issued a recommendation regarding the Ministry of Education and
Culture’s policy on educators’ right to access their personal files.

The Commissioner issued an opinion regarding the processing of biometric data in the context of
the employment sector and more specifically for monitoring employees’ working hours. According
to this opinion the collection and processing of employees’ biometric data is not proportional to
the above purpose and there for is in breach with the provisions of the data protection Law
(proportionality principle). The opinion concludes that such processing is only permitted for
purposes related to monitoring access to high security premises or regarding confidential filing
systems.

FINLAND

A. Implementation of Directives 95/46/EC and 2002/ 58/EC

The Directive of the European Parliament, and of the Council, on the protection of individuals with
regard to the processing of personal data and on the free movement of such data (95/46/EC) was
enacted in Finland with the Personal Data Act (523/1999), which entered into force on 1 June
1999. The Act was revised on 1 December 2000, when provisions on the Commission's decision-
making, as well as how binding these decisions are in matters concerning the transfer of personal
data to countries outside the Union under the Data Protection Directive were incorporated into it.

Protection of privacy has been a basic right in Finland since 1 August 1995. Under the Finnish
Constitution, protection of personal data is regulated by a separate act.

The Act on Data Protection in Electronic Communications (516/2004), which entered into force on
1 September 2004, implemented the Directive on Privacy and Electronic Communications
(2002/58/EC). The purpose of the law is to ensure confidentiality and protection of privacy in
electronic communications and to promote information security in electronic communications and
the balanced development of a wide range of electronic communications services.

The responsibility for enforcing the law was divided between The Office of the Data Protection
Ombudsman and the Finnish Communication Regulatory Authority. The mandate of the Office of
the Data Protection Ombudsman includes: regulations on processing location data, direct
marketing regulations, regulations on cataloguing services, and regulations on users’ specific right
to obtain information.

In this connection, it should be noted that according to the Penal Code, the prosecutor is obliged

to consult the Data Protection Ombudsman before pressing charges in a matter concerning a
violation of the secrecy of electronic communication.
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Amendments

During the year under review, there were no actual amendments to the Personal Data Act
(523/1999) but provisions pertaining to personal credit data were extracted from it to form an Act
in their own right. The transition period of the Credit Data Act ended on 1 November 2008. In
part, the Act provides data protection also to legal persons and specifically requires that the data
controllers have sufficient data protection competence at their disposal. A new chapter, 5a, was
included in the Act on Protection of Privacy in Working Life, which provides detailed provisions on
the use of personal credit data in working life.

During the year under review, the amendments required by the directive (2006/24/EC) were
entered in the Act on the Protection of Privacy in Electronic Communications (516/2004). The
deadline for their implementation will end on 15 March 2009.

In 2006, the Finnish Parliament demanded that the Government begin preparation of legislation
on the general protection of personal data in biometric identification. The general provisions on
the processing of biometric identification will be prepared in conjunction with the general review of
the Personal Data Act (95/46/EC 8 art 7 paragraph) to be commenced later.

B. Major case law

On 17 July 2008, the European Court of Human Rights gave its ruling in the matter of | vs Finland
(no. 20511/03). The matter pertained, among other things, to a person's right to find out on the
basis of log data who has had access to her patient records. The Finnish legislation requires
taking care of data protection in part to specifically ensure that access to this kind of information
can be ensured. However, the data system of the hospital was implemented in such a way that
the administration of access rights and the log file could not indicate in detail the persons who had
processed data on her. Due to this, and applying the principle of obligatory prosecution, the
criminal court could not convict any one person of a crime. In its ruling, the European Court of
Human Rights said that a situation has occurred, caused by functional characteristics of a data
system that was not controlled as provided in the law, in which the protection of the personal life
of the person in question as enacted in the Article 8 of the European Convention on Human
Rights has been violated. The decision is particularly significant because the European Court of
Human Rights applied the Convention on Human Rights to an electric data system and its
deficiencies.

The Court of Justice of the European Communities (the Grand Chamber) gave its ruling on the
publication of data on earned income on 16 December 2008. The matter pertained to the scope
of application of Directive 95/46/EC, the processing and mobility of personal data on taxation,
protection of individuals and freedom of speech. The Court left the definition of the journalistic
processing as referred to in Article 9 of Directive 95/46/EC to be done by a national court. On the
other hand, according to the ruling, the Data Protection Directive must be applied to the
processing of personal data derived from public data sources and the use of previously published
lists or services. The matter is still being processed in the Supreme Administrative Court in
Finland.

The competent Data Protection Board gave its decision on the matter initiated by the Office of the
Data Protection Ombudsman on the authentication of quick loan applicants via mobile phone. In
its decision, the Data Protection Board ruled that the practice whereby the creditor identifies the
loan applicants solely on the basis of the name, social security number, address and telephone
number data provided via a text message that is accepted as a loan application, cannot be
considered as a sufficiently reliable practice. Therefore, the Board prohibited the respondent,
who followed an authentication process commonly used in the sector, from processing personal
data in the aforementioned manner. The respondent complained about the decision of the Data
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Protection Board to the relevant appeal court. Partly due to this case, a proposal to enact a
general law on authentication was put forward in Finland.

C. Specific issues
Attention on special laws

According to section 10 of the Finnish Constitution, the data protection of personal data must be
enacted in law. Due to this provision, there are currently up to 650 special laws legislating on the
protection of personal data. With regard to the transfer of data between authorities, the general
law to be applied alongside the Data Protection Act is the Act on the Openness of Government
Activities. The tragic school shootings in Jokela and Kauhajoki highlighted the issue of the
functioning of the whole legislative framework. Particular attention was paid to legislation on
student welfare, firearms and health care. It was established that the authorities in various
administrative sectors have not paid sufficient attention to the state of legislation. On the other
hand, it was easy to observe that personnel who have to apply legislation at the local level have
not received sufficient information and steering. Therefore, in problem situations, they were
unable to act within even the permitted limits of legislation.

Surveys conducted

During the year under review, the Office of the Data Protection Ombudsman conducted several
surveys. The national act on the electronic processing of client data within social welfare and
health care entails a specific provision to appoint a person responsible for data protection in each
unit. In addition, the act requires that the manager of each unit draws up specific, applicable data
protection guidelines. According to the survey, the implementation of the provisions has started
off well but the situation could still be improved. At the same time, wide-ranging education for
persons responsible for data protection was launched, which at its most comprehensive is
university level.

In the so-called web police survey, the Office of the Data Protection Ombudsman analysed the
legality of processing personal data in Finnish web-based services. The survey focused, for
example, on services providing social networking, services for children and young people and
services collecting sensitive personal data. The results of the survey showed that a great deal
remains to be done with regard to the fulfilment of the information obligation. Special measures
were applied to some of the service providers surveyed.

The third survey assessed the functioning of the Personal Data Act and partly the criminal
sanction system. In the survey the Office of the Data Protection Ombudsman analysed, among
other things, the sentences passed by courts and decisions made by prosecutors. The survey
showed that the number of data protection offences continues its slow but steady increase, which
is thought to be caused by the improved communication on the rights for and significance of data
protection, increasingly secure data systems, and the improved professional competence of the
police and prosecutors. On the other hand, there was some discussion on whether the sanction
system is strict enough.

Scientific research

Scientific research often deals with sensitive personal data. For research purposes, data is often
needed from a variety of sources. Researchers seem to be often very insufficiently informed on
the requirements set by data protection on scientific research. For this reason, the Office of the
Data Protection Ombudsman implemented an extensive and comprehensive web-based
guidelines project in cooperation with various authorities. The aim of the project was to improve
the level of data protection in scientific research, to make researchers' work easier and to improve
the practices of authorities functioning as sources of information. The project output includes
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virtual guidelines together with their requisite quality assurance systems and several manuals
determining best practices.

IRELAND

We ratified the Additional Protocol to the Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data, regarding supervisory authorities and transborder data
flows in May 2009. We also made a declaration regarding the application of the Convention to
personal data which are not processed automatically but which are held in a relevant filing
system. Furthermore, we updated our declaration in relation to the designated authority for the
purposes of the Convention.

A Health Information Bill is being drafted. The Bill will establish a statutory framework to support
the use of personal information throughout the health system to enhance patient care and safety
and the achievement of wider health goals with proper regard for the privacy, confidentiality and
security of such information.

The Minister for Justice, Equality and Law Reform established a Data Protection Review Group to
examine the issue of data protection breaches

LATVIA
Elaboration and amendments to legal acts:
* Personal Data Protection Law

Personal Data Protection Law was amended on 12 June 2009 and the main changes were
related to exceptions for notification of personal data processing in Data State Inspectorate,
obligation to submit the request to controller in case of possible breach of Personal Data
Protection Law before the complaint is submitted to Data State Inspectorate. The amendments
also foresee that Data State Inspectorate no longer accredits internal and external data
processing auditors.

Furthermore the drafts of two additional amendments to Personal Data Protection Law have been
elaborated:

- regarding exception to conclude the agreement on data transfer to third countries in law
enforcement sector if it concerns international cooperation on national security and in the field of
criminal law;

- regarding decisions of Data State Inspectorate that foresee the interception or
interruption of data processing, the amendment foresee that the decisions could not be reprieved
in case of an appeal decision.

« Law on Data State Inspectorate

In order to ensure a complete independence of Data State Inspectorate of Latvia, the elaboration
process of draft Law on Data State Inspectorate has been finished. Due to the necessity of
reviewing the necessary means for the functioning of the independent data protection authority in
correspondence with the economical situation in Latvia, the draft law was updated in 2009. The
announcement of the Law is intercepted until the European Community Court decision on the
independence of German data protection authority will be taken.

* Regulation on data transfer to third countries
In 2009 Data State Inspectorate of Latvia continued the activities on elaboration of the
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Regulations of the Cabinet of Ministers on Standard requirements for agreements for personal
data transfer to third countries. The regulation implements the requirements regarding content of
contracts stipulated in Commission’s Decisions 2001/497/EC and 2004/915/EC on Standard
Contractual Clauses for the transfer of personal data. The Regulations will be announced after the
amendment in Article 28 Personal Data Protection Act, the amendment is already elaborated and
is sent to the Parliament.

. Regulation on Requirements on Audit report on perso nal data processing in
state and local government institutions

The budgetary cut and reduction of functions and administrative capacity of Data State
Inspectorate caused the amendments to Personal Data Protection Law that came in to force on 1
July 2009. Those amendments foresee that accreditation of personal data processing auditors is
no more essential; instead of this stating that the requirements for audit reports are determined
with the Regulations of the Cabinet of Ministers. In 2009 Data State Inspectorate has elaborated
the Regulations of the Cabinet of Ministers (17 November 2009 No0.1322) “Requirements on Audit
report on personal data processing in state and local government institutions” that came into force
on 25 November 2009. The regulation specifies the content of audit reports on personal data
processing in state and local government institutions should be submitted to Data State
Inspectorate once in two years and should contain the risk analysis of personal data processing,
evaluation of compliance with legal acts regarding personal data processing for each data
processing purpose separately, the conclusions with rating of the risks and recommendations on
improvements.

» Law on Information Society Services
Due to amendments in Law on State Budget for 2009 and budgetary cut of Data State
Inspectorate, Data State Inspectorate has elaborated the amendment to the Law on Information
Society Services. The amendments foresee that Data State Inspectorate is obligated to start an
investigation in case when the person has received 10 commercial communications from one
sender within period of one year; however it doesn’t exclude the self initiative investigations of the
DSI.

* Electronic Communication Law
In Accordance with Article 4 of Electronic Communications Law protection of personal data in the
electronic communications sector shall be supervised by Data State Inspectorate. In 2009 Data
State Inspectorate faced the problem regarding different interpretation of legislation on the rights
of Data State Inspectorate on access to retention data. Due to necessity on solving the problem,
Data State Inspectorate has elaborated the amendment to Electronic Communications Law and it
is expected that the amendment will come into force in 2010.

Major specific issues:

. Data Protection Officers
In 2009 Data State Inspectorate of Latvia has organized four examinations for Data Protection
Officers and certificates have been issued to seventeen data protection officers who represent
both - the private and governmental sectors. The training of Data Protection Officers in 2009 is
carried out by private sector.
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» Elaborated recommendations and guidelines

In 2009 Data State Inspectorate has elaborated “Recommendation on Data Transfer to Third
countries”. Taking into account the number of questions received by Data State Inspectorate
regarding clarification of the Article 28 of Personal Data Protection Law that regulates personal
data transfer to third countries, Data State Inspectorate has elaborated the recommendation on
this issue.

With the aim to clarify the personal data processing notification process in Data State
Inspectorate the guidelines for controllers was elaborated, especially taking into account the
recent amendments on Personal Data Protection Law regarding exceptions from notification.

» Data Protection Day 2009

In Data Protection Day 2009 Data State Inspectorate carried out activities regarding personal data
protection regarding photography’s and personal data processing carried out by photographers
(amateurs and professionals). The discussion with Latvian associations of photographers took a
place and representative of Data State Inspectorate participated in a seminar for photographers
where the lecture/ workshop regarding legal liability of photographer will be held. One of the
issues discussed was — how to ensure privacy in photographers’ daily work. Data State
Inspectorate introduced the photographers with guidelines regarding personal data protection.

Most common violations of personal data processing where related to:

* publishing personal data on internet;

» data processing of credit reference agencies and data transfer to third persons;

« use of personal data of another person for identification purposes in cases of

administrative breaches;

* video surveillance;

» data processing carried out by house maintenance services.
The specific case that drew the attention of media was video surveillance that covered the fitting
room areas in large supermarket chain. In 2009 the amount of cases increased when persons
were using personal data of another person instead of their own personal data during the process
when the identity of the suspected persons was clarified by police.

At the national level Data State Inspectorate participated in discussions related to several topics,
for example:
« amendments to legal acts related with budgetary cut (including the reduction of
functions and administrative capacity of Data State Inspectorate);
» data processing in state level systems for education purposes;
» the use of body scanners in prisons;
» publication of court decisions and data anonymisation;
» data processing regarding consumer credits and collection of debts;
* access to data bases in process of vehicle insurance purchasing (online-purchasing
systems).
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LITHUANIA
1. Recent National Developments — legal framework

Laws

1.1. The New Wording of the Law on Legal Protectio  n of Personal Data

A new wording of the Law on Legal Protection of Personal Data (hereinafter — Law) entered into
force from the 1° of January 2009. It affords for some novelties as well as certain amendments
and supplementary aspects relating to personal data protection.

The new wording of the Law contains the specified provisions, regulating the processing of the
personal identification number, e.g. it is foreseen, that personal identification number may not be
made public and collected and used for the purposes of direct marketing.

Beside other novelties, also is regulated the processing of personal data for health care purposes.
Personal data on a person’s health may be processed by automatic means, also for scientific
medical research purposes the data may be processed only having notified the State Data
Protection Inspectorate (hereinafter — the SDPI). In this case the SDPI must conduct a prior
checking.

There has been defined the video surveillance and widely regulated processing of image data,
e.g. the Law determines that it shall be prohibited to use video surveillance in premises where the
data subject reasonably expects absolute protection of privacy and where such surveillance
would undermine human dignity (e.g. toilets, changing-rooms, etc.).

The new version of the Law regulates personal data processing for the purpose of direct
marketing and evaluating a person’s solvency, the status of person or unit responsible for data
protection, the procedure of investigation of complaints. From now on, the independence of the
SDPI, as the supervisory data protection Authority, has been strengthened (within the meaning it
is perceived in Directive 95/46/EC), envisaging that the head of the institution - the Director of the
State Data Protection Inspectorate - shall be taken into service for the period of office of five
years. Accordingly, five year term of office for the Director of the SDPI starts to count from the 5
of January 2009.

Despite that new version of the Law entered into the force only half a year ago a Draft Law
Amending the Law on Legal Protection of Personal Data of the Republic of Lithuania is currently
given to the Parliament for considerations. It envisages a change of status of the SDPI. According
to the Draft Law the Inspectorate will be assigned to the competence of the Ministry of Justice of
the Republic of Lithuania, e.g. from an independent government authority the Inspectorate will be
converted into an office under the responsibility and authority of the ministry. The Ministry of
Justice, to which competence the SDPI should be assigned, is at the same time the data
controller of state registers (e.g. Real Property, Mortgage, Wills and other registers).

1.2. Law on Personal Identity Card
On the 26™ of June was adopted the Republic of Lithuania Law No. X-1639 on amending articles

2, 4 and 5 of the Law on Personal Identity Card and supplementing the Law by article 1*.
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Identity Card (ID card) is the main document to prove identity and nationality, mandatory for every
citizen of the Republic of Lithuania at the age of 16 who is not in possession of a Citizen’s
Passport issued prior to 1 January 2003. ID card can be issued to a person who is not 16 years
old yet, if necessary. ID card is mandatory inside the country and can be used to travel abroad to
countries with whom appropriate treaties and agreements have been concluded.

ID card as issued since 1 January 2009 complies with the requirements set in the Council
Regulation (EC) No 2252/2004 of 13 December 2004 on standards for security features and
biometrics in passports and travel documents issued by Member States, and with
recommendations of the International Civil Aviation Organization.

In accordance with the data included in the central database of the Population Register the
following data related to the citizen are included in the ID card:

« name (names); surname; gender; date of birth; personal identification number;

citizenship;

e it must contain citizen’s face image and citizen’s signature;

« since January the 1st, 2009 also by electronic means have been recorded the above
mentioned data as well as citizen’s facial image and fingerprints, certificate for identification in
electronic space and a qualified certificate.

The contact chip provides means for using the card online, because it complies with
specifications of the European Citizen Card and contains both — a certificate for an online
identification, and a qualified certificate for e-signature.

A contactless chip stores biometric data: face and fingerprints. The face image in the chip is the
same as the one engraved and is stored in JPEG2000 format.

Personal identity card provides a possibility:

* to sign electronic documents by secure e-signature

« for information systems, other providers of services to identify a person, connecting to
information systems and registers while sending data online.

1.3. Law on Electronic Communications

On the 15" of March 2009 entered into the force Law No. X-1835 on Amendment of and
Supplement to the Law on Electronic Communications of the Republic of Lithuania, the articles 1,
3,7, 12, 34, 77, its section 9 and annex and Supplement with a new annex implementing the
Data Retention Directive 2006/24/EC. According to this Law operators have an obligations to
retain statistical electronic data 6 months.

Secondary legislation
Resolutions of the Government

1.4. On 1° January 2009 entered into the force Resolution No. 1182 of the Government of the
Republic of Lithuania “Concerning the Resolution No. 1156 of the Government of the Republic of
Lithuania of 25 September 2001 “On the amendment of structural reform of the State Data
Protection Inspectorate, granting of authorization, the approval of State Data Protection
Inspectorate Regulations and partial amendment of related Resolutions of the Government of the
Republic of Lithuania” made according to the changes in the new wording of the Law on Legal
Protection of Personal Data which entered into force from the 1% of January 20009.

1.5. On the 29™ of April 2009 by Resolution of the Government of the Republic of Lithuania No.
366 ,,0n Amending Resolution No. 807 of the Government of the Republic of Lithuania of 20 July
2005 Concerning the Approval of the Rules on Performing Inspections on Communications
Confidentiality” were adopted the Rules on Performing Inspections on Communications
Confidentiality (Official Gazette, 2009, No. 53-2104).

An orders of the Director of the State Data Protection Inspectorate

1.6. On the 12" of November 2008 by Order of the Director of the State Data Protection
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Inspectorate No. 1T-71 (1.12) “On the Approval of General Requirements for the Organisational
and Technical Data Protection Measures” were approved General Requirements for
Organisational and Technical Data Protection Measures. They specify the general requirements
for organisational and technical data protection measures, which should be implemented by data
controller and data processor to ensure personal data against any accidental or unlawful
destruction, alteration, disclosure and against any other unlawful processing.

1.7. By Order No. 1T-4 (1.12) of the Director of the State Data Protection Inspectorate of 16
January 2009 “On Amending Order No. 1T-6 of the Director of the State Data Protection
Inspectorate of 2 February 2006 ,On the Approval of Rules for performing the prior checking”
(Official gazette, No. 11-447, 2009) a new wording of Rules for performing the prior checking was
set forth, establishing the procedure to be followed by data controllers in providing a notification to
the SDPI on intended processing operations of personal data, regarding its content, order of
provision and conduction of prior checking.

1.8. By Order No. 1T-5 (1.12) of the Director of the State Data Protection Inspectorate of 16
January 2009 “On the Approval of Description of Data Protection Measures Format” (Official
gazette, No. 11-448, 2009) were adopted Description Format of data protection measures, to be
submitted to the SDPI by data controllers in carrying out a prior checking and upon registration as
data controllers also in the cases of processing of personal data by automatic means.

2. Case Law
Handling of the Complains

2.1. The Supreme Administrative Court adopted a decision in case on personal data
announcement on Vilnius City Police Headquarters website.

The SDPI in January 2007 received complaints lodged by 2 persons regarding the personal data
placed on the website of the Vilnius City Police Headquarters. After the investigation of complaints
an instruction was issued to the Police to cease the publication of personal data of persons fined
for road traffic offences (name, surname, date of birth, the time and locality of committed offence,
the established extent of intoxication (drunkenness), article of Code of the Administrative Law
Violations of the Republic of Lithuania, providing for the liability for the committed offence,
sanctions applied for the said offence) on the Institution’s website for the purposes of informing
the public, educational and prevention of administrative law offences.

Vilnius City Police Headquarters applied to the Vilnius Regional Administrative Court in respect of
the issued Instruction and the latter by the decision of 26 June 2007 sustained a claim. However,
after the judgment adopted by the Vilnius Regional Administrative Court was appealed against at
the Supreme Administrative Court, the previous judgment was held true.

2.2. The SDPI on 8 February, 2008 issued instructions to some of the banks (hereinafter — banks)
which are operating in Lithuania. The SDPI according to the request of the inhabitant of the
Republic of Lithuania performed an inspection of lawful processing of personal data in six biggest
banks. All these banks did not notify the claimant regarding the transfer of his personal data to the
bailiff (the fact of money in cash and (or) money in cash in personal bank accounts) and did not
specify the purposes for which the personal data were provided to the baliliff thereof breaching
article 19(2) of the Law.

After the performed investigation according to the request there were issued the instructions to
banks to ensure the compliance with provisions laid down in article 19 of the Law, i. e. to provide
to data subjects in exercising their right of access to personal data a detailed and thorough
information regarding the transfer of personal data to data receivers both by automatic and non-
automatic means (in writing) by specifying the purposes of such transfer.

-44 -



2.3. The SDPI carried out investigations of complaints received in January 2008 lodged by
persons regarding the misdemeanour in office of the bailiffs and notary.

During the investigation it was revealed that the bailiff and notary without the legal grounds (not in
discharge of their direct functions) were collecting personal data related to the real property
owned by the right of private ownership from central data base in SE Centre of Registers, which
administers the Register of Real Estate. Bailiffs and notary from the Real Estate Register have
the right to obtain data solely for the discharge of their direct duties.

The instructions were issued to the baliliffs and notary to ensure that the reviews in the central
data base of the Real Estate Registers should be performed only for the purposes of discharging
of their direct functions.

2.4. Upon handling a personal complaint SDPI found out that one telecommunications Operator
has obtained from the internet website of Communications Regulatory Authority of the Republic of
Lithuania and is processing the subscribers’ telephone communication numbers of other
providers of electronic communications services. To these subscribers’ of other electronic
communications services providers the calls were made on behalf of Operator and offering to
persons Operator’s services — to introduce the electronic communications services provided by it
and persuade the respondent into making use of such services.

The performance of direct marketing by using of electronic communications services is regulated
by the Law on Electronic Communications of the Republic of Lithuania. It foresees, that the use of
electronic communications services, including electronic mail, for the purposes of direct marketing
may only be allowed in respect of subscribers who have given their prior consent.

According to the Law on Legal Protection of Personal Data of the Republic of Lithuania, the direct
marketing is an activity intended for offering goods or services to individuals by post, telephone or
any other direct means and/or inquiring their opinion about the offered goods or services.
Furthermore, the Supreme Administrative Court of Lithuania in its ruling of 22 June 2006 (the
administrative case No. N3- 733-06) stated, that “the subscriber’'s consent to use electronic
communications services for the purposes of direct marketing, as foreseen by the Law on
Electronic Communications, should be obtained prior but not at the (same) time of using direct
marketing means”. The Operator had no proof as regards subscriber’s consent.

The SDPI issued the instruction to this provider of electronic communications services - to use
electronic communications services for the purposes of direct marketing only after the prior
consent is given by the subscriber, i.e., the consent must be obtained in advance, prior to using
the electronic communications for the purposes of direct marketing, but not at the same time
when using the electronic communications means.

Inspections initiated by the SDPI

2.5. The Inspection of Commercial Companies Providing Quick Crediting Services

The SDPI, striving to find out the legitimacy and extent of processing of personal data of persons,
applying to the financial institutions for quick credit services by internet or SMS, performed
inspections on lawful processing of personal data at the six financial institutions.

The violations of the LLPPD were established in all financial institutions. One financial institution
eliminated the violations during the inspection. The other financial institutions were issued
instructions to eliminate the violations, also were provided instructions to other data controllers
involved in processing of received personal data at the inspected financial institutions.

2.6. The Inspection of financial companies on legitimacy of personal data processing for the
purpose of providing the investment services
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The SDPI in order to find out the scope and legitimacy of data processing for the investment
services purpose performed inspections on legitimacy of personal data processing in 27 financial
companies, providing investment services (11 financial broker firms, 10 investment fund control
companies, 6 credit companies).
The violations of the Law were established in 26 financial companies. Types of violations:

 Some of the financial firms are not included in the State Register of Personal Data
Controllers and did not notify about the personal data processing for the purpose of providing
investment services;

» processing data of amount different than notified to the SDPI,

» direct marketing regulation enforcement: the possibility for the data subject is not ensured
to express his/her consent;

» data retention period had not been defined of defined improperly;

» adequate data protection measures were not implemented,;

» adequate technical data security measures were not implemented.
The financial companies providing investment services were given instructions regarding these
violations.

3. Other
Recommendations issued by SDPA

3.1. Secure Data Transfer by e-mail

In November 2008 the SDPI drafted recommendation how to communicate data by email
securely, i.e. how to send secure e-mails, which could be read only by the addressee and not by
a stranger.

The letter sent by us goes through computer networks. If a correspondence is especially
important, secret, confidential information or personal data, this is not secure (unless the proper
safety measures are ensured). When sending a letter by e-mail, the threat arises concerning its
content confidentiality and integrity. The electronic mail may be intercepted, read and, what is
even worse, may be changed without your knowledge.

3.2. Wireless Networks and Its Technologies, What is it?

In December 2008 the SDPI drafted recommendation on data protection issues using wireless
network and the risks which may arrise.

Lithuania’s Standard LST ISO/IEC:17799:2006 foresees, that in cases of accessing to the
wireless networks, the additional personal identification control means should be applied. SDPA
paid people attention that the wireless networks control means are to be especially carefully
selected because the deployment of these opens far more possibilities for undetectable intrusion
(hacking) to the data flow sent through the networks enabling information interception. Wireless
networks should be separated from internal and private networks. Bearing in mind that it is not
easy to define exactly the limits of wireless network the risk assessment should be carried out
enabling to establish the appropriate networks separation management means (e.g. secure
personal identification, encrypting techniques or selection of frequency).

Publications

3.3. Attention! Excessive personal data

Justitia“ (2007 No. 4(66)) — a law science and case law magazine published an article of the
Deputy Director of the SDPI Rita Vaitkeviiené under the title “Attention! Excessive personal
data”.

The article presents an overview of tendencies related with the processing of personal data in the
electronic media and looks into the issue of compliance with the principle of economy of personal
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data. It is attempted here to prove that the legal acts of the Republic of Lithuania fail to
comprehensively determine to what extent personal data are to be processed in the electronic
medium, but also to offer possible solutions of the issue. The article gives a short survey of the
aspects with which the courts are encountering in resolving the issues regarding the violations of
the LLPPD due to the processing by data controllers the excessive personal data than it is
necessary for the achievement of legitimate purposes.

3.4. The Employee also Has a Right to Privacy

The magazine of Law science and practise “Justitia” (No. 2(68), 2008) published the article “The
employee also has the right to privacy” drafted by the Deputy Director of the SDPI Rita
Vaitkeviciené.

The article reviews what personal data the employer should and could require to provide, what
personal data are he entitled to receive from other subjects and what level of privacy the
employees may expect at the workplace, especially during the recruitment. The labour relations in
a broader sense imply all the relations between the employers and the persons recruited,
regarding the conclusion of working contract, carrying it out, the management of human
resources, including the performance of commitments, envisaged in laws or specified by the
contracts, also work management and etc.

The emphasis is placed on the fact that there are sufficient legal measures to ensure the privacy
at the workplace, besides, labour relations generally by their nature are contractual, therefore the
privacy level should also be agreed upon between the employers and the employees. The article
brings forth an attempt to consider the peculiarities of the processing of personal data in all
stages of the labour relations.

3.5. Regulatory Developments in the Field of Personal Data Protection

The publication “Civil Service News” (January-February, 2009, No. 15, p. 36-39) have published
an article “Regulatory Developments in the Field of Personal Data Protection” drafted by Head of
Law Division of the SDPI Daiva Paulikiené.

According to the contributor, she took a favorable opportunity for discussing the main
amendments and developments of the new wording of the LLPPD, adopted on 1 February of
2008 and enacted on 1 January of 2009.

MALTA

» Transposition and coming into force of the Data Retention Directive 2006/24/EC in
domestic legislation, in August 2008.

= Freedom of Information Act, which vests the Data Protection Commissioner with the
additional function and duties of the Information Commissioner was enacted by the
Parliament of Malta in December 2008. To date only some articles of this Act have come
into force.

» In order to commemorate Data Protection Day 2009, the Office of the Data Protection
Commissioner distributed in all schools, posters and mouse mats conveying a data
protection message.

Mr Joseph Ebejer was appointed as the new Data Protection Commissioner, in February 2009.
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SLOVAKIA

A. Legislative developments

Minor, although by its meaning very important change in the area of legislative regulation
governing the existence and functioning of the Office for Personal Data Protection of the Slovak
Republic (hereafter referred to as ,the Office”) has been performed. By adopting of the Act on the
Prevention of Crimes and Other Antisocial Activities and on amending of other laws (Act No
583/2008 Coll) the budgetary status of the Office was adjusted. By this particular change the Act
No 428/2002 Coll On Protection of Personal Data (hereafter referred to as "Act No 428/2002
Coll") was amended in regard to the “Personal Data Protection Budgetary Program” which was
transferred from the budgetary category of the Government Office of the Slovak Republic to the
General Treasury Administration category. By this transfer the independence of the Office in the
budgetary field has been strengthened in the formal way. In the next budgetary year it shall not
be necessary to submit the budget for the approval as a part of the Government Office’s budget.
The above mentioned solution, however, still leaves in the possibility or ignoring financial
requirements of the Office because General Treasury Administration category is under the
administration of the Ministry of Finance of the Slovak Republic whose budget is submitted to the
negotiation and approval of the National Council of the Slovak Republic.

B. Major case law

In 2005 the Office issued the order addressed to the state administrative authority as a controller
of the filing system whereby termination of the disclosure of national identification number (an
identifier of general application) of data subjects on the website of the official journal was
required. It was also imposed to the controller to remove already published national identification
number on its website. Recipient of the order filed at the Office an objection against this decision
which was rejected as unacceptable. The controller brought the question before the court
requesting the cancellation of the Office’s decision. The court dismissed the claim and in its
opinion stated that making personal data public is very specific processing operation. Its
particularity lies mainly therein that it is a process which can not be absolutely undone and brings
about all range of consequences, which may have, in the case of unlawful disclosure, negative
effect on data subject. Disclosing of national identification number is even more sensitive. Finally,
the law explicitly prohibits the disclosure of identifier of general application. According to the court
the decision of the Office was adequately reasoned and convincing and in accordance with the
competence granted to the Office by law.

C. Major specific issues
Inspection activity and disposing of notifications

Inspection’s Department of the Office performs the execution of independent supervision of
personal data protection and is involved in the protection of fundamental rights and freedoms of
natural persons by processing of their personal data. Activities of the Inspection’s Department are
mainly focused on the inspection of filing systems of controllers and processors and handling of
notifications of data subjects and other individuals who claim to have been directly affected in
their rights stipulated by Act No 428/2002 Coll.

Supervision of personal data protection in figures

In 2008 data subjects and other natural persons who claimed a breach of the protection of their
personal data filed to the Office 113 notifications. Other 65 notifications were filed by other
subjects who alleged the suspicion of violation of the Data Protection Act. The Chief Inspector of
the Office ordered 74 proceedings against the controllers of filing systems to be conducted ex
officio. Another 21 notifications were pending from the year 2007. Overall, the inspection
department in 2008 dealt with 273 notifications. In this regard the Inspection’s Department by the
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controllers and processors of filing systems conducted 105 inspections and 34 “submissions to
explanations”. Altogether 75 orders were issued for removal of deficiencies determined by the
inspection. The right to file an objection against the issued order had been used only by one
controller. Objection was dismissed.

142 of 252 new notifications from 2008 were filed against the private sector controllers, 61 against
controllers from public administration, respectively against the other public administration bodies.
In 28 cases, the Office investigated notifications against self-government authorities. 8 cases
related to the civil society organizations, foundations, political parties or movements and
registered churches or religious groups. Public administration institutions were investigated in 4
cases. In 9 cases it was proved that the notification was filed against a subject who was not the
controller of the filing system under the Act No 428/2002 Coll.

Of the 113 natifications filed by data subjects in 2008, the Office completed 99 cases, of which 71
were accomplished within the basic statutory period of 60 days. Longer investigation of other
notifications was caused by the necessity of the consultations with other institutions, inspections
of filing systems at a controller, by more exacting gathering of evidence or by the request for
cooperation presented by the very petitioners. Total 50 of all handled notifications were evaluated
as unfounded.

In case that informant is not satisfied with the disposing of his natification, he can submit to the
Office repeatedly a notification within the statutory period of 30 days. From the 99 completed
cases in 2008 only 2 repeated notifications were submitted to the Office. Remaining 97
informants whose notifications have been disposed of in 2008 respected the decision of the Office
regarding the case, which is more than 96 %. During the year 2008 the Inspection’s Department
passed 4 naotifications to the law enforcement agencies.

In 2008 Office imposed 14 fines in the total amount of 1 045 000 SKK (34 687, 65 €). Sanctions
usually moved about the lower-bound of possible rates. The maximum penalty was imposed in
the amount of 250 000 SKK (8298.5 €).

Nation-wide inspection activities of the Office

Inspections of video surveillance systems in towns and municipalities

The Inspection’s Department in 2008 carried on inspections of video surveillance systems. The
nation-wide inspection was aimed at examining the video surveillance systems, whose operators
are towns and municipalities. The Inspection’'s Department conducted in this respect 12
inspections, seven of which took place still in 2007. Deficiencies have been found out during all
conducted inspections. In this regard the Office issued orders towards the controllers. The most
common shortcomings lied therein that the controllers the monitored areas which are accessible
to the public did not marked clearly as being monitored, they did not keep records of the filing
system, failed to destroy the recordings within the period stipulated by Act No 428/2002 Coll and
they failed to take due technical, organizational or personal measures in the form of security
directive of camera filing system.

Inspections aimed on processing of personal data by executors, notaries and attorneys

The year 2007 has showed out that several executor offices went beyond the framework of the
provisions of Act No 428/2002 Coll by disclosing the national identification numbers of the data
subjects on the official notice board (announcement of the initiation of execution, auction notice).
The inspections of executor offices accomplished in 2008 also revealed shortcomings in the
application of provisions of the Act No 428/2002 Coll related to security of the processing of
personal data, especially in those cases where the filing system processing the personal data is
connected to Internet.

The Inspection’s Office checked the status of compliance with the provisions of Act No 428/2002
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Coll at selected notaries and law offices throughout the Slovak Republic.

Examined was in particular:

- advising of entitled persons

- content of contracts between controllers and processors,

- keeping records of human resources and payroll filing system and client’s information system

- authorization of a personal data protection official,

- existence and quality of security project, or security directives.

The orders were issued in connection with the elimination of shortcomings and after an in-depth
analysis of the whole case discussed by the Chief Inspector with the competent representatives
of the Slovak Bar Association, Slovak Chamber of Executors, Chamber of Notaries of the Slovak
Republic who from their position can effectively provide the guidance to the competent subjects
how to obtain a remedy as soon as possible.

Inspections aimed on processing of personal data in the health sector

In 2008 office dealt with several notifications of data subjects against the controllers in the health
sector. Concerning to the number and importance of some of those notifications the Chief
Inspector decided to realize inspections to check to what extent the controllers in health sector
comply with the provisions of Act No 428/2002 Coll regarding the processing of patient’s personal
data. The Inspection’s Department inspected state and private health care facilities (hospitals and
surgeries), pharmacies and health insurance companies. Most commonly controllers failed to
provide security directives which would clearly define the scope of competence and description of
functions of entitled persons and the scope of their responsibilities in respect to what kind of
operations those persons do with the personal data, even during some extraordinary situations
(e.g. closure of a surgery, hospital or its move, etc.). Office in several numbers of cases
identified indiscreet obtaining or disclosure of personal data in health care facilities and
pharmacies. Also suspicions of leakage of personal data of newborns to the health insurance
companies have been handled by the Office.

Special inspection activities carried out in connec tion with the accession of the Slovak
Republic to the Schengen area

In connection with the preparation of the accession of the Slovak Republic to the Schengen area,
the Inspection’s Department pursued in 2008 further inspections in the selected embassies of the
Slovak Republic abroad. Its aim was to examine compliance of the controllers of filing systems
with the Act No 428/2002 Coll, procedures applied while issuing the Schengen visas and fulfilling
of the requirements stated in the Schengen catalogue (recommendations and best practices)
related to the visa’s issuance. In March 2008 the consulate departments of the Slovak Republic
embassies in Kuwait and Damascus were inspected and in May 2008 consulate departments in
Prague and Brno. In regard to monitoring of legal processing of personal data in accordance to
the present version of Schengen Information System (SIS I) the inspection was conducted in
National Office of SIRENE, in the Office of International Police Cooperation and in the Presidium
of the Police Force.

International cooperation on complaints handling

The Office regularly participates in spring and autumn international workshops for inspectors of
the authorities for the personal data protection. At the autumn workshop in 2007, which was
organized by the Portuguese authority for the protection of personal data in Lisbon, it was
decided that the XVIII. International workshop for inspectors in autumn 2008 will take place in
Slovakia. Workshop organized by the Office was held on 29 to 30 September 2008 in Bratislava.
Except of the inspectors from the member states of the European Union, the workshop also
attended inspectors from the candidate countries, which are preparing for joining the European
Union. At the workshop took part overall 63 foreign participants and 10 office’s employees.
European Data Protection Supervisor’s Office was represented by two delegates. The event was
opened by the Chairman of Parliamentary Committee on Human Rights, Minorities and the Status
of Women and the President of the Office. At the meeting, the inspectors dealt with five basic
themes during the following panels:
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1. Complaint Handling: Powers of supervisory authorities in the handling of complaints

2. Exchange of best practices from the inspections at the consular departments of the
embassies regarding Schengen visa’s issuance

3. Balancing of interests: Personal data protection vs. mass media

4. Application of security measures in the processing of personal data

5. Processing of employment personal data.

Inspection’s Department presented the topics as follows:

- Execution of inspections and internal rules for inspection

- Giving of explanations and personal data protection official

- Entitled person; organizational and personal measures

- Legal framework and conditions for the preparation of a security project

- Legal framework for processing personal data by avideo surveillance system and the
experience of the Office in the exercise of inspections of video surveillance systems.

D. Trans-border personal data flow

During the monitored period the Office issued 3 approvals of the trans-border flows of personal
data. The subject of the trans-border data flow were personal data processed in the employment
context, human resources management and outsourcing of processing operations. One decision
on trans-border transfer to countries which do not ensure an adequate level of protection of
personal data was issued for the controller — importer with its seat in India on the basis of
compliance with legal provisions stipulating the need to incorporate the standard contractual
clauses in the contract. Two decisions on transfer of personal data were issued by the Office for
importers in the USA following the auto-certification of the importers in the Safe Harbor. On the
basis of documents received it became evident that the controllers did not know how to properly
use and interpret the relevant decisions of the European Commission, which were issued in
connection to provide sufficient safeguards for the protection of personal data by and after their
transfer to the third countries. The Office also dealt with requests for special registration of system
for reporting suspicions of unlawful or unethical action (whistle blowing) and related requests for
the approval of the transfer of such data to the processor in the USA. The Office also provided
several opinions which interpret the Act No 428/2002 Coll and the opinions of Article 29 Working
Party with respect to this issue. In the monitored period the Office issued one decision rejecting
the special registration on the base of processing whistle blowed data. After the removal of
deficiencies, the Office allowed special registration in this case. In regards to whistle blowing no
transfer of such data to third countries was permitted by the Office. After examining of the
applications for approval of the transfer of personal data the Office came to conclusion that they
did not contain the facts necessary for granting of an approval on the matter concerned. Those
very wide whistle blowing systems went far beyond the scope of the Act No 428/2002 Coll. In this
respect, it was solely about whistle blowing systems developed abroad, which were already set
up and operating in the long term.

E. International cooperation
Bilateral meetings are held for the purpose of addressing particular issues, arranging cooperation
or for the exchange of best practices. Those meetings are attended by the president of the Office
and competent experts.
= May 2008 — Bilateral meeting with the Personal Data Protection of the Czech Republic
initiated by the Slovak Office and taking place in Slovakia. Topics of the meeting were the
issues which gave rise to the exchange of best practices on the performance of inspection
activities:
- Using of official documents in practice: identity card and passport in the light of European
documents. Legislation concerning official documents, the scope of personal data in
official documents
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- Processing and disclosing of personal data from central registers (filing systems) of the
Ministry of Justice of the Slovak Republic regarding the jurisdiction (e.g. Official Journal of
Court Decisions, Collection of Documents)

- Exercise of inspection at the controlled subjects (controller/processor) without giving the
notice. Co-operation of the state administration authorities and other public administration
bodies with the DPA in the Slovak and Czech Republic.

= April 2008 - Visiting of the Office of General Insp  ector for Personal Data Protection in
Warsaw, Poland.
The purpose of the visit was to become familiar with the organizational structure and activities
of the Polish DPA (GIODO). On this occasion presidents of the both DPA gave an interview to
the daily newspaper ,Rzeczpospolita“.

= April 2008 — Visiting of the National Office for Pe  rsonal Data Protection in Bucharest,
Romania.
The program of the visit was linked to the previous bilateral meeting in Bratislava with topic of
the preparation of Romania’s accession to the Schengen area. Program was extended to the
exchange of best practices, which were for instance related to the particularities regarding the
independence of Romanian DPA.

F. Public awareness on the protection of personal d ata

The Opinion Research Institute of the Statistical Office of the Slovak Republic since 1999
conducted repeatedly on the order of DPA public opinion toll on some questions related to the
personal data protection. The last survey was completed in February 2009.

Do you know your rights on protection of personal d ata resulting from the Act No 428/2002 Coll
On Protection of Personal Data?

(Data in %)

Nov. June Feb. Mar. Apr. May May Apr. Mar. Feb. Feb.
1999 2000 2001 2001 2001 2001 2002 2003 2005 2007 2009
‘ ——@— | know - 4 - !don’tknow ‘

[ ——— oW - I - 1o TRow |

As it can be seen from the graph, during the last two years - from February 2007 to February
2009 - the awareness of all categories of citizens about the rights on protection of personal data
was increased by five percent. Altogether - from November 1999 to February 2009 — it has risen
by 36 percent.

Generally it can be stated that the highest awareness (higher than the average for the whole
Slovak Republic) have citizens of the age between 30 to 39 years (68%), 40 to 49 years (66%),
respondents with university degree (87%), respondents with completed secondary education
(67%) furthermore businessmen (70%), employees (74%) and citizens of the cities over one
hundred thousand inhabitants (76%).
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G. Data Protection Day 2009

To the commemoration of the annual Data Protection Day various activities aiming to address
general public via mass media and Office’s web page have been performed.

The statutory television broadcasted on the 28th and the 30th of January 2009 two publicist
sessions called FOKUS, wherein among the invited guests had been the president of the Office
and three other Office’s employees. The topics of personal data protection has been zoomed in
during the dialogs with moderators and by answering of questions posed by online spectators. On
the Office’s web page the ,Question and Answer Forum* has been realized, which consisted in
addressing of questions of citizens posted during the respective TV broadcasting or by e-mails
addressed ex post to the Office.

In the first edition of a new culture-and-society magazine the interview with the president of the
Office has been published. From this interview the readers could obtain information relating the
Office, their rights as the citizens in coincidence with the data protection legislation, pertinent risks
and about the steps which could be taken in relation with their own personal data protection
execution.

The new ‘Ten Commandments of Data Protection’ were elaborated which serve as a brief
prevention manual for citizens in their daily life, e.g. by the handling of their personal documents,
by their use of internet and in communication in general.
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THE FORMER YUGOSLAV REPUBLIC OF MACEDONIA

REPORTING PERIOD
1° September 2008 — 31 August 2009

Legal Framework

The Law on Amendments and Modifications to the Law on Personal Data Protection (“Official
Gazette of the Republic of Macedonia” no.103/08) that entered into force in August 2008
strengthened the legal frame in the area of personal data protection in the Republic of
Macedonia.

Furthermore, the Parliament of the Republic of Macedonia enacted the Law on ratification of the
Additional Protocol of the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data regarding supervisory authorities and cross - border data flow
(“Official Gazette of the Republic of Macedonia” no.103/08). Republic of Macedonia transmitted
the ratification instrument of the Additional Protocol to the Convention 108, with entry into force
on 1st January 2009.

The Law on Amendments and Modification to the Law on Personal Data Protection stipulates that
the articles referring to inspection will enter into force after the transitional period that expired on
28" of February 2009. With the implementation of the new inspection provisions, persons
authorized for performing the inspection became inspectors for personal data protection, and are
authorized to issue decisions in the cases when violation of the Law is determined. An appeal for
administrative dispute to the Administrative Court could be applied against the inspector’s
decision. If the inspectors during the inspection determine a violation of the Law on Personal Data
Protection, they take a legal action for alignment accordingly to the Law on Misdemeanors, but if
an alignment is rejected, the inspector files a request for initiation of a misdemeanor procedure to
the Misdemeanor Commissions of the Directorate. Accurate and short terms are determinate for
the procedure that is taken during the inspection.

According the Amendment XX of the Constitution of the Republic of Macedonia and the
Misdemeanor Law, Directorate for Personal Data Protection reach a status of the misdemeanor
body that pass sentence upon misdemeanor sanction. This competence, until adopting the
amendments and modifications to the Law on Personal Data Protection, was in the competence
of the Macedonian courts but now is placed apart in a special chapter of the Law, dedicated solely
to the Misdemeanors. For realization of this new competence, the Directorate for Personal Data
Protection already constituted Misdemeanor Commission composed of three experienced
lawyers, who will conduct and implement the misdemeanor procedure in practice. This will
contribute with the increasing of citizen’s confidence in the legal system in general, and especially
in the protection of personal data protection, as well as improvement of privacy.

Besides the transfer of the jurisdiction for misdemeanor body that pass sentence upon
misdemeanor sanction, adopting the amendments and modifications on the Law on Personal
Data Protection will raise the fines, depending on the gravity of the infringement.

Now, they are divided into three groups: the fines for natural persons that are between €500 and
€900, for responsible persons within legal entities the fines are from €700 up to €1200, and finally
fines for legal entities are from €2000 up to €4000. In the Law there are fines for the processors:
for natural persons fine is €600, for responsible persons within legal entities is €700 up and the
fine for legal entities is from €2500.

According to the provisions of Law on Personal Data Protection, the following bylaws were
adopted:
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= Rulebook for the manner of the evidence files for the misdemeanors, the sanctions
imposed and the decisions adopted, as well as for the manner of access to the information
contained in the evidence files (Official Gazette of the Republic of Macedonia no.136/08)

» Rulebook for the manner of performance of inspections (Official Gazette of the Republic of
Macedonia n0.143/08 and 38/09)

» Rulebook for the manner of the form and content of the official identity card, as well as the
manner of issuance and revocation (Official Gazette of the Republic of Macedonia no.143/08)

» Rulebook for the form and the notification form as well as the manner of notification in the
Central Register of personal data collections (Official Gazette of the Republic of Macedonia
no.155/08)

» Rulebook on the technical and organizational measures on provision of secrecy and
personal data protection (Official Gazette of the Republic of Macedonia no.38/09)

The Directorate for Personal Data Protection has filed Annual Report about the working period
from 1st of January to 31st of December 2008. This Annual Report represents an act for
achievements and realized program activities in 2008, but also a perspectives and
recommendations for 2009. On 30th April the Assembly of Republic of Macedonia has adopted
the Directorate’s Annual Report.

Implementation of the Law on Personal Data Protecti  on

e Control over the legality of personal data processi ng and administrative supervision
over personal data controllers and processors

Inspection of legality of the activities for processing and protection of personal data over the
controllers and processors i.e. the holders of personal data collections is one of the key
competences of the Directorate.

Priority areas for inspection in this period were: education, health, social security,
telecommunications, property insurance and marketing. Inspections were performed in state
bodies, local self government, NGO'’s, political parties, public enterprises and other legal persons
with different activities.
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During the period of September 2008 till August 2009 the Directorate has been performing
inspections, as evident from the table below.

‘ Areas

| Banking

| Consulting services

| Education

| Health

| Local self government
| Natural persons

' NGO's

' Pharmacy

| Political parties

‘ Performed supervisions
|
|
|
|
|
|
|
|
|
| Post services |
|
|
|
|
|
|
|
|
|
|

4
1

[EnY
w

| Property insurance

| Security and Detective Agencies

| Social protection

| State bodies

| Telecommunication

| Tourism

| Trade

| Waste collection service

| Water supply

| Total:

RPIWOoOIN OO W RO P W N O N

~
(631

During reporting period, citizens especially were submitting initiatives for performing inspection on
personal data processing over the video surveillance, personal data processing for purposes of
direct marketing, without being asked for previous consent from the controllers, collecting of the
personal identification number of the citizens without legal base and retaining of the personal card
of the citizens while entering official premises of certain controllers.

Inspection performed by the inspectors of the Directorate may be regular, irregular and control.
Regarding the reporting period the fallowing inspections have been performed:

‘ Type of inspection ‘ Performed supervisions
| Regular | 37

' Irregular | 37

| Control [1

| Total: ' 75

Also, with the Annual program for performing inspection of the Directorate for the third quartile are
projected/planed regular inspections at the law enforcement bodies. In that context meetings
were completed with certain representatives of the Ministry of Internal Affairs and Ministry of
Defense, Office for Preventing Money Laundering and Financing terrorism and Customs
Administration of the Republic of Macedonia. These meetings were held aiming the compliment of
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the work of the named state bodies with the Law on Personal Data Protection.

Performing the irregular inspections authorized persons from the Directorate in one case
determined a misdemeanor according to the Law on Personal Data Protection at a controller of
the banking area. A fine of 2000 euro was imposed, and the procedure ended with alignment.
During the reporting period against two decisions issued by the Directorate for Personal Data
Protection was initiated administrative dispute, for which the procedure at the Administrative court
of the Republic of Macedonia is still running.

« Providing expert opinions

The Directorate during the reporting period has been providing opinions on protection of personal
data as one of the fundamental rights and freedoms of natural persons. The majority of the
opinions were for privacy policy on Internet, documentation for technical and organizational
measures which provides secrecy and protection of the processing of the personal data in
accordance to the nature of the data that are processed and the risk during their procession
prepared by the controllers, transfer of personal data to other countries, permission about
processing personal data, questions by natural or legal persons, particularly related on abusing
the personal data on Internet. Also, the Directorate has issued permission about processing
biometric data in the banking sector.

The Directorate has issued 15 opinions on draft laws and 9 opinions on international agreements
in accordance with the competencies stipulated in the Law on Personal Data Protection.

The Directorate has adopted the Rulebook on the technical and organizational measures on
provision of secrecy and personal data protection. According to the article 10 of above mention
Rulebook, the controllers who processes personal data need to apply technical and
organizational measures, which provide secrecy and protection of the processing of the personal
data, in accordance to the nature of the data that are processed and the risk during their
procession. The technical and organizational measures are classified on three levels: basic,
medium and high. The Directorate issues opinions for the compliance of the documentation for
technical and organizational measures prepared by the controllers with the provisions of the Law
on Personal Data Protections, bylaws and data protection principles, acting according to the
principle ex ante.

‘ Area ‘ Provided opinions
' Pension and disability insurance 6

| Banking |15
| Finance 4

| Telecommunications | 10
| Direct marketing ‘11
| Health 12
| Law firms | 19
| State bodies 117
| Natural persons 94
' International |31
| Political Parties [1

| Consultations provided by phone | 119
| Internet | 15
| Public enterprises )

| Tourism )
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| Media |3
| Incompetence | 2
| Chambers of commerce 4
| Education 1
| Legal persons | 15
| Associations |1
| Security [1
| Judiciary [1
| NGO 1
| Social security [1
| Post '3
| Total | 503

Providing reprimands

The Directorate has issued 29 reprimands for consequently enforcement on the provisions and
principles for data protection from the controllers and processors of the personal data collection.
Most of the reprimands were given to the state bodies that according to the provisions of Law on
Personal Data Protection and data protection principles collected and processed personal data
excessive in relation to the purposes for which they are collected and processed, such as Ministry
of Justice and Ministry of Education and Science.

Also, the Directorate for Personal Data Protection has taken measures and has given reprimand
about public announcement of the judicial decisions on the web site of the Primary Court,
Kavadarci. Namely, in the judicial decisions that were published by the court personal data were
not anonym.

The Directorate also issued Recommendations for the citizens and Internet providers for use of

social network sites, in particular how to protect their privacy and personal data when they are
online. The Recommendations are published online, on the web site of the Directorate.
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’ Area ‘ Provided reprimands
| Direct marketing [1
| State bodies | 10
| Natural persons | 7
| International [1
| Internet )
| Media [1
' NGO sector [1
| Political parties |1
| Pension and disability insurance [1

| Education 2
| Legal persons [1
| Sport [1
| Total | 30

* Complaints handling and requests by citizens

With the Law on Amendments and Modifications to the Law on Personal Data Protection, the
procedure for injuries of the right of personal data protection requests was simplified, on the
way that Committee within Directorate for complaints handling as first instance was declined
and decision making procedure, as first instance, by the director of the Directorate was
inducted. Against director’s decision an appeal can be submitted for actuation of administrative
procedure in the front of Administrative Court of the Republic of Macedonia, in 15 days from the
day of receiving the decision.
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REQUESTS ESTABLISH IN MISDEMEANOUR
SUBMITTED | VIOLATION REJECTION | PROCESS | REQUSETS
Direct marketing 5 > 3 / /
Judiciary 2 1 1 / /
NGO 14 8 4 2 /
State bodies 14 10 3 1 4
Telecommunications 18 7 5 6 /
Private sector 2 / 2 / /
Insurance 2 1 1 / /
Internet 16 4 11 1 1
Banks 2 2 / / /
Political parties 3 1 2 / /
Natural persons 4 / / 4 /
Mediums 5 2 3 / /
TOTAL: 82 36 32 14 5

» Public awareness rising
Public awareness rising and informing the citizens about the right of personal data protection and
privacy was and is a key imperative of the work of the Directorate.

| Media | Appearances
| Printed media | 106

TV | 66

| Radio ' 15

| Total | 187

» Events and projects

European Commission and the TAIEX Instrument in cooperation with the Directorate for Personal
Data Protection organized “Seminar for Personal Data Protection in the Framew  ork of Police
and Judicial Co-operation in Criminal Matters” on 25-26 September 2008, attended by
ministry officials, civil servants, judges and public prosecutors in the area of police and judicial
cooperation in criminal matters. The seminar gave a detailed insight into international and
European legislative instruments in the area of data protection. Special attention was paid to the
data protection requirements that need to be met in order to exchange information within the
Schengen Information System and to prepare for a potential Schengen evaluation, as well as
exchanges with the EU’s agencies for police and judicial cooperation in criminal matters, i.e.
Europol and EUROJUST.
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Seminar “Personal Data Protection in the Election Campaign” was held in Skopje on 27
September 2008 for the all political parties. The aim of the seminar was education for the
processing, usage and protection of personal data protection of the most important participants in
the election process — political parties.

Public debate “Is it really safe with cameras” was held on 10 October 2008 on the Law Faculty,
Ss Cyril and Methodius University. The goal of the debate was human right promotion and raising
the awareness about the risks for privacy coming from information technology development.

The project “Children’s Rights on the Internet — Safe and Prote  cted” is project established in
cooperation with the Metamorphosis Foundation, supported by the European Union in which the
Directorate participates. The aim of the project was arising of the awareness for existing issues on
the internet, if there is no rightful usage and protection.

On the occasion of the European Data Protection Day, 28 January in 2009 the Directorate
prepared presentation of “Guidelines for personal data protection of the stu dents”.
Considering the fact that young population, especially the students in the public education
system, is one of the most important target groups, this year the Directorate decided to dedicate
the European Data Protection Day to them.

On the occasion of the celebration of the Safer Internet Day 2009, the EU Info Centre in Skopje
organized a Panel discussion entitled “How to make the Internet a safer place”.

The aim of this panel was raising awareness and opening debate about the issue of safe and
responsible use of new technologies, particularly the Internet.

The Directorate provided presentation about the aspects of personal data protection on internet.
Trainings for the right on free access to information - the responsible person for free access of
information within the Directorate is included in this project as a trainer.

Directorate performed two trainings as expert assistance to interested controllers during April
2009. The first one was held for the Coalition for protection and promotion of sexual an d
health rights of marginalized communities and the second one was for the students of law
on the American College in Skopje.

* International cooperation activities

Membership in conferences and other networks

The Directorate is a member of the International Conference for Personal Data Protecti  on,
Spring Conference of the European Data Protection A  uthorities, Conference of Data
Protection Authorities from Central and Eastern Eur ope, Consultative Committee (T-PD) for
Personal Data Protection of the Council of Europe and has status of observer in the Working
Party 29 of the European Commission . In addition to the membership in international
conferences and organizations, the Directorate is a regular participant to the meetings of groups
for personal data protection in the area of telecommunications and the best practices in the EU
countries.

Eurojust

During April 2008, Republic of Macedonia and EUROJUST began negotiations for signing a
Collaboration Agreement in purpose of strengthening the effectiveness of institutions for
investigation and pursuit of serious forms of cross border and organized criminal. The
negotiations results with signed Collaboration Agreement between Republic of Macedonia and
EUROJUST, on 28" of November 2008 (“Official Gazette of the Republic of Macedonia”
no.51/09).
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Europol

Directorate for Personal Data Protection has an active participation in preparation of Republic of
Macedonia for signing an Operative Collaboration Agreement with EUROPOL. In this direction, in
December 2008 a study visit was realized in the Directorate for Personal Data Protection by the
EUROPOL experts for comprehension in the administrative practice during data exchange.
EUROPOL has prepared a Report with highly positive evaluation of the condition in this area.
EUROPOL stipulates that there was complete accordance with the European legislation and
successful and practical implementation of the Law for Personal Data Protection.

Visa liberalization

Directorate has continuously worked on realization of the commitments that came out from the
European Union Directions for visa liberalization by filing monthly reports from the area of
personal data protection. This practices pursuit in 2009. European Commission in its Report for
visa liberalization points that the Directorate for Personal Data Protection is young, modern and
dynamic institution, which successfully cooperates with police and judicial sector and accomplish
active international cooperation in this area.

Other issues of interest

» Establishment of International Law Enforcement Co-o rdination Units (ILECU’S) — the
Directorate is included in this CARDS Regional Action Program. The ILECUs are to be created as
national coordination points for the exchange of information in international investigations and of
facilitating contact on strategic and operational level. It is essential that these units are integrated
in a national criminal intelligences model in each country and supported by proper data protection
and confidentiality regimes. In role of project’'s support, a Memorandum of Understanding was
prepared by member states representatives, where Directorate for Personal Data Protection had
a proactive participation. As following stage in the progress of the ILECUs was creating of the
Action Plan and defining of priorities and future activities for further realization. Directorate for
Personal Data Protection is included in all phases of the work of the ILECUs, as supervisory
authority regarding protection of citizens’ personal data and induction of the personal data
provisions.

= The Directorate is participating in the Project for Establishment of a National

Intelligence Data Base. Directorate for Personal Data Protection as national supervisory
authority is participating in the Project for Establishment of a National Intelligence Data Base. The
aim of this project is preparing a Law on National Intelligence Data Base as legal instrument for
establishing and functioning of the National Intelligence Data Base, processing of the data within
base, safety of the data within base, usage of the base in purpose of cooperation with foreign
entities and supervisory over Base’s functioning. As precursor of establishing of the NID a
Feasibility Study was prepared in cooperation with other law enforcement authorities in Republic
of Macedonia. In the time of preparing of the mentioned Feasibility Study, Directorate for Personal
Data Protection was constantly amending the “corpus” of the Study with provisions for protection
of the personal data in purpose of avoiding the excessive procession of citizen’s personal data
trough this Base.

= Police Cooperation Convention for Southeast Europe (PCC SEE) - the Directorate is
actively included in all activities connected with the PCC SEE. The aim of these Programs and
Projects is international implementation of the Laws that refer to the combat of organized crime
through efficient transfer of data, excellent organization and implementation of international
standards.

= Schengen Action Plan - The Directorate continuously assist the Ministry of Interior in the
process of preparation of the Schengen Action Plan.
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= Data exchange Protocol between Database and Informa  tion System — the Directorate
is actively included in all activities connected with this Project that aims to increase the efficiency
of the work of public administration.

» Integrated database for aliens, covering asylum, mi  gration and visa - the Directorate
is included in the Project for establishment of integrated database for aliens, covering asylum,
migration and visa that aims to introduce a database which will contain all necessary personal
data for aliens that are needed for asylum, migration and visa.

Capacity Building

At this moment Directorate has 21 employments and two assistants on the Project for
approximation of the legislation — Law Program, Foundation Institute Open Society — Macedonia.
According to the NPAA, by the end of 2010, the Directorate is to consist of approximately 40
employees.
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UNITED KINGDOM

Major developments in the data protection field sin ce the 24™ meeting of the T-PD

* In November 2007, the Prime Minister commissioned the Cabinet Secretary’s Data
Handling Report in response to the child benefit data loss. The final report on data
handling procedures across government was published on 25 June 2008. It set out how
Government is improving its arrangements around information and data security, by
putting in place core protective measures, getting the working culture right, improving
accountability and scrutiny of performance. All departments are now required to carry out
privacy impact assessments to assess the impact of new policies and practices on the use
of personal data, ensuring that proposals are necessary and proportionate and comply
with the Data Protection Act 1998 (DPA). Further scrutiny is provided by the Information
Commissioner who can and does raise questions on planned policies or measures
involving the processing of people’s personal information.

* In October 2007 — before the data loss incident came to light — the Prime Minister invited
Richard Thomas, the UK Information Commissioner, and Dr Mark Walport, to undertake
an independent review of the framework for the use of personal data in both the private
and public sector. Objectives of the review were to establish whether there should be any
changes to the way the DPA operates in the UK and to explore options for implementing
any possible changes. The review was published on 11 July 2008. Informed by the
Review's recommendations, the Ministry of Justice launched a consultation on the
Information Commissioner’s inspection powers and his data protection funding.

* We are legislating in the Coroners and Justice Bill, currently before Parliament to make
available to the Information Commissioner’s Office the power to assess, without consent,
central Government Departments and Public Authorities' compliance with the DPA; the
power to impose a deadline and location for providing information relating to
investigations; and the power to require any person, where a warrant is being served, to
provide any information required to determine compliance with the DPA. These additional
powers will ensure the regulatory framework is robust, proportionate and encourage good
practice.

* The Criminal Justice and Immigration Act 2008, which received Royal Assent on 8 May
2008, amended the DPA and introduced a power for the Information Commissioner to
impose a Civil Monetary Penalty for a serious, deliberate or reckless breach of the data
protection principles of a kind likely to cause substantial harm or substantial distress. We
are working to develop the necessary secondary legislation and guidance to support the
commencement of these powers and to finalise the details of how this new power will
operate.

» Christopher Graham was appointed as the next Information Commissioner with effect from
29th June 2009 for a period of 5 years.

-64 -



ANNEXE IX - INFORMATION SUR LA JOURNEE DE LA PROTEC TION
DES DONNEES 2009

Informations fournies par les Etats membres sur les activités organisées a l'occasion de la
Journée de la Protection des Données®

Veuillez consulter le document DPD (2009) COMPILATION sur notre Site Internet.

3 Further information available on : http://www.coe.int/t/e/legal_affairs/legal_co-
operation/data_protection/Data_Protection _Day_default.asp#TopOfPage
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