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The Consultative Committee of the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data (T-PD), established under Article 18 of the Convention
for the Protection of Individuals with regard to Automatic Processing of Personal Data [ETS No.
108], held its 31 plenary meeting in Strasbourg from 2 to 4 June 2014 with Mr Jean-Philippe
Walter (Switzerland) in the Chair. The agenda, as adopted by the T-PD, and the list of
participants” are set out in Appendices 1 and 2.

The T-PD:

1.

took note of the information provided by Mr Jan Kleijssen, Director, Information Society
and Action against Crime Directorate, on major developments at the Council of Europe
in the field of data protection and related fields since the 30" plenary meeting (15-18
October 2013) and the main events organised by the Council of Europe or to which the
Council had contributed, such as the European Conference of Data Protection
Authorities, jointly organised by the Council of Europe on 5 June 2014 with the French
data protection authority, the Commission Nationale de I'Informatique et des Libertés
(CNIL);

amended Article 10 of its Rules of Procedure concerning elections of the Committee
Chairs and Vice-Chairs;

carried out a second reading of the revised draft Recommendation on the protection of
personal data used for employment purposes and approved the draft text, instructing
the Secretariat to forward it to the Steering Committee on Media and Information Society
(CDMSI) with a view to its submission to the Committee of Ministers for adoption;

took note of progress in the work of the Ad Hoc Committee on Data Protection
(CAHDATA) and of the anticipated changes to the draft modernised Convention
presented by the scientific expert (Ms de Terwangne), and expressed its concern at the
risk of lowering the level of protection which the T-PD had achieved in adopting its
modernisation proposals in 2012;

took note of the information on the evaluation and follow-up mechanism and the need
to amend the draft explanatory report of the modernised version in the light of the
changes proposed by the CAHDATA,

confirmed that Recommendation (87)15 regulating the use of personal data in the
police sector would not be revised and instructed its Bureau to analyse needs in this
area and the foreseeable standard-setting solutions and corresponding proposals, taking
account of work currently in progress in the Cybercrime Convention Committee (T-CY)
and the Committee of Experts on Terrorism (CODEXTER);

examined the latest version of the questionnaire on the protection of medical data
and the background document which would be enclosed with it, and instructed its

" 62 participants in total, 30 men and 32 women.



10.

11.

12.

13.

14.

Secretariat to incorporate the changes which delegations might wish to make following a
call for written comments, finalise the questionnaire and forward it to delegations for
response;

took note of the presentation by the scientific expert (Mr Cottier) on the topic of ‘big
data’ and, following an exchange of views, decided to instruct its Bureau to initiate the
exploratory work on this matter in order to identify what action the Committee could take
in this regard,;

took note of the “Report on the implications for data protection of the growing use of
mechanisms for automatic inter-state exchanges of personal data for administrative and
tax purposes, as well as in connection with money laundering, financing of terrorism and
corruption”, presented by its authors (Ms Porasso and Mr Aouizerat) and instructed its
Bureau to take the necessary follow-up and propose the requisite activities;

took note of the major developments at national level in the data protection field since
its last plenary meeting (information compiled in a special document), and of the events
organised for Data Protection Day 2014 (celebrated on 28 January each year) in
particular the “Handbook on European data protection law” drawn up in conjunction with
the European Union’s Fundamental Rights Agency (FRA);

took note of the information provided concerning co-operation with other Council of
Europe bodies and in particular the relevant work of the CDMSI and its Committee of
Experts on the Rights of Internet Users (MSI-DUI), the Drafting Group of the Draft
International Convention against the manipulation of sport competitions, the Committee
on Bioethics (DH-BIO), the Parliamentary Assembly (PACE) and the T-CY, asking its
Bureau to closely monitor the work of the latter regarding cross-border access to data to
ensure that the right to personal data protection was fully upheld;

adopted an opinion on the data protection implications of mechanisms for automatic
inter-state exchanges of personal data for administrative and tax purposes
(Appendix Ill) and stressed the need for broad dissemination of this opinion at national
level, calling on the Committee of Ministers to contribute to ensuring that the right to data
protection was fully upheld, in particular by forwarding the opinion to the relevant
national players; it also instructed its Secretariat to forward the opinion to the competent
authorities in the OECD;

adopted an opinion on Recommendation 2041(2014): “Improving user protection and
security in cyberspace” and instructed its Secretariat to transmit the opinion to the
Committee of Ministers within the prescribed period;

took note of the information provided by the observers attending the meeting and
decided, further to the request received, to grant the observer status to the International
Committee of the Red Cross;



15.

16.

17.

18.

19.

20.

took note of the report by the Council of Europe Data Protection Commissioner on her
activities since the last plenary meeting and the lack of draft revised regulations despite
the Committee’s contribution prepared in 2010 and the follow-up given to it since then; it
called on the Council of Europe Secretariat to adopt as soon as possible regulations
which complied with the requirements of Convention 108;

took note of the request to update the national information on the website and the
repeated call to delegations to contribute to the section on reference material in the data
protection field in each country;

took note of the updated list of joint OECD-APEC-Council of Europe contact points
and invited those delegations that so wished to join this initiative;

in accordance with the amended Rules of Procedure held the elections of the Chair and
Vice-Chairs of the Committee and of members of the Bureau, and elected Mr Walter
(Switzerland) as Chair for a third term of office, Ms Pierucci (Italy) as 1% Vice-Chair,
Ms Ruzic (Serbia) as 2™ Vice-Chair, and the following four members of the Bureau:
Ms Jouret (Belgium), Mr Lommel (Luxembourg), Mr Puente Escobar (Spain) and
Ms Sarishvili (Georgia), with the de jure member of the Bureau (Mr Cabral, Portugal)
remaining unchanged;

took note of the dates of the forthcoming meetings: those of its Bureau (Paris,
30 September to 2 October with a joint meeting with the Bureau of the DH-BIO
scheduled for 30 September; Strasbourg from 16 to 18 December, and Paris from 25 to
27 March 2015) and of the holding of the Committee’s 32" plenary meeting in
Strasbourg from 16 to 19 June 2015;

thanked Ms Stépankova (Czech Republic, 1% Vice-Chair) and Ms Pozzo-di-Borgo
(France, 2" Vice-Chair) for their commitment and the high quality of their contribution to
the work of the Committee. They would be sorely missed.
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LIST OF PARTICIPANTS / LISTE DES PARTICIPANTS

MEMBERS OF THE T-PD / MEMBRES DU T-PD

ALBANIA / ALBANIE

Flora Cabej Pogace, Albanian Commissioner for Personal Data Protection, Rruga Abdi Toptani, Ish
godina e Ministrise te Transporteve dhe Telekomunikacionit, Kati i dyte, Tirana

Eldor Budo, Specialist of the Department of Legal, Procedural Affairs and Foreign Relations,
Commissioner for Personal Data Protection, Rr. Kavajés, Nd. 80, H. 1, Kati 5, Njésia Bashkiake Nr. 7,
1023, Tirana-Albania

ANDORRA / ANDORRE

Joan Crespo Piedra, Cap de I’Agencia, Agencia Andorrana de Proteccié de Dades Personal - ¢/DR
Villanova, 15 Edif. Conseil Général — AD Andorra la Vella

Anna Cadena, Agencia Andorrana de Proteccié de Dades Personals, Carrer Dr. Vilanova nim. 15, Nova
seu del Consell General, planta - 5, AD500 Andorra la Vella Principat d'Andorr

ARMENIA / ARMENIE

Vahagn Harutyunyan, Deputy- Head of Division of Struggle against High-tech Crimes, General
Department of Combat Against Organized Crime, Republic of Armenia Police, 130 Nalbandyan St.
Yerevan

AUSTRIA / AUTRICHE
Matthias Schmidl, Datenschutzkommission, Hohenstaufengasse 3, 1010 Wien

AZERBAIJAN / AZERBAIDJAN

Asgar Hajiyev, Legal assistant, Ministry of National Security of the Republic of Azerbaijan, 2, Parliament
avenue, Baku

BELGIUM / BELGIQUE




Joélle Jouret, SPF Justice, Direction générale de la |égislation et des libertés et droits fondamentaux,
Service des droits de 'homme, Cellule vie privée, 115 boulevard de Waterloo, 1000 Bruxelles

Valérie Verbruggen, Conseiller Juridique, Commission de la protection de la vie privée, Rue Haute 139,
1000 Bruxelles

BOSNIA AND HERZEGOVINA / BOSNIE HERZEGOVINE

Emir Muratovi¢, Senior advisor for inspection supervision, Personal Data Protection Agency in Bosnia
and Herzegovina, Vilsonovo Setaliste br. 10, 71000 Sarajevo

BULGARIA / BULGARIE (apologised / excusé)

CROATIA / CROATIE

Igor Vulje, Head of department for supervision and Central Register, Marti¢eva 14, 10000 Zagreb

CYPRUS / CHYPRE (apologised / excusé)

CZECH REPUBLIC / REPUBLIQUE TCHEQUE

Hana Stépankova, Head of the Press Department, Spokeswoman, Office for Personal Data Protection
Pplk.Sochora 27, 170 00 Prague 7

DENMARK / DANEMARK (apologised / excusé)

ESTONIA / ESTONIE (apologised / excusé)

FINLAND / FINLANDE

Leena Vettenranta, Senior Specialist (Data Protection), Ministry of Justice, PO Box 25, FI-00023

FRANCE

Jean-Alexandre Silvy, Commissaire du Gouvernement aupres de la CNIL, Services du Premier Ministre -
Secrétariat général du Gouvernement, 35 rue Saint-Dominique — F-75007 Paris

GEORGIE / GEORGIA

Nino Sarishvili, Head of International Relations and Communications Department, Office of the
Personal Data Protection Inspector, 7, Ingorokva Str., 0105, Thilisi Georgia

GERMANY / ALLEMAGNE (apologised / excusé)

GREECE / GRECE (apologised / excusé)

HUNGARY / HONGRIE

Attila Péterfalvi, President, National Authority for the Data Protection and Freedom of Information, H-1125
Budapest, Szilagyi Erzsébet fasor 22/C

ICELAND / ISLANDE (apologised / excusé)

IRELAND / IRLANDE

Noreen Walsh, Civil Law Reform Division, Department of Justice and Equality, Bishop's Square
Redmond's Hill, Dublin 2

ITALY /ITALIE

Alessandra Pierucci, Garante per la Protezione dei Dati Personali, Piazza di Monte Citorio 121
00186 Rome

LATVIA / LETTONIE (apologised / excusé)







LIECHTENSTEIN

Philipp Mittelberger, Datenschutzbeauftragter, Stabsstelle fir Datenschutz (Data Protection Office), Haus
Wille, Kirchstrasse 8, 9490 Vaduz

LITHUANIA / LITUANIE

Rita Vaitkevi¢iené, Deputy Director, State Data Protection Inspectorate, A. Juozapaviciaus str. 6, Slucko
str. 2, 09310 Vilnius

LUXEMBOURG (apologised / excusé)

MALTA / MALTE

Ingrid Camilleri B.A., Head of Legal Unit, Office of the Data Protection Commissioner, 2 Airwars House,
High Street Sliema SLM 16

MONACO

Isabelle Rouanet-Passeron, Conseiller Technique, Département de 'Equipement, de 'Environnement et
de I'Urbanisme, 98000 Monaco

Michel Sosso, Président de la Commission de Contrdle des Informations Nominatives (CCIN)

MONTENEGRO (apologised / excusé)

NETHERLANDS / PAYS-BAS (apologised / excusé)

NORWAY / NORVEGE

Hedda Lagkken, Permanent Representaion of Norway to the Council of Europe, 42, rue Schweighaeuser
67000 Strasbourg

POLAND / POLOGNE

Urszula Goral, Director of the Social Education and International Cooperation Department, Bureau of the
Inspector General for Personal Data Protection, ul. Stawki 2, 00-193 Warszawa

PORTUGAL

Jodo Pedro Cabral, Legal Adviser, Directorate General of Justice Policy, Ministry of Justice, Avenida D.
Jodo Il, n.°1.08.01 E, Torre H, Pisos 2/3, 1990-097 Lisboa

REPUBLIC OF MOLDOVA / REPUBLIQUE DE MOLDOVA

Nicolae Lungu, Head of the Legal Affairs Division and Public Relation for the National Center for the Data
Protection, MD-2012 Chisinau

ROMANIA / ROUMANIE

Alexandru George Grigore, expert, The National Authority for the Supervision of Personal Data
Processing

RUSSIAN FEDERATION / FEDERATION DE RUSSIE (apologised / excusé)

SERBIA/SERBIE

Nevena Ruzic, Head of Department for harmonisation of regulation and practices and international
cooperation, Office of the Commissioner for information of public importance and personal data
protection, Belgrade 11000, Bul. Kralja Aleksandra 15

SLOVAK REPUBLIC / REPUBLIQUE SLOVAQUE

Stanislav Durina, Head of the International Relations Department, Office for Personal Data Protection of
the Slovak Republic, Hraniéna 12, 820 07 Bratislava 27
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SLOVENIA / SLOVENIE

Marijan Conc, State Supervisor for personal data, Information Commissioner Office, Zaloska 59,
1000 Ljubljana

SPAIN / ESPAGNE

Agustin Puente Escobar, Director, Agencia Espafiola De Proteccién De Datos, State Attorney - Head of
the Legal department, C/Jorge Juan, 6, 28001 Madrid

SWEDEN / SUEDE

Naiti del Sante, Legal advisor, Division for Labour Law and Work Enviroment, Ministry of Employment,
103 33 Stockholm

Nils Sjoblom, Legal Adviser, Division for Constitutional Law, Ministry of Justice, Regeringskansliet,
SE-103 33 Stockholm

SWITZERLAND / SUISSE

Jean-Philippe Walter, [Chair of the T-PD], Préposé fédeéral suppléant, Préposé fédéral a la protection
des données et a la transparence (PFPDT), Feldeggweg 1, CH-3003 Berne

Sandra Nenning, Juriste, Préposé fédéral a la protection des données et a la transparence, Feldeggweg
1, CH-3003 Berne

“THE FORMER YUGOSLAV REPUBLIC OF MACEDONIA” / « L’EX-REPUBLIQUE YOUGOSLAVE DE
MACEDOINE »

Dimitar Gjeorgjievski, Director of the Directorate for Personal Data Protection, Street Samoilova
10, 1000 Skopje

UKRAINE

Markiyan Bem, Head of the Department for Personal Data Protection of the Secretariat of the Ukrainian
Parliament Commissioner for Human Rights

UNITED KINGDOM / ROYAUME-UNI

Daniel Johns, EU and International Data Protection Policy Ministry of Justice

URUGUAY

Maria José Viega, Head, Citizen Rights Division, Regulatory and Control Unit of Personal Data,
Andes 1365 F7, Montevideo

OBSERVERS / OBSERVATEURS

CANADA

Magali Clervoix, Senior Counsel / Avocate-Conseil, Centre for Information and Privacy Law (CIPL) |
Centre du droit & l'information et & la protection des renseignements personnels (CDIPRP), Public Law
Sector / Secteur du droit public, Department of Justice | Ministére de la Justice

TURKEY / TURQUIE

Abdullah Omeroglu, Rapporteur Judge, Mustafa Kemal Mah. 2151. Cad., No: 34/A 06520,
Sogutdézi-Ankara

USA / ETATS-UNIS (apologised / excusé)




ASSOCIATION EUROPEENNE POUR LA DEFENSE DES DROITS DE L’HOMME / EUROPEAN
ASSOCIATION FOR THE DEFENSE OF HUMAN RIGHTS (AEDH)

Marise Artiguelong, Déléguée, AEDH, Rue de la Caserne 33 — 1000 Brussels, Belgium

FRENCH-SPEAKING ASSOCIATION OF PERSONAL DATA PROTECTION AUTHORITIES /
ASSOCIATION FRANCOPHONE DES AUTORITES DE PROTECTION DES DONNEES
PERSONNELLES (AFAPDP)

Floriane Leclercq, Chargée de mission, Commission nationale de l'informatique et des libertés,
8 rue Vivienne - CS 30223 - 75083 PARIS Cedex 08

INTERNATIONAL CHAMBER OF COMMERCE (ICC) / CHAMBRE DE COMMERCE
INTERNATIONALE (CCI)

Christopher Kuner, Centre for European Legal Studies, University of Cambridge

INTERNATIONAL CONFERENCE OF DATA PROTECTION AND PRIVACY COMMISSIONERS /
Conférence internationale des Commissaires a la protection des données et de la vie privée
(apologised / excusé)

IBERO-AMERICAN DATA PROTECTION NETWORK / RESEAU IBERO-AMERICAIN DE
PROTECTION DES DONNEES (apologised / excusé)

EUROPEAN COMMISSION / COMMISSION EUROPEENNE

Katerina Dimitrakopoulou, Policy Officer, Directorate C: fundamental rights and Union citizenship, Unit C3
Data Protection, 1049 Bruxelles, Belgium

EUROPEAN PARLIAMENT / PARLEMENT EUROPEEN

José Manuel de Frutos Gomez, Administrator, European Parliament, DG IPOL, Committee on Civil
Liberties, Justice and Home Affairs (LIBE), Secretariat, 60, rue Wiertz, B-1047 Brussels, Belgium

COUNCIL OF THE EUROPEAN UNION / CONSEIL DE L’UNION EUROPEENNE (apologised /
EeXCcuseé)

EUROPEAN DATA PROTECTION SUPERVISOR / LE CONTROLEUR EUROPEEN DE LA
PROTECTION DES DONNEES (apologised / excusé)

INTERPOL

Sophie Clavet, legal officer

ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT (OECD) / ORGANISATION
DE COOPERATION ET DE DEVELOPPEMENT ECONOMIQUE (OCDE) (apologised / excusé)

« INTERNET SOCIETY » / LINTERNET SOCIETY” (ISOC)

Christine Runnegar, Senior Policy Advisor

OTHER PARTICIPANTS / AUTRES PARTICIPANTS

COUNCIL OF EUROPE DATA PROTECTION COMMISSIONER

Eva Souhrada-Kirchmayer, Hohenstaufengasse 3, 1010 Wien, Austria

10


http://www.google.com/url?sa=t&source=web&cd=1&ved=0CCQQFjAA&url=http%3A%2F%2Fwww.oecd.org%2F&ei=b6YATqeGK42e-Qb4l5TQDQ&usg=AFQjCNHOvha_Kgd0PZryx-7E0w8swGHlKA&sig2=9kffkFT2_swFRCMw0Bglyw

EXPERTS SCIENTIFIQUES / SCIENTIFIC EXPERTS

Bertil Cottier, Professeur de droit de la communication a la Faculté des sciences de la communication de
'Universita della Svizzera italiana, professeur associé de la Faculté de droit de I'Université de Lausanne,
Closalet 5, 1028 Préverenges, Suisse

Cécile de Terwangne, Professeur a la Faculté de Droit, Directrice de recherche au CRIDS (Centre de
Recherches Informatique, Droit et Société), Facultés Universitaires Notre-Dame de la Paix (FUNDP)
Rempart de la Vierge n°5, 5B-5000 Namur, Belgique

Caroline Porasso, Secrétaire Général de la Commission de Contrble des Informations Nominatives
(CCIN), 12 avenue de Fontvieille, 98000 Monaco

Benjamin Aouizerat, Administrateur Juridiqgue, Commission de Contréle des Informations Nominatives
(CCIN), 12 avenue de Fontvieille, 98000 Monaco

COUNCIL OF EUROPE BODIES / ORGANES DU CONSEIL DE L’EUROPE

BIOETHICS / BIOETHIQUE

Laurence Lwoff, Secretary of DH-BIO / Secrétaire du DH-BIO

ENLARGED PARTIAL AGREEMENT ON SPORT (EPAS) / ACCORD PARTIEL ELARGI SUR LE
SPORT (APES)

Stanislas Frossard, Executive Secretary / Secrétaire exécutif

Action against crime department — CODEXTER / Service de la lutte contre la criminalité -
CODEXTER
Kristian Bartholin, Deputy Head, Terrorism Division

SECRETARIAT

Directorate General Human Rights and Rule of Law /
Direction Générale Droits de I'nomme et Etat de droit

Information Society and Action against Crime Directorate / Direction de la Société de I'iInformation
et de la lutte contre la criminalité
Jan Kleijssen, Director/Directeur

Media, Information Society, Data Protection and Cybercrime Department / Service des médias, de
la société de I'information, de la protection des données et de la cybercriminalité
Jan Malinowski, Head/Chef de service

Data Protection and Cybercrime Division / Division de |la protection des données et
cybercriminalité
Sophie Kwasny, Secretary of the T-PD / Secrétaire du T-PD

Maria Michaelidou, Programme Advisor / Conseillere de programme

Szilvia Simond, Assistant / Assistante
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TRAINEES / STAGIAIRES

Nadia Lakhnati

INTERPRETERS / INTERPRETES

Christopher Tyczka
William Valk
Christine Trapp
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COUNCIL
OF EUROPE

CONSEIL

DE L'EUROPE

T-PD31(2014)0OJ_en_prov2

CONSULTATIVE COMMITTEE OF THE CONVENTION FOR THE PROTECTION OF
INDIVIDUALS WITH REGARD TO AUTOMATIC PROCESSING OF PERSONAL

DATA
[ETS No. 108]
(T-PD)

31° Plenary meeting

2-4June 2014

Council of Europe, Strasbourg (Palais, Room 2)

OPENING OF THE MEETING

T-PD-BUR(2014)RAP32Abr

T-PD-BUR(2013)RAP31Abr

T-PD(2013)RAP30Abr

Work programme 2014-2015

T-PD(2012)Rules

AGENDA

Abridged report of the 32™
meeting of the Bureau of the T-
PD (25-27 March 2014)

Abridged report of the 31 meeting
of the Bureau of the T-PD (18-20
December 2013)

Abridged Report of the 30"

Plenary meeting of the T-PD (15-
18 October 2013)

T-PD’s rules of procedure
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file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD-BUR(2014)RAP32Abr_EN.pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD-BUR(2014)RAP32Abr_EN.pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD-BUR(2013)RAP31Abr_EN.pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD-BUR(2013)RAP30Abr%20E%20FINAL.pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD_2012_Rules_en.pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD_2012_Rules_en.pdf

ADOPTION OF THE AGENDA

STATEMENT BY THE SECRETARIAT
Mr Jan Kleijssen, Director Information Society and Action against Crime Directorate,
Directorate General Human Rights and Rule of Law — DG |.

MODERNISATION OF CONVENTION 108

Required action: The Committee will take note of the work of the CAHDATA, of the
revised draft explanatory report, as well as of the information elements on the
evaluation and follow-up mechanism and will examine the structure of the related
guestionnaire.

Scientific expert: Ms Cécile de Terwangne, Professor Law Faculty, Namur University
(FUNDP), CRIDS Research Director

CAHDATA (2014)01 Working document - Convention 108 with
Additional Protocol and Modernisation Proposals

T-PD-BUR(2013)03rev5 Draft Explanatory report

T-PD-BUR(2013)02Rev5 Information elements on the evaluation and follow-

up mechanism

T-PD-BUR(2014)05 Structure of the questionnaire of the evaluation
and follow-up mechanism

T-PD(2012)04REV04 Final document on the modernisation of
Convention 108

DATA USED FOR EMPLOYMENT PURPOSES

Required action: The Committee will finalise the revised draft of the

Recommendation in order to transmit it to the CDMSI.

T-PD(2013)5revFIN Draft revised Recommendation on the
protection of personal data wused for
employment purposes

14


file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/CAHDATA/CAHDATA(2014)01_En_%20Working%20doc_Convention_108.pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD-BUR(2013)3Rev5%20-%20Draft%20explanatory%20report.pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD-BUR(2013)02rev5_%20E.pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD(2012)04Rev4_E_Proposals%20of%20modernisation(FINAL).pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD(2013)05revFINAL%20E.pdf

VI.

VII.

e T-PD(2014)03 Compilation of comments on the draft revised
Recommendation on the protection of personal
data used for employment purposes

e T-PD-BUR(2010)11FIN

Study on Recommendation (89)2 on the
protection of personal data used for
employment purposes and to suggest
proposals for the revision of the above-
mentioned Recommendation by Giovanni
Buttarelli

° Recommendation

No.R(89) 2

Recommendation on the protection of personal
data used for employment purposes

DATA PROTECTION AND POLICE

Required action: The Committee will take note of the information presented and
will decide on the follow-up to be given

e T-PD(2013)11 Recommendation (87)15 — “Twenty-five years down
the line: Final Report”

RECOMMENDATION ON MEDICAL DATA

Required action: The Committee will take note of the information presented.

e Questionnaire
e Background document

e Recommendation N° (97) 5 on the protection of medical data

VIIl. EXPERTS’ REPORT ON AUTOMATIC EXCHANGES OF PERSONAL DATA

Required action: The Committee will take note of the report prepared by the
scientific experts and will decide on the necessary follow-up.

Scientific Experts: Ms Caroline Porasso and Mr Benjamin Aouizerat
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file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD-BUR_2010_11FIN_en.pdf
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T-PD- Report on the implications for data protection of the
BUR(2014)01 growing use of mechanisms for automatic inter-state
exchanges of personal data for administrative and tax

purposes, as well as in connection with money

laundering, financing of terrorism and corruption

Draft opinion (see item XIII)
BIG DATA
Required action: The Committee will take note of the presentation made by the

scientif expert, will hold an exchange of views and will decide on the necessary
follow-up.

Scientific Expert: Mr Bertil Cottier, Professor, University of Lugano

OVERVIEW OF ACTIVITIES AND MAJOR DEVELOPMENTS IN THE FIELD OF DATA PROTECTION
SINCE THE LAST PLENARY MEETING

Required action: The Committee will take note of the information presented and will
hold an exchange of views.

e T-PD(2014)04Mos Information on the recent developments

XI.

XII.

at national level in the data protection
field

Handbook on European Data Protection Law

European Conference of Data Protection authorities (Strasbourg, 5 June 2014)

DATA PROTECTION DAY

Required action: The Committee will take note of the information provided by the
Secretariat.

COOPERATION WITH OTHER COUNCIL OF EUROPE BODIES

Required action: The Committee will take note of the information provided.
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file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD-BUR(2014)01%20Report%20Caroline%20Porasso_En.pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD-BUR(2014)01%20Report%20Caroline%20Porasso_En.pdf

XII.

XIV.

Steering Committee on Media and Information Society (CDMSI)
o Recommendation on a Guide to human rights for Internet users and
explanatory memorandum
Cybercrime Committee (T-CY)
Enlarged Partial Agreement on Sport (EPAS) — Sport Conventions Division
o Draft Convention against the manipulation of sport competitions and draft
explanatory report
Committee on Bioethics (DH-BIO)
o Draft Recommendation on the use of predictive health-related data for insurance
purposes and related opinion (see item XIII)
PACE
o Resolution 1986(2014) and Recommendation 2041(2014): Improving user protection
and security in cyberspace
o Resolution 1970 (2014) and Recommendation 2033 (2014): Internet and politics:
the impact of new information and communication technology on democracy
o Introductory memorandum on Mass surveillance and the protection of whistle
blowers by Mr Pieter Omtzigt, Rapporteur
CODEXTER
o Sub-group on special investigation techniques — discussion paper

OPINIONS

Required action: The Committee will examine the draft opinions submitted for
adoption and will take note of the compilation of opinions.

T-PD(2014)05 Draft opinion — data protection implications of

mechanisms for automatic inter-state exchanges of
personal data for administrative and tax purposes

T-PD(2014)06 Draft opinion — PACE Recommendation 2041 (2014) —
“Improving user protection and security in cyberspace”

T-PD(2014)01 Compilation of opinions

OBSERVERS

Required action: The Committee will take note of the information provided by the
observers and will examine the request for observer status made by the
International Committee of the Red Cross
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file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/CODEXTER%202014%201%20SIT%20Discussion%20Paper_EN.pdf
file://transitsrc/transit_src/Internet/dghl/StandardSetting/Dataprotection/Web/TPD_documents/T-PD(2014)05%20-%20Draft%20Opinion%20on%20the%20implications%20for%20DP%20mechanism%20for%20inter-state%20exchanges%20of%20data%20for%20admin.%20tax%20purposes.pdf

XV. DATA PROTECTION COMMISSIONER

Required action: The Committee will take note of the information provided by the
Council of Europe Data Protection Commissioner and will take the necessary
actions regarding the forthcoming term 2015-2017.

. Secretary General’s Requlation

XVI. CONTACT POINTS AND NATIONAL INFORMATION

Required action: The Committee will take note of the information provided by the
Secretariat concerning the joint OECD-APEC-Council of Europe list of contact
points and the Council of Europe web site.

XVII. NEXT MEETINGS

Required action: The Committee will take note of the proposed dates for the next
meetings of the Bureau and for the Plenary meeting of the T-PD in 2015.
XVIII. ELECTIONS

Required action: The Committee will proceed to the election for two years of one
Chair, two vice-Chairs and four Bureau members.

T-PD(2014)02 Memorandum concerning elections

XIX. OTHER BUSINESS
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http://www.coe.int/t/dghl/standardsetting/dataprotection/DP%20Regulation%2017%20april%201989%20CoE%20E%20_2_.pdf
http://www.coe.int/t/dghl/standardsetting/dataprotection/DP%20Regulation%2017%20april%201989%20CoE%20E%20_2_.pdf

APPENDIX I

COUNCIL  CONSEIL
OF EUROPE  DE L'EURQPE

Strasbourg, 4 June 2014 T-PD(2014)05

CONSULTATIVE COMMITTEE OF THE CONVENTION FOR THE PROTECTION OF
INDIVIDUALS WITH REGARD TO AUTOMATIC PROCESSING OF PERSONAL
DATA [ETS No. 108]

(T-PD)

OPINION
on the implications for data protection of mechanisms for automatic inter-state
exchanges of data for administrative and tax purposes

Directorate General of Human Rights and Rule of Law
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The Consultative Committee of the Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data (T-PD) has considered the
principles inherent in mechanisms for automatic inter-state exchanges of personal data
for administrative and tax purposes proposed by the Organisation for Economic Co-
operation and Development (OECD) in the light of the Council of Europe’s data
protection standards.

The T-PD firstly emphasises that, while the automatic exchange of information is
legitimately regarded as an essential tool in combating fraud and tax evasion, any such
exchanges must fully respect the rule of law and human rights, in particular the rights to
privacy and personal data protection’. Automatic data exchanges must not under any
circumstances weaken the rules governing the protection of personal data, as enshrined
in the European Convention on Human Rights and the Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data. The T-PD therefore
believes that it is vital that specific safeguards be adopted so as to ensure full respect
for individuals’ fundamental rights when the relevant state policies are implemented.

The automatic inter-state exchanges of personal data for administrative and tax
purposes can result in discriminatory measures being taken against individuals (e.qg.
being denied important services by private parties). In structuring such exchanges,
parties should take measures to minimise the risk of discriminatory measures being
taken against individuals as much as possible.

The T-PD believes that automated processing carried out in connection with
automatic inter-state exchanges of personal data for administrative and tax purposes
should rely on a clear legal basis, foreseeable, and should be necessary to achieve the
public interest pursued, as provided for by Article 8 of the European Convention on
Human Rights and its interpretation by the European Court of Human Rights’ in its case
law, while the competent authorities should determine which legal instrument they are
taking as their basis for the processing.

In this respect, the conventions and the appropriate agreements concluded for
the purpose of organising the data exchanges should be drafted clearly and
unambiguously, and give exact definitions of their scope, the terms used, the purposes
for which data are collected and may be validly used, the concrete categories of
persons concerned, an exhaustive list of the data processed and exchanged, a
designation of the national authority authorised to obtain and process the data, the rules
governing the retention of data by the requesting authority, the frequency with which
information is communicated and the practical arrangements for automatic exchange,
the rules governing the transmission of the data to other institutions within the
destination country or abroad, as well as remedies available to the persons whose data
is being processed.

T See the OECD “Guidelines on the Protection of Privacy and Transborder Flows of Personal Data”,
which were updated in 2013
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Where the requesting country is governed by specific rules related to personal
data protection, the T-PD also stresses that the reference to those rules and to the
supervisory authority to which the requesting party is subject should be explicitly
mentioned in the convention or agreement. The reference to the fulfilment of relevant
regional instruments applicable by the requesting country, be they legally binding or not,
could also be consistent with this approach.

- The purpose of processing

Article 5 b) of Convention 108 foresees that personal data must be used for
specified and legitimate purpose(s) and that they must not be used in a way
incompatible with such purpose(s). In order to fulfil the overarching principles of
necessity and proportionality, the T-T-PD believes that data should only be exchanged
when necessary, for the specified and legitimate purpose(s). Furthermore, data
gathered and exchanged should not be subsequently used in other processing carried
out for purposes not provided for in the legal instrument governing the automatic
exchange and under the limitations and procedures foreseen by the administrative,
criminal and criminal procedural law of the transmitting authority.

- Definition of the persons concerned

A precise definition of the persons concerned is particularly important in order to
avoid bulk collection and transfer of personal data. The T-PD therefore believes that it is
necessary to refer expressly in the legal instruments to the taxes and levies covered in
their scope, which ultimately determine the categories of persons concerned.

In this regard, the T-PD furthermore underlines that the reasons justifying the
processing of a specific category of persons concerned (i.e. for reasons of legal
arrangements on avoiding double taxation and the prevention of fiscal evasion) should
also be mentioned in the legal instruments.

- Rights of the persons concerned

The T-PD recalls that any restriction to individuals’ fundamental rights should be
prescribed by law, be duly justified and subject to tightly controlled conditions and
guarantees, including the possibility to seek judicial or administrative redress.

In particular, limitations to the data subjects’ rights provided for by Article 8 of
Convention 108 (such as the right of information and the right of access) should only
take place by way of an exception and provided that it is necessary in view of the public
task pursued (for instance in the case of the investigation of tax infringements or
criminal offences related to those).
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- Quality of data

The T-PD points out that, under Article 5 ¢) of Convention 108 concerning the quality
of data, it must be ensured that the data processed are “adequate, relevant and not
excessive in relation to the purposes for which they are stored”. It also points out that
exchanges must respect the principles of lawfulness, fairness and proportionality of the
processing set out in Article 5 of Convention 108, which not only refers to the categories
of persons whose data are being exchanged but also to the extent of the information
covered by the agreement.

The T-PD furthermore underlines the importance of providing standard models with
a view to securing the effective protection of individuals through a standardised
approach, and with comprehensive lists, of the information exchanged between the
competent authorities.

- Retention of data

The T-PD points out that, under Article 5 e) of Convention 108, the data must be
“preserved in a form which permits identification of the data subjects for no longer than
is required for the purpose for which those data are stored”.

It is in that regard particularly important that a retention period (limited period of
time, duly justified, during which the requesting authority will keep the data) be indicated
by the requesting authority. This period should ideally not exceed the retention period
provided for in the law of the transmitting authority, in particular where the national law
of that authority provides for the prescription of tax obligations or corresponding
offences.

- Transborder data flows

The T-PD recommends that the States Parties to the Convention ensure, prior to
implementing the relevant automated processing, that automatic inter-state exchanges
of personal data may validly take place in compliance with their domestic legislation,
taking due account of the legislation of the destination country or countries, particularly
as regards the possibility of subsequent re-use of the data for purposes other than
those originally intended.

Moreover, provisions specifically relating to international transfers should be
incorporated in the legal instrument governing the automatic exchange in question,
which should also take into account the principle of proportionality, especially to avoid
the mass transfer of personal and sensitive information to countries without an
appropriate level of protection. Specific attention should be given in the legal instrument
to the fact that there can be no onward transfers by the requesting authority to another
authority set in a third country unless the transmitting authority has authorised it.
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The legal instrument should also cover the guarantees and rights of the data
subject, as well as the remedies available and information relating to the independent
supervision entrusted to the data protection authority.

- Security

The T-PD notes that the security of the exchanges and the systems is a vital
aspect which requires adequate technical and organisational measures to be adopted
So as to ensure both the reliability and integrity of the data and the relevant processing
and also the confidentiality thereof. It underlines the importance of meeting the
requirements of Article 7 of Convention 108 and ensuring the security of the entire
system by laying down strict rules on encryption of data, access to data, identification of
the persons to whom the data are transferred and rules on the full traceability of the
exchanges, in particular through the implementation of access logs.
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