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ITALY 
 
 
The Italian Data Protection Code (Legislative decree 196/2003 
http://www.garanteprivacy.it/garante/document?ID=1219452), which obviously covers data 
processing in the employment sector, must be applied jointly with sector-related rules concerning 
employer-employee relationships and the use of technologies in such sectors, where data 
protection legislation is either left unprejudiced or expressly referred to. 
 
(Distance monitoring of workers) In particular, the Data Protection Code states that the provisions 
laid down in Section 4 and 8 of Act 300/1970 are left unprejudiced (Article 113 and 114 of 
DPCode). http://www.garanteprivacy.it/garante/document?ID=1219452 . The Act 300/1970, so 
called “Workers’ Statute, gives special consideration inter alia - to the distance monitoring of 
employees and the inquiries on employees’ opinions carried out by the employer. Article 4.1 states 
that it is forbidden to use devices aiming at distance monitoring of workers’ activities. However, 
Article 4.2 provides that those devices that are required by specific management and production 
needs, or by workplace safety and that can lead to distance monitoring of the workers can be used 
but only after the agreement with trade unions has been reached. Article 8 forbids inquiries carried 
out by the employer on the employee’s opinions regarding politics, religion or trade union or on 
other elements that are non relevant for the evaluation of the workers’ skill. These provisions have 
been considered in several decisions of the Italian Dpa (see below). 
 
(Evaluation data) The DP Code takes into account evaluation data in connection with data subject’s 
rights. In particular it allows the exercise of the rights by the data subject with regard to data of non-
objective character on condition that it does not concern rectification of or additions to personal 
evaluation data in connection with judgments, opinions and other type of subjective assessment 
(Section 4). 
 
(Sensitive data) The DP Code –as a general rule-  provides that sensitive data can be processed 
only with the data subject’s written consent and the Garante’s prior authorization. However, this 
provision is not applicable if the data processing is necessary to comply with specific obligations 
and/or tasks laid down by laws, regulations or Community legislation in the employment context 
within the limits provided for by the DPA authorization. (Section 26) 
 
(Notification)  The DP Code states a positive list of specific type of data processing that must be 
notified to DPA (there is not a general obligation to notify). Processing of sensitive data stored in 
data banks for personnel selection purposes on behalf of third parties is among the categories of 
processing that must be notified to DPA. The same applies to the processing of biometric data or 
geo-localization data (Section 37) 
 
(Telework) The DP Code also gives consideration to the telework by stating that in the context of 
home-based work and telework, employers shall be required to ensure that the employee’s 
personality and moral freedom are respected. 
 
 
DPA’s decisions  
 
(General Principles) With two different decisions the Italian Dpa has issued Guiding Principles on 
the Processing of Employees' Personal Data in the Private Sector (23 November 2006, 
http://www.garanteprivacy.it/garante/doc.jsp?ID=1364099 ) and in the Public Sector (14 june 2007,  
http://www.garanteprivacy.it/garante/doc.jsp?ID=1693793). The two Documents, respectively for 
private and public sector, inter alia, recall personal data protection principles employers must 
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comply with (including the respect for data subjects’ rights), clarify the roles of data controllers and 
processors, deal with secrecy obligations of physicians in charge of health controls, limit the access 
of employers to the employees’ health records, deal with data processing in relations with trade-
union organizations, give indications on ID badges worn by workers, provide that biometric systems 
in the workplace must be deployed only for specific access control need to special workplace areas 
in which elevated security levels must be ensured and that the blanket use of automatic recognition 
systems to establish the presence of employees by means of collecting biometric data is not 
allowed.  
 
(Monitoring of e-mail and Internet use) The DPA issued a general decision (dated 1 March 2007) 
applying to the monitoring of e-mail and the Internet carried out by both public and private 
employers http://www.garanteprivacy.it/garante/doc.jsp?ID=1408680. According to the Guidelines 
employers are required to afford reasonable privacy to their employees in order to ensure that their 
personality can develop freely and without constraints. The guidelines attempt to reconcile the 
interests at stake by reaffirming, on the one hand, the employer’s right to lay down the usage 
arrangements for the IT equipment committed to employees – including proportionate disciplinary 
measures – and, on the other hand, employees’ right to be the subject of controls carried out in a 
stepwise, proportionate manner and be adequately informed about the processing of their data, 
which must be minimised. 
 
(Electronic Health Records) On the “Guidelines on the Electronic Health Record and the Health 
File” (date 16 july 2009 http://www.garanteprivacy.it/garante/doc.jsp?ID=1672821) the Dpa has 
stated that given the purposes underlying creation of an EHR/HR, access should only be allowed 
for the purposes of prevention, diagnosis, and treatment of the data subject; only health care 
practitioners should be enabled to access the data - which does not include, inter alia, employers. 
(Whistleblowing) Regarding the issue of whistleblowing, a written submission to Parliament was 
made in December 2009 by the DPA concerning advisability of passing ad-hoc legislation to 
regulate whistleblowing in the corporate sector. The DPA drew attention in particular to the need for 
regulating the lawful use of personal data collected via the "good faith" reports lodged by 
whistleblowers as well as access by data subjects to their own data as collected in this manner. 
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PORTUGAL 

 

 

Article 16 

Right to privacy 

1 – Both the employer and the employee must respect each other personal rights, mainly as 

regards the respect to the right to privacy. 

2 – The right to privacy encompasses either the access to or the disclosure of facts pertaining to 

the private and personal life of the parties and, in particular, those related to family life, sentimental 

and sexual life, health status and to political and religious convictions.  

 

 

Article 17 

Personal data protection 

1 – The employer shall not require the applicant or the employee to provide information related to: 

a) His/her private life, save when such is strictly necessary and considered relevant to 

determine his/her ability for the exercise of the work, and provided that such request is well 

grounded and is done in writing; 

b) His/her health or pregnancy state unless, due to the nature of the professional activity, there 

are some specific requirements that so justify it, and provided that such request is well 

grounded and is done in writing. 

2 – The information foreseen in item b) of the preceding number is provided to a doctor, who only 

lets the employer know whether or not the employee is fit to perform the work. 

3 – The applicant or the employee that has provided personal information has the right to control 

his/her personal data, know of its contents and its purpose, as well as to require such information to 

be rectified and updated. 

4 – The files and electronic accesses used by the employer for the processing of the applicant’s or 

the employee’s personal data are subject to the law on personal data protection, currently in force. 

5 – Breach of the provisions set forth in numbers 1 or 2 is considered a very serious administrative 

offence. 

 

 

Article 18 

Biometric data 

1 – The employer may only process the employee’s biometric data after the National Data 

Protection Authority has been notified. 
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2 – The processing of biometric data is only allowed when the information to be used is deemed 

necessary, adequate and proportional to the purpose to be achieved. 

3 – The biometric data are retained during the period strictly necessary for the purpose to be 

achieved, and must be destroyed as soon as the employee is transferred to another work location 

or whenever the work contract ceases. 

4 – The notification referred to in number 1 must be followed by a Worker’s Committee’s opinion or, 

if this one is not available within 10 days after the consultation process, by a document certifying 

that such request has been made. 

5 - Breach of the provisions set forth in number 3 is considered a serious administrative offence. 

 

 

Article 19 

Tests and medical exams 

1 – In addition to the situations foreseen in legislation on health and safety at work, the employer 

shall not, for admission or work purposes, require the applicant or the employee to have tests or 

medical exams, of any nature, in order to confirm their physical or psychical status, except if they 

aim at the protection or safety of the employee or third parties, or whenever specific requirements 

inherent to the professional activity so justify it, and provided that such request, well grounded and 

done in writing, is addressed to the applicant or to the employee. 

2 – The employer shall not, in any circumstances, require the applicant or the employee to have or 

provide tests or pregnancy exams. 

3 – The doctor responsible for the tests and medical exams only lets the employer know whether or 

not the employee is fit to perform the work. 

4 - Breach of the provisions set forth in numbers 1 or 2 is considered a very serious administrative 

offence. 

 

 

Article 20 

Remote surveillance means 

1 – The employer shall not use remote surveillance means at the workplace, through the use of 

technologic equipment, with the purpose to control the employee’s professional performance. 

2 – The use of the equipment referred to in the previous number is deemed legal whenever such 

aims at the protection and safety of persons and property, or whenever special requirements 

inherent to the professional activity so justify it. 

3 – In the cases foreseen in the preceding number, the employer informs the employee of the 

existence and purpose of the surveillance means used, and shall affix in the areas subject to them, 
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the following, as appropriate: “This area is under a closed circuit video surveillance” or “This area is 

under closed circuit video surveillance, where images and sounds are recorded”, followed by an 

identifiable symbol.  

4 - Breach of the provisions set forth in number 1 is considered a very serious administrative 

offence, whereas breach of the provisions set out in number 3 is considered a less serious 

administrative offence. 

 

 

Article 21 

Use of remote surveillance means 

1 – The use of remote surveillance means at the workplace depends upon authorization of the 

National Data Protection Authority. 

2 – The authorization may only be granted if the means used are deemed necessary, adequate and 

proportional to the purpose to be achieved. 

3 – The personal data captured by the remote surveillance means are retained during the period 

strictly necessary for the purpose to be achieved, and must be destroyed as soon as the employee 

is transferred to another work location or whenever the work contract ceases. 

4 - The authorization referred to in number 1 must be followed by a Worker’s Committee’s opinion 

or, if this one is not available within 10 days after the consultation process, by a document certifying 

that such request has been made. 

5 - Breach of the provisions set forth in number 3 is considered a serious administrative offence. 

 

 

Article 22 

Confidentiality of messages and of access to information 

1 – The employee has the right to privacy and confidentiality as regards the contents of messages, 

of a personal nature, as well as of access to information, of a non-professional nature, that he/she 

may send, receive or consult, in particular, through electronic mail. 

2 – The provisions set forth in the preceding number do not hinder the employer to implement, in 

his/her own company, rules regarding the use of communication means and, in particular, those 

related to electronic mail. 
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SWEDEN /SUEDE 
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