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FOREWORD

The plastic card with a memory has been a pareoples’ lives since 1950, when the Diners
Club issued pay cards as members’ identificatidve flrst plastic credit card was then issued
by the Bank of America in 1960. Since that timénat been used in various areas of human
activity: in banking, business, health care et¢etan, the card was equipped with memory
elements which enabled the card to carry more ameé iata. The capacity of these memory
elements increased along with developments in tdogg. The amount of personal data
concerning cardholders also increased. These data as identification and also characterise
the cardholder within the scope of the area forcWhine card was issued (health data,
payment data, consumer data, etc.).

It is important to say at the outset that smartiga@re only part of a large complex system,
which includes terminals, networks, servers, cuation systems and software applications,
as well as key encryption management. This comgpjsetem is secure only if each part of it is
secure. Smart cards are only one link in a longamc

- the" card" phenomenon complementary to the " net" phenomenon

The smart card is being considered as a specdlddo a reasonable increase in the quality of
today’s information society in general. The smartdghenomenon stands in opposition to
the networks, especially the open and unsecuredidiely used Internet. The cards represent
individualised sophisticated tools in comparisottwtiie commonly shared (but unique)
network.

While smart cards offer multiple functions suchfas.example, digital signature, encryption
and storage of selected information, networks g®vuniversal access to information and
knowledge. To achieve the optimal benefit for us#rzens, the two technologies should be
combined. Thus the synergies of cards and networkte advanced information society
must be analysed and recommendations for apprem@dtitions must be developed.

In this sense the dual platform of card + netwakgs the way for the challenged
applications and ought to be evaluated as complimetechnology for both its benefits and
risks.

- the card as a security-enhancing tool - key holder/generator



Adequate and trustworthy use of information and momication technologies represents a
critical success factor for the modern informatogiety.

Smart cards ensure security features in very spenifl individualised ways: they enable the
collection of private data related to the cardhgltet a processing facility is added so that
access to the data content can be controlled inusaways by both the cardholder and the
information system.

Whilst in the past many projects tried to builditttwmmunication infrastructure either on
cards or on networks, it is now widely accepted suene needs of security, privacy and
universal access to personal data may only beashigy combining the functions of smart
cards and networks.

One of the essential features is the possible g&oarof cryptographic keys within the smart
card itself. Together with the provision for electic signature, encryption and advanced
standardisation make the smart card unrivalledtaslalt must be noted that GSNé often
considered as a potential competitor aiming to ideindividuals with a mobile handset
instead of a smart card. But GSM is in fact bagethe plugged smart card, called the 5IM
card, and the handset is nothing more than a sraaitand human interface. In this sense the
rules and recommendations for card-users and G$&ké bgcame identical.

The use of cryptographic smart cards implies thgngeup of public key infrastructures,
where access to relevant data will not be possititeout permanent access to these
infrastructures. Hence internationally harmonisddhistructures have to be built and
operated. The need for international interoperigtiily these measures is obvious.

- the card enables effective off-line transaction management

Besides security, smart cards also bring a busimeéssted advantage, which is the feasibility
of providing secure off-line transactions. This meanainly user authorisation — a procedure
by means of which the cardholder proves his realaticthe card - and mutual authentication
between the card and the information system to lmttie card has been connected.

The off-line operation is important for two baséasons:

Firstly, it makes certain solutions feasible thgreving costs of communication on-line (and
real time in the same case) and it solves emergeasss in which the on-line connection is
not available for whatever reason.

On the other hand, off-line procedures bring a nkass of risks which must be evaluated,
related to off-line secure computation which is sigbervised via powerful enhanced servers
and with the security of authentication betweenatenoff-line running workplaces and
network servers.

Smart cards provide sufficiently secure solutiamstiiese requirements.

Electronic cards have played an even more sigmificale in the creation of an information
society. That is why the European Union, at thde@mce held in Lisbon in April 2000,
decided that the smart card issue would also lmdvexs within the framework of the
“eEurope 2002: An Information Society for All” indgtive. The Smart Card Charter program,
currently containing 12 partial sub-programs tludwes various problems connected with the
application and utilisation of this technology iraptice, has been ratified.

The expected expansion of smart card applicatintisipates the increase in personal data
processing. With a growing amount of personal daiag stored in a card’s memory, the risk
of these data being misused and of the cardholgevacy being compromised increases.
The goal of this report is to call attention togbeisks and to determine principles to ensure
that the risks are minimised.

! GSM - Global System for Mobile communications
2 SIM — Subscriber Identity Module card



II.  TECHNICAL ASPECTS

A Definitions

Smart cards are divided into categories accordirdifferent characteristics. For the purpose
of this report we ustinctionandaccessas fundamental.

By function we recognise two categories:

A smart cards a card of an established fétrincorporating one or more integrated circuits
(IC), capable of storing data and giving accesaftrmation systems, containing a safety
device, with its own identity, owned by a givengun, single or multi-purpose, on an
everyday basidt carries a built-in microprocessor, enablingitarry out intelligent
functions. It has its own operation system and nierad

A memory cards card that contains a memory-integrated circiti Vow-level protection
and secure technologyMemory cards have been used in some health aiiel spplications
and in early telephone pre-paid applications. Téreynot widely used at present.

Cards are divided according to their type of access

Contact smart card this is a smart card with electronic contacts plame the card for
interface and communication with the outside wealpplication information system). Data
may be read from the card memory only if the cardiiectly inserted into a card reader.

Contactless smart cardthis is a smart card that uses low-frequencyoragives to provide
power and to communicate with smart card reafi€@mmunication with the outside world

is by means of an antenna wound into the card.

Some multiple applications use so-called Dual casith both types of technology for access
to data.

A cardholderis a natural person whose personal data are storéee card in his or her
possessian

B Brief history of Cards

Smart cards as such are a European invention. &hekment is considered to be the patent
of the French technician Roland Moreno of March4l9his represented the culmination of
international development and, by means of tim@ndardisation, made the industrial and
application utilisation of this technology possible

From the point of view of innovative steps, thddaling milestones are significant:
- memory cards - data carriers

In the following year, 1975, an ATM memory card wested, replacing magnetic cards. This
simple change of data carrier did not result innaprovement in data security; it was still

% The size of the card and the location of the iretegl circuit are generally defined by an 1ISO stadd
(e.g. 1ISO 7816-2).

* The operating system for a smart card is usua#italled on the card by the manufacturer and cannot
be changed.

®> With EEPROM (Electrically Erasable Programmabl@dRenly Memory) circuit.

® Most contactless smart cards can be read fronstardie of about six inches. They can be read
without being removed from a purse or wallet.



“publicly” accessible. What did occur, however, veagerification and confirmation of the
practical utilisation of the new technology. Thaclusion made it possible for the banking
sector to unblock the investments needed for agghanthe technology, which has now
lasted for 25 years; it is a rational policy batbnfi the point of view of high costs, as well as
from that of the complicated integration of newgeénious applications.

- microprocessor based cards

In the ten-year period from 1974 to 1984 a numigatents were submitted which made
possible the introduction of industrial productiminstandardised smart cards. At the same
time as Bull in France (1985), ORGA (Germany) pnése the world’s first multifunctional
processor card at the CeBIT trade fair. It furthemensupported the authorisation of the
cardholder with respect to the card and then alfieeatication (mutual verification) of the
card with respect to the system in which the caad wperating.

It is only thanks to the properties of a microcomapthat it became possible to start building
systems that are essentially secure.

- extension for sophisticated operating systems on cards

Progress in the card’s chip architecture was fadldvafter a certain interval, by progress in
its software, particularly in increasing the quabf its operating system. The original design,
reminiscent of the software monitors of single-cmiigrocomputers, was gradually replaced
by professional operating systems, providing semaragement of multifunction cards
under the ISO 7816 standard.

While prepaid telephone memory cards were in massse by 1990, their biggest application
today (GSM) is in the first year of card orders.

- multi-functions and multi-applications solution

Following GSM’s rapid take-off around 1995, applioas aimed at other segments began to
revive as well, particularly in banking, loyaltystgms and secure identification as the basis
for secure access to the Internet, e-commerceakhhe-government ...

The capital costs of the general application ofrsicerd technology are, however, too high
(in the health-care and health insurance sectgritteey be estimated at 3-7% of annual
turnover); for this reason a legitimate demand cotoghe fore for multiuse smart cards for
various purposes. In technical terms, there isingtthat would hinder such grouping of
applications. From the point of view of uniform idiication, data aggregation on the card,
user profiling and data mining, however, the proidehat emerge are hard to deal with.

The cards generally used today are mono- or matttfanal. In practice this means that they
have a single issuer, administering the databa#®eafards issued, while the cards constitute
its natural extension. The card issuer then adbairsishe data on a contractual basis and
makes their use possible within the scope of ite omwcontractual applications.

For future use—after 2001—it is anticipated thattrapplication cards, very similar in
terms of their character to a personal computdl peidistributed publicly. It will be possible
to purchase such a card empty and each of its tsoldé be able to insert a set of
applications in his card based on his own choice.

- enhanced security features

Smart cards belong to a family of technology whicbvides protected confidentiality of
communications and authentication and verificatbdata subjects. This technology is called
“Privacy Enhancing Technology (PET)”". PET includesh techniques as encryption
software, anonymous mechanisms of hardware useghii identifiers for secure and



confidential data transactions, and other techrsdoepreserving anonymous
communicatior.

Since about 1993, massive measures have beendmdadopment against fraudulent
practices, brought about by the mass introductf@mart card applications (particularly
involving unprotected memory cards). These measurgisily at the level of the producers
and operators, culminated in 1997 in France wighestablishment of SEF{Information
Technology Fraud Investigation Bureau) and BCRCEntral Service for the Suppression of
Computer Crime); similar institutions have beeraklshed in other countries as well.

In order to increase the security of smart cass,ldasic principles have been gradually
applied since 1997-98.

A card is viewed as a specific product, whose pggseare gradually upgraded: the
implementation of multifunctional operating systemith the ability to control access rights
to data on the chip; further, by adding speciabpse hardware elements, such as random
number generators, a cryptoprocessor, cryptogrd@yigenerators, detectors of unusual chip
states and finally, self-destruction mechanismsclwvbestroy the card in the event of
detection of an attempt at its abuse.

- development of the infrastructure

Even from this brief outline of the developmentiué card it is evident that its properties are
in part, though not entirely, influenced by the liyaf the overall smart card system design.
Among the most important remaining components ecere terminals (particularly multi-
application terminals), transmission records fer ¢bllection of transaction data and software
for the data collecting servers and databases.

The legally binding standards and ethical rulesshagubstantial influence; without their
acceptance the development of mass smart card-bgseins could not be harmonised or
operated.

In an effort to address and resolve these issuageahational level, in 2000 the European
Commission formulated the eEurope Smart Card Chigit&ative, within the scope of
Information Society Technology (IS

Smart cards are held in the possession of citizadsseen as private, personal and secure
objects under their control. They are perceivetiested tokens storing citizens’ personal
data. When using the smart card the citizen magskared of security of access and
operation, and will have consistent and easy-toseséce presentation.

C Overview of the available technology

Real running applications are mostly based on migelnologies, which are used in parallel.
In a review of card technology development fromeppliastic towards the smart card (which
contains an integrated circuit (IC) with an embeatidgerational system and application
software), the basic classification might be:

The classification of the cards asa form of data carrier

All plastic cards provide the possibility to pladeible data such as the cardholder’'s name or
picture on the card surface. Some of the data dautdnsequence be machine-readable, for
example via OCR recognition. Some data are embossed into theipkrst are used to
generate paper sheets related to the card tramssaciven visible, but incomprehensible,

" See e.g. Borking J.J.: On PET and other privappstting technologies ( www.privacyservice.org ).
8 SEFTI — Service d’enquéte sur les fraudes auxnlolies de I'information.

°® BCRCI — Brigade centrale de la répression deitainalité informatique.

1% see http://www.eurosmart.com

' OCR - Optical Character Reading



data (e.g. bar code) might be placed on the surfdtthese provisions are dependent on card
technology.

On the other hand certain data dedicated for autahieeatment are to be placed in the chip,
or written on the magnetic strip or laser-engraved the optical field of the card. In such
cases, in relation to the application design, datt be saved in open or encrypted form.
Except for the data placed within the microcomputep, all data are still publicly accessible
and must be treated as such. Even though not uaddeble for the cardholder, data can
easily be extracted from the magnetic strip oragptiield or non-protected memory in any
appropriate reader.

The institution of once written memory has beerduseprotect memory cards from
unauthorised issuing. Plenty of security provisitriginally developed for the printing
industry — such as water marks) are used to séicenglastic body from being copied.

Enhanced processing

The microprocessor brings processing power anded €or essential protection, which
comprises:

Management of microprocessor environment, physigdlelectrical conditions around the
chip itself and possible auto-destruction facility.

Setting up and management of access rights tostfaiztures located on the chip.
Generation of random challenge used for chip atitegion.

Computation of electronic signature using privadg &nd verification of the received ones.
On-chip data stream encryption and decryption.

Enhanced cryptocards provide key generation arehtialy simplify PKI installation, no
private key dissemination is required.

Characteristics of the communication of e ectronic cards with the external environment

The smart card contains an integrated circuit wittembedded operational system and
application software; it is in fact a small compute

The standard way of communication between the @addthe external world occurs by
means of contacts mechanically fixed to the catlliwihe card reader.

In some cases, users have difficulty plugging tirel into the tiny slot, or the open slot of the
reader is exposed to severe conditions which cerdidly decrease its reliability. Therefore
contactless cards are successfully applied in damge with ISO 14443 standard.

The contactless or dual card (contact + contactiast) might be remotely detectable, which
seems to be a practical advantage, but bringsriseguence the security risk of remote
monitoring or the unintentional processing of caashsactions.

Where other details besides the cardholder’'s pafsdentification data are being scanned, a
contactless card should not be used.

Authentification of cardholders

Some technologies (password, personal identifinatiomber - PIN) are suitable for secure
access to the distributed information systems. & beshnologies have minimal memory and
processing algorithm requirements but in many casgsbe seen as weak. They are not
exceedingly safe and can be relatively easily neidus

Identifying the cardholder through biometric sighinger/thumbprint, hand geometry (palm
prints), retina scan, iris scan — is a safer fofndentification. Biometrics describes an
automated process used to verify an individual th@sephysical or behavioural
characteristics. For biometrics to operate, a aaddint must provide an example of the
particular characteristics that are to be used wiegification is required. This process (called
enrolment) allows the system to create a templiatieeocharacteristics (for example
fingerprint image). Biometric verification is whettge cardholder’'s template is compared
with an offered characteristic. However, these nettgies are more demanding for the
memory carrier. This safe identification is suigafidr off-line authorisation; the picture of the

12 pK| — Public Key Infrastructure



biometric sign is stored on a chip card, not oncinatral system. Biometric identification

does not require the cardholder to remember anyff@irg. alphanumeric chain, PIN, ID
number), it cannot be guessed or broken.

For the authentication between the card and coadeststem the standard rules for computer
networks are used, thanks to the on-chip microcaengarocessing power.

D Application of Smart Cards

Smart cards offer a wide spectrum of possibiliteshandling transactions involving personal
data and thus facilitate the use of such data myrsansitive areas of application. The basic
function of a smart card is data storage and tresséom, as well as exchange between the
individual parts of the given application’s overalformation system.

Smart cards are held in the possession of citizadsseen as private, personal and secure
tools under their control. Smart cards can be asealkey element in providing user-friendly
and secure access to those services they requirgcanss to personal information in
application (information system).

Smart cards are today used in many sectors - (etadtronic cash, loyalty systems),
telecommunications (SIM cards, GSM), banking (payntensactions), security (access
control), transport (road tolls, parking fees, bnagh tickets, fuel stations), health (patient
records, professional data, pharmaceutical), gorem (transaction between citizens and
government bodies, keys for electronic signatiet),

Today’s division of smart card applications, howeignot sector-oriented, but is based on
technical and security requirements. A dozen esddi®ids of smart card applications have
been identified during broad discussion on newrneldgy within eEurope public activity:

Public I dentity

The aim of this activity is a common European @itiDigital Identification Document. For
this purpose, a qualified citizen’s certificktis needed. It will be a very important step
towards e-government in the European member statesof the benefits is enhanced data
security. In general, smart cards may provide guarelation between the citizen and its
government.

I dentification and Authentication

The target of this application is to contributeatoommon, feasible and affordable security
platform for all electronic transactions in needd#ntification and authentication.

Prior attention is focused on PKI and smart cartigevit aims at supporting trusted services
in need of identification, digital signature andidentiality.

Protection profiles, security certification

The goal is to declare and facilitate the adoptibthe specific standatti(through the smart
card industry) for the evaluation and certificatafrproducts and systems, to provide trust
and confidence to the smart card users.

Generalised card reader

3 This certificate enables reliable authenticatidncitizen, encryption of data and use of digital
signatures.
4 Common Criteria (CC) - ISO/IEC 15408.



The aim of this activity is the specification okthrchitecture of general card terminals. These
unified facilities enable secure interconnectioswiart cards into the open networks,
regardless of the type of card and sort of apptinat

E-payment and M-payment 15

The prior objective of this activity is the adaptiof smart cards as a means of secure
payment. Strong requirement for interoperabilityogs channels, sectors and countries is
obviously necessary.

Contactless Smart Cards

Contactless smart card technology will be widelgdus» m- and e-commerce and in public
transport systems. Necessary rules and regulatiogist to address to two key overlapping
areas - the industrial offer and end-user needs.

Multi-Application Smart Cards

The aim is to enhance the citizen’s freedom of ahai the selection and management of the
Information & Communications Technologies (ICT)\dees. The smart card seems to be the
generic access token. The objective is to achidven@ework for open interoperable multi-
application smart card platforms under strong sgcoontrol.

Multi-applications of smart cards need technicardmation of all the components - smart
card, chip technology, operating system and manageattivities.

Public Transport

The objectives are services supporting public frartautilising the smart card as the access
token. It is also needed for interoperability beswd&uropean transport ticketing systems
utilising smart cards.

e-Government

The target is to achieve definition, rationalisatand implementation of a European model
for procedures employing smart cards for interfgdhre public administration; mainly to
promote more effective use of government informmatigsources, access to public services
and simplify on-line administrative procedures.ligdition of electronic signature, PKI
infrastructure and Internet are essential needs.

Health care

Health care was one of the first areas of smad application. The objective of joint
European activities is to attain wide interopeiigbof health information smart cards for
health care, emergency services, health and sasialance, pharmaceuticals, etc. It is
necessary to set up the framework of legal reqaniatiprofessional standards and ethics
relevant for the operation of health informatiosteyns in which electronic cards are used.
These apply to patient data cards as well as tithhefessional cards and to their usage in
networks, covering administrative data as well ealth-care/health-related data; they could
be seen as three different cards with differenttions, e.g. ID-card, signature card and
health card, which could of course also be combinaxhe card.

Advanced Electronic Signature

'3 Electronic payment and Mobile payment.



A new area of the application of smart cards istedaic signature. The target is to allow
European citizens to carry out transactions in apEworks, such as the Internet, with
confidence and in multiple domains without restoics.

E Specificity of data conservation, access and processing

Multipurpose — multifunctional utilisation of catdrminals and smart cards as such makes
the introduction of modern and expensive technelogifordable. However, it brings with it
specific problems of how to share the technicatueses, while at the same time
guaranteeing that no conflicts occur in data sl processing. Furthermore, it is
essential to ensure that no conflicts occur inctse of indispensable external procedures—
such as when data from various databases are margedo the personalisation of the smart
cards, in the course of monitoring the circulatma customer complaints involving the
cards, and in the course of distributing cryptobiafeys into the cards and terminals.

From this point of view it is possible to distinghithree models based on the choice and
administration of smart card applications:

| ssuer centric model

The model is based on the administration of varaqpications exclusively by the card
issuer. An example is today’'s banking systems, e/kte bank owns the card as well as the
data contained in it and in various ways lends the client (cardholder). It is up to the bank
to decide what data will be on the card (as webiraghe terminals) and how they will be
recorded, and the client must comply with the rifibe decides to use the system. He can,
however, refuse to use the system.

Conceptually this model may be considered an eiierd the current (e.g. banking)
information system by an auxiliary card subsystem.

It is not suitable for obligatory systems, becafiiee cardholder is required to use a
particular card, he must have an adequate guartrethis personal data will be protected.

Service provider centric model

The model is based on the fact that some cardrissadypically GSM operators — permit
their cards, in this case SIM cards, to be usethiprocurement of services from other
providers as well as for the payment of such sesv(e.qg. in the case of purchases from
automatic vending machines or in car washes udidigc&rds, pre-paid applications, etc.).
The safety of such a solution lies in the qualityhe root identification (SIM) and in the
quality of the safeguards for GSM transmissiongctvlimit the security of other
applications.

In this model, however, the threat of informatieakage is real. From a GSM application it is
impossible to ascertain, for example, what anyaregnally buys through the telephone SIM
card, but it is possible to precisely localise plece and time of the purchase. A typical
problem is the technical implementation of the sesyon which such (GSM) applications
run—these are very fast computers, equipped witmong banks, allowing very rapid
response to transactions being elaborated in par@h the other hand, they aggregate an
enormous quantity of data of sundry value—somenated for the GSM system’s own
operation, others for the processing of the progidé supplementary services.

Data warehouses might be set up effectively andigecexhaustive data mining. This is to be
considered as a risky activity and requires supemiin terms of human rights protection.
The main risk is to the data communicated througgiregated channels from where they
might be extracted even without the knowledge amsent of the service provider.



Cardholder centric model

This is a model more or less applied in the Nordgions. In an extreme case the interested
party receives a freely distributed smart card ¢kpdcomputer) and through a safe terminal,
kiosk, etc., himself selects the applications tletvants to have on the card: citizen
identification, certificate permitting electroniigeature, health/social insurance, electronic
wallet, prepaid or loyalty applications, home baugkietc.

In this case the cardholder is the owner both efcdrd as an object and of the data on the
card. His ability to utilise and administer thencw®ly depends on a pre-existing
infrastructure. The infrastructure is produced fiogr( top to bottom):

a definition of the rules from the applicable légii®n to generally accepted practices (e.g. to
protect the PIN and not to write it on the card);

the infrastructure of connection locations—cardnienls;

the available SW applications for the terminals tondhe cards themselves—in the form of
plug-in applets; and

the technological platform — this is the smallastatem; thus far we cannot safely,
effectively and rationally utilise the technicafasible functions.

Specific risks associated with the processing of personal data with the help of smart cards

The increasing volume of data recorded on card miesiincreases the risk of attacks against
the cards, or the data. There is thus a growingadenfor the protection of information
against unauthorised access and any unauthorisedsgsing of personal data. It can be said
that the success of the system in the applicafiensmart card depends on the protection of
the data recorded on the card.

Among the most serious risks involving the useno&’ cards is the processing of sensitive
personal data. If sensitive personal data reldaortbe cardholder or his family members are
recorded on the card, then it is necessary to geizant at all times of the fact that a number
of authorised individuals have access to the dadaia the event of misuse of the card, other
persons as well. In allocating access rights taltta (e.g. with the help of the card of a
professional staff member) it is difficult to spigdine individual measure of authorisation.

A specific risk of the abuse of smart cards isespnted by applications allowing payment
operations (credit cards, electronic purse, pre-pard). Such cards are very often misused
and have became an object of interest to thosewidtoto gain access to the cardholder’s
property (mainly funds) with the help of such caiffithese financial functions are combined
with other uses of the card (multi-application gafebn, in the event of an unauthorised
operation with the card the objective of whichasess to funds, other personal data recorded
on the card, including sensitive data, become aduesas well. Thus, besides the original
risk, an additional risk arises following from theauthorised knowledge of sensitive
personal data. This risk can however be preventetbbusing payment operations on multi-
application cards in combination with the cardhoklsensitive personal data.

For these reasons certain sensitive personal datddsnot be recorded on the smart card at
all. This concerns, for example, data on racelmmietbackground, religious affiliation, sex
life. In some countries legal regulations prohibdluding these categories of personal data
on smart cards.

It is necessary to devote particular attentiondalth cards, if personal data on the state of
health of the cardholder or that of members ofédmsily are recorded in the memory chip.
Discussions are still under way on the extent efttealth data that should be recorded on the
chip. No standard has yet been adopted, so thatdheédual countries are using in their
applications (for the most part in the experimentakesting stages) various ranges of
personal health data. In health care applicatioesinart card is used either as a key for
access to health data, which are kept at a giveatit;m (generally with the attending or
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family physician, at the hospital, et€.pr as a carrier of selected data from the pasent’
(cardholder’s) health documentatitin.Nor is it appropriate to link a health smartccar a
multi-application regime with payment functionsvath functions unrelated to health care or
social services, with health insurance, social SgGetc.

The protection of personal data is related to theti®n of two problems:

Access to personal data

In dealing with access to personal data recordesl gmart card, it is necessary to distinguish
access by a cardholder

access by a third party.

The cardholder always has the opportunity to readiaita recorded on the card. This
approach is often dealt with by the installatiorpablic booths, with the help of which the
cardholder can confidentially read the data orctire.

Access to the data recorded on the card by a phirty is a more complicated problem from
the point of view of application. It is necessaryset up groups of authorised individuals who
have access to the personal data and to grantdififament degrees of authorisation. For
example, a certain group of persons may be peudritteead only a limited amount of data,
another group may have access to all data, sormapde permitted read-only access to the
data, someone else can also change it, suppletraamd update it. Various levels of
autholrgsation are generally allocated to thirdiparby means of the so-called professional
cards.

Adoption of reliable cryptography

An important method of data security is softwanelesecurity. It has benefited from
cryptology by incorporating a specialized co-praoesFor a high level of security, smart
cards encrypt data using the Public Key Techno[8§T) system. This cryptography system
allows two entities to communicate in such a waat ththird party is unable to read,
determine or alter data in an on-line transacteog.(between the card-reader and the central
database). Digital signature is one of the apptioatof PKT.

Notification

The smart card application relates to an increasimgber of data subjects. Smart card
memories allow for the recording of ever largerwoés of personal and other information.
The risks arising from the inadequate use of sgcoreasures may infringe the privacy of the
data subjects (cardholders). For this reasorrééddemmended that the national supervisory
authority be notified of the use of smart cardsarious applications.

1. LEGITIMACY ASPECTS

Smart cards offer not just a number of advantageseictronic communication, but they also
entail risks for private citizens, particularly dieethe fact that they make it possible to map
out the transactions performed and thus to mottiiprivate life of their holders. These facts
generate many legislative questions. In using so@ds it is often unclear who is the

'8 In principle it is not possible to accept the neettof setting up databases containing patientdtthea
data, whose administrator is an entity other thhealthcare facility.

" E.g. emergency data.

'8 A professional card is a smart card by means détwbne can co-ordinate access by a third party to
personal data. The application software first reth@sdata recorded on the professional card and, on
the basis of the identification of the third pagpyd the measure of authorisation ascertained, will
permit manipulation with the cardholder’s card.
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“owner” of the personal data recorded on the oatd is responsible for their completeness
and accuracy, who is responsible for card and sysezurity etc.

With respect to the issue of the personal datardecbon the card, there is no question of the
“ownership” of the personal data recorded on thid.daiscussion on this must not be
accepted. The cardholder is in possession of titeataall times and has total control over
information concerning him. Personal data mustdeessible regardless of who collects and
writes the data on the card or into chip. The ietehip between cardholder and other
persons who collect and write personal data ormcding must not limit access of the data
subject to the data in any way.

In using smart cards as a technology for persaaial processing, it is necessary to stipulate
legislative, ethical and other rules for the protecof such data from unauthorised access,
modification, publication or any other unauthoriggdcessing. The extent and severity of
these rules increase with the number of applicatfonwhich the personal data are used
(multi-application). The multi-application use osmart card entails an increasing
aggregation of personal data on the card and redsodhe risk of its abuse and the risk of
unauthorised monitoring of personal privacy.

Alongside the growing number of applications in tlase of multi-application use of the card,
there is a growing number of rights and resporiséslthat ought to be specified by legal
regulations. In the case of multi-application uberoart cards it is necessary to address the
rights and responsibilities of the card issuers,data controllers and the cardholders. In the
case of single-purpose smart card applicatiorss @n the contrary, possible to specify most
of the rules by means of non-legislative regulaiag. by internal regulations, codes of
ethics and principles, standards, etc.).

The majority of smart card applications containspeal data relating to an identified or
identifiable person. They also contain many serestiiata and information pertaining to a
person’s intimate sphere. Legal regulations mustetiore be found to guarantee the
protection and confidentiality of personal datae Tasic principles that must be respected in
using smart cards are based on the following reqents:

A Adoption of Convention 108 principles

In the case of any use of smart cards using ideatiibn of the citizen in combination with his
other personal data, it is necessary to observeasie principles that have been laid down for
the processing of personal data: the Conventiothfoprotection of individuals with regard

to automatic processing of personal data (ETS 108):

Personal data shall be obtained and processey daidl lawfully

the application administrator (card issuer) proesg®rsonal data recorded on the smart card
only for fair purposes;

the card issuer shall ensure that the personawdttaot be merged by the use of any
procedures whatsoever;

the card will include the personal data of the balder; no data recorded on the card will be
used without the knowledge of the cardholder. Tarelwolder should be educated about smart
card applications. Information must be transpafenthe cardholder;

the cardholder shall have access to the data red¢anml the card and the data will be made
accessible to him in a legible and understandasleion. The method of access to the data
will respect confidentiality and the protectionmivacy (not displayed together publicly);

If disclosure is made in case of emergency or ptate of the cardholder’s life or prevention
of injury or serious damage to his/her propertg, ¢ardholder must be informed of that
disclosure as soon as possible or practicable.
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Personal data shall be stored for specific anditegie purposes and not used in a way
incompatible with those purposes

no smart card application may employ personal fiatpurposes other than that for which
such personal data were stored in the card;

each application shall make use only of the pelstata pertinent to the given application
and to the extent essential for fulfilling the posp of the application;

in the case of multi-application use of a cardgbesonal data must be compartmentalised for
the individual applications;

smart cards may not be used as an instrument foitonimg persons or curtailing their rights
in any way. Any discrimination must be excluded;

third parties, to whom personal data are discl@s¢lde course of a smart card transaction, do
not always need to know exactly who the cardhakldn such cases it is sufficient for the
cardholder to provide authorisation only for theegi transaction.

Personal data shall be accurate and, where negekspt up to date

personal data, which are inaccurate, incompletapbup to date with regard to the purpose
for which they were collected or for which they @recessed, must be erased or rectified,
Personal data shall be preserved in a form whichipe identification of data subjects for no
longer than is required for the purpose for whiaobse data are stored

the card issuer and the administrator of everyiegjidn shall ensure personal data protection
in the event of a loss, theft, destruction or otifause of the card, as well as protection against
copying of the card;

for a specific application, security systems shallsed that will ensure protection against
access to the data by persons who are not pavttee tapplication.

One of the basic principles is that the cardhoisi¢he owner of information stored on the
card. As has been seen above, the cardholder mmagyonot be the owner of the card itself.
Ownership of information has certain implicatiotiee cardholder has the right:

to know what data and functions are on the card;

to exclude certain data or information from beirritten onto the card,;

to reveal at discretion all or some data from thelc

to remove specific data or information from thedcar

Exceptions from the above-mentioned principles magtipulated solely by law.

B. Domestic legislation

The minimisation and prevention of risks in the asemart cards cannot be a matter merely
for the card issuer or data controller. In the sewf extensive or nationwide applications it is
the government, the respective ministries and aitate bodies that must play an active role
(e.g. national application of the cards in the theaére sector, in social security, in the tax
system, in the insurance industry, etc.).

In the case of the card application of a nationveigient or significance, it is necessary to
define the rights and responsibilities of smartidgasuers, controllers, processors and holders
of personal data, safety rules, the content andnisgtion of the application, methods of
verifying cardholders, supervision over the applamaand other areas of the entire life cycle
of the card. These rights and responsibilitiesdafened by applying the principles
promulgated by Convention 108 and other natiorgaslation.

C Standardisation

Standardisation is a particular form of self-regjola In standards there are three common
characteristics: standards amnsensus-baseimhdustry-wide andvoluntary.There are also
three main phases in the standard developmentgsoce

Activities in the area of standardisation, besidefining the technical criteria and parameters,
focus also on other practice-oriented problemsnbart card applications the objective of
these standardisation activities is also to dgieacy standards, security and protection of
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data, which will make it possible to apply the pipies of Convention 108 in projects using
smart cards. The national standardisation actssifier example, define the extent and
structure of the data, including national identgi€l hey also define the application standards
for the collection, processing and utilisation efgpnal data and for access to them. The
European standardisation effort creates the camditior the interoperability of the individual
national applications, i.e. their connectivity aapmplicability within Europe. The main role in
this area is played by the International Orgarisetor Standardisatidh(ISO) and the
European standardisation organisations, such &\*European Committee for
Standardisation), CENELEE(European Committee for Electrotechnical Standatibin)

and ETS¥ (European Telecommunications Standards Institute).

The European Union defines Information Technologgusity Evaluation Criteria (ITSEC),
which define six levels of confidence. Each levietanfidence corresponds to the overall
strength of security mechanisms. One of advantafSSEC is that they can be used to
evaluate a joint hardware-software system. Theatsraad is an ideal solution.

D Code of conduct

Article 5 (a) of Convention 108 states that pertdata that are the subject of automated
processing must be obtained and processed faidyraconformity with the law. An
analogous requirement is stipulated also by Divec®/46/EC. A frequent subject of
discussion is the fulfilment of the requiremenbtdain and process “fairly”. One of the ways
of meeting this requirement is to specify the ridggscorrect and ethical conduct in the
processing of personal data.

The penetration of modern technologies, includimgs cards, is not always accepted with
understanding by citizens. One of the reasonsaisdethe violation of the individual's
privacy and of the possible abuse of the persaatal they contain. The data collected in the
electronic card’s memory banks are coming to theffont of interest not only on the part of
those who would like to misuse such data, but althose who see in this technology a
facilitation of their own activity — e.g. researdate offices, commercial institutions, the
police, etc. Smart card applications are also dftenfficiently transparent for citizens and
their advantages and merits are not evident. Te obconduct specifies in a non-legislative
manner the rules for the position and behaviouhefindividual parties in the smart card
project — industry, technology providers, card &susystem operators, data controllers,
service providers and cardholders. They addresintkeges between the actual technology
and its application. The code of conduct may beeg@ror specific to the particular
application of the smart card (e.g. health carakiva, telecommunication etc.). The
principal effect of the code of conduct in smamdcapplications is the formulation of guiding
principles for the collection, use, storage, disale and access of information, for the
securing of personal data protection, the confidétyt of their processing and respect for the
rights of individuals.

The code of conduct is an important part of the levlsecurity framework of the project.
Ethical issues influence the general acceptahifithe project of smart cards by citizens
(cardholders). A good solution guarantees thaethes no risks for human rights and
freedoms of citizens. If these issues and problmsot solved adequately, citizens (insured
person, patient, etc.) may not use this card or imnvery limited situations. This negative
position and access of citizens also has a negafiuence on the success of the project.
There are not only legal but also ethical prinapheth regard to multifunctional card
applications and sharing of personal data for difieand incompatible purposes. In the

9150 (www.iso.ch).

0 CEN - Comité européen de normalisation ( www.cenbe ).

21 CENELEC - Comité européen de normalisation él¢ettmique ( www.cenelec.org ).
22 ETSI - European Telecommunications Standardstimet{ www.etsi.org ).
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ethical area it is necessary to solve the problehow to assure a cardholder (citizen) that his
personal data will be used fairly and lawfully. Homassure him/her that personal data will
be read and processed exclusively by authorisdégsionals? How to ensure that, on the
basis of his/her personal data, reading will nobaaatically produce legal effects concerning
him? And many other issues must be solved becaestthics" of the application of new
technology is a precondition of its success. Thieaf conduct describes principles of "fair"
behaviour for all participants in smart card aptiiens (industry, card issuer, service
providers, cardholder and any card-users).

E The Council of Europe and Data Protection Instruments

The protection of fundamental human rights anddoees has been one the Council of
Europe’s principal activities since its foundingli#49. Data protection is understood to be a
part of the protection of private and family lifgme and correspondence, which was
declared for the first time in Article 8 of the Bpean Convention on Human Rights (1950).
In this context, this right was developed by thei@ml of Europe in its Convention 188
(1981), which is the basic legal instrument for phecessing of personal data. Convention
108 has thus far been ratified by 25 member stitde Council of Europe and signed by 8
member states.

Without any doubt, the principles of personal datatection set out in Convention 108
extend also to smart card applications, insofah@se applications operate with personal
data. Data processing with the help of smart cardsvays automated data processing and
the principles of Convention 108 must be appliedlitases.

Besides Convention 108, the Council of Europe bsisad 12 recommendations, 2
resolutions, 4 publications and some reports omibri carried out by the Council of Europe
in the data protection field. Most of these docutaeme sector-oriented.

A new area of Council of Europe activities is thietpction of personal data using new
technologies in the daily life of citizens. Rapiwgress in computing technology,
telecommunications and other modern technologisesanew problems connected with
damage to private and family life. This is the mrawhy the activities of the Project Group
on Data Protection (CJ-PD) focus on these issussoRal data protection on the Intefhet
and data protection in relation with surveillafideave been covered so far.

Since 1996, the Project Group on Data ProtectiahKD) has been engaged in problems of
personal data protection used in smart cards. Thm€l of Europe issued the first document
concerning this problem in 1985

The full list of information and documents issueddata protection is available on the
website of the Council of Eurofie

23 Convention for the Protection of Individuals wittgard to Automatic Processing of Personal Data.
24 Recommendation No. R (99) 5 for the protectioprdfacy on the Internet.

% Data Protection in relation with surveillance wities (Report and Guiding principles).

% CJ-PD: Legal Problems Resulting from Official MashReadable Identification Documents.
Council of Europe, CJ-PD(85)3, 1985.

2" www.legal.coe.int/dataprotection/
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