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In the case of S. and Marper v. the United Kingdom,
The European Court of Human Rights, sitting as an@rChamber
composed of:
Jean-Paul Cost&resident,
Christos Rozakis,
Nicolas Bratza,
Peer Lorenzen,
Francoise Tulkens,
Josep Casadevall,
Giovanni Bonello,
Corneliu Birsan,
Nina Vaji,
Anatoly Kovler,
Stanislav Pavlovschi,
Egbert Myjer,
Danut Jaierg,
Jan Sikuta,
Mark Villiger,
Paivi Hirvela,
Ledi Bianku,judges,
and Michael O'BoyleDeputy Registrar
Having deliberated in private on 27 February 2008 an 12 November
2008,
Delivers the following judgment, which was adopted the last
mentioned date:

PROCEDURE

1. The case originated in two applications (n@562/04 and 30566/04)
against the United Kingdom of Great Britain and thern Ireland lodged
with the Court under Article 34 of the Conventiaor the Protection of
Human Rights and Fundamental Freedoms (“the Comréhtby two
British nationals, Mr S. (“the first applicant”) dMr Michael Marper (“the
second applicant”), on 16 August 2004. The Presid#nthe Grand
Chamber acceded to the first applicant's requesttomdhave his name
disclosed (Rule 47 § 3 of the Rules of Court).

2. The applicants, who were granted legal aidewepresented by Mr
P. Mahy of Messrs Howells, a solicitor practicimgSheffield. The United
Kingdom Government (“the Government”) were représeiy their Agent,
Mr J. Grainger, Foreign and Commonwealth Office.

3. The applicants complained under Articles 8 adhat the authorities
had continued to retain their fingerprints and wdall samples and DNA
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profiles after the criminal proceedings againstnthkad ended with an
acquittal or had been discontinued.

4. The applications were allocated to the FourttiSn of the Court
(Rule 52 § 1 of the Rules of Court). On 16 Jan2&§7 they were declared
admissible by a Chamber of that Section composehkeofollowing judges:
Josep CasadevalRresident Nicolas Bratza, Giovanni Bonello, Kristaq
Traja, Stanislav Pavlovschi, Jan Sikuta, Paivi Elily and also of Lawrence
Early, Section Registrar.

5. On 10 July 2007 the Chamber relinquished jiciszh in favour of
the Grand Chamber, neither party having objectedrainquishment
(Article 30 of the Convention and Rule 72).

6. The composition of the Grand Chamber was déteanaccording to
the provisions of Article 27 88 2 and 3 of the Cention and Rule 24 of the
Rules of Court.

7. The applicants and the Government each fildéttemrmemorials on
the merits. In addition, third-party submissionsreveeceived from Ms
Anna Fairclough on behalf of Liberty (the Nation@buncil for Civil
Liberties) and from Covington and Burling LLP onhaé of Privacy
International, who had been granted leave by tlesi@ent to intervene in
the written procedure (Article 36 8§ 2 of the Convem and Rule 44 § 2).
Both parties replied to Liberty's submissions ahd Government also
replied to the comments by Privacy InternationalléRi4 § 5).

8. A hearing took place in public in the Human IRg Building,
Strasbourg, on 27 February 2008 (Rule 59 § 3).

There appeared before the Court:

(a) for the Government

Mrs E. WLLMOTT, Agent
Mr RABINDER SINGH QC,
Mr J.STRACHAN, Counsel

Mr N. FUSSELL,
Ms P.MCFARLANE,
Mr M. PRIOR,

Mr S.BRAMBLE,

Ms E.REES

Mr S.SEN, Advisers
Mr D. GOURLEY,

Mr D. LOVEDAY, Observers

(b) for the applicants
Mr S.CRAGG,
Mr A. SUTERWALLA, Counsel
Mr P.MAHY, Solicitor.
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The Court heard addresses by Mr S. Cragg and MmBabSingh QC
as well as their answers to questions put by th&tCo

THE FACTS

I. THE CIRCUMSTANCES OF THE CASE

9. The applicants were born in 1989 and 1963 @ty and live in
Sheffield.

10. The first applicant, Mr S., was arrested onJafuary 2001 at the
age of eleven and charged with attempted robbery.fiHgerprints and
DNA sample$ were taken. He was acquitted on 14 June 2001.

11. The second applicant, Mr Michael Marper, wasesded on
13 March 2001 and charged with harassment of hisgra His fingerprints
and DNA samples were taken. Before a pre-trialewwviook place, he and
his partner had become reconciled, and the chaagenoet pressed. On 11
June 2001, the Crown Prosecution Service servedieerof discontinuance
on the applicant's solicitors, and on 14 June theecwas formally
discontinued.

12. Both applicants asked for their fingerprintgl & NA sampledo be
destroyed, but in both cases the police refused. dpiplicants applied for
judicial review of the police decisions not to degtthe fingerprints and
samples. On 22 March 2002 the Administrative Cairbse LJ and
Leveson J) rejected the application [[2002] EWH@ 4&Xdmin)].

13. On 12 September 2002 the Court of Appeal wptted decision of
the Administrative Court by a majority of two (Lokfoolf CJ and Waller
LJ) to one (Sedley LJ) [[2003] EWCA Civ 1275]. Asgards the necessity
of retaining DNA samples, Lord Justice Waller stlate

“... [Flingerprints and DNAprofiles reveal only limited personal information. The
physical samples potentially contain very much tmeand more personal and
detailed information. The anxiety is that sciencaynone day enable analysis of
samples to go so far as to obtain information Iatien to an individual's propensity
to commit certain crime and be used for that puepadthin the language of the
present section [Section 82 of the Criminal Justicé Police Act 2001]. It might also
be said that the law might be changed in orderlltavahe samples to be used for

! DNA stands for deoxyribonucleic acid ; it is theeeical found in virtually every cell in
the body and the genetic information therein, whgim the form of a code or language,
determines physical characteristics and directsthedl chemical processes in the body.
Except for identical twins, each person’s DNA isique. DNA samples are cellular
samples and any sub-samples or part samples ret&iom these after analysis. DNA
profiles are digitised information which is storetectronically on the National DNA
Database together with details of the person tomvhiaelates.
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purposes other than those identified by the sectiomight also be said that while
samples are retained there is even now a risktilegt will be used in a way that the
law does not allow. So, it is said, the aims coldd achieved in a less restrictive
manner... Why cannot the aim be achieved by retentf the profiles without
retention of the samples?

The answer to [these] points is as | see it agvid! First the retention of samples
permits (a) the checking of the integrity and feturtility of the DNA database
system; (b) a reanalysis for the upgrading of DNéfifes where new technology can
improve the discriminating power of the DNA matdliprocess; (c) reanalysis and
thus an ability to extract other DNA markers andstbffer benefits in terms of speed,
sensitivity and cost of searches of the datababefufther analysis in investigations
of alleged miscarriages of justice; and (e) furthealysis so as to be able to identify
any analytical or process errors. It is these henaftich must be balanced against
the risks identified by Liberty. In relation to the risks, the position in any event is
first that any change in the law will have to beeif Convention compliant; second
any change in practice would have to be Conventtmmpliant; and third
unlawfulness must not be assumed. In my view thagisks identified are not great,
and such as they are they are outweighed by thefitern achieving the aim of
prosecuting and preventing crime.”

14. Lord Justice Sedley considered that the paker Chief Constable
to destroy data which he would ordinarily retairdha be exercised in
every case, however rare such cases might be, Wwikere she was satisfied
on conscientious consideration that the individuak free of any taint of
suspicion. He also noted that the difference batwte retention of
samples and DNA profiles was that the retentiosarhples would enable
more information to be derived than had previoli&gn possible.

15. On 22 July 2004 the House of Lords dismissedgpeal by the
applicants. Lord Steyn, giving the lead judgmentfed the legislative
history of section 64 (1A) of the Police and Crialifevidence Act 1984
(“the PACE"), in particular the way in which it hdsken introduced by
Parliament following public disquiet about the poas law, which had
provided that where a person was not prosecutetvaw acquitted of
offences, the sample had to be destroyed and tbemation could not be
used. In two cases, compelling DNA evidence linkimg suspect to a rape
and another to a murder had not been able to b aseat the time the
matches were made both defendants had either logerttad or a decision
made not to proceed for the offences for which pinefiles had been
obtained: as a result it had not been possiblenweict either suspect.

16. Lord Steyn noted that the value of retaineddrprints and samples
taken from suspects was considerable. He gavexhmme of a case in
1999, in which DNA information from the perpetratof a crime was
matched with that of “I” in a search of the natibdatabase. The sample
from “I” should have been destroyed, but had nanbel” had pleaded
guilty to rape and was sentenced. If the sample madbeen wrongly
detained, the offender might have escaped detection
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17. Lord Steyn also referred to statistical evagerfrom which it
appeared that almost 6,000 DNA profiles had bedret with crime-scene
stain profiles which would have been destroyed untlee former
provisions. The offences involved included 53 muwsde33 attempted
murders, 94 rapes, 38 sexual offences, 63 agghvaieglaries and 56
cases involving the supply of controlled drugs. & basis of the existing
records, the Home Office statistics estimated thate was a 40% chance
that a crime-scene sample would be matched imnedgdiavith an
individual's profile on the database. This showat the fingerprints and
samples which could now be retained had in theipus\vthree years played
a major role in the detection and prosecution abss crime.

18. Lord Steyn also noted that the PACE dealtrse¢gly with the taking
of fingerprints and samples, their retention aredrtbse.

19. As to the Convention analysis, Lord Steynined to the view that
the mere retention of fingerprints and DNA sampléb not constitute an
interference with the right to respect for privdite but stated that, if he
were wrong in that view, he regarded any interfeeems very modest
indeed. Questions of whether in the future retaisathples could be
misused were not relevant in respect of contempoume of retained
samples in connection with the detection and prasat of crime. If future
scientific developments required it, judicial démns could be made, when
the need occurred, to ensure compatibility with fhenvention. The
provision limiting the permissible use of retainethterial to purposes
related tothe prevention or detection of crime ...” did rimbaden the
permitted use unduly, because it was limited bgatstext.

20. If the need to justify the modest interferemgth private life arose,
Lord Steyn agreed with Lord Justice Sedley in tler€of Appeal that the
purposes of retention — the prevention of crime #red protection of the
right of others to be free from crime — were “paed for by law”, as
required by Article 8.

21. As to the justification for any interferentiee applicants had argued
that the retention of fingerprints and DNA samptegeated suspicion in
respect of persons who had been acquitted. Cotorsiile Home Secretary
had contended that the aim of the retention hadimgpto do with the past,
that is, with the offence of which a person wasustted, but that it was to
assist in the investigation of offences in the feturhe applicants would
only be affected by the retention of the DNA sarapik their profiles
matched those found at the scene of a future crimoed Steyn saw five
factors which led to the conclusion that the irdeghce was proportionate
to the aim: (i) the fingerprints and samples weeetkonly for the limited
purpose of the detection, investigation and prasacuwf crime; (ii) the
fingerprints and samples were not of any use withaucomparator
fingerprint or sample from the crime scene; (iiig tfingerprints would not
be made public; (iv) a person was not identifidbden the retained material
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to the untutored eye, and (v) the resultant expansf the database by the
retention conferred enormous advantages in thé &igainst serious crime.

22. In reply to the contention that the same lagii® aim could be
obtained by less intrusive means, namely by a bgsmase consideration of
whether or not to retain fingerprints and samplesd Steyn referred to
Lord Justice Waller's comments in the Court of Agpehat “[i]f
justification for retention is in any degree tolbereference to the view of
the police on the degree of innocence, then pensbonshave been acquitted
and have their samples retained can justifiably #ay stigmatises or
discriminates against me — | am part of a pool ofjuited persons
presumed to be innocent, but | am treated as thowgds not. It is not in
fact in any way stigmatising someone who has beguoitied to say simply
that samples lawfully obtained are retained asntwn, and it is in the
public interest in its fight against crime for tpelice to have as large a
database as possible”.

23. Lord Steyn did not accept that the differebeéveen samples and
DNA profiles affected the position.

24. The House of Lords further rejected the applis complaint that
the retention of their fingerprints and samples jetted them to
discriminatory treatment in breach of Article 14 tok Convention when
compared to the general body of persons who hathawtheir fingerprints
and samples taken by the police in the course @imainal investigation.
Lord Steyn held that, even assuming that the neterdf fingerprints and
samples fell within the ambit of Article 8 so asttigger the application of
Article 14, the difference of treatment relied oy the applicants was not
one based on “status” for the purposes of Articlethe difference simply
reflected the historical fact, unrelated to anyspeal characteristic, that the
authorities already held the fingerprints and saspdf the individuals
concerned which had been lawfully taken. The apple and their
suggested comparators could not in any event loetgdie in an analogous
situation. Even if, contrary to his view, it wasceesary to consider the
justification for any difference in treatment, Lofsteyn held that such
objective justification had been established: fitee element of legitimate
aim was plainly present, as the increase in thabdae of fingerprints and
samples promoted the public interest by the deteciind prosecution of
serious crime and by exculpating the innocent; selgo the requirement of
proportionality was satisfied, section 64 (1A) dfetPACE objectively
representing a measured and proportionate resportise legislative aim of
dealing with serious crime.

25. Baroness Hale of Richmond disagreed with thgrity considering
that the retention of both fingerprint and DNA datanstituted an
interference by the State in a person's right $peet for his private life and
thus required justification under the Conventianhér opinion, this was an
aspect of what had been called informational pgvand there could be
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little, if anything, more private to the individuddan the knowledge of his
genetic make-up. She further considered that tléerdnce between
fingerprint and DNA data became more important wherame to justify

their retention as the justifications for eachlegde might be very different.
She agreed with the majority that such justificasiohad been readily
established in the applicants' cases.

[I. RELEVANT DOMESTIC LAW AND MATERIALS

A. England and Wales

1. Police and Criminal Evidence Act 1984

26. The Police and Criminal Evidence Act 1984 (B®&CE) contains
powers for the taking of fingerprints (principalbgction 61) and samples
(principally section 63). By section 61, fingerganmay only be taken
without consent if an officer of at least the rarflsuperintendent authorises
the taking, or if the person has been charged withcordable offence or
has been informed that he will be reported for sanhoffence. Before
fingerprints are taken, the person must be inforitined the prints may be
the subject of a speculative search, and the fathieoinforming must be
recorded as soon as possible. The reason for kivgytaf the fingerprints is
recorded in the custody record. Parallel provisioglate to the taking of
samples (section 63).

27. As to the retention of such fingerprints aathples (and the records
thereof), section 64 (1A) of the PACE was subsduby Section 82 of the
Criminal Justice and Police Act 2001. It provideda@lows:

“Where - (a) fingerprints or samples are taken f@person in connection with the
investigation of an offence, and (b) subsectionb@pw does not require them to be
destroyed, the fingerprints or samples may be nmethiafter they have fulfilled the
purposes for which they were taken but shall noused by any person except for
purposes related to the prevention or detectiorcrohe, the investigation of an
offence, or the conduct of a prosecution. ...

(3) If - (a) fingerprints or samples are taken franperson in connection with the
investigation of an offence; and (b) that personds suspected of having committed
the offence, they must except as provided in tieviang provisions of this Section
be destroyed as soon as they have fulfilled thpqse for which they were taken.

(BAA) Samples and fingerprints are not requiredéodestroyed under subsection
(3) above if (a) they were taken for the purpodethe investigation of an offence of
which a person has been convicted; and (b) a sampleas the case may be,
fingerprint was also taken from the convicted perdor the purposes of that
investigation.”
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28. Section 64 in its earlier form had includetequirement that if the
person from whom the fingerprints or samples waieert in connection
with the investigation was acquitted of that offenthe fingerprints and
samples, subject to certain exceptions, were taldstroyed “as soon as
practicable after the conclusion of the proceedings

29. The subsequent use of materials retained wetdion 64 (1A) is
not regulated by statute, other than the limitatbonuse contained in that
provision. InAttorney General's Reference (No 3 of 192901] 2 AC 91,
the House of Lords had to consider whether it wassmssible to use in
evidence a sample which should have been destuayger the then text of
section 64 the PACE. The House considered thapithieibition on the use
of an unlawfully retained sample “for the purposégsny investigation” did
not amount to a mandatory exclusion of evidencaiobtl as a result of a
failure to comply with the prohibition, but lefteélquestion of admissibility
to the discretion of the trial judge.

2. Data Protection Act 1998

30. The Data Protection Act was adopted on 16 1988 to give effect
to the Directive 95/46/EC of the European Parliaimeerd of the Council
dated 24 October 1995 (see paragraph 50 below)eiihd Data Protection
Act “personal data” means data which relate tosiadi individual who can
be identified — (a) from those data, or (b) fronodd data and other
information which is in the possession of, or isely to come into the
possession of, the data controller, and includgsexpression of opinion
about the individual and any indication of the mitens of the data
controller or any other person in respect of thdiviklual (section 1).
“Sensitive personal data” means personal data stimgj inter alia, of
information as to the racial or ethnic origin ofettdata subject, the
commission or alleged commission by him of any mél or any
proceedings for any offence committed or allegetidee been committed
by him, the disposal of such proceedings or thdesee of any court in
such proceedings (section 2).

31. The Act stipulates that the processing of ggeabkdata is subject to
eight data protection principles listed in Schedul&nder the first principle
personal data shall be processed fairly and lawfatid, in particular shall
not be processed unless — (a) at least one ofaiditions in Schedule 2 is
met, and (b) in case of sensitive personal dati@ast one of the conditions
in Schedule 3 is also met. Schedule 2 containdalek list of conditions,
and providesnter alia that the processing of any personal data is napess
for the administration of justice or for the exeeciof any other functions of
a public nature exercised in the public interesaby person (85(a) and (d)).
Schedule 3 contains a more detailed list of coodj including that the
processing of sensitive personal data is neceseame purpose of, or in
connection with, any legal proceedings (86(a))foorthe administration of



S. AND MARPER v. THE UNITED KINGDOM JUDGMENT 9

justice (87(a)), and is carried out with approgriaafeguards for the rights
and freedoms of data subjects (84(b)). Section @bty provides that

personal data processed for the prevention or tigbeaf crime are exempt
from the first principle except to the extent toiebhit requires compliance
with the conditions in Schedules 2 and 3. The ftmciple stipulates that

personal data processed for any purpose or pur@bsdlsnot be kept for

longer than is necessary for that purpose or thageoses.

32. The Information Commissioner created pursuanthe Act (as
amended) has an independent duty to promote tHewiag of good
practice by data controllers and has power to nwkiers (“enforcement
notices”) in this respect (section 40). The Act emlt a criminal offence
not to comply with an enforcement notice (sectiof) 4r to obtain or
disclose personal data or information containedeihewithout the consent
of the data controller (section 55). Section 13§ a right to claim
damages in the domestic courts in respect of cegniteons of the Act.

3. Retention Guidelines for Nominal Records on Plodice National
Computer 2006

33. A set of guidelines for the retention of fingent and DNA
information is contained in the Retention Guidedirfier Nominal Records
on the Police National Computer 2006 drawn up by Association of
Chief Police Officers in England and Wales. Thedg&lines are based on a
format of restricting access to the Police NatioGamputer (PNC) data,
rather than the deletion of that data. They reczgthat their introduction
may thus have implications for the business ofritve-police agencies with
which the police currently share PNC data.

34. The Guidelines set various degrees of acaedhe information
contained on the PNC through a process of “stepgavgn” access. Access
to information concerning persons who have not beenvicted of an
offence is automatically “stepped down” so thattimformation is only
open to inspection by the police. Access to infdromaabout convicted
persons is likewise “stepped down” after the exmfycertain periods of
time ranging from 5 to 35 years, depending on tlaeity of the offence, the
age of the suspect and the sentence imposed. Rainceonvictions the
access will never be “stepped down”.

35. Chief Police Officers are the Data Controllefsall PNC records
created by their force. They have the discretion emceptional
circumstances to authorise the deletion of any iotion, penalty notice for
disorder, acquittal or arrest histories “owned” tyem. An “exceptional
case procedure” to assist Chief Officers in refatio the exercise of this
discretion is set out in Appendix 2. It is suggddteat exceptional cases are
rare by definition and include those where the inabarrest or sampling
was unlawful or where it is established beyond dothiat no offence
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existed. Before deciding whether a case is excegitidghe Chief Officer is
instructed to seek advice from the DNA and FingetpgRetention Project.

B. Scotland

36. Under the 1995 Criminal Procedure Act of Soadl as subsequently
amended, the DNA samples and resulting profilestrhesdestroyed if the
individual is not convicted or is granted an absoldischarge. A recent
qualification provides that biological samples gdfiles may be retained
for three years, if the arrestee is suspected dhioesexual or violent
offences even if a person is not convicted (sec88nof the 2006 Act,
adding section 18A to the 1995 Act.). Thereaftampgles and information
are required to be destroyed unless a Chief Coestgiplies to a Sheriff for
a two-year extension.

C. Northern Ireland

37. The Police and Criminal Evidence Order of Rerh Ireland 1989
was amended in 2001 in the same way as the PACltape in England
and Wales. The relevant provisions currently gowgrrthe retention of
fingerprint and DNA data in Northern Ireland arentical to those in force
in England and Wales (see paragraph 27 above).

D. Nuffield Council on Bioethics' report*

38. According to a recent report by the Nuffieldu@cil on Bioethics,
the retention of fingerprints, DNA profiles and leigical samples is
generally more controversial than the taking ofhsbioinformation, and the
retention of biological samples raises greatercatiioncerns than digitised
DNA profiles and fingerprints, given the differescen the level of
information that could be revealed. The reportmefé in particular to the
lack of satisfactory empirical evidence to justifye present practice of
retaining indefinitely fingerprints, samples and BNrofiles from all those
arrested for a recordable offence, irrespectivewbfether they were
subsequently charged or convicted. The report dopaeticular concerns at
the policy of permanently retaining the bioinformat of minors, having
regard to the requirements of the 1989 UN Convertio the Rights of the
Child.

! The Nuffield Council on Bioethics is an independexpert body composed of clinicians,
lawyers, philosophers, scientists and theologiatabished by the Nuffield Foundation in
1991. The present report was published on 18 Séyete007 under the following title
“The forensic use of bioinformation: ethical issues
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39. The report also expressed concerns at thedsitry use of the DNA
data for familial searching, inferring ethnicitydanon-operational research.
Familial searching is the process of comparing aApxbfile from a crime
scene with profiles stored on the national datgbase prioritising them in
terms of 'closeness' to a match. This allowed ifiémgj possible genetic
relatives of an offender. Familial searching migias lead to revealing
previously unknown or concealed genetic relatigpshi The report
considered the use of the DNA data base in seaycfun relatives as
particularly sensitive.

40. The particular combination of allelesn a DNA profile can
furthermore be used to assess the most likely etbngin of the donor.
Ethnic inferring through DNA profiles was possibés the individual
“ethnic appearance” was systematically recordedhendata base: when
taking biological samples, police officers routinelassified suspects into
one of seven “ethnical appearance” categories.itihrtests on the data
base might thus provide inferences for use duripglece investigation in
order for example to help reduce a 'suspect pow' t® inform police
priorities. The report noted that social factord @olicing practices lead to
a disproportionate number of people from black ethhic minority groups
being stopped, searched and arrested by the palicehence having their
DNA profiles recorded; it therefore voiced concethat inferring ethnic
identity from biological samples might reinforcecist views of propensity
to criminality.

[ll. RELEVANT NATIONAL AND INTERNATIONAL MATERIAL

A. Council of Europe texts

41. The Council of Europe Convention of 1981 foe tprotection of
individuals with regard to automatic processingoefsonal data (“the Data
Protection Convention”), which entered into foroe the United Kingdom
on 1 December 1987, defines “personal data” asrdoymation relating to
an identified or identifiable individual (“data gebt”). The Convention
providesinter alia:

“Article 5 — Quality of data

Personal data undergoing automatic processing lskall.

! Allele is one of two or more alternative formsaparticular gene. Different alleles may
give rise to different forms of the characterisfar which the gene codesWorld
Encyclopedia. Philip's, 2008. Oxford Reference @mliOxford University Preks
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b. stored for specified and legitimate purposes rotdused in a way incompatible
with those purposes;

c. adequate, relevant and not excessive in relédiohe purposes for which they are
stored,;

e. preserved in a form which permits identificat@frthe data subjects for no longer
than is required for the purpose for which thosia dae stored.

Article 6 — Special categories of data

Personal data revealing racial origin, politicalmgns or religious or other beliefs,
as well as personal data concerning health or $dXea may not be processed
automatically unless domestic law provides appaiprsafeguards. (...)

Article 7 — Data security

Appropriate security measures shall be taken fer ghotection of personal data
stored in automated data files against accidentalreauthorised destruction or
accidental loss as well as against unauthoriseelsacalteration or dissemination.”

42. Recommendation No. R(87)15 regulating theafigeersonal data in
the police sector (adopted on 17 September 198Bssnter alia:

“Principle 2 — Collection of data

2.1 The collection of personal data for police msgs should be limited to such as
is necessary for the prevention of a real dangethersuppression of a specific
criminal offence. Any exception to this provisiohosild be the subject of specific
national legislation. ...

Principle 3 - Storage of data

3.1. As far as possible, the storage of person@ fta police purposes should be
limited to accurate data and to such data as azessary to allow police bodies to
perform their lawful tasks within the framework rditional law and their obligations
arising from international law....

Principle 7 - Length of storage and updating ofalat

7.1. Measures should be taken so that personalkegtafor police purposes are
deleted if they are no longer necessary for thegaes for which they were stored.

For this purpose, consideration shall in partictlargiven to the following criteria:
the need to retain data in the light of the coroluf an inquiry into a particular
case; a final judicial decision, in particular awgqaittal; rehabilitation; spent
convictions; amnesties; the age of the data subpecticular categories of data.”

43. Recommendation No.R(92)1 on the use of aisalysf
deoxyribonucleic acid (DNA) within the framework tife criminal justice
system (adopted on 10 February 1992) statés, alia:
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“3. Use of samples and information derived therefrom

Samples collected for DNA analysis and the infofaraterived from such analysis
for the purpose of the investigation and proseoutibcriminal offences must not be
used for other purposes. ...

Samples taken for DNA analysis and the informatorderived may be needed for
research and statistical purposes. Such uses egptable provided the identity of the
individual cannot be ascertained. Names or othamtifl/ing references must therefore
be removed prior to their use for these purposes.

4. Taking of samples for DNA analysis

The taking of samples for DNA analysis should dmgycarried out in circumstances
determined by the domestic law; it being understtwat in some states this may
necessitate specific authorisation from a judiaighority...

8. Storage of samples and data

Samples or other body tissue taken from individé@DNA analysis should not be
kept after the rendering of the final decision le tcase for which they were used,
unless it is necessary for purposes directly linkedthose for which they were
collected.

Measures should be taken to ensure that the resullBNA analysis are deleted
when it is no longer necessary to keep it for theppses for which it was used. The
results of DNA analysis and the information so dedi may, however, be retained
where the individual concerned has been convictegrous offences against the life,
integrity or security of persons. In such casestsstorage periods should be defined
by domestic law.

Samples and other body tissues, or the informatierived from them, may be
stored for longer periods:

- when the person so requests; or

- when the sample cannot be attributed to an iddal, for example when it is
found at the scene of a crime;

Where the security of the state is involved, thendstic law of the member state
may permit retention of the samples, the resultBdA analysis and the information
so derived even though the individual concernednoa$veen charged or convicted of
an offence. In such cases strict storage perionisidtbe defined by domestic law. ...”

44. The Explanatory Memorandum to the Recommeoatiated, as
regards item 8:

“47. The working party was well aware that the tingf of Recommendation 8 was
a delicate matter, involving different protectedenests of a very difficult nature. It
was necessary to strike the right balance betweesetinterests. Both the European
Convention on Human Rights and the Data Protec@ionvention provide exceptions
for the interests of the suppression of crimin&ées and the protection of the rights
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and freedoms of third parties. However, the exoagstiare only allowed to the extent
that they are compatible with what is hecessagydemocratic society. ...

49. Since the primary aim of the collection of sé#smnd the carrying out of DNA
analysis on such samples is the identification fférmlers and the exoneration of
suspected offenders, the data should be deleteel pasons have been cleared of
suspicion. The issue then arises as to how londtha findings and the samples on
which they were based can be stored in the caadinfling of guilt.

50. The general rule should be that the data aletetewhen they are no longer
necessary for the purposes for which they wereecttl and used. This would in
general be the case when a final decision has teeelered as to the culpability of the
offender. By ‘final decision' the CAHBI thought ththis would normally, under
domestic law, refer to a judicial decision. Howewbee working party recognised that
there was a need to set up data bases in certs@s @and for specific categories of
offences which could be considered to constituteuohstances warranting another
solution, because of the seriousness of the offeriCiee working party came to this
conclusion after a thorough analysis of the relevamovisions in the European
Convention on Human Rights, the Data Protection v@otion and other legal
instruments drafted within the framework of the @aili of Europe. In addition, the
working party took into consideration that all memnistates keep a criminal record
and that such record may be used for the purpdsihe @wriminal justice system... It
took into account that such an exception would bangssible under certain strict
conditions:

- when there has been a conviction;

- when the conviction concerns a serious crimaffdnce against the life, integrity
and security of a person;

- the storage period is limited strictly;
- the storage is defined and regulated by law;

- the storage is subject to control by Parliamentan independent supervisory
body...”

B. Law and practice in the Council of Europe membeStates

45. According to the information provided by thartges or otherwise
available to the Court, a majority of the CoundilEmrope member States
allow the compulsory taking of fingerprints and lgklr samples in the
context of criminal proceedings. At least 20 membBetes make provision
for the taking of DNA information and storing it oxational data bases or in
other forms (Austria, Belgium, the Czech Repubbznmark, Estonia,
Finland, France, Germany, Greece, Hungary, Irélardtily', Latvia,

! The law and practice in Ireland are presently gose by the Criminal Justice (Forensic
Evidence) Act 1990. A new Bill has been approvedtiiyy Government with a view to
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Luxembourg, the Netherlands, Norway, Poland, Spd&weden and
Switzerland). This number is steadily increasing.

46. In most of these countries (including Austrigelgium, Finland,
France, Germany, Hungary, Ireland, Italy, Luxemigouhe Netherlands,
Norway, Poland, Spain and Sweden), the taking oADMNormation in the
context of criminal proceedings is not systematit bmited to some
specific circumstances and/or to more serious @jmeotably those
punishable by certain terms of imprisonment.

47. The United Kingdom is the only member Statpressly to permit
the systematic and indefinite retention of DNA jdesf and cellular samples
of persons who have been acquitted or in respecwldm criminal
proceedings have been discontinued. Five Statedgi(Be Hungary,
Ireland, Italy and Sweden) require such informattonbe destroyedax
officio upon acquittal or the discontinuance of the crahproceedings. Ten
other States apply the same general rule with icert@ry limited
exceptions: Germany, Luxembourg and the Netherlantlsw such
information to be retained where suspicions renadiaut the person or if
further investigations are needed in a separate; oagstria permits its
retention where there is a risk that the suspelita@mmit a dangerous
offence and Poland does likewise in relation totaterserious crimes;
Norway and Spain allow the retention of profilestife defendant is
acquitted for lack of criminal accountability; Famd and Denmark allow
retention for 1 and 10 years respectively in thengwf an acquittal and
Switzerland for 1 year when proceedings have bésodtinued. In France
DNA profiles can be retained for 25 years afteragquittal or discharge;
during this period the public prosecutor may ortlezir earlier deletion,
either on his or her own motion or upon requeghaeir retention has ceased
to be required for the purposes of identification donnection with a
criminal investigation. Estonia and Latvia also egpto allow the retention
of DNA profiles of suspects for certain periodseaficquittal.

48. The retention of DNA profiles of convicted pens is allowed, as a
general rule, for limited periods of time after tbenviction or after the
convicted person's death. The United Kingdom tHss appears to be the
only member State expressly to allow the systenaatttindefinite retention
of both profiles and samples of convicted persons.

49. Complaint mechanisms before data-protectiomitoong bodies
and/or before courts are available in most of tleenimer States with regard
to decisions to take celular samples or retain $asmgr DNA profiles.

extending the use and storage of DNA informatioa imational database. The Bill has not
yet been approved by Parliament.

! The Legislative Decree of 30 October 2007 esthinlis a national DNA database was
approved by the Italian Government and the Senrdtavever, the Decree eventually
expired without having been formally converted iat&tatute as a mistake in the drafting
was detected. A corrected version of the decregpected to be issued in 2008.
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C. European Union

50. Directive 95/46/EC of 24 October 1995 on thetgxtion of
individuals with regard to the processing of peedaata and on the free
movement of such data provides that the objectadional laws on the
processing of personal data is notably to protket right to privacy as
recognised both in Article 8 of the European Comaenon Human Rights
and in the general principles of Community law. Tieective sets out a
number of principles in order to give substanceatwl amplify those
contained in the Data Protection Convention of @wncil of Europe. It
allows Member States to adopt legislative meastaresstrict the scope of
certain obligations and rights provided for in theective when such a
restriction constitutes notably a necessary measorethe prevention,
investigation, detection and prosecution of crirhoféences (Article 13).

51. The Priam Convention on the stepping up of s=bmgder
cooperation, particularly in combating terrorismmpss-border crime and
illegal migration, which was signed by several memsbof the European
Union on 27 May 2005, sets out rules for the sumfl§ingerprinting and
DNA data to other Contracting Parties and theipaigted checking against
their relevant data bases. The Convention provites alia:

“Article 35 — Purpose

2. ... The Contracting Party administering the filay process the data supplied (...)
solely where this is necessary for the purposesoaiparison, providing automated
replies to searches or recording... The supplicid dhall be deleted immediately
following data comparison or automated repliesgarshes unless further processing
is necessary for the purposes mentioned [above].”

52. Article 34 guarantees a level of protectiorpefsonal data at least
equal to that resulting from the Data Protectiom&mtion and requires the
Contracting Parties to take into account Recomm@m& (87) 15 of the
Committee of Ministers of the Council of Europe.

53. The Council framework decision of 24 June 2068&he protection
of personal data processed in the framework ofcpoland judicial
cooperation in criminal matters stateter alia:

“Article 5
Establishment of time-limits for erasure and review
Appropriate time-limits shall be established fog #rasure of personal data or for a

periodic review of the need for the storage of dla¢a. Procedural measures shall
ensure that these time-limits are observed.”
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D. Case-law in other jurisdictions

54. In the case oR v. RC[[2005] 3 S.C.R. 99, 2005 SCC 61] the
Supreme Court of Canada considered the issue ahimg a juvenile first-
time offender's DNA sample on the national datskbahe court upheld the
decision by a trial judge who had found, in thénligf the principles and
objects of youth criminal justice legislation, ththie impact of the DNA
retention would be grossly disproportionate. In Hipinion, Fish J.
observed:

“Of more concern, however, is the impact of an ordm an individual's
informational privacy interests. In R. v. Plant9@B] 3 S.C.R. 281, at p. 293, the
Court found that s. 8 of the Charter protected 'thegraphical core of personal
information which individuals in a free and demdrasociety would wish to
maintain and control from dissemination to theestahn individual's DNA contains
the 'highest level of personal and private infoiordt S.A.B., at para. 48. Unlike a
fingerprint, it is capable of revealing the modirimate details of a person's biological
makeup. ... The taking and retention of a DNA sanipl not a trivial matter and,
absent a compelling public interest, would inhdgenbnstitute a grave intrusion on
the subject's right to personal and informationalazy.”

E. UN Convention on the Rights of the Child of 198

55. Article 40 of the UN Convention on the Riglfsthe Child of 20
November 1989 states the right of every child &tk@s, accused of, or
recognised as having infringed the penal law totreated in a manner
consistent with the promotion of the child's sen$ealignity and worth,
which reinforces the child's respect for the humghts and fundamental
freedoms of others and which takes into accountctiill's age and the
desirability of promoting the child's reintegratiand the child's assuming a
constructive role in society.

IV. THIRD PARTIES' SUBMISSIONS

56. The National Council for Civil Liberties (“Ldvty”) submitted case-
law and scientific material highlightingnter alia, the highly sensitive
nature of cellular samples and DNA profiles and ithpact on private life
arising from their retention by the authorities.

57. Privacy International referred to certain cdega-protection rules
and principles developed by the Council of Europd asisted on their
high relevance for the interpretation of the praojpoality requirement
enshrined in Article 8 of the Convention. It empgbad in particular the
“strict periods” recommended by Recommendation & (9for the storage
of cellular samples and DNA profiles. It further iped out a
disproportionate representation on the United Kamychational DNA data
base of certain groups of population, notably ypatid the unfairness that
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situation might create. The use of data for farmikésting and additional
research purposes was also of concern. Privacsnattenal also provided a
summary of comparative data on the law and practiaifferent countries
with regard to DNA storage and stressed the nunserestrictions and
safeguards which existed in that respect.

THE LAW

I. ALLEGED VIOLATION OF ARTICLE 8 OF THE CONVENTI®I

58. The applicants complained under Article 8he&f Convention about
the retention of their fingerprints, cellular saegland DNA profiles
pursuant to section 64 (1A) of the Police and QmahiEvidence Act 1984
(“the PACE"). Article 8 provides, so far as relevaas follows:

“1. Everyone has the right to respect for his aev... life ...

2. There shall be no interference by a public @ity with the exercise of this right
except such as is in accordance with the law amédgssary in a democratic society
... for the prevention of disorder or crime...”

A. Existence of an interference with private life

59. The Court will first consider whether the réten by the authorities
of the applicants' fingerprints, DNA profiles anellalar samples constitutes
an interference in their private life.

1. The parties' submissions

(a) The applicants

60. The applicants submitted that the retentionthair fingerprints,
cellular samples and DNA profiles interfered wikteit right to respect for
private life as they were crucially linked to thémdividual identity and
concerned a type of personal information that theye entitled to keep
within their control. They recalled that the inititaking of such bio-
information had consistently been held to engagiclar8 and submitted
that their retention was more controversial givee tealth of private
information that became permanently available teert and thus came out
of the control of the person concerned. They stikss particular the social
stigma and psychological implications provoked lighs retention in the
case of children, which made the interference whth right to private life
all the more pressing in respect of the first agapit.
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61. They considered that the Convention orgars&-taw supported this
contention, as did a recent domestic decision efltfiormation Tribunal
(Chief Constables of West Yorkshire, South Yorkstm& North Wales
Police v. the Information Commissiondf005] UK IT EA 2005 0010
(12 October 2005), 173). The latter decision relwu the speech of
Baroness Hale of Richmond in the House of Lords (seagraph 25 above)
and followed in substance her finding when decidingimilar question
about the application of Article 8 to the retentafrconviction data.

62. They further emphasised that retention ofutallsamples involved
an even greater degree of interference with Arcteghts as they contained
full genetic information about a person includirgngtic information about
his or her relatives. It was of no significance Wiee information was
actually extracted from the samples or caused antsit in a particular
case as an individual was entitled to a guararfteé $uch information
which fundamentally belonged to him would remainvgte and not be
communicated or accessible without his permission.

(b) The Government

63. The Government accepted that fingerprints, DNwfiles and
samples were “personal data” within the meaninthefData Protection Act
in the hands of those who can identify the indiaidurhey considered,
however, that the mere retention of fingerprintslAprofiles and samples
for the limited use permitted under section 64 led PACE did not fall
within the ambit of the right to respect for prigdife under Article 8 8 1 of
the Convention. Unlike the initial taking of thistd, their retention did not
interfere with the physical and psychological imtggof the persons; nor
did it breach their right to personal developméatestablish and develop
relationships with other human beings or the righgelf-determination.

64. The Government submitted that the applicaatd’concerns related
to fears about the future uses of stored sampdeanticipated methods of
analysis of DNA material and to potential interventwith the private life
of individuals through active surveillance. It emaglsed in this connection
that the permitted extent of the use of the mdtesrgs clearly and expressly
limited by the legislation, the technological preses of DNA profiling and
the nature of the DNA profile extracted.

65. The profile was merely a sequence of numbédrghwprovided a
means of identifying a person against bodily tissoataining no materially
intrusive information about an individual or hisrgenality. The DNA
database was a collection of such profiles whichlccdbe searched using
material from a crime scene and a person wouldiéstified only if and to
the extent that a match was obtained against tinglsa Familial searching
through partial matches only occurred in very r@ases and was subject to
very strict controls. Fingerprints, DNA profiles daisamples were neither
susceptible to any subjective commentary nor pexvidny information
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about a person's activities and thus presentedkadar affect the perception
of an individual or affect his or her reputatiorvef if such retention were
capable of falling within the ambit of Article 8 Bthe extremely limited
nature of any adverse effects rendered the retentd sufficiently serious
to constitute an interference.

2. The Court's assessment

(a) General principles

66. The Court recalls that the concept of “privifie’ is a broad term
not susceptible to exhaustive definition. It covdte physical and
psychological integrity of a person (s€eetty v. the United Kingdom
no. 2346/02, 8 61, ECHR 2002-Ill, andF. v. Turkeyno. 24209/94, § 33,
ECHR 2003-IX). It can therefore embrace multiplpexds of the person's
physical and social identity (sédikuli¢ v. Croatig no. 53176/99, § 53,
ECHR 2002-1). Elements such as, for example, gemtattification, name
and sexual orientation and sexual life fall withime personal sphere
protected by Article 8 (see, among other auth@idensaid v. the United
Kingdom no. 44599/98, § 47, ECHR 2001-1 with further refeces, and
Peck v. the United Kingdgmo. 44647/98, § 57, ECHR 2003-I). Beyond a
person's name, his or her private and family liegynmclude other means of
personal identification and of linking to a fami(gee mutatis mutandis
Burghartz v. Switzerland22 February 1994, § 24, Series A no. 280-B; and
Unal Tekeli v. Turkey no. 29865/96, § 42, ECHR 2004-X (extracts)).
Information about the person's health is an immbridement of private life
(seeZ. v. Finland 25 February 1997, 8§ 7Reports of Judgments and
Decisions1997-1). The Court furthermore considers that adividual's
ethnic identity must be regarded as another sustmesit (see in particular
Article 6 of the Data Protection Convention quotegaragraph 41 above,
which lists personal data revealing racial origgreaspecial category of data
along with other sensitive information about anivwidual). Article 8
protects in addition a right to personal developimemd the right to
establish and develop relationships with other hubyegings and the outside
world (see, for exampleBurghartz cited above, opinion of the
Commission, p. 37, 8§ 47, arfetiedl v. Austrig judgment of 31 January
1995, Series A no. 305-B, opinion of the Commissipn20, § 45). The
concept of private life moreover includes elememsting to a person's
right to their image%ciacca v. Italyno. 50774/99, § 29, ECHR 2005-1).

67. The mere storing of data relating to the peude of an individual
amounts to an interference within the meaning dichr 8 (seeLeander v.
Sweden26 March 1987, § 48, Series A no. 116). The sulesstguse of the
stored information has no bearing on that findidgnann v. Switzerland
[GC], no.27798/95, §69, ECHR 2000-11). Howeven determining
whether the personal information retained by thibaties involves any of
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the private-life aspects mentioned above, the Cwilithave due regard to
the specific context in which the information agus has been recorded and
retained, the nature of the records, the way ircivithese records are used
and processed and the results that may be obtéee¢nmutatis mutandis
Friedl, cited above, 8849-51, amkck v. the United Kingdgroited above,

§ 59).

(b) Application of the principles to the present ase

68. The Court notes at the outset that all thegegories of the personal
information retained by the authorities in the prascases, namely
fingerprints, DNA profiles and cellular samples,nstitute personal data
within the meaning of the Data Protection Conventas they relate to
identified or identifiable individuals. The Goverent accepted that all
three categories are “personal data” within the mmgp of the Data
Protection Act 1998 in the hands of those who die & identify the
individual.

69. The Convention organs have already consideredvarious
circumstances questions relating to the retentiosuch personal data by
the authorities in the context of criminal procegdi. As regards the nature
and scope of the information contained in eacthe§¢ three categories of
data, the Court has distinguished in the past miwie retention of
fingerprints and the retention of cellular sampesl DNA profiles in view
of the stronger potential for future use of thespaal information contained
in the latter (se&/an der Velden v. the Netherlanf$ec.), no. 29514/05,
ECHR 2006-...). The Court considers it appropriateexamine separately
the question of interference with the applicanightrto respect for their
private lives by the retention of their cellularmg@es and DNA profiles on
the one hand, and of their fingerprints on the othe

(i) Cellular samples and DNA profiles

70. InVan der Veldenthe Court considered that, given the use to which
cellular material in particular could conceivablg put in the future, the
systematic retention of that material was suffidieintrusive to disclose
interference with the right to respect for privdite (seeVan der Velden
cited above). The Government criticised that cosiolu on the ground that
it speculated on the theoretical future use of dasnand that there was no
such interference at present.

71. The Court maintains its view that an indivicki@oncern about the
possible future use of private information retairt®d the authorities is
legitimate and relevant to a determination of gsue of whether there has
been an interference. Indeed, bearing in mind thpidr pace of
developments in the field of genetics and infororatechnology, the Court
cannot discount the possibility that in the futdihe private-life interests
bound up with genetic information may be adversdigcted in novel ways
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or in a manner which cannot be anticipated withcigien today.
Accordingly, the Court does not find any sufficieaaison to depart from its
finding in theVan der Veldewase.

72. Legitimate concerns about the conceivableofisellular material in
the future are not, however, the only element ttaken into account in the
determination of the present issue. In additioth®highly personal nature
of cellular samples, the Court notes that they aiontmuch sensitive
information about an individual, including inforn@t about his or her
health. Moreover, samples contain a unique gewetie of great relevance
to both the individual and his relatives. In thespect the Court concurs
with the opinion expressed by Baroness Hale inHbase of Lords (see
paragraph 25 above).

73. Given the nature and the amount of persorairimation contained
in cellular samples, their retentigger semust be regarded as interfering
with the right to respect for the private livestbé individuals concerned.
That only a limited part of this information is aatly extracted or used by
the authorities through DNA profiling and that momediate detriment is
caused in a particular case does not change thdusion (seémanncited
above, § 69).

74. As regards DNA profiles themselves, the Cowtes that they
contain a more limited amount of personal informatiextracted from
cellular samples in a coded form. The Governmebtrstied that a DNA
profile is nothing more than a sequence of numbeesbar-code containing
information of a purely objective and irrefutablbacacter and that the
identification of a subject only occurs in case afmatch with another
profile in the database. They also submitted tbaing in coded form,
computer technology is required to render the mfron intelligible and
that only a limited number of persons would be dbleterpret the data in
question.

75. The Court observes, nonetheless, that thédggaontain substantial
amounts of unique personal data. While the infolmmatontained in the
profiles may be considered objective and irrefigahlthe sense submitted
by the Government, their processing through autechateans allows the
authorities to go well beyond neutral identificatid he Court notes in this
regard that the Government accepted that DNA @®fitould be, and
indeed had in some cases been, used for famiketlsimg with a view to
identifying a possible genetic relationship betwérdividuals. They also
accepted the highly sensitive nature of such seayand the need for very
strict controls in this respect. In the Court'snvi¢ghe DNA profiles' capacity
to provide a means of identifying genetic relatlaps between individuals
(see paragraph 39 above) is in itself sufficientctnclude that their
retention interferes with the right to the privdie of the individuals
concerned. The frequency of familial searches, safeguards attached
thereto and the likelihood of detriment in a parfiéc case are immaterial in
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this respect (seA@manncited above, 8§ 69). This conclusion is similarbt n
affected by the fact that, since the informationinscoded form, it is
intelligible only with the use of computer techngyoand capable of being
interpreted only by a limited number of persons.

76. The Court further notes that it is not dispuby the Government
that the processing of DNA profiles allows the awiies to assess the
likely ethnic origin of the donor and that suchhteicjues are in fact used in
police investigations (see paragraph 40 above). gdssibility the DNA
profiles create for inferences to be drawn as tmietorigin makes their
retention all the more sensitive and susceptibleaféécting the right to
private life. This conclusion is consistent witle gorinciple laid down in the
Data Protection Convention and reflected in theaDrRtotection Act that
both list personal data revealing ethnic origin agithe special categories
of sensitive data attracting a heightened leveadrotection (see paragraphs
30-31 and 41 above).

77. In view of the foregoing, the Court concludkat the retention of
both cellular samples and DNA profiles disclosesrdaarference with the
applicants' right to respect for their private Syavithin the meaning of
Article 8 § 1 of the Convention.

(i) Fingerprints

78. It is common ground that fingerprints do nantain as much
information as either cellular samples or DNA pesfi The issue of alleged
interference with the right to respect for privite caused by their retention
by the authorities has already been consideretidZbnvention organs.

79. InMcVeigh the Commission first examined the issue of thkénta
and retention of fingerprints as part of a seriegeestigative measures. It
accepted that at least some of the measures disichos interference with
the applicants' private life, while leaving opemr tiuestion of whether the
retention of fingerprints alone would amount tolsutterferenceNicVeigh,
O'Neill and Evans(no. 8022/77, 8025/77 and 8027/77, Report of the
Commission of 18 March 1981, DR 25, p.15, § 224).

80. In Kinnunen, the Commission considered that fingerprints and
photographs retained following the applicant's &irdid not constitute an
interference with his private life as they did ramintain any subjective
appreciations which called for refutation. The Cassion noted, however,
that the data at issue had been destroyed nine iaar at the applicant's
request Kinnunen v. Finland no. 24950/94, Commission decision of
15 May 1996).

81. Having regard to these findings and the goestiraised in the
present case, the Court considers it appropriateview this issue. It notes
at the outset that the applicants' fingerprint rdsaconstitute their personal
data (see paragraph 68 above) which contain cegtdarnal identification
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features much in the same way as, for exampleppatghotographs or
voice samples.

82. In Friedl, the Commission considered that the retention of
anonymous photographs that have been taken atli@ pemonstration did
not interfere with the right to respect for privdife. In so deciding, it
attached special weight to the fact that the phajags concerned had not
been entered in a data-processing system andhthauthorities had taken
no steps to identify the persons photographed bgnsef data processing
(seeFriedl cited above, 88 49-51).

83. InP.G. and J.H the Court considered that the recording of dath
the systematic or permanent nature of the recounttiagive rise to private-
life considerations even though the data in questwway have been
available in the public domain or otherwise. Theu@onoted that a
permanent record of a person's voice for furthealysms was of direct
relevance to identifying that person when considlére conjunction with
other personal data. It accordingly regarded tleerding of the applicants'
voices for such further analysis as amounting terfarence with their right
to respect for their private lives (sPeG. and J.H. v. the United Kingdom
no. 44787/98, § 59-60, ECHR 2001-1X).

84. The Court is of the view that the general eapph taken by the
Convention organs in respect of photographs anceveamples should also
be followed in respect of fingerprints. The Goveaemndistinguished the
latter by arguing that they constituted neutraljeotive and irrefutable
material and, unlike photographs, were unintellgito the untutored eye
and without a comparator fingerprint. While trusistconsideration cannot
alter the fact that fingerprints objectively containique information about
the individual concerned allowing his or her id&o#tion with precision in
a wide range of circumstances. They are thus capdldffecting his or her
private life and retention of this information wailt the consent of the
individual concerned cannot be regarded as neattriakignificant.

85. The Court accordingly considers that the tesarof fingerprints on
the authorities' records in connection with an tdied or identifiable
individual may in itself give rise, notwithstandindpeir objective and
irrefutable character, to important private-lifencerns.

86. In the instant case, the Court notes furtheentlbat the applicants’
fingerprints were initially taken in criminal proegings and subsequently
recorded on a nationwide database with the aimeofgopermanently kept
and regularly processed by automated means forimaindentification
purposes. It is accepted in this regard that, bsraf the information they
contain, the retention of cellular samples and Dpiafiles has a more
important impact on private life than the retentadrfingerprints. However,
the Court, like Baroness Hale (see paragraph 2%egbeonsiders that,
while it may be necessary to distinguish betweenaking, use and storage
of fingerprints, on the one hand, and samples aafilgs, on the other, in
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determining the question of justification, the rgten of fingerprints
constitutes an interference with the right to resper private life.

B. Justification for the interference

1. The parties' submissions

(8) The applicants

87. The applicants argued that the retention ogeiprints, cellular
samples and DNA profiles was not justified under second paragraph of
Article 8. The Government were given a very wideitdo use samples and
DNA profiles notably for “purposes related to threyention or detection of
crime”, “the investigation of an offence” or “the@mduct of a prosecution”.
These purposes were vague and open to abuse amitjelyin particular
lead to the collation of detailed personal inforimatoutside the immediate
context of the investigation of a particular offen@he applicants further
submitted that there were insufficient proceduedéguards against misuse
or abuse of the information. Records on the PNGewet only accessible
to the police, but also to 56 non-police bodieg;luding Government
agencies and departments, private groups suchitshBFelecom and the
Association of British Insurers, and even certamployers. Furthermore,
the PNC was linked to the Europe-wide “Schengeorintion System”.
Consequently, their case involved a very substarrma controversial
interference with the right to private life, as aoly illustrated by ongoing
public debate and disagreement about the subijeitteirtnited Kingdom.
Contrary to the assertion of the Government, th@iegnts concluded that
the issue of the retention of this material wagyaat individual concern
and the State had a narrow margin of appreciatighis field.

88. The applicants contended that the indefitention of fingerprints,
cellular samples and DNA profiles of unconvictedspas could not be
regarded as “necessary in a democratic society” ther purpose of
preventing crime. In particular, there was no jigstion at all for the
retention of cellular samples following the oridimgeneration of the DNA
profile; nor had the efficacy of the profiles' netien been convincingly
demonstrated since the high number of DNA matckésd upon by the
Government was not shown to have led to succesgsfosecutions.
Likewise, in most of the specific examples providgdthe Government the
successful prosecution had not been contingenthenrétention of the
records and in certain others the successful owcopuld have been
achieved through more limited retention in time andpe.

89. The applicants further submitted that the ntae@ was
disproportionate because of its blanket naturespeeetive of the offences
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involved, the unlimited period, the failure to takecount of the applicants’
circumstances and the lack of an independent deemmiaking process or
scrutiny when considering whether or not to ordgemtion. They further
considered the retention regime to be inconsistetit the Council of
Europe's guidance on the subject. They emphadigatly, that retention of
the records cast suspicion on persons who had dmpritted or discharged
of crimes, thus implying that they were not whatlyocent. The retention
thus resulted in stigma which was particularly iedéntal to children as in
the case of S. and to members of certain ethnigpgrover-represented on
the database.

(b) The Government

90. The Government submitted that any interfereeselting from the
retention of the applicants' fingerprints, cellutamples and DNA profiles
was justified under the second paragraph of Articlé was in accordance
with the law as expressly provided for, and goverhg section 64 of the
PACE, which set out detailed powers and restristiom the taking of
fingerprints and samples and clearly stated they thiould be retained by
the authorities regardless of the outcome of tloegmdings in respect of
which they were taken. The exercise of the dismneto retain fingerprints
and samples was also, in any event, subject tadhmal principles of law
regulating discretionary power and to judicial ewvi

91. The Government further stated that the interfee was necessary
and proportionate for the legitimate purpose ofglreention of disorder or
crime and/or the protection of the rights and foeed of others. It was of
vital importance that law enforcement agencies toak advantage of
available techniques of modern technology and fcescience in the
prevention, investigation and detection of crimetfte interests of society
generally. They submitted that the retained mdtemias of inestimable
value in the fight against crime and terrorism #mel detection of the guilty
and provided statistics in support of this view.eyhemphasised that the
benefits to the criminal-justice system were enarsyaot only permitting
the detection of the guilty but also eliminating imnocent from inquiries
and correcting and preventing miscarriages ofgasti

92. As at 30 September 2005, the National DNA lukda held 181,000
profiles from individuals who would have been datlt to have those
profiles destroyed before the 2001 amendments. 18@5 those were
subsequently linked with crime-scene stains whicivolved 13,079
offences, including 109 murders, 55 attempted nmsrdd 16 rapes,
67 sexual offences, 105 aggravated burglaries &6l dffences of the
supply of controlled drugs.

93. The Government also submitted specific exasnpfeuse of DNA
material for successful investigation and prosecutin some eighteen
specific cases. In ten of these cases the DNA Ipsotif suspects matched
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some earlier unrelated crime-scene stains retagmedhe database, thus
allowing successful prosecution for those earliemes. In another case,
two suspects arrested for rape were eliminated ftloeninvestigation as
their DNA profiles did not match the crime-scenairst In two other cases
the retention of DNA profiles of the persons foundlty of certain minor
offences (disorder and theft) led to establishimgrtinvolvement in other
crimes committed later. In one case the retentfamn suspect's DNA profile
following an alleged immigration offence helped Hstradition to the
United Kingdom a year later when he was identifigdone of his victims
as having committed rape and murder. Finally, ur fcases DNA profiles
retained from four persons suspected but not ctedviof certain offences
(possession of offensive weapons, violent disoathel assault) matched the
crime-scene stains collected from victims of rapgaitwo years later.

94. The Government contended that the retentidmgérprints, cellular
samples and DNA profiles could not be regardedxaessive since they
were kept for specific limited statutory purposesl astored securely and
subject to the safeguards identified. Their retentivas neither warranted
by any degree of suspicion of the applicants' wewlent in a crime or
propensity to crime nor directed at retaining resorin respect of
investigated alleged offences in the past. Therdscwere retained because
the police had already been lawfully in possessibrthem, and their
retention would assist in the future prevention aedection of crime in
general by increasing the size of the databasesnReh resulted in no
stigma and produced no practical consequence &apiplicants unless the
records matched a crime-scene profile. A fair badamwas thus struck
between individual rights and the general inteodshe community and fell
within the State's margin of appreciation.

2. The Court's assessment

(&) In accordance with the law

95. The Court recalls its well established caseitsat the wording “in
accordance with the law” requires the impugned nmealsoth to have some
basis in domestic law and to be compatible withride of law, which is
expressly mentioned in the preamble to the Coneerdnd inherent in the
object and purpose of Article 8. The law must thesadequately accessible
and foreseeable, that is, formulated with suffitiprecision to enable the
individual — if need be with appropriate adviceo+égulate his conduct. For
domestic law to meet these requirements, it mulsirchifadequate legal
protection against arbitrariness and accordinglgicete with sufficient
clarity the scope of discretion conferred on thenpetent authorities and
the manner of its exercise (sBtlone v. the United Kingdgn2 August
1984, 88 66-68, Series A no. 8Rptaru v. RomanidGC], no. 28341/95,
§ 55, ECHR 2000-V; andmanncited above, 8§ 56).
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96. The level of precision required of domestigidation — which
cannot in any case provide for every eventualithepends to a considerable
degree on the content of the instrument in questlon field it is designed
to cover and the number and status of those to wh@addressedHasan
and Chaush v. BulgarigGC], no. 30985/96, § 84, ECHR 2000-XI, with
further references).

97. The Court notes that section 64 of the PAC&viges that the
fingerprints or samples taken from a person in egtian with the
investigation of an offence may be retained afteythave fulfilled the
purposes for which they were taken (see paragrd@phbdve). The Court
agrees with the Government that the retention efapplicants' fingerprint
and DNA records had a clear basis in the domestic There is also clear
evidence that these records are retained in peac&ve in exceptional
circumstances. The fact that chief police officeesre power to destroy
them in such rare cases does not make the lawfirisnfly certain from
the point of view of the Convention.

98. As regards the conditions attached to andngements for the
storing and use of this personal information, s&c64 is far less precise. It
provides that retained samples and fingerprintstmos be used by any
person except for purposes related to the prevemticdetection of crime,
the investigation of an offence or the conduct pf@secution.

99. The Court agrees with the applicants thaeastl the first of these
purposes is worded in rather general terms and gnegy/rise to extensive
interpretation. It reiterates that it is as ess#ntin this context, as in
telephone tapping, secret surveillance and cowmeetligence-gathering, to
have clear, detailed rules governing the scopeagpiication of measures,
as well as minimum safeguards concernimger alia, duration, storage,
usage, access of third parties, procedures forepneg the integrity and
confidentiality of data and procedures for its desion, thus providing
sufficient guarantees against the risk of abuseaabitiariness (seeyutatis
mutandis Kruslin v. France 24 April 1990, 88 33 and 35, Series A
no. 176-A; Rotary cited above, 8§ 57-59/Veber and Saravia v. Germany
(dec.), no. 54934/00, ECHR 2006-Association for European Integration
and Human Rights and Ekimdzhiev v. Bulgama. 62540/00, 88 75-77,
28 June 2007Liberty and Others v. the United Kingdpmo. 58243/00,
8 62-63, 1 July 2008). The Court notes, howevet tihese questions are in
this case closely related to the broader issuehettieer the interference was
necessary in a democratic society. In view of malgsis in paragraphs 105-
126 below, the Court does not find it necessarydécide whether the
wording of section 64 meets the “quality of lawguerements within the
meaning of Article 8 § 2 of the Convention.
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(b) Legitimate aim

100. The Court agrees with the Government that rétention of
fingerprint and DNA information pursues the legiéite purpose of the
detection, and therefore, prevention of crime. Wltile original taking of
this information pursues the aim of linking a pautar person to the
particular crime of which he or she is suspecteiretention pursues the
broader purpose of assisting in the identificabbfuture offenders.

(c) Necessary in a democratic society

(i) General principles

101. An interference will be considered “necessiarya democratic
society” for a legitimate aim if it answers a “psegy social need” and, in
particular, if it is proportionate to the legitineatim pursued and if the
reasons adduced by the national authorities tafyjustare "relevant and
sufficient”. While it is for the national authoes8 to make the initial
assessment in all these respects, the final ewatuaif whether the
interference is necessary remains subject to revigwthe Court for
conformity with the requirements of the Conventi(see Coster v. the
United Kingdom{GC], no. 24876/94, § 104, 18 January 2001, witfthter
references).

102. A margin of appreciation must be left to ttempetent national
authorities in this assessment. The breadth of th&gin varies and
depends on a number of factors including the naifitee Convention right
in issue, its importance for the individual, theura of the interference and
the object pursued by the interference. The mangiinend to be narrower
where the right at stake is crucial to the indiathi effective enjoyment of
intimate or key rights (se€onnors v. the United Kingdgmo. 66746/01,
§ 82, 27 May 2004, with further references). Wheegaarticularly important
facet of an individual's existence or identity isstake, the margin allowed
to the State will be restricted (sé®ans v. the United Kingdofi&C], no.
6339/05, § 77, ECHR 2007-...). Where, however, ghier no consensus
within the Member States of the Council of Eurogiéher as to the relative
importance of the interest at stake or as to host teeprotect it, the margin
will be wider (sedickson v. the United Kingdo[®C], no. 44362/04, § 78,
ECHR 2007-...).

103. The protection of personal data is of fundamaiemportance to a
person's enjoyment of his or her right to respecipfivate and family life,
as guaranteed by Atrticle 8 of the Convention. Thmelstic law must afford
appropriate safeguards to prevent any such usersbpal data as may be
inconsistent with the guarantees of this Articleg(gnutatis mutandisZ.,
cited above, 8§ 95). The need for such safeguardk ilse greater where the
protection of personal data undergoing automaticgssing is concerned,
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not least when such data are used for police pagoBhe domestic law
should notably ensure that such data are relevadt et excessive in
relation to the purposes for which they are stoeettl preserved in a form
which permits identification of the data subjects ho longer than is
required for the purpose for which those data toreed (see Article 5 of the
Data Protection Convention and the preamble theaet Principle 7 of
Recommendation R(87)15 of the Committee of Minstegulating the use
of personal data in the police sector). The doradatv must also afford
adequate guarantees that retained personal dataefiigently protected
from misuse and abuse (see notably Article 7 of Erega Protection
Convention). The above considerations are espgoralid as regards the
protection of special categories of more sensitiaa (see Article 6 of the
Data Protection Convention) and more particulaflyD&NA information,
which contains the person's genetic make-up oft gmngaortance to both the
person concerned and his or her family (see Recomation No. R(92)1 of
the Committee of Ministers on the use of analydisDOIA within the
framework of the criminal justice system).

104. The interests of the data subjects and themmity as a whole in
protecting the personal data, including fingerpamd DNA information,
may be outweighed by the legitimate interest ingrevention of crime (see
Article 9 of the Data Protection Convention). Howevthe intrinsically
private character of this information calls for tGeurt to exercise careful
scrutiny of any State measure authorising its te&tenand use by the
authorities without the consent of the person corex® (see,mutatis
mutandis Z. cited above, § 96).

(i) Application of these principles to the presease

105. The Court finds it to be beyond dispute thatfight against crime,
and in particular against organised crime and tesmg which is one of the
challenges faced by today's European societiegndispto a great extent on
the use of modern scientific techniques of invesiom and identification.
The techniques of DNA analysis were acknowledgedthey Council of
Europe more than fifteen years ago as offering iatdwges to the criminal-
justice system (see Recommendation R(92)1 of threrfiitiee of Ministers,
paragraphs 43-44 above). Nor is it disputed thatrtiember States have
since that time made rapid and marked progressimgtDNA information
in the determination of innocence or guilt.

106. However, while it recognises the importantsuzh information in
the detection of crime, the Court must delimit tepe of its examination.
The question is not whether the retention of fipgets, cellular samples
and DNA profiles may in general be regarded asifigdt under the
Convention. The only issue to be considered byGbart is whether the
retention of the fingerprint and DNA data of theplgants, as persons who
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had been suspected, but not convicted, of certamir@al offences, was
justified under Article 8, paragraph 2 of the Comven.

107. The Court will consider this issue with degard to the relevant
instruments of the Council of Europe and the law practice of the other
Contracting States. The core principles of datategton require the
retention of data to be proportionate in relatiortite purpose of collection
and insist on limited periods of storage (see pafat 41-44 above). These
principles appear to have been consistently appbhgdhe Contracting
States in the police sector in accordance with [eta Protection
Convention and subsequent Recommendations of thenitee of
Ministers (see paragraphs 45-49 above).

108. As regards, more particularly, cellular samsplmost of the
Contracting States allow these materials to bentakeriminal proceedings
only from individuals suspected of having committdtences of a certain
minimum gravity. In the great majority of the Catting States with
functioning DNA databases, samples and DNA profidesved from those
samples are required to be removed or destroyéereitnmediately or
within a certain limited time after acquittal orsdharge. A restricted
number of exceptions to this principle are allowsd some Contracting
States (see paragraphs 47-48 above).

109. The current position of Scotland, as a pathe United Kingdom
itself, is of particular significance in this redarAs noted above (see
paragraph 36), the Scottish Parliament voted taaiktention of the DNA
of unconvicted persons only in the case of adutsged with violent or
sexual offences and even then, for three years @ity the possibility of
an extension to keep the DNA sample and data farther two years with
the consent of a sheriff.

110. This position is notably consistent with Cortte@e of Ministers'
Recommendation R(92)1, which stresses the needrfapproach which
discriminates between different kinds of cases famdthe application of
strictly defined storage periods for data, evermiore serious cases (see
paragraphs 43-44 above). Against this backgroumgylaad, Wales and
Northern Ireland appear to be the only jurisdictiawithin the Council of
Europe to allow the indefinite retention of fingenp and DNA material of
any person of any age suspected of any recordélece.

111. The Government lay emphasis on the factttfeatUnited Kingdom
is in the vanguard of the development of the us®NA samples in the
detection of crime and that other States have ettaghieved the same
maturity in terms of the size and resources of DiNabases. It is argued
that the comparative analysis of the law and pracitn other States with
less advanced systems is accordingly of limitedortgmce.

112. The Court cannot, however, disregard thetfeatt notwithstanding
the advantages provided by comprehensive extemsitre DNA database,
other Contracting States have chosen to set lionitthe retention and use of
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such data with a view to achieving a proper balanith the competing
interests of preserving respect for private lifbeTCourt observes that the
protection afforded by Article 8 of the Conventimould be unacceptably
weakened if the use of modern scientific techniguethe criminal-justice
system were allowed at any cost and without cdsefbblancing the
potential benefits of the extensive use of suchrigpies against important
private-life interests. In the Court's view, theosy consensus existing
among the Contracting States in this respect isoasiderable importance
and narrows the margin of appreciation left to thgpondent State in the
assessment of the permissible limits of the interfee with private life in
this sphere. The Court considers that any Staienicig a pioneer role in the
development of new technologies bears special nssipifity for striking
the right balance in this regard.

113. In the present case, the applicants' fingagpand cellular samples
were taken and DNA profiles obtained in the conteft criminal
proceedings brought on suspicion of attempted ngblrethe case of the
first applicant and harassment of his partner i@ tase of the second
applicant. The data were retained on the basiegslation allowing for
their indefinite retention, despite the acquittdl the former and the
discontinuance of the criminal proceedings agdhestatter.

114. The Court must consider whether the permametgntion of
fingerprint and DNA data of all suspected but undcted people is based
on relevant and sufficient reasons.

115. Although the power to retain fingerprints)ldar samples and
DNA profiles of unconvicted persons has only exisia England and
Wales since 2001, the Government argue that tletention has been
shown to be indispensable in the fight against erir€ertainly, the
statistical and other evidence, which was befoeesHbuse of Lords and is
included in the material supplied by the Governméae paragraph 92
above) appears impressive, indicating that DNA i@®fthat would have
been previously destroyed were linked with crimengc stains in a high
number of cases.

116. The applicants, however, assert that thesttat are misleading, a
view supported in the Nuffield Report. It is trums pointed out by the
applicants, that the figures do not reveal therexie which this "link" with
crime scenes resulted in convictions of the personserned or the number
of convictions that were contingent on the retentmf the samples of
unconvicted persons. Nor do they demonstrate tmathigh number of
successful matches with crime-scene stains wasmate possible through
indefinite retention of DNA records of all such pens. At the same time, in
the majority of the specific cases quoted by thegaament (see paragraph
93 above), the DNA records taken from the suspeaduced successful
matches only with earlier crime-scene stains rethion the data base. Yet
such matches could have been made even in the cgbsérthe present
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scheme, which permits the indefinite retention dfAD records of all
suspected but unconvicted persons.

117. While neither the statistics nor the exampgbesvided by the
Government in themselves establish that the suittasentification and
prosecution of offenders could not have been aekiewithout the
permanent and indiscriminate retention of the fipgat and DNA records
of all persons in the applicants' position, the i€aacepts that the extension
of the database has nonetheless contributed tdetleetion and prevention
of crime.

118. The question, however, remains whether suetention is
proportionate and strikes a fair balance betweenctimpeting public and
private interests.

119. In this respect, the Court is struck by tlamket and indiscriminate
nature of the power of retention in England and &al' he material may be
retained irrespective of the nature or gravity led bffence with which the
individual was originally suspected or of the agehe suspected offender;
fingerprints and samples may be taken — and retairfeom a person of any
age, arrested in connection with a recordable o#ewhich includes minor
or non-imprisonable offences. The retention istime-limited; the material
Is retained indefinitely whatever the nature oiaemness of the offence of
which the person was suspected. Moreover, therst eoly limited
possibilities for an acquitted individual to have tdata removed from the
nationwide database or the materials destroyedp@egraph 35 above); in
particular, there is no provision for independexntiew of the justification
for the retention according to defined criterig;liing such factors as the
seriousness of the offence, previous arrests, tieagth of the suspicion
against the person and any other special circurmasan

120. The Court acknowledges that the level ofriatence with the
applicants' right to private life may be differefur each of the three
different categories of personal data retained. Tdtention of cellular
samples is particularly intrusive given the weatthgenetic and health
information contained therein. However, such anscriminate and open-
ended retention regime as the one in issue callscéweful scrutiny
regardless of these differences.

121. The Government contend that the retentioidcoot be considered
as having any direct or significant effect on tpglacants unless matches in
the database were to implicate them in the comomssi offences on a
future occasion. The Court is unable to acceptdhgsiment and reiterates
that the mere retention and storing of personad digt public authorities,
however obtained, are to be regarded as havingtdimpact on the private-
life interest of an individual concerned, irrespeetof whether subsequent
use is made of the data (see paragraph 67 above).

122. Of particular concern in the present contextthe risk of
stigmatisation, stemming from the fact that perswnghe position of the
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applicants, who have not been convicted of anynoHeand are entitled to
the presumption of innocence, are treated in tlmeesway as convicted
persons. In this respect, the Court must bear mdrthat the right of every
person under the Convention to be presumed innacehides the general
rule that no suspicion regarding an accused's gmmEmay be voiced after
his acquittal (seéAsan Rushiti v. Austrjano. 28389/95, 8§ 31, 21 March
2000, with further references). It is true that thention of the applicants’
private data cannot be equated with the voicingusiicions. Nonetheless,
their perception that they are not being treatethascent is heightened by
the fact that their data are retained indefiniialghe same way as the data
of convicted persons, while the data of those wlawehnever been
suspected of an offence are required to be destroye

123. The Government argue that the power of rneterdpplies to all
fingerprints and samples taken from a person inneomon with the
investigation of an offence and does not depenthwocence or guilt. It is
further submitted that the fingerprints and sampi@ge been lawfully taken
and that their retention is not related to the thett they were originally
suspected of committing a crime, the sole reasothfar retention being to
increase the size and, therefore, the use of ttabase in the identification
of offenders in the future. The Court, howevergdérthis argument difficult
to reconcile with the obligation imposed by sect&H3) of the PACE to
destroy the fingerprints and samples of volunte¢rtheir request, despite
the similar value of the material in increasing giee and utility of the
database. Weighty reasons would have to be putforyy the Government
before the Court could regard as justified suclifferénce in treatment of
the applicants' private data compared to thatloérotinconvicted people.

124. The Court further considers that the retentd the unconvicted
persons' data may be especially harmful in the oésrinors such as the
first applicant, given their special situation atite importance of their
development and integration in society. The Coag &lready emphasised,
drawing on the provisions of Article 40 of the UN¥ention on the Rights
of the Child of 1989, the special position of mman the criminal-justice
sphere and has noted in particular the need forptisgection of their
privacy at criminal trials (se€. v. the United KingdorfGC], no. 24724/94,
88 75 and 85, 16 December 1999). In the same vii@yCourt considers
that particular attention should be paid to thetgution of juveniles from
any detriment that may result from the retentionthy authorities of their
private data following acquittals of a criminal efice. The Court shares the
view of the Nuffield Council as to the impact onuypg persons of the
indefinite retention of their DNA material and nstihne Council's concerns
that the policies applied have led to the overasentation in the database
of young persons and ethnic minorities, who hawebeen convicted of any
crime (see paragraphs 38-40 above).
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125. In conclusion, the Court finds that the bktn&nd indiscriminate
nature of the powers of retention of the fingertw;ircellular samples and
DNA profiles of persons suspected but not convictkdffences, as applied
in the case of the present applicants, fails ikestx fair balance between the
competing public and private interests and that réspondent State has
overstepped any acceptable margin of appreciationthis regard.
Accordingly, the retention at issue constitutes &prportionate
interference with the applicants' right to respiectprivate life and cannot
be regarded as necessary in a democratic socieiy.conclusion obviates
the need for the Court to consider the applicasriicism regarding the
adequacy of certain particular safeguards, sud¢baabroad an access to the
personal data concerned and insufficient protectigainst the misuse or
abuse of such data.

126. Accordingly, there has been a violation oftidde 8 of the
Convention in the present case.

II. ALLEGED VIOLATION OF ARTICLE 14 TAKEN TOGETHER
WITH ARTICLE 8 OF THE CONVENTION

127. The applicants submitted that they had besghjested to
discriminatory treatment as compared to othersniramalogous situation,
namely other unconvicted persons whose samplestilhtb be destroyed
under the legislation. This treatment related &rthtatus and fell within the
ambit of Article 14, which had always been libeyaihterpreted. For the
reasons set out in their submissions under Arfickaere was no reasonable
or objective justification for the treatment, nonyalegitimate aim or
reasonable relationship of proportionality to thergmrted aim of crime
prevention, in particular as regards the sampleglwhplayed no role in
crime detection or prevention. It was an entirehproper and prejudicial
differentiation to retain materials of persons vd#muld be presumed to be
innocent.

128. The Government submitted that as Article & wat engaged
Article 14 of the Convention was not applicableekvf it were, there was
no difference of treatment as all those in an agmls situation to the
applicants were treated the same and the applicanikl not compare
themselves with those who had not had samples takéme police or those
who consented to give samples voluntarily. In angng, any difference in
treatment complained of was not based on “status”ao personal
characteristic but on historical fact. If there veaxy difference in treatment,
it was objectively justified and within the Stateiargin of appreciation.

129. The Court refers to its conclusion above thatretention of the
applicants' fingerprints, cellular samples and DptAfiles was in violation
of Article 8 of the Convention. In the light of tlmeasoning that has led to
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this conclusion, the Court considers that it is netessary to examine
separately the applicants' complaint under Artigleof the Convention.

[ll. APPLICATION OF ARTICLE 41 OF THE CONVENTION

130. Article 41 of the Convention provides:

“If the Court finds that there has been a violatidrthe Convention or the Protocols
thereto, and if the internal law of the High Contilag Party concerned allows only
partial reparation to be made, the Court shalheifessary, afford just satisfaction to
the injured party.”

131. The applicants requested the Court to aweeth tjust satisfaction
for non-pecuniary damage and for costs and expenses

A. Non-pecuniary damage

132. The applicants claimed compensation for necupiary damage in
the sum of GBP 5,000 each for distress and anxeéstysed by the
knowledge that intimate information about each bknt had been
unjustifiably retained by the State, and in relatim anxiety and stress
caused by the need to pursue this matter throughdtrts.

133. The Government, referring to the Court's dase(in particular,
Amann v. Switzerlanctited above), submitted that a finding of a Viola
would in itself constitute just satisfaction for tho applicants and
distinguished the present case from those caseseewimations had been
found as a result of the use or disclosure of theesgnal information (in
particular,Rotaru v. Romanigecited above).

134. The Court recalls that it has found that tkéention of the
applicants' fingerprint and DNA data violates thaghts under Article 8. In
accordance with Article 46 of the Convention, itleie for the respondent
State to implement, under the supervision of then@dtee of Ministers,
appropriate general and/or individual measuresutfil its obligations to
secure the right of the applicants and other pa&rgontheir position to
respect for their private life (se8cozzari and Giunta v. ItalyGC],
nos. 39221/98 and 41963/98, § 249, ECHR 2000-Védihd Christine
Goodwin v. the United KingdonfGC], no. 28957/95, § 120, ECHR
2002-VI). In these circumstances, the Court comsidleat the finding of a
violation, with the consequences which will ensoe the future, may be
regarded as constituting sufficient just satistatin this respect. The Court
accordingly rejects the applicants' claim for n@cymiary damage.
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B. Costs and expenses

135. The applicants also requested the Court @rcd&BP 52,066.25
for costs and expenses incurred before the Couldt atached detailed
documentation in support of their claim. These udeld the costs of the
solicitor (GBP 15,083.12) and the fees of threensel (GBP 21,267.50,
GBP 2,937.50 and GBP 12,778.13 respectively). Towwlh rates charged
by the lawyers were as follows: GBP 140 in respafcthe applicants'
solicitor (increased to GBP 183 as from June 2@did) GBP 150, GBP 250
and GBP 125 respectively in respect of the thremsel.

136. The Government qualified the applicants' nclaas entirely
unreasonable. They submitted in particular that rétes charged by the
lawyers were excessive and should be reduced toane than two-thirds of
the level claimed. They also argued that no awhodilsl be made in respect
of the applicants' decision to instruct a fourtivyar at a late stage of the
proceedings as it had led to the duplication of kwofhe Government
concluded that any cost award should be limite@B¥ 15,000 and in any
event, to no more than GBP 20,000.

137. The Court reiterates that only legal costd arpenses found to
have been actually and necessarily incurred andhnéuie reasonable as to
quantum are recoverable under Article 41 of the v@ation (see, among
other authoritiesRoche v. the United KingdofGC], no. 32555/96, § 182,
ECHR 2005-X).

138. On the one hand, the present applications eesome complexity
as they required examination in a Chamber and enGnand Chamber,
including several rounds of observations and anl dmaring. The
application also raised important legal issues qudstions of principle
requiring a large amount of work. It notably reguir an in-depth
examination of the current debate on the issuetehtion of fingerprint and
DNA records in the United Kingdom and a comprehensiomparative
research of the law and practice of other Contigcthtates and of the
relevant texts and documents of the Council of gero

139. On the other hand, the Court considers thataverall sum of
GBP 52,066.25 claimed by the applicants is excesa® to quantum. In
particular, the Court agrees with the Governmeat tine appointment of the
fourth lawyer in the later stages of the proceeslimgly have led to a certain
amount of duplication of work.

140. Making its assessment on an equitable basisrathe light of its
practice in comparable cases, the Court awardsuheof EUR 42,000 in
respect of costs and expenses, less the amounUBfZ5613.07 already
paid by the Council of Europe in legal aid.



38 S. AND MARPER v. THE UNITED KINGDOM JUDGMENT

C. Default interest

141. The Court considers it appropriate that teawt interest should
be based on the marginal lending rate of the Eampgeentral Bank, to
which should be added three percentage points.

FOR THESE REASONS, THE COURT UNANIMOUSLY

1. Holdsthat there has been a violation of Article 8 & @onvention;

2. Holdsthat it is not necessary to examine separatelyomeplaint under
Article 14 of the Convention;

3. Holds that the finding of a violation constitutes ineltissufficient just
satisfaction for the non-pecuniary damage sustdiydtie applicants;

4. Holds
() that the respondent State is to pay the agpbc within three
months, EUR 42,000 (forty two thousand euros) speet of costs and
expenses (inclusive of any VAT which may be chaoigeao the
applicants), to be converted into pounds sterlintpa rate applicable at
the date of settlement, less EUR 2,613.07 alreaaty o the applicants
in respect of legal aid;
(b) that from the expiry of the above-mentionede¢h months until
settlement simple interest shall be payable orabltze amount at a rate
equal to the marginal lending rate of the Europ€antral Bank during
the default period plus three percentage points;

5. Dismissegshe remainder of the applicants’ claim for jusis$action.

Done in English and in French, and delivered aullip hearing in the
Human Rights Building, Strasbourg, on 4 Decemb@&820

Michael O'Boyle Jean-Paul Costa
Deputy Registrar President



