LEGAL AND POLICY

FRAMEWORKS T0

GOMBATE SENIST
HATE SPEEGH




HATE SPEECH IN HUMAN RIGHTS LAW

* Freedom of expression —Article 10 ECHR (Art 19 ICCPR)
* The right to hold opinions and to receive and impart
information and ideas without interference
* Can be subject to restrictions that are prescribed by law
and necessary in a democratic society for (inter alia) the
protection of the rights of others
* Rights of others: equality and non-discrimination (Art 14
ECHR)
* ‘Hate speech’ is any expression of discriminatory hate
towards people




HATE SPEECH IN HUMAN RIGHTS LAW

* Article I7 ECHR

* Nothing in this Convention may be interpreted as implying for any State, group or person any
right to engage in any activity or perform any act aimed at the destruction of any of the rights
and freedoms set forth herein or at their limitation to a greater extent than is provided for in
the Convention.

* Eg.Publication of anti-semitic material contravened Article 17 and the applicant was not able to
complain of a freedom of expression violatino:“such a general, vehement attack on one ethnic
group is directed against the Convention’s underlying values, notably tolerance, social peace and
non-discrimination”

 Liability of internet intermediaries

* Delfi v Estonia (2015): the rights and interests of others and of society as a whole may entitle
Contracting States to impose liability on Internet news portals, without contravening Article 10
of the Convention, if they fail to take measures to remove clearly unlawful comments without
delay, even without notice from the alleged victim or from third parties.
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HATE
SPEECH

Intense and irrational emotion Any expression of hate Any expression imparting
of opprobrium, enmity and towards an individual or opinions or ideas — bringing
detestation towards an group defined by a protected an internal opinion or idea
individual or group. characteristic, to an external audience.

It can take many forms:
written, non-verbal, visual,
artistic, etc, and may be
disseminated through any
media, including internet,
print, radio, or television.




RESPONDING TO HATE SPEECH:
A BALANCING ACT

Freedom of
expression

Right to equality,
freedom from
discrimination and
violence, dignity




THE IMPACT OF ANTI-HATE SPEECH
LAWS & POLICIES ON FREE SPEECH

S OO0

Consistent with
freedom of
expression

Threatens or
undermine freedom
of expression




* Greece

* Public incitement to hatred on basis of sexual orientation or
gender identity

e Netherlands

* Criminal liability for incitement to hatred, discrimination
or violence on basis of sex or sexual orientation

e Criminal liability dissemination or distribution of
expression inciting to hatred on basis of sex or sexual
orientation

e Covers online crime
e Sweden

* Criminal liability for incitement to hatred, discrimination or

violence on basis of sex or sexual orientation

e Covers online crime




Netherlands

* Article 285b of the Penal Code: it is an offense to systematically
infringe another person's privacy with the intention of compelling
the other person to do something, not to do something or to
intimidate the victim

UK

* Malicious Communications Act 1998, Offence of Sending Letters etc.
with Intent to Cause Distress or Anxiety: it is an offense to send an
indecent, offensive or threatening letter, electronic communication
or other article to another person.

Germany

* Cyber-stalking accounts for 40% of all stalking cases in
Germany. Offenders can be held criminally liable according to

Sections 185, 186, or 187 of the Penal Code.

Malta

* Criminal Code,Article 251 A Harassment and 251B Causing others
to fear violence will be used against them




* France

* Penal Code Article 226: forbids the willful violation of the
intimate private life of another by "transmitting the
picture of a person who is within a private place, without
the consent of the person concerned”

« UK

* Criminal Justice and Courts Act section 33: offence to
disclose private sexual photographs and films without the
consent of the individual depicted and with the intent to
cause distress.




NEW MODELS OF LEGAL REMEDIES

US - REVENGE PORN LAWS
CALIFORNIA

CANADA - CYBER SAFETY ACT,
NOVA SCOTIA

* Individuals subject to cyberbullying (or, in the e SB 255 Electronic Communication

case of minors, their parents) can apply to a
Justice for a protection order

Definition of cyberbullying: is intended or
ought reasonably be expected to cause
fear, intimidation, humiliation, distress
or other damage or harm to another
person’s health, emotional well-being,
self-esteem or reputation

Protection orders can require disconnection
of internet service

Also creates the tort of cyberbullying

Devices: Prohibited Distribution of
Personal Information

Misdemeanour of disorderly conduct by
way of distribution of intimate
photographs with the intent to cause
serious emotional distress

Amendment added by ACLU: under
circumstances where the parties agree or
understand that the image shall remain
private



POLICY FRAMEWORKS OF MAJOR
INTERNET PROVIDERS




REDRESS FOR SEXIST HATE SPEECH -
FACEBOOK

* User policies recognise that users have a right not to be bullied, harrassed,
subject to hate speech, threatened with violence

* Facebook does not permit hate speech, but distinguishes between serious and
humorous hate speech

* Reporting can be done at the source of the content (with a ‘Report’ button)

* The reportee is warned, and the reporting user’s identity is concealed

* Reportee may be blocked or have account disabled

* Complaints regarding violence or harmful behaviour against women must
qualify as either Graphic Violence or Credible Threat of Violence. Once they
are reported to Facebook, the reportee will be blocked from Facebook after
the complaint is weighed against the Community Standards.

* In some cases, credible threats of violence are escalated to law enforcement.




REDRESS FOR SEXIST HATE SPEECH -
FACEBOOK

* Reporting can be done at the source of the content (with a ‘Report’ button)
* The reportee is warned, and the reporting user’s identity is concealed
* Reportee may be blocked or have account disabled

* Complaints regarding violence or harmful behaviour against women must
qualify as either Graphic Violence or Credible Threat of Violence.

* Once they are reported to Facebook, the reportee will be blocked from
Facebook after the complaint is weighed against the Community Standards.

* |n some cases, credible threats of violence are escalated to law enforcement.
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ards Violations

All the items below should be confirmed; anything not on this list can be unconfirmed

Sex and Nudity

Aryy CBVIOUS sesual actvny, even F
fakod parts are hidden from view by
Bandi, clothes o other objects
Cartoomfact nciuded. Foreplay
aliowed [(Kisung gropng. oic. ). even
for same sex (man-sran/ woman-
WOoTan
Naked ‘srivate pacty’ inciudSng
female mippie tuiges and nakied bust
Crachs: male nipgles are ok
Poaciyted or Black Barred content
Ahowing madity of sexull ACtivity as
Above
Naked chidren, Incloding cartoon
versons (able 1O stand on ther own)
and older minces - Escalate of urure
Gf sewoal contest [chidd pom)
Depiction of sexual 313U or rape In
any form.,
Nothers breastfeeding without
cothes on
Lcaiato bertality, necrophiiy, and
pedophiia. Conderm cartoon/aGgital
versons BUT ewcalate f comtent is
promoting
Dignalfcantoon rudny. Art ssadity ok
Peopie “using the bathroom™
S8tk (obvious) depction of camed
Lot and moose knuchkies
Sex Loys or other Obpects, Bt only in
the context of sesual activity,

) fetinhet in form

Urconfirm il marijoans enlery
context i clear that the poster o
seling buying/proweg.

Begal drugs shown NOT in the
comext of medcal scademic o
schentific tudy

Note: Any depecton of margeana
done {ary amoent) or
plermonts uied for wsoling
marguasa are ok [unconfem)

Thett Vandalizm snd Fraud

1. Praisng or displaying crimes that they
or thewr frends commtied
2. COvgancing criminal activity or
sobditing Slegal services,
3. Encouraging others tO engage in
crminal activity
< Escalate Dited on crodbility
e sment

Hate Content

1

Attacking based on proftected

] Mate symboly, either out of oo Catego ry

n the comext of hate phrases
SWPpport of hate groups

4 Showing support for arganirations and

poopie primarily known for volence

5. Depicting symbols primandy known for

Bate and violience, UnNiess Comments
are cloarly agaiat t™hem

& Wersun photos™ o “Vi photoa™: photon

COMParing two peopie side by sude
7 Ao photoshopped images of people.
whether Nnegative, poaitave of neutral
g mages of deunk and unconstous
peopie, or sleeping people wah thungs
drawn on thewr 1300

5. Yideowr Street/Sar/ichooiyacd tights even o

S valld sarre match o found . School et
Ve are coly conlicmed o the vided has
SN patad 19 COMMNLE LOMeENting e
SO0 tareeies o the ven

Notes:

. Hate symbols are confirmed if
there's no context OR o hate
phrases are used

- Humor overrules hate speech
UNLESS slur words are present or
the humor Is not evident

Attacking
(PR based on

Shurs Of racial comments of any Protected

[ G comens )

1 Comsent showing Poster’s delght
nrwolvement infpromoting
clfencouragng of viclence agarnt
hurrsaers of asimals 40 sadune
pwrposes (e g torture, staged
andmal fghts, animal starvation,
Obwicus neglect, e2c.)

Depitting the mutilation of people
or ankmals, or decapated,
damembered, charred, or burning
Phumans

Poacheng of animals should be

aoderials should b eacalated
Unine, feces, vomit, semen, pus,
and ear wan. [Cartoon feces, unne
2t 10t are OK; real and cartocn
ot s OK)

Viclent speech [(Exampie: ™) love
heanng skulls crack™)

6. Photos and Sgital images showeg
snernal crgarns, bose, muscle,
tendons, etc. Deep flesh wounds
are ok 10 WM ow, excessive Blood i

W

ok 10 thow.

7 Crushed heads, Aimbs, etc are ok 25
ong ¥ no Insdes are thowing

- NOte: NO exctegtion for news or

Fwarencss related content

Escalated.

1 Holocaust denial which focuses on
hate speech

2 ARl attacks on Ataturk (visual and
text)

3. Magps of Xurdistan (Tutkey)

a Bumeng Turkosh flagis)

Cordemed [uniess clearly agaimnat PEK
andfor Ocalank

PEE support and degicton
Abduiah "Apo™ Ocalan-related
comntent

N

confirmed. Poaching of endangered

e Note: AN self hasm content should
be escalated

1. Threat and senous promaton of sulcide
2. Scpporting pecgile, grougs, and wymrdols
that advocates and promoting eating
Asorders 35 3 Mestyle chokce

3 Depicting selif-mutiation and groups
and peogie that promote and supdort it
{ex: cuttng groups)

1. Vahd name matches Nno matter what the
content & [Negative, POSTVE OF Neutral)

2. Contacting other wners perustently
WAEROUL prior 3OSt ion or conlinue 1o 3o
50 when the other party has said that they
want no other further contact with the
ronder

3 AMMKINg atryone Dased On their s1aTus &%
2 sexudl 355Ut OF raDe VICTim

Attacking anyone based on
their status as a sexual assault

or rape victim

P Blocks and Intersational Compliance
(Escalane as per «redibilty assesament)

1 Crodble theeatls o incitoment of physcal
harm agamat arwone

2. Creditie indications of organizng acts of
presens or fiture viclorce

3 Arry threats of violence agarst Heads of
State (HOS) or Law Enforcement Officers
(LEQ} should adways be escalated even If
not creddtile

& Arvy credble inScation of terrorist
activity or organized past/Tuture crime



REDRESS FOR SEXIST HATE SPEECH -
TWITTER

Self-reporting model
* Twitter Help Center — How to report violations, or Abusive Behaviour Policy
page
* 3 options when reporting
* “Someone on Twitter is posting my private information”
* ”"Someone on Twitter is being abusive”
* “Someone on Twitter is sending me violent threats”
* Alternative means of dealing with the problem
* Blocking the user — no notification sent to blocker
* Flag either media or individuals tweets or direct messages for violations
(not available on apps)




REDRESS FOR SEXIST HATE SPEECH -
YOUTUBE

* “We encourage free speech and defend everyone's right to express unpopular
points of view. But we don't permit hate speech (speech which attacks or
demeans a group based on race or ethnic origin, religion, disability, gender, age,
veteran status, and sexual orientation/gender identity).”’

* There is zero tolerance for predatory behavior, stalking, threats, harassment,
invading privacy, or the revealing of other members' personal information.
Anyone caught doing these things may be permanently banned from YouTube.

* YouTube adopts a self-reporting model, where users are invited to “flag”
content or comments for review by YouTube.Two general types of complaints
are possible: a content-related complaint, or a privacy-related complaint.




* Legal remedies

* Few law specifically designed to target sexist
hate speech

* Difficulty in balancing freedom of expression and
equality/non-discrimination

* Harassment/stalking laws require different
threshold

* Policy frameworks
* Requires self-reporting
* Opaque process with no ability to scrutinise

* Often lack of responsiveness




